ASA 7.x Manually Install third Party Vendor
Certificates for use with WebVPN Configuration
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ciscoasa

ci scoasaftconf t

ci scoasa(confi g) #crypto key generate rsa label
my.verisign.key modulus 1024

! Generates 1024 bit RSA key pair. "label" defines the
name of the key pair. INFO The nane for the keys wll
be: my.verisign. key Keypair generation process begin.
Pl ease wait... ciscoasa(config)#

3EA. AE XY dd
AZ| X|H2 ASAMIM AHE & CA(RIE 7|®)E Mdste ol 2 ELict
ASDM M=t
1. Configuration(Z1Z|12i| 0| M)E Z 2|t CtZ Properties(54)E = ELICH.

2. Certificate(@IBM)E & &5t CHS Trustpoint(2 2| X|1H)E &&ghCt.
3. Configuration(ZAIL| 22| 0|M)2 MEAS 1 Add(F7HE E=IFLICH



Configuration = Propedies = Cedificate = Trustpaint = Canfiguration
o Stariup Wizard [ Configuration

Pl anasetw Configure a Certificate Autharity (CA) s 8 trustpoint,

{—ED Anti-Spooting
= aRP
{2 Audo Update
{2 Chent Upoiate
=53 Certificate Trustpoint Name | Device Certficate Subject | CA Certficate Subject | ] Add 1
Autherdication
— iy Envoliment =
] bnpart Cedificate
£8 ey Pair
— it Manage Cerlificates
=+ G Trustpoirt
55 Connguration b

- at Import

*—lf Dhervice ACGE:ES
e B e .

4.CHS 2 *"°*|—|EF AE| X|H OlF: AZ X 0|2 AHE 8o #E10] Rlo{ok FrLCt.
(o 01|01|A‘|._ my.verisign.trustpointE A+S & LICH)7| ¥: 2EL A0 HHEl 7| S MHEHETL
CH(my.verisign.key).

5. 73 S50| MHE[R=X] &lgL|ct

6. Certificate Parameters®& & 2| 8fLIC}.Certificate Parameters EH§P A RE7F LEEFELICEH
7. HEE 225t o] EHo|E0f LIY¥E 48 FHELICHOo|8 Zt2 FH5e{H S8 =&}
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Aftribute | Value |

Cormiman Mame (Ch) swEbvpn.CISC0.com
CiM Attribide to be Acdded Departrent (OL]) TSNEE

Corparry Marms (0 Cizco Systems
Aftribute: |- Select sfirioute .. W o =s State (S) Morth Caroling

Stete (S) s
Value: Detete L ocation (L) T Raleigh

(034 Cancel Help

8. MMst gf2 FUtst & &olg Z =g
9. Certificate Parameters(21& A Oi7l%2d<) CHS & XF2| Specify FQRDN(FQDN X&) ZEof
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@& Certificate Parameters

Subject DR: vatems, St=Morth Caroling, =t=U%= L=Raleigh Edit...

~Fabn

™ Use FQDN of the device

eV RNLCIZC0.com

{* Specify FODN

" Use none

E-rmail;

IP Address:

|_ Include device serial number

2k Cancel Help

10. &olg =|gruct.
11. 2HIE 7| Wo| MEHE|RER| E0lsln 5 S8 A 2|2 HES Z 2§
12. OK(EQhE Z=I8t Ot S Apply(H8)E 28 .JL_IEP




= Add Trustpoint Configurakion

Trustpoint Kame: |I‘|13.-'.'|rerﬁig‘|.truspni1t

[ Generate & seli-signed cerificale on enroliment
If this oplicn iz enakled, only Key Pair and Cerlificate Parameters can be specified,

Enraliment Setlings I Reyvoostion Check I CRL Rsrizyal Pni-:',rl CRL Retriawval HB‘thnﬂI DCEP RLiEBI Advanced

Key Palr: try werision key | % Shover Details | Mesw Key Pair .. |
Challenge Confirm Challenge
Pazaword: Paz=wward: |

Enrollment Mode can only be specified if there are no certificales associated with this trustpoint,
‘Enraliment kade-

* Usze manual enroliment

" Use sutomalic srraliment

Enroliment LIRL: it ff
Retry Period: 1 minutes
Fetry Count: ] (Uze 0 to indicate unlimied retries)
| Cerlificate Parameters... |
(8], 4 Cancel Help
BHE o
ciscoasa

ci scoasa(confi g) #crypto ca trustpoint
my.verisign.trustpoint

! Creates the trustpoint.
ci scoasa(confi g-ca-trustpoi nt)#enrollment terminal
! Specifies cut and paste enrollment with this
trustpoint. ciscoasa(config-ca-trustpoint)#subject-name
CN=wepvpn.cisco.com, OU=TSWEB,

O=Cisco

Systems, C=US, St=North Carolina,L=Raleigh

! Defines x.500 distinguished name. ci scoasa(config-ca-
trust poi nt) #keypair my.verisign.key

! Specifies key palr generated in Step 3.
ci scoasa(confi g-ca-trustpoi nt)#£fgqdn webvpn.cisco.com

! Specifies subject alternative name (DNS:).




[ci scoasa(confi g-ca-trustpoint)#exit |

4H. &M S5 d4d

ASDM HA#}

1. Configuration(Z1L| 12| 0|M)S 2 2l8 CIZ Properties(5 )& = EfLCH

2. Certificate(Q/BM)E & &3l Enrollment(SS)E ME{grL|C.

3. SEHAIMIM M E AZ X|IH0| MEAE|I=X| & Qlst T Enrol(S5)2 BRIBILICLRIEM S
E QYHQRUEM HE oIt L &) LtEst= CHat & A7 LEEFELICH

[= N -

E= Enrollment Request x|

To complete the enrollment process, please paste the fallowing PKCS10 enrallment request into the
managemert interface of the CA.

You will need ta install the cedificate after receiving it.

>0 to Configuration = Properties = Cerificate = Import Certificate to do so.

Cedificate Request:

guoBmS BUnL 0oyl
gEJWABRVHLE NGk

gontnkGTIL1wECE

———End - Thi=s line not part

4. PKCS#10 55 282 o

HAE IUZE FA RS
METIE| HIC{7} CSRE 4418t & M%|E Q|5H ID QIS ME g2 5HoF &hL|ct
HAZE o
x| 0|8 1

ci scoasa(confi g) #crypto ca enroll my.verisign.trustpoint

! ITnitiates CSR. This is the request to be ! submitted
via web or email to the 3rd party vendor. % Start
certificate enrollnent .. % The subject name in the
certificate will be: CN=webvpn.cisco. com OU=TSWEB,

O=Ci sco Systems, C=US, St =North Carolina, L=Ral ei gh % The
fully-qualified domain nane in the certificate will be:




webvpn. ci sco. com % I ncl ude the device serial nunber in
the subject nanme? [yes/no]: no ! Do not include the
device's serial number in the subject. Display
Certificate Request to terminal? [yes/no]: yes

! Displays the PKCS#10 enrollment request to the
terminal. ! You will need to copy this from the terminal
to a text ! file or web text field to submit to the 3rd
party CA. Certificate Request foll ows:

M | CH CCAYc CAQAWgaAx EDAOCBgNVBACTB1JhbGVpZ2gxFz AVBgNVBAQT
Dk5venRo

I ENhc s aWWb h MQs wCQYDVQQGEW] VUz EWVBQGALUEChMNQ2I zY28gU3lI z
dGvt czEO

MAWGAL UECX MFVFNXRUI x Gz AZBgNVBAMT EniNpc 2Nv YXNhLnNpc 2 Nv L\
bTEhMBBG

CSqGS| b3DQEJAhYSY2l zY29hc2EuY2l zY28uY29t M G MAOGCSqGSI b3
DQEBAQUA

AAGNADCBI QKBgQCmM 2Vt eHnhi hS1uQ 0+hWa5KnmOPpl 6 Y/ MMAhgBaB
9MAy Tx5b

FnB86s8F73Wsf QPynBDf BSsej DOnBpFYzKsGf 7TUMB2nR2RFaqgf y Nx Yt
30MXSNPO

nLdZ0xJVnRI p9cyQ/ 983pnbPf DD6/ hoOnTkt x0i +1cEXOl uBvh7oKar
gw DAQAB

0DOWOWJKoZI hvc NAQk OvVB4wl DAL Bg NVHQB EBAMCBa AWHQYDVRORBBYw
FI 1SY2] z

Y29hc2EuY2l zY28uY29t MAOGCSqGS| b3DQEBBAUAA4GBABr xpY0q7SeO
Hzf 3yEJq

po6wGroZpsvpYl / HenKU aRc783w4BMO5! ul | EnHgRgAXr ThQnOB7JPI
bkc2ykkm

bYVRt / wi Kc8Fj pvPpf Okj MKOT3t +HeQ@ 5Q Kx2Y/ vr qs+Hg5SLHpbhj /
Uol13yWCe 0Bzg59cYXqg/ vkoqzV/ t BUACr ---End - This line not
part of the certificate request--- Redisplay enroll nent
request? [yes/no]:

ci scoasa(config)#
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MEIE| HEHZFE ID 215ME &2 Foll= ol HHE T™dE =

ASDM A%}

1. 24 AFE ID 2 5ME MHEFLICEH

2. base64Z Q1AL E CIEM7I IUZ KNS E|X| L2 B base64 HA|IX|E FAISH{ HIAE

utofl =04go{of FLct.

3. = EHO| .cer®l I}tUO| O|F 2 HIFELICEHET: Tt O|F 0| .cer EHO

O|20| 1B MZ E A|Z|o{oF gFLCt.
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General | etails | Certification Path |

Forimn
! =-1 Certificate Information

Thi%ertiﬁcate is intended for the following purpose(s):

*Ensures the identity of a remote computer
*Proves your identity ko a remote computer
2 16.840.1.113733.1.7.21

"Wmdowsoﬂ O| QIBAME &0l8 + Q= BEI S5 X/
EFAI 22U FE CAEE 57 CA QIS ME gtolof ELiC
CIBME dop{H EtAL SSYUA &= CA HEIXAAH 2 |é+
5. Certificate Path {2 S 2I&fL|Cl.
6. Y= = ID QB M ol = CA QIS ME 2251 View Certificate(2I S M E7|)& 2 2I8L

2%

General | Details Certification Path |

— Certification path

- YeriSign Trial Secure Server Test Root CA

Werisign Trial Secure Server Test CA

----- - [=] webvpn.cisca.com

YWiew Certificate

Certificate status:

This certificate is O,

Ik

Ct.

OfM
X
Q)
>
ro
ol



Mol CHBE XEA[EF HE
. Ol E|'7=”0‘I|A‘|: —rE
of Mx|=EL|ct.

7. Details& & =/&rLCH

General Details |CertiFicaI:i|:|n Path I

H7b LERE L Za: o] EAMM ID(E ) QIBAHE MxIGHK| O AL
¢l FE E&=CA OIme Z7HELIC. ID(L'-II:IPOI/\) RIEMe 6EHA|

Shi:
Field Walue -
E'-.-'ersinn W3
ESerial nurmber 63bl1 a5cdc59F 7380 1d al ...
ESignature algarithirn shalRsn
Elssuer WeriSign Trial Secure Server Te,., =
E'u'aliu:l From Tuesday, February 08, 2005 &...
E'u'aliu:l ko Sunday, February 08, 2015 7:...
ESubject YeriSign Trial Secure Server Te...
[ElPublic key RSA (2048 Bits) ~|

Edit Properties. .. iZopy ko File, ..

Ik

8. Copy to File2 & =|gfLC}.

9. 215 A LIELHY| ObHALOI A CHEE =1L
10. Export File Format(Zt & &4 LHE'_LH7I CH3 4 Xkl A Base-64 213 E X.509(.CER) 2tC|2
HES 25t Next(EI- g ZalghcH



Certificate Export Wizard

Export File Format
iCertificates can be exported in a variety of file Formats,

Select the format wou want to use:
" DER encoded binary ¥.509 {.CER)
% Base-64 encoded X.509 {.CER)

™ Cryptographic Message Svntax Standard - PKCS #7 Certificates (. P7E)

™ Include all certificates in the certification path it possible

£ Bersonal Infarmation Exchange - PRES £12 (. PEX

™ Include all certificates in the certification path it possible
™ Enable strong protection (requires IE 5.0, T 4.0/5F4 or above)

I Delete the private key it the export is successtul

< Back Mext = Zancel
11.CA OIKHE 17&%* ey | It %Ii:l% =B LICH



Certificate Export Wizard x|

File to Export
Specify the name of the file wou want to export

File name:

I n::'l,intrn:u:utn:a| Erowse, ..

= Back I Mexk = Zancel

13. Export Successful Ci3t 2 At0o| A OKE 22! LICt

14. CA Q1B ME XMEEt 9IXIE &L

15. HEE I 22 HAE HEJ|E It Y S YLICH (U2 0IRA QLEZ HESE Z&|5t1
Send To(2LH7I) > Notepad(H 2 &) & MEHELICH )base64 2 QIFEE HIAIX|= CHE 0|O|
X|o| 1B Mt FAMSHAH E AlZ|o{oF EL|Ct



16.
. Certificate(I&E M)E & &35l 1 Authentication(QI&)& ME{EFLICY.
18.
19.
20.

17

File Edit Format ‘Wiew Help

F—————BEGIN CERTIFICATE————-—

MIIFS]%CBDHQAWIBAQIQCECQ#?aTd]6EtFIEDXVTEEANngqhkTGQWDBAQUFADCE
Y ZELMAEGATUEBNMCOWWMxF 2AVEBONVBADTD 12T cm 1 TawduLCE JbmMUMT Awl gy DVOOL
Eydch3T _cleGVEdC BOIwh3N T CyBRbmx SLTAQTMS Qv <Nz Ihbmi 1 Cyd X0 ] BABGNY
BASTOVR | CMlzIGOMIHVZZSBhdCBodHRwCZoVL3d3dy 322 Ipc2 Tnbi S b 0wy 3Bz
L3RTC3RIvsaoyykwNTETMCsGALUEAXME WV aWVNPZ 24 gwHI oy wwgU2 Y] a1 TIFNT
cn21ciBUEKNDIENBMdeDTAEMDcyNzAwMDAWMFuxDTAEMD?xMDIzNTklOVuwgzdx
|czAJBgNVBAVTATVTMRCWFQYDVQQIEwﬁobajﬂacanvxjubs LY TEWMEDSATUEC hoN
Q21zvzaﬁu31szVtczEOMﬁmGﬁiUECxQFVFNxRUIxﬂjAdagmvansumva1cmlzIGgm
IHVZZSBhAdCE3d3 cudmvyaxMpZ 24 uy 2 9T L2 MwCy S 0ZxN 0y 2 EQRGMPMDU X E ] AQE QMY
BAMUCWHNS awvUudHZwh JCBnzANBgk ghk 1G9wOBAQEF AADE] QAW Yk CgYEALVSARZSM
SZ7Uwos ov+yL /SMzULWE T gvigw=lavi4d UwgpUgSTgal EnSwhvrZ2mIdoT /ucIwbkla
TiajzxxSocuvAKUI7CcnoxS ] +K THIBNU] Z8Ey3r26nLastBCOK Sy SZ6T ATz imMap
RWMazEUDFaiiT+EDG?KAiWCPTdE?FHEINFECAWEAAaGCAdcwg gHTMAK GAL I EwCC
(MALW WY DR OPBAQDAGWIMEMGALUdHW SMDowOKAZ oD SEMMhOdHABLy STV ITZ2WH1
CmUtTEJSLﬂ21Cm12awduLmNUb59TV1JUCm1hbDIwMDUuYEJSMEDGﬂlUdIARDMEEW
Py kY IZ1AYhd ROEHFTAXMCBGCCsGAQUFBWIBF I NOdHRwWCZowL3d3dy 522X 0pc2n
biEjbEDUYEEELERWCERjYTAdEgNVHSUEFjAUEggFBgEFBQCDAQYIHWYBBQUHAWIW
Hw* DWR 0 BEgwF 0AUZ T KOgeAxwdOgF et GxTyCEnAnhl owedy I Kwy BEEQUHAQEEDDED
‘MCQGCCSGAQUFBEABHHHD HRwOTBwh2NZCC 822 1pc2 Tnkd 57 b2 Owdgy I Kwy BECQUH

MAKGNMhOdHAGLy STV ITZWNLlcmutvwThinzZ Toml zawdulmivbsSTv T Jucm ThhD Dw
MDULYWThimi1C]BUBQgr EQEFBQCBDAR TMGCHAGE CMF owwWDEWF O T phwF nZS SN awyw
ITAfMACGESsOAwWI ABERLAY kO] g¥MUSESOIsprESHIWEFGDAMF 1ROdHRWD T 8vhE5n
bESEEKJpC21Hb15]bEDUdHNSbEdUMS5ﬂaWVWDQYJHDEIhUCNAQEFBQADggEEACdk
SwooGantmd 1r Ihw8TSGs jdPpospLseBFxULEZ 1 THGRrCTOs AL rghlFELA Ky
1;Ea]]dteeVTgIurIclawwa+RHCCTqu1zFvaumDmmzegdQsmzaGaMersByEE
Lbl/3+]z8skIak1ZP7OpmgMEECZ+cUmLlOrk 631 cd 6yBCs IMZVvhGEsZ TNSI BORRWE
hakDsfufvsirHcBCONIdOECOB05 I ZUTrES S w1 xz2 ] 101 51FhaemCox /UBT 2w 3 2C
th412+T§Fy23z?thnu1uhMa?bczTEmmquSkCEHEzzkALﬁuGNpryE1?TLHyja
TdTLIFmBwT02gazsas4 0=
————— EMD CERTIFICATE--——-

ASDMO| A Configuration(Z1Z|12i| 0| M)& 2 2l3t CtF Properties(54)E =& LCH.

Enter the certificate text in 16!+ &= = base64 format ZIC|2 HHE& Z=I8rL|C}.
ElAE THE|7|0 A base64 40| CA QIS ME HAE ¥dof Eo{d&LICt
AuthenticateE & 2gfL{C}



Configuration = Properties = Cerificate = Authentication

4= Startup Wizard | Authentication
i i. webap Authenticate a CA cerfificate. A5 the result of suthentication, the CA cartificate will ke agsociabad with
L B anti-spooing TR A ' ’
i .
iw-Ed AP
o8 Auto Updste
*;; Clert Uodat Truztpoint kanme: Irn'r.vcrisi;mlrmpu... ‘""I Edit... g
EHED Cerdificate
N A dherdicadion Fingerprint (optionall: I
- 8y Enrcliment
i g'mﬁf’fif'ﬂﬂ The certificate text can be specified if the selected frustpoint iz configured for manual enroliment.
Ky Pair
ey Manage Cerificales ~Certificats Text
[=-Eh Trustpoint
_Ea Configuration " nport from o fis: I Browse
—iB Export
L Fnport (¥ Enfler the certificate text In hexadecimal or bazesd formal:

Z-ré—ﬁ' Device Access

B Device Admintstration
b DHCP Services

B DNS

! Hioh Availabity and Scal
ﬁ Faiaver

{ig Fragment

T History MWetrics

“Ha HTTPMTTPS

o IRy, 1P At

#- 3 Logging

&5 Priority Gusue
S ss @ The irustpoint mry werisign truspoint has been authenticated.
SUNRPC Server
—mid TOP Colions
—2) Timeouts
— & URL Fittering

Hgl WoCP
21. Zelg 8|t

1I.E.ﬁ.xl-.'lp"-"mWn\l'hk:-l?-igMWQUWMJ?T’HMIIUEJIMNDIE‘;MA
CColEThgglew TagTiadhnwDa v o ZiwveNAGEF BRADGYEASTSvES 3
234 Y RO ST I51 1 1oL 2MANpSHabrwd 1 2GSsnD Dk SRmH SBATSLUGE
NvRICDSEOmMB MO IB 2aB T OlsiHSIM A JeOig A +O9 3 e+ peLid Al
FHF B w3+ TgBukFMARYENg=

eensEND CERTIFICATEmee

1| | ¥

@& Authentication Successful x|

HHE o

ciscoasa

ci scoasa(confi g) #crypto ca authenticate
my.verisign.trustpoint

! Initiates the prompt to paste in the base64 CA root !
or intermediate certificate. Enter the base 64 encoded
CA certificate. End with the word "quit" on a |line by
itself ----- BEGIN CERTIFICATE-----
MIIEwDCCBCmgAwIBAgIQY7GlzcWfeIAdoGNs+XVGezANBgkghkiG9w0B
AQUFADCB

jDELMAKGA1UEBhMCVVMxFzAVBgNVBAOTD1Z1lcml TaWduLCBJbmMuMTAw
LgYDVQQL
EydGb3IgVGVzdCBQAXJwb3NlcyBPbmx5LiAgTM8gYXNzdXJThbmNlcy4dx
MjAwBgNV
BAMTKVZlcmlTaWdAuIFRyaWFsIFN1Y3VyZSBTZXJ2ZXIgVGVzdCBSb290
IENBMB4X
DTA1MDIWOTAWMDAWMFOXDTE1MDIwWODIzZNTk10VowgcsxCzAJBgNVBAYT
Al1VTMRcw
FQYDVQQKEWSWZXJpU21nbiwgSW57jLjEwWMC4GA1UECXMNRm9YIFR1c3Qg
UHVycG9z

ZXMgT255eS4gIESVIGFzc3VyYW57 ZXMuMUIWQAYDVQQLEZ1UZXJtcyBv
ZiBlc2Ug
YXQgaHROCHM6LY93d3cudmVyaXNpZ24uY29tL2Nwcy90ZXNOY2EgKGMp
MDUxLTAr
BgNVBAMTJFZlcmlTaWduIFRyaWFsIFN1Y3VyZSBTZXJ2ZXIgVGVzdCBD




QTCCASIw
DQYJKOZIhvcNAQEBBQADggEPADCCAQOCggEBALSXGt1M4HYjXwA+ /NAu
wElv6IJd/

DV8zgpvxuwdaMv6 ENQBHSF4eKkFDcJLJVNnP53ZiGcLAAWTCS5ivGpGQE6
1BBD6Zgk

d851P1l/6XxK0EAmrN7 gVMmvBMGRsmOjjelop5 £ 0nKPQVONK2gNUB6n45
1P4goygs
EObdrul6équz+II2cGFAGloSYRy4wvY/dpVHUZOZQYcIKK08yGotR2xAl
D/OCCmZO
S5RMNQLLKSVwYHhJ25EskFhgR2qCxX2EQJAnDXuTw0+4t1qgj97ydk5iDo
xjKEfVv6sb
tnp3TIY6S07bTb9gxICk4pGbcf8DOPVOfGRUlWPpEUUZC8v+WKC20+sK6
QMECAWEA
AaOCAVwwggFYMBIGA1UJEWEB/wQIMAYBAf8CAQAWSWYDVROgBEQwQjBA
BgpghkgB
hvhFAQcVMDIWMAYIKwYBBQUHAGEWJGhOdHBz0i8vd3d3LnZlcmlzaWdu
LmNvbS93j

cHMvdGVzdGNhLzAOBgNVHQ8BAf 8EBAMCAQYWEQYJYIZIAYb4QgEBBAQD
AgEGMBOG
Al1UdDgQWBBRmMIO6B4DFZ3Sp/q0bFNgIGcCeHWjCBsgYDVROjBIGQMIGn
OYGSpIGP
MIGMMQswCQYDVQQGEwWJVUzZEXMBUGA1UEChMOVMVyaVNpZ24sIEluYy4x
MDAuUBgNV
BASTJ0ZvciBUZXNOIFBlcnBvc2VzIE9ubHkuICBObyBhc3N1cmFuY2vz
LjEyMDAG
AlUEAXMpVmVyaVNpZ24gVHIpYWwgU2VjdXJ1IFN1cnZlciBUZXNOIFJv
b3QgQ0GC
ECCol67bggLewTagTia9h3MwDQYJKoZIhvcNAQEFBQADgYEASZz5v8s3/
SjzRvY21l

Kgf234YROiL51ZS1110UZ2MANpP2H4biw4it £sG5snDD1wSRmiH3BW/SU
6EEzD90i
Ai9TXVRIcD5qOmB+nyK9£fB2aBz0iaiHSiIWzAJeQjugA+Q93jNew+peu
§4AhdvGN

n/KK/+1Yv61w3+7g6ukFMARVBNg=

! Manually pasted certificate into CLI. | NFQ
Certificate has the following attributes: Fingerprint:
8de989db 7fcc5e3b fdde2c42 0813ef43 Do you accept this
certificate? [yes/no]: yes Trustpoint
"my.verisign.trustpoint' is a subordinate CA and holds a
non self-signed certificate. Trustpoint CA certificate
accepted. % Certificate successfully inported

ci scoasa(config)#

6EAH. Q1S M Al

ASDM H#}

EtAt SSHAMIM MB st ID LB ME Ar8sto TS HAHE +

1. Configuration(Z1I|1

gl O]
2. Certificate(RIBM)E & &t CH2 Import Certificate(21& M 7HH4 27| &
3. Enter the certificate text in 16 X% == base64 format CIC|2 HHEE Z2l5l1

EME HAE Zcof 2oigaLct

SH
S

gLk

|A)2 Z&2I8t C}2 Properties(54)E &2/ gfLICH.

eyt

L|C}.
base64 ID 2l



e Sharbup Wizard
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5 conguration
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Configuration = Propadies = Cartific ate = Impor Ceificale

o
k

Impsoit Certiiicate

Instal an iderity certificabe thal was received from a Certificate Authoriy (CA) in respanss 16 & manesl
enrolmert regquest

Trustpeirt Hame: [m'.-'.'-.'ensmnlmsm ;I Edi... | By |
Cerfificate Texd
C mpottomate | Erowse |

1% Entar tha canificabe taxt in haxadacknal or basesd farmmat:

EEGSDJSHE!HF@MHMWGEWIKMMMN!ﬂ
Sarat DO JK oI E NS DEFECUADGEE BT v SHF Ciload DOy ciiary
AR SSPOCEGCRCqake S S+ cOnpPLaDNmBGTP A GRyvDy 2 FELskGpeL Gy
P b F 2P e CRO e ki 0z Tz pUmil clDoLU SE00U v+ G2 e TWEDAVE,
O e DA OEERARE oA oy Db ol DV T penegz ChiCMHE VioaSF s
e A v CHZ SHE e SN0 miE DR AU Got I DER Y G 2B S OWT ZEH:

¥}

o DS
B Jomediie el
5 "

g Fragment | |

History Metrics
*s HTTRHTTFS

=iy P A

#- Logging

—8 Priorty Qs
550

[ SUNRPC Server

(gl TCP Oplioers

[ Timeouis

(2L URL Fitering

& Information

EEVHMEgRabL P+ Mol E+ gDl Ee P AGH Mo T2 n UG M=

b WCCF

4. Import(7tXM27()E &It CIE OK(EHE Z=lgLct
HHEE o

ciscoasa

ci scoasa(confi g) #crypto ca import my.verisign.trustpoint
certificate

! Tnitiates prompt to paste the base64 identity
certificate ! provided by the 3rd party vendor. % The
fully-qualified domain nane in the certificate will be:
webvpn. ci sco. com Enter the base 64 encoded certificate.

End with the word "quit" on a line by itself ----- BEGIN
CERTIFICATE-----
MIIFZjCCBE6gAWIBAgIQMs/oXuu9K14eMGSfOmYjfTANBgkghkiG9w0B
AQUFADCB

yzZELMAKGA1UEBhMCVVMxXFzAVBgNVBAOTD1Z1lcml TaWduLCBJbmMuMTAwW
LgYDVQQL
EydGb3IgVGVzdCBQAXJwb3NlcyBPbmx5LiAgTm8gYXNzdXJhbmNlcy4x
QjBABgNV

BASTOVR1cmlzIGO9mMIHVzZSBhdCBodHRwczovL3d3dy52ZXJdpc2lnbi5j
b20vY3Bz
L3R1c3RjYSAOYYKkwNTEtMCsGA1UEAXMKVmMVyaVNpPZ24gVHIpYWwgU2V]j
dXJ1IFN1
cnZlciBUZXNOIENBMB4XDTA3MDcyNjAwMDAWMFoXDTA3MDgwOTIzNTk1
OVowgbox
CzAJBgNVBAYTAl1VTMRcWFQYDVQQIEw50b3J0aCBDYXJVbGluYTEQMA4G
AlUEBxQH
UmFsZW1naDEWMBQGA1UEChQNQ21zY28gU31zdGVtczEOMAWGA1UECxXQF
VFNXRUIx




0jA4BgNVBASUMVR1cmlzIGIMIHVzZZSBhdCB3d3cudmVyaXNpZ24uY29t
L2Nwcy90
ZXNOY2EgKGMpMDUxHDAaBgNVBAMUE2Npc2NvYXNhMS5jaXNjby5jb20w
gZ8wDQYJ
KoZIhvcNAQEBBQADgYOAMIGJAOGBALS6EVOrHH1sIB/VRKaRl1JeJKCrQ
/9kER2JQ
9UOKUP3mMVPZJIt YN63ZxDwACeyNb+1iIdKUegIJWHIOMz3GHqcgEKKW1EC
ro+6a¥YlR
TIaUE8/LiAZbA70+k/9Z/UR+v532B1nDRwbx1R9ZVhAJzA1hJTxS1Egry
osBMMazg
5IcLhgSpAgMBAAG] ggHXMIIB0ZzAJBgNVHRMEAjAAMASGA1UADWQEAWIF
ODBDBgNV
HRSEPDA6MDigNgAOhjJodHRwOi8vU1ZSU2VjdXJ1LWNybC52ZXJpc2ln
bi5jb20v
UlZSVHIpYWwyMDA1LmNybDBKBgNVHSAEQzBBMD8GCMCGSAGG+EUBBXUW
MTAvBggr
BgEFBQCCARYjaHROcHM6Ly93d3cudmVyaXNpZ24uY29tL2Nwcy90ZXNO
Y2EwHQYD
VRO1BBYWFAYIKwYBBQUHAWEGCCsSGAQUFBwWMCMBS8GA1UAIWQYMBaAFGYi
joHgMVnd
Kn+rRsU2AgZwJ4daMHgGCCsGAQUFBwWEBBGwwajAkBggrBgEFBQCWAYYY
aHROcDov
L29jc3AudmVyaXNpZ24uY29tMEIGCCsSGAQUFBzACh]jZodHRwOi8vU1ZS
U2VidaxJl
LWFpPYS52ZXJpc21nbi5jb20vU1ZSVHIpYWwyMDALLWFPYS53jZXIwbgYI
KwYBBQUH
AQwWEYjBgoV6gXDBaMFgwVhYJaWlhZ2UvZ21mMCEwHzAHBgUrDgMCGgQU
S2u5KJYG
DLvQUjibKaxLB4shBRgwJhYkaHROcDovL2xvZ28udmVyaXNpZ24u¥Y29t
L3ZzbG9n
bzEuZ21mMAOGCSQGSIb3DQEBBQUAA4 IBAQANYM4GVThPIYL/9y1DBASN
7/yw30v3
bIirHfHIYEPJ1znZQXyXdObpZkuA6Jyu03V2CYNnDomn4dxRXQTUDDSQS8
6ZiKyMIj
XM2VCmcHSajmMMRyjpydxfk6CIADMtMGotCavRHDIT12tvwgrBock/v/
540021kB
SmLzVV7crlYJEuhgqu3Pz7gNRA8NOUN6c9sbwQlBuM99QxzIzdAo89FS
ewy8MAIY
rtab5F+0iTc5xGy8w7NARAENGFXihgnLgWTtA35/0oWuy86bjelIWbeyqg
j8ePM9TA
0LAAW6kUU1PNimPttMDhcF7cuevntROksOgQPBPx5FJSQMiUZGrviu50

INFO. Certificate successfully inported
ci scoasa(config)#

TEAH. M2 dX|E AEMHE MESH=H WebVPNE T HEILICE.

ASDM H#}

1. Configuration(7+4d)2 2 2!5t 1 Properties(£48)E 2
2. Trustpoints(& 2| X|&) 30| A WebVPN MME F
Ct. O] oo M= 2|F QIE{H|O|AE AFSEFLICEH

2|3t CHS sSL& ME{grLICH
Zote Ol ASE QEmo|AE MH

3. EditE &2|&fLICt.Edit SSL Trustpoint CHS} A AF7F LEEFSFLICH

EHSt
=1 =

L



Configuration = Properties = S5L

—r” StAALD YATan

gl AAA Sebup
Ardi.Zpoaling
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2 Ao Lindate

i Chent Update

58 Corificate

'Ii' Device Access

28 Device Admrictration

{8’ DHOP Sarvices

i

5}

7
2

— S HTTRHTTPS
-l 1P A
1118 Legging

18 Priceily Cuevs
SLNRPC Server

gl TCP Options
Timeouts
S R Fitering
gl WooR

{5

Configurs S50 parameters. These parameters affect both ASOM and Wb P nccess.

Server SEL Versior:  [Any | Chent SSL Version: [y |
Encryplion

Available Algoeithes

IDES-SHAN

& Edit SSL Trustpaoint L w
[ poi B,

Specity an enrolied trustpoint to b used for 551 ahentication on the oulside inberiace. To ennoll & trustpoink,
g0 to Configuration = Properiies = Certificabe = Enroliment.

rerace

Iy wErisgnirIsp H

Erwaded Trusipord:

Trustpoirts
Specity which anrolied trustpoints, it any, should be used lor 551 suthenbcation on sach nlerface. Tha falback
brusipoint will be used on inleriaces nol assocsabed with a trusipoint o ther own.

Fallack Trustport: |

15

Irtertace |

Trustpoirt

maragement

il

4. Enrolled Trustpoint(& & &l A2 X|H)
ghct.
5.0K(&ehE Z=ist Ch3 Apply(""-‘a’-)%
Ol X|’HE QlE{HO|A20M BREE
ol MX|E

ZEFfLICH

=

FEE o

ciscoasa

ci scoasa(confi g) #ssl trust-point my.verisign.trustpoint
outside

! Specifies the trustpoint that will supply the SSL !
certificate for the defined interface.
ci scoasa(confi g) #write memory

Bui | di ng configuration...
Crypt ochecksum 694687al f75042af ccc6addf 34d2cb08

8808 bytes copied in 3.630 secs (2936 bytes/sec)
[ K]

ci scoasa(config)#

! Save configuration.

& QlgrLiCt.

CE&

E WebVPN A[A40]| A RIS MHE Al
OISl Y2 o]l EM 2] g*ol MME XA,

Ry

SEChe S 2ol 3R A0 Mast Al x|xg M



Ol MAdoll M= METHE| M| Q15 A MR|7H HBFEK| 2O

ASAO| A A& AME QIS M A

O| Mo M= ASAUIA HX[E RtA MB QIS MHE Aot

1. Verisign0i| Q1E M ME &g waigrL|ct VerisigndlH

AZ| x| otelofl Y AXIE += U&LICH.
2. Ct2 BES U= LICE crypto ca enroll verisign 2 &

T E2E VerisignQ 2 M&SEFLICEH
4. M 1B ME M3BstH Cts HHES

Mdx[E s 27|

ASDM A%}

$ols S

EHStets HIAIX|7F EAELICEH

1. Configuration(Z1Z| 12| 0|M)S 22!5t 1 Properties(54)E &= B LICH.
2. Certificate(I&E M)E = &5t L Manage Certificates(2185 M #E)E M EFLICH A= x| QI

S0l AFSEICA R
A Eial) @odol| LIEtLFoF BFL|Ct

Configuration = Proparties = Cartificale = Manage Cedicatas
@™ Stertup Vzand 4 Marags Certificates

gl AsA Setup "

1 3 art firsg Mansge the Certificabes associabed with trusipoints.
T S

[} ARP

Trustpoint
iy war g
L cte e g T

a=h Ao Lipcale
= Cliart Update
= iﬂ Caplificate
—ED Authertication
{~&y Enrolimerd
(4] brpert Carificate
58 ey Pai
I .lm Manacgs Cerfificales
= Trustpoint
%ﬁ .:ﬁ Corfiguration

— I Frownet

WeriSkn T

webvpn.cisco Indentity

BHBE o

ciscoasa

ci scoasa(confi g) #show crypto ca certificates

! Displays all certificates installed on the ASA.
Certificate Status: Available Certificate Serial Number:
32cf e85eebbd2b5e1e30649f d266237d Certificate Usage:
Ceneral Purpose Public Key Type: RSA (1024 bits) Issuer
Name: cn=Veri Sign Trial Secure Server Test CA ou=Termnms
of use at https://ww. verisign.comcps/testca (c)05
ou=For Test Purposes Only. No assurances. o=Veri Sign\,
Inc. c=US Subject Name: cn=webvpn.cisco.com ou=Terns of
use at www. veri sign.confcps/testca (c)05 ou=TSVEB

0=Ci sco Systens | =Ral eigh st=North Carolina c=US OCSP
AlA: URL: http://ocsp.verisign.comCRL Distribution
Points: [1] http://SVRSecure-

crl.verisign.com SVRTrial 2005.crl Validity Date: start
date: 00:00:00 UTC Jul 19 2007 end date: 23:59:59 UTC

3. Display Certificate Request to terminal(E{0|'d0l| 2IEM L E A2l B yes(0)E 2215

O

21248tL|C}. crypto ca import verisign 215 A

OIZE M U EtAL SS UMM & Z 8 ID 215 M7t Manage Certificates(218

Sabus |

Ao pilnle General Purpo



Aug 2 2007 Associ ated Trustpoints:
ny.verisign.trustpoint ! Identity certificate received
from 3rd party vendor displayed above. CA Certificate
Status: Available Certificate Serial Nunber:
63bla5cdc59f 78801da0636¢f 975467b Certificate Usage:
Ceneral Purpose Public Key Type: RSA (2048 bits) Issuer
Narme: cn=Veri Sign Trial Secure Server Test Root CA
ou=For Test Purposes Only. No assurances. o=Veri Sign\,
Inc. ¢c=US Subj ect Name: cn=Veri Sign Trial Secure Server
Test CA ou=Terms of use at

https://ww. veri sign.com cps/testca (c¢)05 ou=For Test
Purposes Only. No assurances. o=Veri Sign\, Inc. c=US
Validity Date: start date: 00:00:00 UTC Feb 9 2005 end
date: 23:59:59 UTC Feb 8 2015 Associ ated Trustpoints:
ny.verisign.trustpoint ! CA intermediate certificate
displayed above.

2 22X E AH8350 WebVPNO| A X|E Q1S A &2

2z tMAI2.

WebVPNOIIM Al 215 ME AtS3HEX| Slstede Cha B

1. ¥ HElRX{E S35l WebVPN QIE{HO|A0]| AZELICH Q1B M & AHEEH FQDN(04:
https://webvpn.cisco.com)@t &7H https://E A& ELICEO|2{EF 2t B & StLIE s Alstes
A< oY dnol T ste HitE s LICH 2o 0IF M O|& 0| BEE[R7LE ALO|E O|F
I RIS K| f&LICHASAS| WebVPN QIE{H O£ 0f 245t 7| /5 SHHE FQDN/CNE At
EJ=X| A LICH ID UBEME HE [ Mol FQDN/CNE ALE38fiof g LICH 21E M
FQDN/CN2 2Ql15}17| 2|3l show crypto ca certificates trustpointname HEE Al & £ U&
LICH AZ|E = QI 5 MEYE 3|AloMH 2o IS MHE WERELICH 222 X{0 EtAt S
SN RE QIEME MXI5ie{H O HAHE 2t =25t M AI2.Security Alert(Z2 e Z11) CHS}
A Xtof| M View Certificate(213 M E7|)& 2 =!8 LICt Certificate(213 M) CHEF 4 XHof| A
Certificate Path(2/& A A2) B2 2 LICHEUZE ID 218 M 2loi = CA IS ME M=
&t 1 View Certificate(21 5 M E7|)E& 2 2!8fLIC} Install Certificate® & 2| gtLICt. Certificate
Install Wizard(Q!& M A x| Ot AL CHEE & XHod| A Next(CHZ )& 2 =2IgLIct IS s8oi
Bt QIS HMELE KIS 2 ME BiC|2 HER M5t Ohg 2 228t Ot S ntES 2
TLICHRIEM HX| & ZEZEE HoH o E ZEFLICHIIXMR7| Yo M8 ZEZE
oM gelg 225t o|E =2 LCt &1 0] 0|0l M= Verisign Trial CertificateE AH& 3t
S22 ASA7L HAZAE Wl &l @ 7 E WX|5HE4™ Verisign Trial CA Root Certificate & A4 |51
OF &fLict.

2. WebVPN 21921 H[0|X|2| 2L EZ otz Z Ao LIEILI= & Z olo|22 F ¥ E=gLICt
AAR[E Q1B M HETL LEELEOF B LICE,

3. ZHIRE AESI0 EtAt S S U QB Mt LR[st=X| FHlLICH



General | etails | certification Path |

Foeimm
! —-1 Certificate Information

This certificate is intended for the following purpose(s):
sEnsures the identity of a remote computer

* Refer ko the certification authority's skatement For details,

Issued to: webvpn.cisco,com

Issued by: “YeriSign Trial Secure Server Tesk CA

valid from §/14/2007 to &/29/2007

Inskall Certificate. . I Issuer Skaktement

ik,

SSL &M A&l B A

1. d&lstior st A= X[HE MEiRfLICH

2. S5 MEBILICLCHS MIAIR|ZE LIEFS LICHCFA| SEE/8 SR IS A7) A QIS AZ 1A
EILICE A& SHAIZIGLI?

. OoE MEfghLCha2{™ M CSRO| 4 ELiCtH

.CA0{ CSRE EHH CHZ M ID 2IZEME 7IK2™ 7k S LCH

. Q|F QIEmo|lAo AZ X|™HE M7t CHA| HE & LICH.

HE

ASAO| M= BBE|A 021 show BHEE A& 5t0q €l

o b~ w

0l
x

°

- show crypto ca trustpoint — 72 El &E| XS EAIELICH
- show crypto ca certificate - A|ARIO| HX|E 2ZE QLUBEME EAIFLICH



jo
FH
>

g'l_-
r
[ul

. show crypto ca crls - 7H A|El CRL(certificate revocation list)
- show crypto key mypubkey rsa - ¥ E 2E 2535} 7| 42 EAIELICH

= -
=A 4
ol MMol M T T2I0l XIS SIZBHE Tl ALSE + 2= MR E FSELIC

[_—_|. j|_|. bds

=

il
ro

B IR LR/ Y AlE +~ &L

- % ZI:CALUSME ¥E + AELCH 7IKR2 QS AME A8 = gL HE: QISMHE
7t &LICECA QIS M7t SHI2H QIS E[X| i A &LICH CA RIB A7t MRIEIR=X| &elst
2424 show crypto ca certificate trustpointname WS AL ELICH CA QIS ME AlZ5HE &
2 3r&LICH CA QIS M7t Mx|E B2 2HHE LA XIHE & EsH=X| &elghct.

LR VIR QB ME FE ML #RlS K| R &LICHO| 2F = ID ISME MxlstD
o AME X|HoZ QIS E SHIE 7 = FE CACIS M7 IS Il e &~ l&Lc.
SHIE 37t £= FE CA QIS ME A5t D ChA| 1B &l ok gLiCt SHHE CA QIBAME &L
=X| &elstz2{H EtAL 3ZYA|of 22|t AIL.

. CIE Mo H& S7H 7|7t gi&LICtol 2FE ID QIS ME R E AME x|Hol Ex|5te{n &
[ 2 g = QU&LIc ERE D QIBME MRISte{T AT ZH ALY, AIZ X|[HD 4 E 7| &
Ol ID eI& Mof| =&t El 37K 7|2t Lx|etX| et&LICH ID QIBEME SHHE 412 X|&oll X[
£ X| #1524 show crypto ca certificates trustpointname B AL &LICH HAZAE A
XIHE LIEtE £E2 #&Lch 2R E AZ X|1™Ho| LM o] E Mol dHE HitE AL St
0 et AMZE| X E XM 7H5t D CHA| AX[BLICH E8F CSRO| M El O|F 7| 40| HE X
oLt =X| &Rlg L.

. @5 HAIX|: %PIX|ASA-3-717023 SSLO| &12| X|&[¢1Z] X|F o|F]of CHet F x| QIS AE A
M5t x| 2ol HIAIX|= SSL HdZd S elE5t7| 2lsh XIHE A2 X[ ol gt C|Hto|A
QBME MHUE M 277t LME 2 EA|ELICE SSL 40| MHE|H AEE ClatolA ¢l
SME MYstE{D AT ELICH 2LF 7 Y5t ClHtolA IS ME RESHE Ol AL 3t oF 5t
£ FME MR XY 2 Ml O|RE X &= 2F HIAIXIZF 7ISELICt trustpoint name -
SSLO{lA{ CIHIO|A QIZMHE MEHSIX| 28t AE X|&o] O/|& L Ct. MY &e: AIf O|RE &
AE ZXNE siagLctxI"HE 412 X[Ho| SEE[of QI ClHIO|A QIS M7L U] = lg
LICt.CIHIO|A QIS M7 R 28K &QIgLICH 2R B2 A2 X|™HS CtA| SS&Lict

i e

- ASAOI A ASDME AHE 5104 Microsoft Windows CAMHIAM CIX|EH IS ME e Wy
. Hot HE EE QI

- RFC(Request for Comments)

. 7|& x| % B XM - Cisco Systems



https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/71050-ASA-cert.html
/content/en/us/support/web/tsd-products-field-notice-summary.html#Security
http://www.ietf.org/rfc.html?referring_site=bodynav
https://www.cisco.com/c/ko_kr/support/index.html
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