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ci scoasa(config)# access-list WEB-LIMT permt ip host 192.168.10.1 any
ci scoasa(config)# class-nap C ass-Policy

ci scoasa(config-cnmap)# match access-list WEB-LIMT

ci scoasa(confi g- cmap) #exi t

ci scoasa(config)# policy-map POLI CY- V\EB

ci scoasa(config-pmap)# class O ass-Policy

ci scoasa(config-pmap-c)# police output 1000000 conformaction transmt exceed-
action drop

ci scoasa(confi g- pmap-c) #exi t

ci scoasa(confi g- pmap) #exi t

ci scoasa(config)# service-policy POLI CY-WEB i nterface outside
EZix Mo|¥

=efe HolLe Tx| 3l B3 S8 Ax|NZ|7| s ASELIC Ol T2 4, e xled 3
23 Mz E Moistod X|ES XIdg Yo 4 &LICH 2ot ofZatoleiAo] EafTl Mol
S5 ClHrolA0I M EBiT E22E MBS £ 2ALICHO| HFHLIBS 'S ME'S 2Dsts £
BHZie W st LISl )T i1 AT BLCHSS E3T 80| cheiME Molm
S TME 4 gSLICLMOILE ESfTols ClutolAE Snhats E2iZDt Clutol2ol M MZ st
= eefzjo] ZarELIC
ol Colofa®e EHT Mo|To| 758 HoiFLICH FOIM X1 S HES o
et Lol Mgshy| Qs X2 Alzhe ol ergrLich E 20T Mool At
&zt



Shaping

... Jraffic Rate

Time Time

2t10:EHE M Oo|Z2 ASA A 5505, 5510, 5520, 5540 2! 555004 AT x| E/L|CHHE|R
o1 22(04: 5500-X)2 MIO|&EE X|&5tK| ef&LCt

S|

Jm
o
fjo
b

Ezf= Mo|EoM= tet= Eci=o| cH7|gol FItE|n(HHE) TS AlZE Lo
X

4 |L|C}.

FnS
L-_Oo

o e

II

= )(\Do|ol‘— 7=|0 7|.7(I-

1+510| EP4T HOITR UAER ClHO|A0M HEST EchTo] HS ols B
SE3fLICHOIE 501 100Mbit QIE{H|0|AT} A= ASAE FHO|E ZHIS S5 QlEfulof YAER
HZEIL} 2 2EOIM BREIS T1S ASHLICHLEHE MolZE A3

CH OFRHI2E *MEIFE T EE & USLICHO: 21F IE{H 0A). Eate
XEE HAZENX| ERfEHE 7‘._—1'5-?_ EP° A7t 23 eV 2 F? U
e EciEE H{@sttd Al &Lich

_|_

HE QIE{m| ol A0f M

o &S ¢lo =

EK=2
— =

ol

e QIE{EH O] A0 A %
[

£

X|EE QEmHo|AE Sitste ZE HA EciEol| MZELICHEYE EcfE 558 MO

o:MolES d5st & ™I VPNO| CHSH LHE THZ! e= BHE O 8 7|80 M =2
E x|He £ glaLict

CHE oo Me 2|F QIE{Ho|AL| ZE Ol RHI2E EEIEE 2MbpsE MO &S| @/l Y3t S
T EE L

ci scoasa(confi g- pmap) #pol i cy-map qos_out si de_policy
ci scoasa(config-pmap)# class cl ass-defaul t

ci scoasa(confi g- pmap-c)# shape average 2000000

ci scoasa(confi g- pmap-c) #exi t

ci scoasa(confi g- pmap) #exi t

ci scoasa(config-pnmap-c)# service-policy gos_outside_policy interface outside
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ci scoasa(config)#priority-queue outsideci scoasa(config-priority-queue)#queue-limt
2048ci scoasa(config-priority-queue)#tx-ring-linmt 256

DSCP EF2t € x|5t= SEiA:

ci scoasa(config)# class-map Voice
ci scoasa(config-cnap)# match dscp ef
ci scoasa(config-cnap)# exit

X E TCP/22 SSH ECHEE &St SeiA:

ci scoasa(config)# class-map SSH
ci scoasa(config-cmap)# match port tcp eq 22
ci scoasa(config-cmap)# exit
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ci scoasa(config)# policy-nmap pl_priority
ci scoasa(config-pmap)# class Voice
ci scoasa(config-pmap-c)# priority
ci scoasa(config-pnmap-c)# class SSH
ci scoasa(config-pmap-c)# priority
ci scoasa(config-pmap-c)# exit
ci scoasa(config-pnmap)# exit
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ci scoasa(config)# policy-map pl_shape



ci scoasa(config-pmap)# class cl ass-defaul t

ci scoasa(confi g- pmap-c)# shape average 2000000

ci scoasa(config-pmap-c)# service-policy pl_priority

ci scoasa(config-pmap-c)# exit

ci scoasa(config-pmap)# exit
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ci scoasa(config)# service-policy pl_shape interface outside
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map 2! match flow ip destination address & 2301 A{ match tunnel-group <tunnel> F&Z AIE &L
Ct.

cl ass-map tgroup_out
nmat ch tunnel -group i psec-tun
match flow i p destination-address
policy-map qos
cl ass tgroup_out
poli ce output 1000000

C>

match tunnel-group E3 = At
H{1 ID CSCth48255& & x5
DnEtHOS 2RI Y ’é'ig L

S& m 2 Ec|40| FHXY & SSHK| E&LICEAMIE LIER2 C
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pol i ce input 10000000
ERROR. Input policing cannot be done on a flow destination basis
match tunnel-group(Cisco EHHZ1 ID CSCth48255)2 AL & [ /=24 Z2|2al0] 34X 2 S5HK| ot X
OS2 LtEtHLICH &3 Z2|40| & &Sste 8¢ match flow ip destination-address 4 10| 2¢ci
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class-nmap tgroup_in
mat ch tunnel -group i psec-tun
policy-map qos
class tgroup_in
police input 1000000

match ip destination 471 ¢i= A WMol £ EC|&ote{ D 5tH, ChEak 22 HIAIX|7t
EAELCH
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pol i ce output 10000000
ERROR: tunnel-group can only be policed on a flow basis
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ci scoasa(config)# tunnel -group al type webvpn
ci scoasa(config)# tunnel -group al webvpn-attributes
ci scoasa(config-tunnel -webvpn)# cl ass-map cl
ci scoasa(config-cmap)# match tunnel -group al
ci scoasa(config-cmap)# match flow i p destinati on-address
ci scoasa(config-cmap)# policy-map pl
ci scoasa(config-pmap)# class cl
ci scoasa(config-pmap-c)# police output 100000
ERROR tunnel with WEBVPN attributes doesn't support police

ci scoasa(config-pmap-c)# no tunnel -group al webvpn-attributes
ci scoasa(config)# policy-map pl

ci scoasa(config-pmap)# class cl

ci scoasa(config- pmap-c)# police output 100000

ci scoasa(config- pmap-c) #

# :phone-vpnE AFE35HE AF&XF7F AnyConnect 22+0|1E & DTLS(Datagram Transport
Layer Security)& AFE3504 T3 7| E S E 8 e 39 AnyConnect7F DTLS 5’”*§P04IA‘I DSCP
Z2i0E EESIX| 222 M =27 & %OW AELICEAME LIS 2 M 2F
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l--- Create a class map nanmed Voi ce.

ci scoasa(confi g) #cl ass- map Voi ce

1--- Specifies the packet that matches criteria that
l--- identifies voice packets that have a DSCP val ue of

ef

ci scoasa(config-cmap) #mat ch dscp ef

l--- Create a class map naned Dat a.

ci scoasa(confi g)#cl ass-map Dat a

1--- Specifies the packet that matches data traffic to be passed through
I--- I Psec tunnel.

ci scoasa(config-cmap)#mat ch tunnel -group 10.1.2.1
ci scoasa(config-cmap)#match flow i p destination-address

l--- Create a policy to be applied to a set
1--- of voice traffic.

ci scoasa(confi g- cmap) #pol i cy- map Voi cepol i cy

1--- Specify the class nane created in order to apply
l--- the action to it.

ci scoasa(confi g- pmap) #cl ass Voi ce

l--- Strict scheduling priority for the class Voice.
ci scoasa(config-pmap-c)#priority

Pl X(confi g- pmap- c) #cl ass Dat a

1--- Apply policing to the data traffic.

ci scoasa(confi g- pmap-c) #pol i ce out put 200000 37500

l--- Apply the policy defined to the outside interface.

ci scoasa(confi g- pmap-c) #servi ce-pol icy Voicepolicy interface outside
ci scoasa(config)#priority-queue outside
ci scoasa(config-priority-queue)#queue-limt 2048



ci scoasa(config-priority-queue)#tx-ring-linmt 256

& 1:"ef"O| DSCP Zt2 VolP-RTP E2f{= 1 2 x|5t= tE M2 o|o|ghLct.

VPN Z1x|2j|o|4d0] ZBfEl DSCP 7|8 QoS

Cci scoasa#show running-config
Saved

ASA Version 9.2(1)

!

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names

!

interface G gabitEthernetO

narei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0
!

interface G gabitEthernetl

narei f outside

security-level 0O

ip address 10.1.4.1 255.255.255.0
!

passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive

l--- This crypto ACL-pernit identifies the
l--- matching traffic flows to be protected via encryption.

access-list 110 extended permt ip 10.1.1.0 255.255.255.0 172.16.1.0 255.255.255.0
access-list 110 extended pernmit ip 10.1.5.0 255.255.255.0 10.1.6.0 255.255.255.0

pager lines 24

ntu inside 1500

ntu outside 1500

no failover

icnp unreachable rate-linmt 1 burst-size 1
no asdm hi story enabl e

arp tineout 14400

route outside 0.0.0.0 0.0.0.0 10.1.4.2 1

ti meout xlate 3:00:00

ti meout conn 1:00:00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp 0:05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout uauth 0:05:00 absol ute

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup |inkdown col dstart

l--- Configuration for |Psec policies.

crypto ipsec ikevl transformset nyset esp-3des esp-sha-hnac
crypto map nynmap 10 match address 110



l--- Sets the I P address of the renote end
crypto map nymap 10 set peer 10.1.2.1

l--- Configures |Psec to use the transformset
l--- "nyset" defined earlier in this configuration

crypto map nymap 10 set ikevl transformset nyset
crypto map nmynap interface outside

1--- Configuration for |IKE policies
crypto i kevl policy 10

1--- Enables the IKE policy configuration (config-isaknp)
1--- conmand node, where you can specify the paranmeters that
1--- are used during an | KE negoti ati on.

aut henti cation pre-share
encryption 3des

hash sha

group 2

lifetine 86400

l--- Use this command in order to create and manage the dat abase of
I--- connection-specific records |ike group nane

l--- as 10.1.2.1, IPsec type as L2L, and password as

l--- pre-shared key for |Psec tunnels.

tunnel -group 10.1.2.1 type ipsec-1|2I
tunnel -group 10.1.2.1 ipsec-attributes

1--- Specifies the preshared key "ciscol23" which shoul d
l--- be identical at both peers.

i kevl pre-shared-key *

tel net tineout 5

ssh timeout 5

consol e timeout O

priority-queue outside
queue-limt 2048

tx-ring-limt 256

1

cl ass-map Voi ce

mat ch dscp ef

cl ass-nmap Data

mat ch tunnel -group 10.1.2.1
match flow i p destination-address
cl ass-map inspection_default

mat ch default-inspection-traffic

1
!

policy-map type inspect dns preset_dns_map
paraneters

nmessage-| engt h maxi mum 512

policy-map gl obal policy

cl ass inspection_default

i nspect dns preset_dns_map

inspect ftp

i nspect h323 h225



nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect ski nny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdntp
pol i cy-map Voi cepolicy
cl ass Voice
priority

cl ass Data

pol i ce output 200000 37500
!

servi ce-policy global _policy global

servi ce-policy Voicepolicy interface outside

pronpt host nane cont ext

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
end

ACL 7|8 Qos Zix|1y|o|M

l--- Permits inbound H. 323 calls.

ci scoasa(config)#access-1ist 100 extended permt tcp 172.16.1.0 255.255.255.0
10.1.1.0
255. 255. 255. 0 eq h323

l--- Permts inbound Session Internet Protocol (SIP) calls.

ci scoasa(config)#access-1ist 100 extended permt tcp 172.16.1. 0 255. 255.255.0
10.1.1.0

255.255.255.0 eq sip

l--- Permts inbound Skinny Call Control Protocol (SCCP) calls.

ci scoasa(config)#access-1ist 100 extended permt tcp 172.16.1.0 255.255.255.0
10.1.1.0

255. 255. 255. 0 eq 2000

l--- Permts outbound H 323 calls.

ci scoasa(config)#access-1ist 105 extended permt tcp 10.1.1.0 255.255.255.0
172.16.1.0

255. 255. 255. 0 eq h323

l--- Permts outbound SIP calls.

ci scoasa(config)#access-1ist 105 extended permt tcp 10.1.1.0 255.255.255.0
172.16.1.0

255.255.255.0 eq sip

l--- Permts outbound SCCP calls.

ci scoasa(config)#access-1ist 105 extended permt tcp 10.1.1.0 255.255.255.0

172.16.1.0
255. 255. 255. 0 eq 2000



1--- Apply the ACL 100 for the inbound traffic of the outside interface.

ci scoasa(config)#access-group 100 in interface outside

l--- Create a class map nanmed Voice-IN.
ci scoasa(confi g)#cl ass-map Voice-I N

1--- Specifies the packet matching criteria which
l--- matches the traffic flow as per ACL 100.

ci scoasa(config-cmap) #mat ch access-1ist 100

l1--- Create a class map named Voi ce- QUT.
ci scoasa(confi g- cmap) #cl ass-map Voi ce- QUT

1--- Specifies the packet matching criteria which
l--- matches the traffic flow as per ACL 105.

ci scoasa(config-cmap) #mat ch access-1ist 105

l--- Create a policy to be applied to a set
1--- of Voice traffic.

ci scoasa(confi g- cmap) #pol i cy- map Voi cepol i cy

1--- Specify the class nane created in order to apply
l--- the action to it.

ci scoasa(confi g- pmap) #cl ass Voi ce-I N
ci scoasa(confi g- pmap) #cl ass Voi ce- QUT

l--- Strict scheduling priority for the class Voice.

ci scoasa(config-pmap-c)#priority

ci scoasa(confi g- pmap-c) #end

ci scoasa#configure termn nal

ci scoasa(config)#priority-queue outside

l--- Apply the policy defined to the outside interface.

ci scoasa(confi g)#service-policy Voicepolicy interface outside
ci scoasa(confi g) #end

VPN ZI|agold& A& 3t= ACL 78 QoS

Cci scoasa#show running-config
Saved

ASA Version 9.2(1)

!

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names

!

interface G gabitEthernet0



namei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0
|

interface G gabitEthernetl

namei f out si de

security-level O

ip address 10.1.4.1 255.255.255.0
!

interface G gabitEthernet2

namei f DVZ1

security-level 95

ip address 10.1.5.1 255.255.255.0
!

passwd 2KFhbNI dI . 2KYQU encrypt ed
ftp node passive

1--- This crypto ACL-pernit identifies the
l--- matching traffic flows to be protected via encryption.

access-list 110 extended pernmit ip 10.1.1.0 255.255.255.0 172.16.1.0 255.255.255.0
access-list 110 extended pernmit ip 10.1.5.0 255.255.255.0 10.1. 6.0 255.255.255.0

l--- Permts inbound H 323, SIP and SCCP calls.

access-list 100 extended permit tcp 172.16.1.0 255.255.255.0 10.1.1.0
255. 255. 255. 0 eq h323
access-list 100 extended permit tcp 172.16.1.0 255.255.255.0 10.1.1.0
255.255.255.0 eq sip
access-list 100 extended permit tcp 172.16.1.0 255.255.255.0 10.1.1.0
255. 255. 255. 0 eq 2000

l--- Permt outbound H 323, SIP and SCCP calls.

access-1ist 105 extended permit tcp 10.1.1.0 255.255.255.0 172.16.1.0
255. 255. 255. 0 eq h323

access-1ist 105 extended permit tcp 10.1.1.0 255.255.255.0 172.16.1.0
255.255.255.0 eq sip

access-list 105 extended permit tcp 10.1.1.0 255.255.255.0 172.16.1.0
255. 255. 255. 0 eq 2000

pager lines 24

ntu inside 1500

ntu outside 1500

no failover

icnp unreachable rate-linmt 1 burst-size 1

no asdm hi story enabl e

arp tineout 14400

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 10.1.4.2 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout uauth 0:05:00 absol ute

no snnp-server |ocation

no snnp-server contact

snnp- server enable traps snnp authentication Iinkup |inkdown col dstart

crypto ipsec ikevl transformset mnmyset esp-3des esp-sha-hmac

crypto map nmynap 10 nmatch address 110



crypto map nymap 10 set
crypto map nymap 10 set

peer
i kevl transformset nyset

10.1. 2.1

crypto map nmynmap interface outside

crypto i
aut hent
encrypt
hash sha
group 2
lifetine

kevl policy 10
cation pre-share
on 3des

86400

tunnel -group 10.1.2.1 type ipsec-1|2I
tunnel -group 10.1.2.1 ipsec-attributes

i kevl pr

tel net t
ssh tinme
consol e

priority
!

cl ass-na
mat ch ac
cl ass-na

mat ch ac
!

cl ass-map inspection_default

e-shared- key *

i meout 5

out 5

timeout O

- queue outside

p Voi ce- QUT
cess-list 105
p Voice-IN
cess-list 100

mat ch default-inspection-traffic

policy-map type inspect dns

par anet e
message-

rs
I ength maxi mum 512

policy-map gl obal policy

class in
i nspect
i nspect

l--- Ins

nspect
nspect
nspect
nspect
nspect

--- Ins

nspect
nspect
nspect
nspect
nspect

l--- Ins

i nspect
i nspect

spection_def aul t
dns preset_dns_map
ftp

pection enabl ed for

h323 h225
h323 ras
net bi os
rsh

rtsp

pection enabl ed for

ski nny
esntp
sql net
sunrpc
tftp

pection enabl ed for

sip
xdncp

pol i cy-map Voi cepolicy

class Vo
class Vo
priority
!

ice-IN
ice-QUT

preset _dns_map

H. 323, H. 225 and H. 323 RAS protocol s.

Ski nny protocol .

SIP.

servi ce-policy global _policy global
servi ce-policy Voicepolicy interface outside

pronpt h

ost nanme cont ext

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e



frm:o| MMM AFE 5= ol CHEF AFAMIEH LI € ¥ 248 Command Lookup Tool(S 5
= T SHEHS AR ELICH

Ol MME AtEstod Zm|aefol4do] McHz & SstE x| & gLt

MH[A EH ZE EA|

o

Egj= Z2|Aof CiEt QoS SHIE E24H police 71 =2 &7 show service-policy B-E AIE
L|C}.

ci scoasa(config)# show ser

ci scoasa(confi g)# show service-policy police
Interface outside

Servi ce-policy: POLI CY-\VEB

Cl ass-nmap: O ass-Policy

Qut put police Interface outside:

cir 1000000 bps, bc 31250 bytes

conforned O packets, 0 bytes; actions: transmt
exceeded 0 packets, 0 bytes; actions: drop
conforned O bps, exceed 0 bps

MH|A EH M =2 A

priority HE 2 7 35t= MH|A HHol| CHEt SHE £24H™ priority 7| =2+ & 74 show service-
policy H& 2 AF%E*LIEF.

ci scoasa# show service-policy priority

d obal policy:

Servi ce-policy: qos_outside_policy

Interface outside

Service-policy: qos_class_policy

Cl ass-nap: voice-traffic

Priority:

Interface outside: aggregate drop O, aggregate transmt 9383

MH|A M3 MHlo|x FEA|

ci scoasa(config)# show service-policy shape
Interface outside

Service-policy: qos_outside_policy

Cl ass-map: cl ass-defaul t

shape (average) cir 2000000, bc 16000, be 16000
Queuei ng

queue limt 64 packets

(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
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M= T7|1E SH EA

QIE{H| O|A0] CHEt M= 7| SHE EAlStE{™ ST EXEC 2 =0 A show priority-queue
statistics WS A2 &fLICH 21t = BE(Best-Effort) CH7|€ 1} LLQ 250 CHEF SHE Eo{FELICH
.0| ofloi M= outside2t= QIE{H O| A 0] CH3H show priority-queue statistics S AFE 5t HH
£242 2o FLICH

Ci scoasa# show priority-queue statistics outside
Priority-Queue Statistics interface outside

Queue Type = BE
Packets Dropped = 0

Packets Transnit = 0
Packets Enqueued = 0
Current Q Length =0

Max Q Length = 0

Queue Type = LLQ
Packets Dropped = 0

Packets Transnit = 0
Packets Enqueued = 0
Current Q Length =0

Max Q Length = 0
ci scoasa#

ol SH E1 Mol 2t F=2| ololE= CtEn Z&Lct

. "Packets Dropped"= O| R0l &A|El THZ! o A =& LIEHHLICH

. "Packets Transmit"2 O| Fo|AM &S E TZlo| A = LPEP‘é' L|Ct.

- "Packets Enqueued"= O| FOIA CHZ|Ed U= 1LH%'J_O—I M| =& LIEFHLICE.

- "2 CH7|d Zo|"= o| tH7|Z | =4 Z!0|& LIEHHLIC.

- "Z|CH CH7|d ZOo|"= Of CHZ7[Fol| M &5t =|CH Z!0|& LtEF LIt
Output Interpreter T #(SEE T ZEH liT )= £ show BEE K| ELICH.show BHE £239| &
A—|° I:lE;||:|=| [Z.SE.=| O|E_-|_U.E|E.| |:_—|.L]E |._g_%l- ||:|.

= e e

24Al o] | goldol A8 E + U B X iE HE 7 ei&Lict

——

FIH8H

Chee Eai= MolE 7lsol ols e Mgt
Cisco 11 ID SN =9 720] U= EcH= Ho[HoZ Ol ASAOIM EZiE Q= /f A
CSCsq08550 Ct.
Cisco HH1 ID o A = o o -

MO a2 £5t EgfE! M|o|ZEIeZ 215 Zl x|od 4l Arx
CSCsx07862 - 2 RAUE S ch 0| &2 2l mZ! X 1l
Cisco 11 1D x4 90| TRE Z2 H0IE MulA HM £7} Alny

CSCsq07395
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QoS E A7t EEELICH
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x A
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P
|
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o e

. Cisco ASA Series Firewall CLI Z1I|8|0]|M 7}0|E., QoS
. QoS HA Mg

. SClO[PHEE|A SSL VPNAUIM X[HME|X| &= 715 Ol

- QoS 74
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