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o| EMoME Ot A S AFREFLICH.

NY(HQ) 23 14

ASA-NY-HQ#show running-config
Saved

ASA Version 7.2(2)

!
hostname ASA-NY-HQ
domain-name corp2.com

enable password WwXYvtKrnjXqgGbul encrypted
names

!

interface Ethernet0/0

nameif outside

security-level 0

ip address 192.168.11.2 255.255.255.0
!

interface Ethernet0/1

nameif inside

security-level 100

ip address 172.16.1.2 255.255.255.0
!

interface Ethernet0/2

nameif Cisco

security-level 70

ip address 172.16.40.2 255.255.255.0
!

interface Ethernet0/3

shutdown

no nameif

no security-level

no ip address

!

interface Management0/0

shutdown

no nameif

no security-level

no ip address

!
passwd 2KFQnbNIdI.2KYOU encrypted

ftp mode passive
dns server-group DefaultDNS
domain-name corp2.com

access-list inside_natO_outbound extended permit ip
172.16.1.0

255.255.255.0 10.10.10.0 255.255.255.0

!--- You must be sure that you configure the !---
opposite of these access control 1lists !--- on the other
end of the VPN tunnel. access-list inside_nat0_outbound
extended permit ip 172.16.40.0

255.255.255.0 10.10.10.0 255.255.255.0

access-list outside_20_cryptomap extended permit ip
172.16.1.0
255.255.255.0 10.10.10.0 255.255.255.0

!--- You must be sure that you configure the !---
opposite of these access control 1lists !--- on the other




end of the VPN tunnel. access-list outside_20_cryptomap
extended permit ip 172.16.40.0
255.255.255.0 10.10.10.0 255.255.255.0

!--—- Output is suppressed. nat-control global (outside)
1 interface nat (inside) 0 access-list
inside_nat0O_outbound nat (inside) 1 172.16.1.0
255.255.255.0 !/--- The new network is also required to
have access to the Internet. !--- So enter an entry into
the NAT statement for this new network. nat (inside) 1
172.16.40.0 255.255.255.0

route outside 0.0.0.0 0.0.0.0 192.168.11.100 1
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup
linkdown coldstart
crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-
sha-hmac
crypto map outside_map 20 match address
outside_20_cryptomap
crypto map outside_map 20 set peer 192.168.10.10
crypto map outside_map 20 set transform-set ESP-3DES-SHA
crypto map outside_map interface outside
crypto isakmp enable outside
crypto isakmp policy 10
authentication pre-share
encryption 3des
hash sha
group 2
lifetime 86400
crypto isakmp nat-traversal 20
tunnel-group 192.168.10.10 type ipsec-121
tunnel-group 192.168.10.10 ipsec-attributes
pre-shared-key *
!-—-— Output is suppressed. : end ASA-NY-HQ#
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ASA-NY-HQ# clear crypto ipsec sa
Ct=3at 2o 1EtAH|ot #redEl 2ot edZ S X[ S LIt

ASA-NY-HQ# clear crypto isakmp sa
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ASA-NY-HQ(config)# no access-list outside_20_cryptomap extended permit ip 172.16.40.0
255.255.255.0 10.10.10.0 255.255.255.0

3. EEH=E 0| nato| M M 2|Z|= 2 ACL(inside_nat0_outbound)S A 7{&FL|C}.

ASA-NY-HQ(config)# no access-list inside_natO_outbound extended permit ip 172.16.40.0
255.255.255.0 10.10.10.0 255.255.255.0

4. A= CH2 NAT @48t x| LCt.

ASA-NY-HQ# clear xlate

5. B ?’_‘ULIILHIOI*"% g5t o 53 HHES KMot ChA| 2{&st0{ 2|F QIE{m| 0| A 0]
M & Ax|3aolEdE 7S LT

ASA-NY-HQ(config)# crypto map outside_map interface outside
ASA-NY-HQ(config)# crypto isakmp enable outside

6. 24 Au[azlo|MdS EcHA| "A7| HZ 2" AHEEFL|ct
. FAME FNAHstedH EPE Z B2l TN Security Appliance0i| CH3H S8t MiE +&#EhLCt.
8. IPSec E{d2 Al=t5tT o142 = QlELct.

N

Ct== & QIgL|Ct.

O MME Ar&3stod 1m0l o] NMCHE 2 Sst=X| & lgLICt.
Output Interpreter = (SSE DB SHE)(OIT)= SH show BHE X|HELICHOITE AFE 35104
show Bd £34o| EM2 FL|C}.

- 172.16.40.20 LHol| M ping=

Tvpe escape sequence to abort.
sending 5, 100-byte ICWP Echos to 172.16.40.20, timeout 15 2 seconds:

success rate 15 80 percent (440, round-trip muinfavg'max = 1/1/1 ms

. crypto isakmp sa EA|

Active A1
Eelkey SA: 0 (A tunnel will report 1 Active and 1 Bekev 54 during rekey)
Total [KE 54 1

1 IEE Peer: 132.1658.10.10

Type LZL Eole imitiator
Fekey :no state MW ACTIVE

. crypto ipsec sa EA|
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firmerface: outside
Crypto map tag: outside_map, seq num: 20, local addr: 192,168.11.1

access-11st outside_Z0_cryptomap permit ip 172.16.1.0 25%.255.255.0 172.16.40.0 235.255.255.0
Tocal Adent {addd;maﬁkfprut;unrtj (172.16.1.0/255.255.255. 00700

remote fdent Cad maskfprutfpnrt} (172,16, 40, 0/255. 255,255, 050,0)

current_peer: 192,148

#Hkts encaps: 4 tpqrq encrypt: 4, dpkts digest: 4

#pkts decaps: H<L5 decrypr: 4, #pkts verify: 4

*pkts curprezﬁed #okts cecumpressed o

#pkts not compressed: 4, #pkts comp Tailed: O, #pkts decomp fFailed: o
#pre-frag successes: 0, #pre—Fragﬂ allures: 0, #fragments created: O
#PMTUS sant: O, #PMTUS rovd: G, ecapsulated frgs needing reassembly: ©
#<end errors: O, #recv errors: 0

local crypto endpt.: 192.168.11.2, remote crypto endpr.: 192.168.10.10

path mtu 15¢0, ipsec overhead 58, media mtu 1500
current outbound spi: 4C0547DE

Tnbound esp 5as;
spis OROEB4CLIE (24667 7ELG)
transform: eszp-3des esp-sha-hmac nons
in uze settings ={LIL, Tunnel,
slot: 0, conn_dd: 2, crypto-map: outside_map
sa timing: remaining key Tifetime (kBfsec): (4274900254740
Iv size: B bytes
replay detection support: ¥
cuthound esp sas:
spic Ox4C0547DE (12754144047
transtorm: eszp-3des esp-sha-hmac none
in uze setting:s ={L2L. Tunnel,
slot: 0, conn_id: 2, crypto-map: outside_ma
5 1:1rr‘lr1|:_qE rema1ﬂ1ng key Mfetime Ckefsec): (4274899 28474]
IV size
replay detect1nn support: ¥

crypTo map Tag: outslde_map, seq num: 20, Tocal adde: 192.168.11.1

access-11st outside_20_cryptomap permit dp 172.16.1.0 255.255.255.0 10.10.10.¢ 255.255.255.0
Tocal Adent {addr/mask prot/port): (172.16.1.0,/255.255.255.0,0 ?f;j

remiote tcent Caddr/mask/protsportl: (10.10.10.0/255.255,255.0 (W]

CUFFent _peer: 192,168, 10,10

#pkt=s encaps: 14, #pkts encrypt: 14, #pkts d Est 14
#pkts decaps: 9, #pets decrypt: 9, #pkti ver =

#pkts compress ed: 0, #okTs decompressed: o

#pkts not cnmpressej 14, #pkts comp failed: O, #pkts decomp failed: 0
tpre-frag successes: 0, #prE—FrEg Tailures: 0, #Ffragments created: O
#TUs sent: O, #MTUs rovd: O, ddecapsulated frgs needing reassembly: O
#send errors: O, #reECd errors: o

Tozal crypto endot. @ 182,168.11.2, remote crypto encpt.: 192.168.10.10

path mtu 1500, Ypsec overhead 58, media mtu 1500
current outhound spi: SCCAdDERS

inbound esp sas:
spl: OxF4BZEGAD (41021948610
rransform: esp-3des esp-sha=hmac none
in use settings ={LIL, Tunnel,.
slot: 0, conn_id: 2, crypto-map: outside_map
sa timing: remaining key THfetime (kB sec]): (4274000,/28271)
Iv stze: 8 bytes
rep lay detaction support: ¥
cutbound esp sas:
spi: OxSCCADESS (15564058977
transform: esp-3des esp-sha- hmar rane
in use settings ={L2L, Tunnel,
slot: 0, conn_id: 2, crypto- mag outside_map
sa timing: remaiﬂ1ng key Tifetime (kB sec]): (427490828271
iv s1ze: B
replay detett1un SUpporT: Y
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