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ci scoasa(confi g) #show run
. Saved
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ASA Version 7.2(2)
!
host nane ci scoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!
interface G gabitEthernet0/0

narei f outside

security-level O

i p address 172.16.171. 124 255. 255. 255.0

nterface G gabitEthernet0/1

namei f inside

security-level 100

i p address 192.168.100.1 255. 255. 255.0

nterface G gabitEthernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface G gabitEthernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0

narmei f nmanagenent

security-level 100

ip address 192.168.1.1 255.255.255.0
managenent - onl y

|

passwd 2KFQhbNI dI . 2KYQU encrypt ed

ftp node passive

!--- policy _nat_webl and policy_nat_web2 are two access-
lists that match the source !--- address we want to
translate on. Two access-lists are required, though they
!--- can be exactly the same. access-list

policy nat_webl extended permit ip host 192.168.100.50
any

access-list policy nat_web2 extended permit ip host
192.168.100.50 any

!--- The inbound_outside access-1list defines the
security policy, as previously described. !--- This
access-1ist is applied inbound to the outside interface.
access-list inbound outside extended permit tcp
172.16.171.0 255.255.255.0

host 192.168.100.50 eq www
access-list inbound_outside extended permit icmp
172.16.171.0 255.255.255.0

host 192.168.100.50 echo-reply
access-list inbound_outside extended permit icmp
172.16.171.0 255.255.255.0

host 192.168.100.50 echo
access-list inbound outside extended permit tcp any host
172.16.171.125 eq www
access-list inbound_outside extended permit icmp any
host 172.16.171.125 echo-reply




access-list inbound_outside extended permit icmp any
host 172.16.171.125 echo

pager lines 24

| oggi ng asdm i nf or mati ona

nm u managenent 1500

ntu inside 1500

ntu outsi de 1500

no failover

icnp unreachable rate-limt 1 burst-size 1
no asdm hi story enabl e

arp timeout 14400

!--- This first static allows users to reach the
translated global IP address of the !--- web server.
Since this static appears first in the configuration,
for connections !--- initiated outbound from the
internal web server, the ASA translates the source !---
address to 172.16.171.125. static (inside,outside)
172.16.171.125 access-list policy_nat_webl

!--- The second static allows networks to access the web
server by its private !--- IP address of 192.168.100.50.
static (inside,outside) 192.168.100.50 access-list
policy nat_web2

!--- Apply the inbound outside access-1list to the
outside interface. access-group inbound_outside in
interface outside

route outside 0.0.0.0 0.0.0.0 172.16.171.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00: 02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p- di sconnect 0:02: 00
ti meout uauth 0:05:00 absolute
http server enable
http 192.168. 1.0 255. 255. 255. 0 nanagenent
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart
telnet tineout 5
ssh timeout 5
consol e tineout O
!
cl ass-map i nspection_defaul t
mat ch defaul t-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
paraneters
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect rsh
nspect rtsp
nspect esntp




nspect sql net
nspect skinny
nspect sunrpc
nspect xdncp
nspect sip
nspect netbi os
nspect tftp

!
service-policy global _policy globa
pronmpt hostname cont ext

ol dMoiM= Hu|aelo|Mo| XM= 2 Sst=X] #Hlst= Ol ALSY = U= SEE MS

Output Interpreter = (S5
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1. YAEZ! |0S® 2HRE 172.16.171.10 M ping B
g = JUeX| FHelguct
rout er #ping 172.16.171.125

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICWP Echos to 172.16.171.125, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/4 ns
rout er#ping 192.168.100.50

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 192.168. 100.50, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/4 ns

2. ASAO M xlate(translation) E|O|Z 0f LiZEl #4EHO| EA|L|=X| & elghL|ct
ci scoasa(confi g) #show xlate global 192.168.100.50
2 in use, 28 nobst used
Global 192.168.100.50 Local 192.168.100.50
ci scoasa(confi g) #show xlate global 172.16.171.125
2 in use, 28 nobst used
Global 172.16.171.125 Local 192.168.100.50
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ci scoasa(confi g) #logging buffered 6
ci scoasa(config) #logging on

l-—— From 172.16.171.120, initiate a TCP connection to port 80 to both the external !---
(172.16.171.125) and internal addresses (192.168.100.50). ciscoasa(config)#show log
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Sysl og | oggi ng: enabl ed

Facility: 20

Ti mest anp | oggi ng: di sabl ed

St andby | oggi ng: di sabl ed

Deny Conn when Queue Full: disabl ed

Consol e | oggi ng: di sabl ed

Moni t or | oggi ng: disabl ed

Buf fer | oggi ng: |evel debugging, 4223 nessages | ogged

Trap | oggi ng: disabl ed

Hi story | oggi ng: disabl ed

Device I D: disabled

Mai | | oggi ng: di sabl ed

ASDM | oggi ng: | evel informational, 4032 nessages | ogged
%ASA- 5-111008: User 'enabl e_15' executed the 'clear |ogging buffer' conmmand.
%ASA- 7- 609001: Built | ocal -host outside:172.16.171.120
%ASA- 7- 609001: Built | ocal -host inside:192.168. 100. 50
%ASA-6-302013: Built inbound TCP connection 67 for outside:172.16.171.120/33687
(172.16.171.120/33687) to inside:192.168.100.50/80 (172.16.171.125/80)
%ASA-6-302013: Built inbound TCP connection 72 for outside:172.16.171.120/33689
(172.16.171.120/33689) to inside:192.168.100.50/80 (192.168.100.50/80)

20| g 2F7IF R AT NAT |22 0|M4E CHA| #QlgrLICt syslogE At 2t = E<2
ASAO0I X capture 7|S & AtE3t04 QIE{H|O[A 0 M EBfE S HMELICH HME dYstedH T

=3 Q8o E2fT £ TCP 250IM (12 HMA S x|Hsfo} BLICHIH o8 T2
Zix{5h7| AlZHat 2™ stLt ol4tol QIEIH|0]20] O] XIS XS 5ok

!--- Create a capture access-1list to match on port 80 traffic to !--- the external IP address of
172.16.171.125. !--- Note: These conmmands are over two |lines due to spatial reasons.

ci scoasa(confi g)#access-1list acl_capout permit tcp host 172.16.171.120
host 172.16.171.125 eq 80

ci scoasa(confi g)#access-1list acl_capout permit tcp host 172.16.171.125
eq 80 host 172.16.171.120

ci scoasa(config)#

!--- Apply the capture to the outside interface

ci scoasa(confi g) #capture capout access-list acl_capout interface outside

!--- After you initiate the traffic, you see output similar to this when you view !--- the
capture. Note that packet 1 is the SYN packet from the client, while packet !--- 2 is the SYN-
ACK reply packet from the internal server. If you apply a capture !--- on the inside interface
in packet 2 you should see the server reply with !--- 192.168.100.50 as its source address

ci scoasa(confi g) #show capture capout
4 packets captured
1: 13:17:59.157859 172.16.171.120.21505 > 172.16.171.125.80: S
2696120951: 2696120951(0) win 4128 <nss 1460>
2: 13:17:59.159446 172.16.171.125.80 > 172.16.171.120.21505: S
1512093091: 1512093091(0) ack 2696120952 wi n 4128 <nmss 536>
3: 13:17:59.159629 172.16.171.120. 21505 > 172. 16. 171. 125. 80:
ack 1512093092 wi n 4128
4: 13:17:59.159873 172.16.171.120. 21505 > 172.16. 171. 125. 80:
ack 1512093092 wi n 4128

#ed HE
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