ASA Release 9.x0{| A 3712] NAT 2IE{H| 0| A0
CH& DNS Doctoring 74

ST ME

MEEIEFTE 24

2 ME

HHiE HE

AL 2| 2:37H2] NAT QIE{H|O|A - LYE, 2F, DMZ
EEZX]

EX/E ol 22I0[AE 7F WWW AMEH0] HM|AE 4= eF
5l Z4%H:"dns" 7|RE

"dns" 7|2/ =2} €74 DNS Doctoring

EHZ 8.2 0|5t

{71 8.3 O] &f

CI=2 & elgtLct.

"dns" 7| EE AIEF £|E 7

CHAl £ M.CHaf NAT

SMX|NATE ALS 5t %5 Zu|ae o]

0jo

T

Ct22 sfelgtL|ct

DNS E2H=l Z4%]

=A si&

DNS Rzt MHo| =3E|X| of S
EHod M Aluf

ed He

A4

o] EMoiME= 7HAI/RHS NAT(Network Address Translation) 22 A& 5l= ASA 5500-X Series
ASA(Adaptive Security Appliance)0ilA{ DNS(Domain Name System) AEME +&517| I8 MZ
Au|ag|o| M2 NS ELICEDNS DoctoringS AFHE5HH E 0t 0{Z20|HAMA DNS A BIZEE
CHAl ZF g &= U&LCt

DNS M= &2 F 7HX| 7|5 € S ELIch

olr

CC
4

OH

rir
iz}

- DNS ZEZI0|UET} A QIE{H|0|A0f /2 [T DNS 2[4l S & FA(EHRE 7t
PN

2l FA)E AL FAAA FA)E HERLICH



- DNS 2cI0|AE7} 38 QEH0|A0 US M AHd FAE S8 FoLZ HEELICH

AN T A

QT AE

Cisco= E ot 0{Z2I0|1A0|AM DNS 215 +&5t24T DNS HAIE & Mdstaf{of StCho g&fLct
.DNS ZAAl=E 7|EXo 2 7{x{ /& L|Ct.

DNS AAI7} #43Hz|H 2o o{EEt0[AAE CFS HYs sAELICH

. object/auto NAT HZ(DNS A2 )2 AtE5to 2 E ZAI|Jo|ME 7|Bte 2 DNS T2 =
E wHEstL|CH #H8H2 DNS 34| A BlZ ol M E Lt M PTR(ZQIE) HIZEE
9%3% & = 3|= DNS R M o] WE S EHX| et &LICHEHT ASA 9.0(1) O &0l M NAT

|0 CH3H DNS A7 & A43HE! IPv4 NAT, IPv6 NAT 2 NAT64E AL E [ A&HEF DNS

E Q8 DNS PTR Bi|ZE &3 1.2t A BT =0 042] PAT 722 X8 £ QO A
& PAT 20| 25 35+7| I E04 DNS RH&F A2 1 PAT(Port Address Translation) 2t & &
E|X| et &LCh.

. Z|CH DNS HIA|X| Z0|E& M & LICHZ|Egt2 512HI0|E 0|1 %|CH Z0|= 65535H 0| E). TH
Zl Zo|7t T8l 2| Zo|2CH 2K &#olstT| 25 2R A< 2lo{d=al7t & EL|ct
JIHZlol 2[cH Z0|& =15t AFA|E LICH R I :maximum length =4 Q10| inspect dns BWHES
21245t DNS T Z! 37|17t HALEIX| b &Lt

P :Ll
ol J)|'

. 255HI0|E o] =M@l O|F Z0|2 63HIO|E 2| Bi|0|& Z0|& M &Lt
. DNS HIAIX|0|M & F ZQIE{7} AR |= A2 ZRIH0M # X5t ZH QI O|§ 2l FEME
£Ho|3tL|C}.
A& ZOIH FLIt Uk EHIFLIC
ABElEFE A
0| 22| HE &= ASA 5500-X Series Security Appliance HH 9.x& 7|t 2 rL|C}.
O| ZEMO| HEE= &Y & 8 39| C|HIO|AE ECHE EHEIRIELICEO| EA0| AIEE 2 % C|H}
OlAE= Z7|8HE(7|2) Hu[ado|Me 2 AI’S.*EI%QLIEPEXH HERZ7I 25 521 82, 2E
BHo{o| ARl FE S 0|2l s X|stA|Z| "hEhLCt

2 X E

o] 4z 8y|0|442 Cisco ASA 5500 Series Security Appliance EHHZ1 8.4 O| &0 M AFE
L|Ct.

F

of:

[/
1
o>

2t7:ASDM Z1I| 23| 0|ME H{F 7.x0i Bt 22 =|L|C}

HiZ HE



o
bl
.|.

Q1HI O DNS w0l M= ECI0|HET SlE SAEQ| IP FAE &0I517| 2/ DNS AMB{0fl URL
= SAE 0|2 MSFELICEDNS M7t Ao‘é £Al5tD SY SAEO CHEt O|E-IP =4 Of
22 &2 O3 A-recordol| IP A E XMSELICHO| MRt B2 40 & 2S35HX|8 EX 7t
ah sk 4~ QJAblEP O|lz48t EMl= 2CH0|¢MES}t 2CI0|HE I HAZSIE s EAETH E5 NAT F
ol SUE AHE HELXFof UX[BH E2CIO|AE M AFHESH= DNS MHH7I CIE S8 WEXFo
S m erE & et

AlLt2|2:3712] NAT QIE{H o|A - LIF, 2%, DMZ

E&EZX|

172.20.1.0 /24 e e,

Client

192.168.100.0 /24

DNS
Server

Www
server.example.com
Mapped: 172.20.1.10

o| ctolo{2 2 olz{8t &r& 2| o &lLIct 0] B 192.168.100.22| EEt0|HME=
server.example.com URLE AM273540410.10.10.102] WWW AMB{of HM|ASedD &tL|ct. 22}0|
HEoil CHEt DNS MHIAE 172.22.1.1612] 2|5 DNS AH{olM MBS LICH DNS MHE CIE 2
g LIEZ0] 002 WWW M| M8 IP FAE 22 ZelUichohAl WWW Aol ofEE

FA172.20.1.102 &1 U&LICH M2t DNS ME0i|= server.example.com?| IP & 4~-0|& OH
Z/0] 172.20.1.1001 =& & L|Ct.

2x/zof: F2I0|HE 7} WWW A{HHol] HM| AR 5= Sl

Ol §&0lA DNS HEAMLI CHE £FMHE Ed3ststx| 2™ 2EI0|UETL
DN

LS —
server.example.com?| IP 401 CHEt DNS

Mg Bui www A-IH-IOH OHM|AEN 4~ Qi&LICHE
2FO|AE 7 WWW AMEHo CHal OHEE 22 FA 172.20.1.102 Z&5tE A-recordE 21517 I
E2olL|Ct.22}0|E T} O] IP A0 HAA

o1 ot 2ot o{Eto|AE SYe QIEm oA

Sty kO



oM TZ! 2ICIMME 5{8etx| feEz mIlE A MELICICHS2 DNS EM7F EdE (x| 2f2
82 el oMol NAT £ &£ 0] o{EH| LIEtL = X| 2oiF LT
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!

host nane ci scoasa
I-—— Output suppressed.

access-list QUTSIDE extended permt tcp any host 10.10.10.10 eq ww
I-—— Output suppressed.

obj ect network obj-192.168.100.0
network 192.168.100.0 255. 255. 255.0
nat (inside, outside) dynamc interface

obj ect network obj-10.10.10.10
host 10.10.10. 10
nat (dne,outside) static 172.20.1.10

!--- Static translation to allow hosts on the outside access
I-—— to the WWW server.
access-group QUTSIDE in interface outside

I-—— Output suppressed.
CHS2 DNS 215 0| #43E|X| o2 B ASDMUIM EAIE[= Zdm|aeo|MLct.
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Frane 1 (78 bytes on wire, 78 bytes captured)

Et hernet Il, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:cé6: 1f
(00: Oa: b8: 9c: c6: 1f)

Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 50879 (50879), Dst Port: domain (53)
Domai n Name System (query)

[ Response In: 2]

Transaction | D: 0x0004

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: O

Authority RRs: 0

Additional RRs: O

Queries

server.example.com: type A, class IN

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

. PAT= ASA0| A DNS #{Z|of| CHall >0 27t HEE Lo TS| AA FATFASAQ]
QF QClE{H|o|AE HEEIR&LICE
No. Ti me Sour ce Desti nati on Protocol Info

1 0.000000 172.20.1.2 172.22.1.161 DNS St andard query
A server. exanpl e.com

Frane 1 (78 bytes on wire, 78 bytes captured)

Et hernet 11, Src: C sco_9c:c6:1le (00:0a: b8:9c:c6:1e), Dst: G sco_01:f1:22
(00: 30: 94: 01: f 1: 22)

Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 1044 (1044), Dst Port: domain (53)
Domai n Name System (query)

[ Response I n: 2]

Transaction | D: 0x0004

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: O

Authority RRs: 0

Additional RRs: O

Queries

server. exanple.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

. DNS M= WWW MEO| tHEE =42 SEELICH

No. Ti me Sour ce Destination Protocol Info

2 0.005005 172.22.1.161 172.20.1.2 DNS Standard query response
A 172.20.1.10

Frane 2 (94 bytes on wire, 94 bytes captured)

Ethernet II, Src: Cisco_01:f1:22 (00:30:94:01:f1:22), Dst: Cisco_9c:c6:le
(00: Oa: b8: 9c: c6: 1e)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 1044 (1044)
Dormai n Name System (response)

[ Request In: 1]

[ Ti me: 0.005005000 seconds]

Transaction | D: 0x0004

Fl ags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0



Additional RRs: 0O

Queri es

server. exanple.com type A class IN
Name: server. exanpl e. com

Type: A (Host address)

Class: I N (0x0001)

Answers

server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 172.20.1.10

4. ASAT= DNS SE | SMX| T4 wHErS F|A 5t TfZ!S Z2t0|MEo| MEFLICHDNS
DoctoringO| & &stE|X| 2f2 AL SEO| Addr2 045 WWW Aol OHEE F=AQIL|Ct
No. Ti me Source Destination Prot ocol Info

2 0.005264 172.22.1.161 192.168.100.2 DNS Standard query response
A 172.20.1.10

Frane 2 (94 bytes on wire, 94 bytes captured)

Ethernet |I, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00
(00: 04: c0: c8: e4: 00)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168. 100.2
(192. 168.100. 2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 50879 (50879)
Dormai n Nanme System (response)

[ Request In: 1]

[Ti me: 0.005264000 seconds]

Transaction |ID: 0x0004

Fl ags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Addi tional RRs: 0

Queries

server. exanple.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Answers

server.example.com: type A, class IN, addr 172.20.1.10

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 172.20.1.10

5. Ol EZI0IME = 172.20.1.100| A WWW ME{0{| M A G2 A|EELICH ASAE O] &4
off CHEH 2 & =52 MEerLich.as{L EeEo| LR I 2 DMZE 0|Sste [/ 5
835tx| ptea 2 o434 AlZto| ZOHEIL|CHASA 20i= CHE 0| EA|ELICEH
YASA- 6- 302013: Built outbound TCP connection 54175 for

out si de: 172.20. 1. 10/ 80 (172.20.1.10/80) to inside: 192. 168. 100. 2/ 11001
(172.20. 1. 2/ 1024)

YASA- 6- 302014: Teardown TCP connection 54175 for outside:172.20.1.10/80
to inside:192.168. 100. 2/ 11001 duration 0:00: 30 bytes 0 SYN Timeout
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Cci scoasa#show running-config
Saved

ASA Version 8.2.x

|

host nane ci scoasa

enabl e password 9j Nf ZUGTC5t CVHO encrypt ed
names

dns-guard

|

interface Ethernet0/0

namei f outsi de

security-level 0O

ip address 172.20.1.2 255.255.255.0
|

interface Ethernet0O/1

namei f inside

security-level 100

ip address 192.168.100. 1 255. 255. 255.0
|

interface Ethernet0/2

namei f dne

security-level 50

ip address 10.10.10.1 255. 255.255.0
|

i nterface Managenent 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

nanagenent -onl y

|

passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive

access-1ist OUTSIDE extended permt tcp any host 172.20.1.10 eq wwww

pager lines 24

| oggi ng enabl e

| oggi ng buffered debuggi ng

ntu outside 1500

nu inside 1500

nu dnz 1500

asdm i nage di sk0:/asdnb12-k8. bin
no asdm hi story enabl e



arp tineout 14400

gl obal (outside) 1 interface

nat (inside) 1 192.168.100.0 255.255.255.0

static (inside, dnmz) 192.168.100.0 192.168.100. 0 net mask 255.255. 255.0
static (dne,outside) 172.20.1.10 10.10.10.10 netmask 255. 255. 255. 255 dns

access-group QUTSIDE in interface outside

route outside 0.0.0.0 0.0.0.0 172.20.1.1 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02: 00
ti meout uauth 0:05:00 absol ute

usernane cisco password fflRPGDSQIh9YLg encrypted
http server enable

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication Iinkup |inkdown col dstart
tel net tinmeout 5

ssh timeout 5

consol e timeout 0O

1

cl ass-map inspection_default

mat ch default-inspection-traffic

1

!

policy-map type inspect dns MY_DNS_| NSPECT_NMAP
paraneters

nmessage-| engt h maxi mum 512

policy-map gl obal policy

cl ass inspection_default

nspect ftp

nspect h323 h225

nspect h323 ras

nspect rsh

nspect rtsp

nspect esntp

nspect sql net

nspect ski nny

nspect sunrpc

nspect xdntp

nspect sip

nspect netbi os

nspect tftp

nspect dns MY_DNS_| NSPECT_NAP

nspect icnp

policy-map type inspect dns nmigrated_dns_map_1
paraneters

nmessage-| engt h maxi mum 512
!

servi ce-policy global _policy global

pronpt host nane cont ext

Crypt ochecksum d6637819c6ea981daf 20d8c7aa8ca256
end

EH% 8.3 O|4f

ASA Version 9.x
1

host nane ci scoasa



! -—— Output suppressed.

access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq wwww
! -——- Output suppressed.

obj ect network obj-192.168.100.0

network 192.168.100. 0 255. 255. 255. 0

nat (inside,outside) dynam c interface

obj ect network obj-10.10.10. 10

host 10. 10.10. 10

nat (dnz,outside) static 172.20.1.10 dns

!-—-- Static translation to allow hosts on the outside access
!--- to the WWW server.

access-group QUTSIDE in interface outside

! -——- Output suppressed.

ASDM 71|71 oM
ASDMO{|AM DNS HHEAME Fd5tei™ CtF BHE t= & LCh.
1. Configuration > NAT Rules& ME{5t 1 =& Object/Auto &2 MEARILICHEdItE 28

Lict.
2. Advanced(1L2)E & =/&LiCt



Fm Edit Network Object N

Mame: obj-10,10.10.10
Type: Host -
' IP Version: @ IPv4 () IPvE
IP Address: 10,10,10. 10
Description:
HAT '\‘%}
Add Automatic Address Translation Rules
Type: Static -
Translated Addr: |172.20.1.10 (]
Lse one-to-one address translation
[ | PAT Pool Translated Address: D

[ | Round Robin
|| Extend PAT unigueness to per destination instead of per interface

[ | Translate TCP and UDP ports into flat range 102465535 | | Indude range 1-1023

[ ] Fall through to interface PAT(dest intf): |dmz -

[ | Use IPv6 for interface PAT

| Advanced... |

ok J| Concel J[ Heb |

3. Translate DNS replies for rule = Ql2tS MEAEHL|C}



Advanced NAT Settings X3

Translate DMS replies for rule
|| Disable Proxy ARP on egress interface

Lookup route table to locate egress interface

Interface

Source Interface: :dmz -
Destination Interface: :nutsjde -
Service

Protocol: Tk top -
Real Port:

Mapped Port:

| QK | | Cancel

Help |

4. NAT Options(NAT S4) ol A LE7te{8 OK(& )& ZF2Ig LY.

5. Edit Object/Auto NAT Rule(ZHAll/AtS NAT 2! +=8) Z oA Lt7t2d™H OK(Z
Ct.

6. 20t o{Z2to|edAao] ZHI|aEo|ME & 5tE{™ ApplyE E2FLICEH

Ct&= &elgfuch

ol

utok

CHE 2 DNS 2150 #445HEl B9 olWE ol T Zx{2lLict

Ol

1. 22t0|AE 7} DNS # 2|8 ELICt.
No. Ti me Source Destination Protocol Info
1 0.000000 192.168.100.2 172.22.1.161 DNS Standard query
A server.example.com

Frane 1 (78 bytes on wire, 78 bytes captured)

Ethernet Il1, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:cé6: 1f
(00: Oa: b8: 9c: c6: 1f)

Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 52985 (52985), Dst Port: domain (53)
Domai n Name System (query)

[ Response In: 2]

Transaction | D: 0x000c

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: O

Authority RRs: 0

Addi tional RRs: 0

Queries

server.example.com: type A, class IN

Name : server.example.com




Type: A (Host address)
Class: IN (0x0001)

. PAT= ASA0| A DNS #{Z|oi| CHall =& =0 27t
QF QClE{H|o|AE HEEIR&LICEH
No. Ti me Sour ce Destination

Met=lL|CHafZlol AA = AT} ASAQ|

Protocol Info

1 0.000000 172.20.1.2 172.22.1.161 DNS Standard query

A server. exanpl e.com

Frane 1 (78 bytes on wire, 78 bytes captured)
Ethernet |I, Src: Cisco_9c:c6:1e (00:0a: b8:9c:c6: le),
(00: 30: 94: 01: f 1: 22)

Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst:
(172.22.1.161)

Dst: Cisco_01:f1:22

172.22.1.161

User Datagram Protocol, Src Port: 1035 (1035), Dst Port: dommin (53)

Dormai n Narme System (query)

[ Response I n: 2]

Transaction |ID: 0x000c

Fl ags: 0x0100 (Standard query)
Questions: 1

Answer RRs: O

Aut hority RRs: O

Addi tional RRs: 0

Queries

server. exanple.com type A class IN
Name: server. exanpl e. com

Type: A (Host address)

Class: I N (0x0001)

. DNS M= WWW Mol oiEE =42 SEFLICH
No. Ti e Sour ce Destination Protocol Info
2 0.000992 172.22.1.161 172.20.1.2 DNS Standard query response

A 172.20.1.10

Frane 2 (94 bytes on wire, 94 bytes captured)
Ethernet Il, Src: Cisco_01:f1:22 (00:30:94:01:f1:22),
(00: Oa: b8: 9c: c6: 1e)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161),
(172.20.1.2)

Dst: Cisco_9c:c6: le

Dst: 172.20.1.2

User Datagram Protocol, Src Port: domain (53), Dst Port: 1035 (1035)

Domai n Name System (response)

[ Request In: 1]

[ Time: 0.000992000 seconds]
Transaction | D: 0x000c

Fl ags: 0x8580 (Standard query response, No error)
Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: O

Queri es

server. exanple.com type A class IN
Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Answers

server.example.com: type A, class IN, addr 172.20.1.10

Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)

Time to live: 1 hour
Data length: 4

Addr: 172.20.1.10

.ASAE= DNS 8H 9| SMX| T4 HEtS F A5t T
DoctoringO| & 443t £/ & 2| Addro| WWW AEH{ 2]

& Zeto[UEo| MR LICHDNS
AlX -|| E XHXI-A-IEI=|I|_||_—_|._



No. Ti e Sour ce Destination Protocol Info
6 2.507191 172.22.1.161 192.168.100.2 DNS Standard query response
A 10.10.10.10

Frane 6 (94 bytes on wire, 94 bytes captured)

Et hernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00
(00: 04: c0: c8: e4: 00)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192. 168. 100. 2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 50752 (50752)
Domai n Name System (response)

[ Request In: 5]

[ Tinme: 0.002182000 seconds]

Transaction | D: 0x0004

Fl ags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: O

Queri es

server. exanple.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Answers

server.example.com: type A, class IN, addr 10.10.10.10

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 10.10.10.10

5. 0| A|Hoiq Ecto|ME
SgfLck.

10.10.10.102] WWW AMEHoi| HM|ASHE{T A= gfL|ct 44

rr

"dns" 7|HEE AEE ZIE TS

0|= dns 7| =2F 37H2| NAT CIE{H|O|AE AF235I04 DNS MHME £35t7| 2|5 ASAQ|
ZAn|agolML]Ct.

ci scoasa# sh running-config
. Saved

Serial Nunber: JMX1425L48B
Har dwar e: ASA5510, 1024 MB RAM CPU Pentium 4 Cel eron 1600 WHz

ASA Version 9.1(5)4
1
host name ci scoasa
enabl e password 9j Nf ZUGTC5t CVHO encrypt ed
passwd 2KFhbNI dI . 2KYQU encrypt ed
nanes
dns-guard
1
interface Ethernet0/0
shut down
nanmei f outside
security-level 0O
ip address 172.20.1.2 255.255.255.0



nterface Ethernet0/1

shut down

nanei f inside

security-level 100

i p address 192.168.100.1 255. 255.255.0

nterface Ethernet0/2

shut down

nanei f dnz

security-level 50

i p address 10. 10.10.1 255.255.255.0

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0
managenent - onl y
shut down
no nanei f
no security-1Ieve
no i p address
1
ftp node passive
obj ect network obj-192.168.100.0
subnet 192.168.100. 0 255. 255. 255.0
obj ect network obj-10.10.10. 10
host 10.10.10. 10
access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq wwww
pager lines 24
| oggi ng enabl e
| oggi ng buffered debuggi ng
ntu outside 1500
ntu inside 1500
ntu dnz 1500
no failover
icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdnb12- k8. bin
no asdm hi story enabl e
arp tineout 14400
no arp permt-nonconnected
1
obj ect network obj-192.168.100.0
nat (inside,outside) dynanmic interface
obj ect network obj-10.10.10. 10
nat (dnz, outside) static 172.20.1.10 dns
access-group QUTSIDE in interface outside
route outside 0.0.0.0 0.0.0.0 172.20.1.1 1
ti meout xlate 3:00:00
ti meout pat-xlate 0:00: 30
ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0:05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout sip-provisional-nmedia 0:02:00 uauth 0:05:00 absol ute
ti meout tcp-proxy-reassenbly 0:01: 00
ti meout floating-conn 0:00: 00
dynamni c- access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL
http server enable
no snnp-server | ocation
no snnp-server contact
snnp- server enabl e traps snnp authentication |inkup |inkdown col dstart warmnstart



crypto i psec security-association pntu-aging infinite
crypto ca trustpool policy

tel net tinmeout 5

no ssh stricthostkeycheck

ssh timeout 5

ssh key-exchange group dh-groupl-shal
consol e timeout 0O

t hr eat - det ecti on basi c-t hreat

threat-detection statistics access-Iist

no threat-detection statistics tcp-intercept

webvpn
anyconnect - essenti al s

usernane cisco password fflRPGDSQIh9YLg encrypted
1

cl ass-map inspection_default
mat ch defaul t-inspection-traffic

1

!

policy-map type inspect dns preset_dns_map
par anet er s
nmessage- | ength maxi mum client auto
nmessage- | ength maxi mum 512

policy-map gl obal policy
cl ass inspection_default

i nspect dns preset_dns_map

nspect ftp

nspect h323 h225

nspect h323 ras

nspect rsh

nspect rtsp

nspect esntp

nspect sql net

nspect skinny

nspect sunrpc

nspect xdncp

nspect sip

nspect net bi os

nspect tftp

nspect ip-options

nspect icnp

policy-map type inspect dns MY_DNS_| NSPECT_NMAP
par anet er s

message- | ength maxi mum 512

policy-map type inspect dns nmigrated_dns_map_1
par anet er s

nmessage- | ength maxi mum 512
|

servi ce-policy global _policy global

pronpt host nane cont ext

Crypt ochecksum 3a8e3009aa3dbld6dbal43abf 25ee408
end

CHA| &5 M:CHa NAT

CHAN NATE DNS doctorlngol CHotE NS E = UELICHO|E{E A& oM CHa NATE ALS 6t

L2 % DMZo| AN FA WWW M 38 F 4 7holl 17 Z4A|/RHS NAT BHEHo| A x(o{of &
I—lliP.IZHéF NATE DNS AMH{0{l M 3E}0|9_-I§§ HHSHE|= DNS A 8|2 C 0| LI8 S HZIst x| ot&L
ChCHAI O] 2 Mol M A8 Aot 22 ALIZI20IM CHY NATE Ar85tE 42 ZEI0|MEE
DNS ME{0]| M BtEtst S8 IP =4 172.20.1.108 AF8 3504 WwWw Mol 4Z2e 4= Ql&LIch
M MA/KtS HErE S5l 2o o{Eeto|AE Cheh FAE 172.20.1.1001 41 10.10.10.102 £
%é* T A&Lct CHA NATZH AL E M Am|asolMel gted EE22 o5t Z&Lct



ASA Version 9.x
!

host name ci scoasa

! -—-- Output suppressed.

access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq wwww
! -—-— Output suppressed.

obj ect network obj-192.168.100.0
network 192.168. 100. 0 255. 255. 255.0
nat (inside,outside) dynam c interface

!--- The nat and global comuands al | ow
I--- clients access to the Internet.

obj ect network obj-10.10.10. 10
host 10.10. 10. 10
nat (dnez,outside) static 172.20.1.10

!-—-- Static translation to allow hosts on the outside access
!--- to the WWW server.

obj ect network obj-10.10.10.10-1
host 10.10. 10. 10
nat (dnz,inside) static 172.20.1.10

45 /Twice NAT 22 2 EFAEl CHA NAT

ASA Version 9.x

|

Hostnane ci scoasa

l--- Qutput suppressed

access-1ist OUTSIDE extended permt tcp any host 10.10.10.10 eq wwww
l--- Qutput suppressed

obj ect network obj-192.168.100.0

net work 192.168.100. 0 255. 255. 255. 0

nat (inside,outside) dynam c interface

obj ect network obj-10.10.10. 10
host 10. 10.10. 10

obj ect network obj-172.20.1.10
host 172.20.1.10

nat (inside,dnz) source dynam ¢ obj-192.168.100.0 interface
destination static obj-172.20.1.10 obj-10.10.10. 10

l--- Static translation to allow hosts on the inside access
l--- to the WMWVserver via its outside address.

access-group OQUTSIDE in interface outside

l--- Qutput suppressed
ASDMO{M CH& NATE g5t CHE BHAHE 2t =& LICH



1. Configuration(Z1I| 22| 0|4d) > NAT Rules(NAT T+2|)& ME45l 7 Add(F7}) > Add "Network
Object” NAT Rule(LIE-LI= 7HA) F71...8 MEighL|ct

.
hmm”_
Fis dmw lzos e W B il
qumlaﬁmn-{uﬂrm [ GMQ-&- el ?-ﬁ I citea
ot sk [ w

#u fJosen §F comert [ i[O e [ bese | & 4 | B M B - Pl B g % it eace

S ik AT @i Bl “Hior el T T MAT A [ At Traradeted Sachm

iu: = S0 Bt AT Rui. I" I o Cmdralie Imeam bt
= S i LT e S Tt St PAST Pl

* I T i T o L T o
Fy imer ey Origral - B3 N omaipmz. - el

2. M 17 #igto| Am|aolMe &S LIch Name =01 0bj-10.10.10.108 = gfLictIP
Address ZE0| WWW MH IP A9 FAE U2 LICHType EECHR S F0M StaticS
MEfBFLCt Translated Addr ZE0| WWW AMHHE OfEE FAQ QIE{HO|AE U24FLICH
Advanced(Z.2)E &|gtL|c}



[y Add Metwork Object

22
Mame: obj-10.10.10.10
Type: :Hnst -
IP Version: i@ IPv4 () IPvb
IF Address: 10,10,10.10
Description:
MAT

]

Add Automatic Address Translation Rules
Type: :51311'::

-

Translated Addr: |172.20,1.10
|| Use one-to-one address translation
PAT Pool Translated Address:

Round Raobin

Extend PAT unigueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535 Indude range 1-1023
Fall through to interface PAT(dest intf): |dmz

Use IPvE for interface PAT

| Advanced... |

| K, | | Cancel | | Help |

[

Source Interface EELCIR FF0IA dmzE ME4E

E MEHSL|C} Destination Interface EELCIR2 S5
0{ M insideE MEHES

= MEHSFLICH.O| A2 UE QIEH|O|AS| SAETL ONEE FA 172.20.1.108 S

S WWW AEHof| AM|ASHES LHF QB O|AE MEYEFLICH



Advanced NAT Settings

Translate DNS replies for rule
Disable Proxy ARP on egress interface

|| Lookup route table to locate egress interface

Interface

Source Interface: dmz -
Destination Interface: |inside -
Service

Protocol: Tk top -
Real Port:

Mapped Port:

L o Y fmrel - BAL Baha
#am ) oene @ Coeest oo e odes | ¢ & | 5 B - |0 A B Oegres ) Padet Trace
Freb

= o s s

o T Wbk oo HAT Pl 11
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FB Ok Lefioria Drigesal P ket ATEa Fraintphod Fekel
-
e EELN Sagc it Cembed dsasw fmalf et S Sisdim Lmsralen amivia

P —— * o [+ |E 1723, 4. 2 (50— G - - D =
S = e = & Bmmiw o —orged— ] M AMELIRL.. - Cegesi—

Add Object/Auto NAT Rule(ZHAI/XHS NAT #& F£7}) ’E
ChE2ot o{Z2to|iAof ZA|ado|ME M&sted™

£5/23| NAT U ASDM2 A2 35t Of A W

1. Configuration(Z1Z| 12 0|44) > NAT Rules(NAT #2))E
7HA)" NAT 2] 2Foll Add Nat rule(NAT T+ £7hH& M

1IA‘I Lt7t2{H OK (& )& Z=gf
g =gt

MEH 5L T "Network Object(|E 23
EASEL|Ct
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. Manual/Twice NAT #42to| Z4x|ag|o|Md2 =T LICt Source Interface EELCHE F 50| A
insideE MEYEFLIC}H Destination Interface EELCH2 SS0iM dmzE MENEHLICH . Source
Address ZE0i LHE HIE /3 Z4xi|(obj-192.168.100.0)2 /248l L|CH Destination Address
Z=of t2 Y248 LICH.DMZ A IP 7H#1(172.20.1.10).Source NAT Type(A4 NAT 98) =
ECH2 S50l A Dynamic PAT (Hide)(SX PAT(S7I7|)& MEELICH. AL FA [Bh
‘Translated Packet section] ZE.0i dmz& UZBFLICHCHA T4 [Zhd: BB E iz M) 2
E, DMZ Mt AA| IP Z4&|(obj-10.10.10.10)2 I=3&FL|ct



=

Edit NAT Rule

MagECriteria: Criginal Packet

Source Interface: inside » | Destination Interface:
Source Address: obj-192, 168, 100.0 D Destination Address:
Service:

Action: Translated Packet
Source MAT Type: Drynamic PAT (Hide) -

Source Address: dmz D Destination Address:
Use one-to-one address translation
PAT Pool Translated Address: | Service:
Found Rebin

Extend PAT unigueness to per destination instead of per interface

dmz
obj-172.20.1. 10

any

obj-10.1.1.10

— Criginal —

Translate TCP and UDP ports into flat range 102465535 Indude range 1-1023

Fall through to interface PAT

Lise IPv6 for source interface PAT
Options

| Enable rule
Translate DMS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route table to locate egress interface
Direction:  |Both

Description:

’ K, ] | Cancel | | Help |

LUse IPva for destination interface PAT

ala

=)

]

3. Add Manual/Twice NAT Rule(=&/2%| NAT & =71) 0™ LI7t2{™ OK(BHehE
LICF.
ot o{Z2to|HAN HI|a|olME & 5te{H App|yE 3218k |C}.
HM NAT7} & E< %’é;.%r'— O|HIE S| A|RA °'LIEF Z2cto|2ET} o|0] DNS MHE #elst
0 WWW M F40f IZH?_ 2.20.1.102| SEtS dhorrh 1 74 AIEHLICH

4. 2

1. 22I0|AE 7 WWW AEH(172.20.1.10)0{l AAE A|=EfLICH.
%ASA— 7-609001: Built | ocal-host inside:192.168.100.2

o o{ZEto|HAE 2FHE &2lstT WWW ME{7} 10.10.10.10 2 QI AlEHLICEH

%’\SA— 7-609001: Built | ocal-host dne:10.10.10.10

Hot o{Zeto|dAa = SE0[FE} WWW MH ZHof TCP 142 o

.u.|E| EAE .T'-I'_?_E _.II_J.I_A|o|=’l-L_||:|._
9%ASA- 6- 302013: Built outbound TCP connection 67956 for dne: 10.10. 10. 10/ 80
(172.20.1.10/80) to inside:192. 168.100.2/11001 (192.168.100.2/11001)

| ZQIBtLICH. 0] 79 & wiRl & #Eto| ALS LI

S o H

H ot 0{Z 20|21 A 2] show xlate HES ZCI0|HE Eef=lo| 2o 0{ZEI0|HAE S
gl=x




ci scoasa#show xlate

3 in use, 9 nost used

Global 192.168.100.0 Local 192.168.100.0
d obal 172.20.1.10 Local 10.10.10.10

d obal 172.20.1.10 Local 10.10.10.10

5. 20t 0{Z2}0|e1A 2| show conn BHE2 2ot 0{Z2}0|MAE &3 EEI0|HEF WWW MH
Ztoll 40| MBI eERX| &l WwWW MEHo| AKX FAE 252 F4LCH
ci scoasa#show conn

TCP out 172.20.1.10(10.10.10.10):80 in 192.168.100.2: 11001
idle 0:01:38 bytes 1486 flags U O

SHX|NATE MET 2|& Hu|agolM

0|7d2 SXX| NAT & 3712| NAT Q/E{H| 0| A2 DNS HBME +&st7| 28t ASAL| %(& I
cilol A L.

ASA Version 9.x
|
host nane ci scoasa
enabl e password 9j Nf ZUGTC5t CVHO encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
nanes
dns-guard
|
interface Ethernet0/0
shut down
nanei f outside
security-level O
i p address 172.20.1.2 255.255.255.0

nterface Ethernet0/1

shut down

nanei f inside

security-level 100

i p address 192.168.100. 1 255. 255. 255.0

nterface Ethernet0/2

shut down

nanei f dnz

security-level 50

i p address 10. 10.10.1 255. 255.255.0

nterface Ethernet0/3
shut down

no nanei f

no security-Ieve

no i p address

nterface Managenent0/0

managenent - onl y

shut down

no nanei f

no security-Ieve

no i p address

|

ftp node passive

obj ect network obj-192.168.100.0
subnet 192.168.100. 0 255. 255. 255.0
obj ect network obj-10.10.10.10

host 10.10. 10. 10



obj ect network obj-10.10.10.10-1
host 10.10.10. 10
obj ect network obj-172.20.1.10
host 172.20.1.10
access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq www
pager lines 24
| oggi ng enabl e
| oggi ng buffered debuggi ng
ntu outside 1500
ntu inside 1500
ntu dnz 1500
no failover
icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdnb12- k8. bin
no asdm hi story enabl e
arp tineout 14400
no arp permt-nonconnected
1
obj ect network obj-192.168.100.0
nat (inside,outside) dynanmic interface
obj ect network obj-10.10.10. 10
nat (dnz, outside) static 172.20.1.10
obj ect network obj-10.10.10.10-1
nat (dnz,inside) static 172.20.1.10
access-group QUTSIDE in interface outside
route outside 0.0.0.0 0.0.0.0 172.20.1.1 1
ti meout xlate 3:00:00
ti meout pat-xlate 0:00: 30
ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout sip-provisional-nmedia 0:02:00 uauth 0:05:00 absol ute
ti meout tcp-proxy-reassenbly 0:01: 00
ti meout floating-conn 0:00: 00
dynami c- access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL
http server enable
no snnp-server | ocation
no snnp-server contact
snnp- server enabl e traps snnp authentication |inkup |inkdown col dstart warmnstart
crypto i psec security-association pntu-aging infinite
crypto ca trustpool policy
tel net tinmeout 5
no ssh stricthostkeycheck
ssh timeout 5
ssh key-exchange group dh-groupl-shal
consol e timeout O
t hr eat - det ecti on basi c-t hreat
threat-detection statistics access-|ist
no threat-detection statistics tcp-intercept
webvpn
anyconnect - essenti al s
usernane cisco password fflRPGDSQIh9YLg encrypt ed
1
cl ass-map inspection_default
mat ch defaul t-inspection-traffic
1
1
policy-map type inspect dns preset_dns_map
par anet er s
nmessage-| ength maxi mum client auto
nmessage- | ength maxi mum 512
policy-map gl obal _policy
cl ass inspection_default



nspect dns preset_dns_map
nspect ftp

nspect h323 h225

nspect h323 ras

nspect rsh

nspect rtsp

nspect esntp

nspect sql net

nspect skinny

nspect sunrpc

nspect xdncp

nspect sip

nspect net bi os

nspect tftp

nspect ip-options

nspect icnp

policy-map type inspect dns MY_DNS_| NSPECT_MAP
par anet er s

nmessage- | ength maxi mum 512

policy-map type inspect dns nmigrated_dns_map_1
par anet er s

nmessage- | ength maxi mum 512
1

servi ce-policy global _policy global

pronpt host nane cont ext

Crypt ochecksum 2cdcc45bf c13f 9e231f 3934b558f 1f d4
end

78

DNS AME #435l2{H CHS HHIE 225 A0 HIEM3tEl F<). 0] oilof A DNS A
AHE 7182 ™Mod AL Aol F7HE|H, Ol ASA7L 7|& Z|aso|Mo 2 AIRHE ZdX{H service-
policy B0 2|l Tdxo = MEFLICH

1. DNSOi| CHEt AL -2 @ BHELCH
ci scoasa(config) #policy-map type inspect dns MY_DNS_INSPECT_ MAP
2. -3 A Au(3go|Md EEo|AM Of7HH s ZdT|Tdo|lMd 2EE l235to At 2liElof| CHEt of
& XIEE LI
ci scoasa(confi g- pmap) #parameters
3. policy-map OH7HEHs I3 20| 2 =0l M DNS HIA|X|2| Z|CH HIA|X| Z0|& 5122 K|
ghlct.
ci scoasa(confi g- pmap- p) #message-length maximum 512
4. policy-map O{7H# 4= 41|24 0|MH 2 E L policy-map Z1L|1di0|M ZEE SE & LCH
ci scoasa(confi g- pmap- p) #exit
ci scoasa(confi g- pmap) #exit
5. st HE AAF E2X o] YHEIRI=X| =elgLct
ci scoasa(confi g) #show run policy-map type inspect dns
|

policy-map type inspect dns MY_DNS_| NSPECT_MAP
par amet er s

nessage-| engt h maxi mum 512
|

6. global_policy0il L&t policy-map Z1Z|22|0|M 2= & I=2igtL|ct.
ci scoasa(confi g)#policy-map global policy
ci scoasa(confi g- pmap) #

7. 5 o AHu[agolM ZEAM 7|E 2lo]o] 3/4 EEHA Pl inspection_default® X|Z3 & LC}H

ci scoasa(confi g- pnap) #class inspection_default



ci scoasa(config-pmap-c) #
8. YA W ZEjA |8 o|M ZEM 1-3T A MEE HA HE WS ALE5H01 DNSE
HAtstoF g2 x| gLict
ci scoasa(confi g- pmap-c) #inspect dns MY DNS_INSPECT MAP
9. policy-map e Z4I|ad oM ZE & policy-map ZAI|ad0|M ZEE SEFLICH
ci scoasa(confi g- pmap- c) #exit
ci scoasa(confi g- pmap) #exit
10. global_policy policy-mapO| ¢st= CHE FEE[RF=X] =HelghL|ct.

ci scoasa(confi g) #show run policy-map
1

!--- The configured DNS inspection policy map.

policy-map type inspect dns MY_DNS_| NSPECT_MAP
par anmet er s

nmessage- | ength maxi nrum 512

pol i cy-map gl obal _policy

cl ass inspection_default

i nspect ftp

i nspect h323 h225
i nspect h323 ras
i nspect rsh

i nspect rtsp

i nspect esntp
i nspect sql net
i nspect skinny

i nspect sunrpc

i nspect xdntp

i nspect sip

i nspect net bi os

i nspect tftp

inspect dns MY DNS_INSPECT_MAP

!--- DNS application inspection enabled.

11. global_policy 7t AMH|A H&o]| ol M¥o 2 MEL|=X| & QlgfL|Ct.
ci scoasa(confi g) #show run service-policy
service-policy global _policy gl oba

Cte& & elRrLic

Output Interpreter = (&5
show 3 EHE:' 7<E=|o| |_A—|% E

£ D28 SHE)(OIT)E 5% show WA XIHELICLOITE AL 510
L]

DNS E2i=] Z4*

Ot 0{Z2I0|2HA 7 DNS HZEE
n45| CHE EXe| Wzl X5t A
Ct.

%H} = 7-|| x|.|7<|-/k—|3|.L
ol
A=

| Qlst= e 71X| &2 o]~ oflof] M
LIC}ASAOAM EBfEIES

MotedH Chg HHE 2tz gL

1. 89 ZF AR QAAEAN CiEF HMA SFE YEELICLACLE MY ECHE S XIHsHok
g LICE Ol ofof A= 2702 ACLO| W EIR{&LICH F ClE{H o]A 9| EZlof CHEF ACL:
access-1|ist DNSOUTCAP extended permit ip host 172.22.1.161 host
172.20.1.2


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

!--- All traffic between the DNS server and the ASA.

access-1ist DNSOUTCAP extended permit ip host 172.20.1.2 host
172.22.1.161

!--- All traffic between the ASA and the DNS server.

LHE QlE{m|o|A o E=Zoi CiE ACL:
access-1ist DNSI NCAP extended permit ip host 192.168.100.2 host
172.22.1.161

I-—— All traffic between the client and the DNS server.

access-1ist DNSI NCAP extended permt ip host 172.22.1.161 host
192. 168. 100. 2

I-—— All traffic between the DNS server and the client.

2. ™ QUABHAE HEELICH

Ci scoasa#capture DNSOUTSIDE access-list DNSOUTCAP interface outside

!--- This capture collects traffic on the outside interface that matches
!-—— the ACL DNSOUTCAP.

ci scoasa# capture DNSI NSIDE access-1ist DNSINCAP interface inside

!-—-- This capture collects traffic on the inside interface that matches
!-—— the ACL DNSINCAP.
3. WAME SLICLCHE2 2 7t X| DNS E2{{Eo| MEEl F HME|= of &Lch.
ci scoasa#show capture DNSOUTSIDE
2 packets captured
1: 14:07:21.347195 172.20.1.2.1025 > 172.22.1.161.53: udp 36
2: 14:07:21. 352093 172.22.1.161.53 > 172.20.1.2.1025: udp 93
2 packets shown
ci scoasa#show capture DNSINSIDE
2 packets captured
1. 14:07:21.346951 192.168.100.2.57225 > 172.22.1.161.53: udp 36
2: 14:07:21.352124 172.22.1.161.53 > 192. 168. 100. 2. 57225: udp 93
2 packets shown

4. (MEd ALR) CHE ol E2/710|Moll M M = UEE T
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Ci scoasa#fcopy /pcap capture:DNSINSIDE tftp
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Cci scoasat#fcopy /pcap capture:DNSOUTSIDE tftp
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%ASA- 3- 305006: portnmap translation creation failed for tcp src
i nsi de: 192. 168. 100. 2/ 11000 dst i nsi de: 192. 168. 100. 10/ 80
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