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L CF.

ASA =7| fHdu|ado|M

ci scoasaf##fshow running-config
Saved

ASA Version 7.2(1)
!
host nane ci scoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
!
interface Ethernet0/0
nanei f outside
security-level O
ip address 172.22.1.160 255.255.255.0

nterface Ethernet0/1

nanei f inside

security-level 100

ip address 192.168.1.1 255.255.255.0

nterface Ethernet0/2

nanei f dne

security-level 50

i p address 10.1.1.1 255.255.255.0

nt erface Management 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

!

passwd 2KFQhbNI dI . 2KYQU encr ypt ed

ftp node passive

access-list outside_acl extended permit tcp any host
172.22.1. 254 eq ww

access-list inside_acl extended permt icnp 192.168.1.0
255. 255. 255. 0 any

access-list inside_acl extended permt tcp 192.168.1.0
255. 255. 255. 0 any eq www

access-list inside_acl extended permt tcp 192.168.1.0
255. 255. 255. 0 any eq tel net

pager lines 24

nt u outsi de 1500

ntu inside 1500

ntu dnz 1500

no asdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 172.22.1.253

nat (inside) 1 192.168.1.0 255.255.255.0

!-—— The above NAT statements are replaced by the
following statements !--- for ASA 8.3 and later. object
networ k obj-192.168. 1.0 subnet 192.168.1.0 255. 255.255.0
nat (inside, outside) dynam c 172.22.1.253 static

(i nside, outside) 192.168.1.100 172.22.1. 254 net mask

255. 255. 255. 255 !--- The above Static NAT statement is
replaced by the following statements !--- for ASA 8.3
and later. object network obj-172.22.1.254 host




172.22.1. 254 nat (inside,outside) static 192.168.1.100
access-group outside_acl in interface outside access-
group inside_acl in interface inside tinmeout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp
0:02: 00 icnp 0:00:02 tinmeout sunrpc 0:10: 00 h323 0:05: 00
h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0:05:00 tineout sip
0: 30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 timeout uauth 0:05:00 absolute no
snnmp-server |ocation no snnp-server contact snnp-server
enabl e traps snnp aut hentication |inkup |inkdown
coldstart telnet tineout 5 ssh tineout 5 console tinmeout
0 ! class-map inspection_default match default-

i nspection-traffic ! ! policy-map type inspect dns
preset _dns_map paraneters nessage-| ength maxi mum 512

pol i cy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy gl obal _policy gl obal pronpt hostname context
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end

24|

AZXE IT 2A0f 24250 oHE2IFHI0|M X7 I O|& 2 S35HK| ot=Ctn EDELICHRIAIEHE
7t ASA/PIX B E|AI2 o AZ O|MHEIL|CH 2 E|AtE Ol EF OH%EI?HOIHOH CHal 7Hel & x| Z&
LICH & 2|XF= ASA/PIXE AH23504 OHEZ A0 XM A5l ZE LD ZZEZT EXo A
olg HAgHLICE

= A

T

R

ASA/PIX ZE|RtE ZlCHer Bt2 HEE AMEXZRE £=&Hof ELICICIST 242 ¢85t HEE
XM BErct.

- Source IP address(4&A [P F4) - Mo 2 ALXIo| I AHO|M EE= HAFE{QILICH
- Destination IP address(CH&} IP &) - AF& AL EE= O EE2(7|0|M 0| 4252 D A= 5te MH
IP FAelLct.

. 4B EIAHO1M0| B3 ZE W ERESD
Olp{2t L2 5 stLtol CHEt S 22 4 UCHH BEIRHE 20| £ B2 BALICHO| ool M
B2lR7t HEE £ + & LICHASAPIX syslog HAIXIE ZE st 2ol FX|eH Balxizt &
g Ligs === He BNE 2717 ofisLic,
1EHA - ARl IP FA HAM

AR IP FAE AMSHE &R 0ll= o] 7FX|7F U &LICH. Ol EM= ASALH PIXo] CHEE Zdo|=2
Z 0| oflo MHE ASAS} PIXE F%%M IP TAE HMELICEH

MEXHE ASA/PIXSF EAIE AL E
EH%l‘ IZ2EZEES ASA/PIX01|A‘| {8tE &S
£ QE{H O|AE ping& LIC}.

| Ch.o| EAI2 ICMP, &Y SSH == HTTPY £ l&L|cH M
£ 7tx{of &LiCt.o| EX ool M= AF=2 X7 ASAL| LK

ZElXt= oledet &4 & stLt ol& 2 HYE ChE AL8 A7 ASAL| LHF QIE{H|0|AE pingst =5
sifok BfLICH.



. Syslog2Z/ 0|

mm

AtE|0f QU= K| HOIBtLICH 2 47 S CIHI2 MFsHoF B 228
I PXI HEH & SIALI O] GOl ASA 55 BLEE A8 ErLICH = 21 82300
A 0

QF 2 M7t HeE + A&LICH
ci scoasa(confi g) #logging enable
ci scoasa(confi g) #logging buffered debugging

A RHE ASAQ| LIS QIE{H 0| A (ping 192.168.1.1)2 ping&fLICt. O] &240| E A|ELCt
ci scoasa#show logging

!--- Output is suppressed. YASA-6-302020: Built | CMP connection for faddr 192.168.1.50/512
gaddr 192.168.1.1/0 |l addr 192.168.1.1/0

Y%ASA- 6- 302021: Teardown | CMP connection for faddr 192.168.1.50/512

gaddr 192.168.1.1/0 |l addr 192.168.1.1/0

!-—— The user IP address is 192.168.1.50.

- ASA ZX 7|sHEIXt= ASAMIM Zix{3Hof 5t= EEEE Ho|ste HMA S22 MdsHot
grLIChaccess-list7} =4 9| £|™ capture WH 2 access-listE S 5t0{ QUE{H O|A N MBS FL

Ct.
ci scoasa(confi g) #access-1list inside_test permit icmp any host 192.168.1.1
ci scoasa(confi g) #capture inside_interface access-list inside_test interface inside

MERH= ASAS| LIE QIE{H| 0| A (ping 192.168.1.1)2 pingEfLICt O] £230| EA|E/LICH.
ci scoasa#show capture inside_interface
1. 13:04:06.284897 192.168.1.50 > 192.168.1.1: icnp: echo request
!-—— The user IP address is 192.168.1.50.

B3 X I U ethereallt Z2 A|ARIO| CHREESE{H Ol 230 EAIEI CHEZ & £ &
LIC}.

!--- Open an Internet Explorer and browse with this https link format: https://I[

ASA/PIX & Z&:ASA0AM THZ! ZHX{0f CHEt RIAEt HEE E{™ CLI & ASDM ZAI|agjo|ME
AHE235H04 miZ! ZHR] of

- C[tH1debug icmp trace BB 2 AFEXt2| ICMP EEiEE ZX{st= Ol AASELICt

ci scoasa#debug icmp trace

FHl

AEXH= ASAS| LIS QIE{TH| 0| A(ping 192.168.1.1)& pingErLIC}. O] &2 &0l EAIEL

Ct.

ci scoasa#

!-—- Output is suppressed. | CVMP echo request from 192.168.1.50 to 192.168.1.1 | D=512
seq=5120 | en=32

I CWP echo reply from 192.168.1.1 to 192.168.1.50 | D=512 seq=5120 | en=32

!--- The user IP address is 192.168.1.50.

debug icmp F£& 2 H|ZM3tsttiH ChS WY & stLE MSELICLC|IH iemp £ i&
undebug icmp FH2F C|HI A, 25 CIH 1A = 25 A

O Ml 7tX| M Z+zt2 BEIRIIL AL IP FAE ZA™SHE ol =30| "ok ol ooz AFS RO
AN P FATE192.168.1.50LICH #E|RH= ofZ2IAH 0|4 Xoi| CH3H XEAIS| ZotEn B2 #
Qlg &olgh &= Ql&Lct,

28t H - EX|of #OI 57|

EAM2 1EA Mol LIHE HEol CHEr =& Sofl #Elxts ofEEIFH 0l X MM AL E
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uporghL|ch 2t 2|XHE o Z 2|7 0]4d Xof CHal REMIS| 2otE BXi|7F e e + Ues fIXIE &
#=H|7h A& L

ASAIPIX B EIXHE LIGE! Kok 5 st ol &holl Chal ASAE ZHIsHof & LICH BHaIXt7} ZHIEIH A
SAH= OhEEIAHOIM XE AT CHE DE #52 MEtetLICH 7t ASK #5202 oI5 &8
Ol & A5t7LE ASAPIX BHEIRI7H &R ASE £ 7| IS lLict

- syslog HA|X|& ZLIE{RIBILICHL AT Ao RIR[EH AL RISl AA IP FAE HMELICH AFSAL
= OHEZ2I70|M XE AIZFErLICH ASA 2 E2[XH= show logging HE & AM&stn E2ig FLIC

ci scoasa#show logging

!--- Output is suppressed. YASA-7-609001: Built | ocal-host inside:192.168. 1. 50 %ASA- 6-
305011: Built dynamic TCP translation frominside:192.168. 1. 50/ 1107 to

out si de: 172. 22. 1. 254/ 1025 %ASA- 6- 302013: Built out bound TcP connection 90 for
outside:172.22.1.1/80

(172.22.1.1/80) to inside:192.168.1.50/1107 (172.22.1.254/1025)

2= SHX[IP 471722211, Z2EEZ2 TCP, SMX| L E = HTTP/80, EEfE2 Q|F
ClE{H|O|AEZ &S E S LIEFLLICH

. A& EE|E =B LICt.access-list inside_test W2 O|F0f| AL EIQIS M 0470l MH AR E
L|Ct.
ci scoasa(confi g) #access-1list inside_test permit ip host 192.168.1.50 any
!-—— This ACL line captures all traffic from 192.168.1.50 !--- that goes to or through the
ASA. ciscoasa(config)#access-list inside_test permit ip any host 192.168.1.50 any
!-—— This ACL line captures all traffic that leaves !--- the ASA and goes to 192.168.1.50.
ci scoasa(confi g)#no access-list inside_test permit icmp any host 192.168.1.1
ci scoasa(confi g) #clear capture inside_interface

I-—- Clears the previously logged data. !--- The no capture inside_interface renoves/del etes
the capture.

AEXE7L o E 2|70l XE AlZHEFLICH 2{ ASA EHE2|XI7} show capture inside_interface

FEs sty 32 gLt

ci scoasa(confi g) #show capture inside_interface

1. 15:59:42.749152 192.168.1.50.1107 > 172.22.1.1. 80:

S 3820777746: 3820777746(0) wi n 65535 <nss 1460, nop, nop, sackOK>
2: 15:59:45.659145 192.168. 1.50. 1107 > 172.22.1.1. 80:

S 3820777746: 3820777746(0) wi n 65535 <nss 1460, nop, nop, sackOK>
3: 15:59:51.668742 192.168.1.50.1107 > 172.22.1.1.80:

s 3820777746: 3820777746(0) wi n 65535 <nss 1460, nop, nop, sackOK>

A E EEfE2 HEIRAAH H 71X e HEE NS ELIChOlY A -1722211ZE |
% - 80/httpProtocol(Z2EE) - TCP("S" .= syn Zila L&) 22|At= o E 2|7 oM
X2| HIO|E{ EBHZ!0| ASA0]| =&ttt [ &1 U&LICHE=0| show capture
inside_interface & £2321 A< ofZ2(71|0|M EE{Zl0| ASAM| == 5t K| LA 7HLE TR E
E{7} EEfEHE XS E H™HEX| b2 RALICt

Ci scoasa#show capture inside_interface

0 packet captured
0 packet shown

0| A2 #E|xt= ALEXH HFE{Q ASA ALO[Q| BE0l| U= ALK HAFE & 2tRE = 7|
Et HIEQ|Z EX|E ZASte W2 eds{of gL(ch&: EefZio| QIEmo|A M =2 5tH
capture HHE 2 ASA E0ot HAM0o| EEEE EA5t7| Mol C|0|E{E 7S & LICt0E E01
access-list= QIE{HO|A0M E0{12= 2 E ECHEE HEF LICt capture BHEE 0{T35| Ef
Zlg J|E¢gL|ct. O Ch2 ASA EoF MAo| ERfEIg EA1gtL|C}.

ClHOz 2Rt 22 T2 33 Xof| US6tX| ooz 22 T2 13 X TAo| AI2E ClHa
MH|A & 0 MH|AE AFSE ZWoIX| € X| ZELCHC|IH 7t o] AIHAM %[0 A sHZA
Mol ot = &LCt



2EHAHH = EE HEE S5l ASA #ElXtE E 7K K88 HEE ¢S = JY&LIchEExt= E
EiZl0| ASAS| LIS QIE{m|OfA, _/.:/\ IP Ti, EHM IP A LU X7} AF83SHE MH|A o E 2|71 0] 4
(TCP/80)01| =2 BtCt= AHAIE &LIC} syslogsOll M **EIIPE SAlo| Mol LIRS 2
et &LCt

3EA - oi&EE|F[0|4d ECiE £l S DLEE

ASA ZtE|XtE ofZZ|70|M X EB=I0| ASAMIAM LIZIS S &Qlst T o Z2|AH 0| X Aol gHet
EfjElg 2L|E{2IEL|C}.

. syslog HIAIX|E 2 LUEZELICLAA IP £A(192.168.1.50) = CHAN IP £A(172.22.1.1)0]
EH°F syslog HAIX|E EE{ZELICE BHEE0| A syslog HAIX|E ZEE{25tH show loggingzt
Zr&LICt | 192.168.1.50 X & &£ = show logging |lE 172.22.1.10] Z&ELICE. 0] of|ofl A

show logging B&2 ZE{ Q10| ArSELICHEAH el = UL T £20| LANELICt

Cci scoasa#show logging

!I-—- Output is suppressed. YASA-7-609001: Built Il ocal-host inside:192.168.1.50 Y%ASA-7-
609001: Built |ocal-host outside:172.22.1.1 %\SA-6-305011: Built dynamic TCP translation
frominside:192. 168. 1. 50/ 1107 to outside: 172.22. 1. 254/ 1025 %ASA- 6- 302013: Built out bound TCP
connection 90 for outside:172.22.1.1/80 (172.22.1.1/80) to inside:192.168.1.50/1107
(172.22.1.254/ 1025) %ASA-6-302014: Teardown TCP connection 90 for outside:172.22.1.1/80

to inside:192.168.1.50/1107 duration 0:00:30 bytes 0 SYN Timeout

%ASA- 7- 609002: Teardown | ocal -host outside:172.22.1.1 duration 0:00: 30

%ASA- 6- 305012: Teardown dynamic TCP translation frominside:192. 168. 1. 50/ 1107

to outside:172.22.1. 254/ 1025 duration 0:01: 00

%ASA- 7- 609002: Teardown | ocal - host inside:192.168.1.50 duration 0:01: 00

syslog I AIX|E SYN AlZH X1} mj2oi 40| %1 LIELICE 221 2H2|xt7t ASAO]
MOoiEEIZolEd X MH 8HE sAletX| iASE & = UGLICHSyslog HIAIX| E& O|RFE
CIE £ Q&LICI3ES SHEMO|T 2t2 £ 30 0o 2hMst Z A 428 S 2 204 SYN Al
ZF Mgtol 2ZEL ol 2xE .%'H._F&*QE MH7I A4 3o 8HetX| Zsto tiFEEL] 3
2 PIXIASAS| AT I3 0|M2 BE10| s ool YA LICHO| 2XIZ 7 stad™ Ch2 A

AC|AEE B ZsHMAR static BEE SHIEH UM =X|, CHE X BE 0 GRIX| eL=X

HolgfLICt o & & Ch3 Z&Lct
static (inside,outside) x.x.x.X Vy.y.y.y netmask 255.255. 255. 255

ASA 8.3 O|Ao|-o| _I_ NATI_ EI’% I' I-Ol -_I'")ko-'galh # AAgL’lEI-
obj ect network obj-y.y.y.y

host y.y.y.y

nat (inside,outside) static X.X.X.X

QIR M A IP F40f CHEE ABMAE 518 5t7] 2o HMA FF0| U lE{m o]0 B!
SElof A= x| ZelgfLch.

access-list OQUTSIDE_IN extended permt tcp any host X.X.X.x eq ww
access-group QUTSIDE IN in interface outside

MEol] 8E2xo 2 4ZA5tE{H Me{o| 7|2 71|O|E 0|7} PIX/ASAS| DMZ QIE{H|O|AE 7t2|
740f &fLI|Ct.syslog HIA|X|oll CHEF REMIEH LI 2 ASA AIAE! HIAIX|E EZSHAAIR.

- M Z& EEE gHELICH o|ol| 2= EEfE & 9 syslog HIA|X|0f|AM 2tE|X}= ofZ 2|7 0]
X7t 2|8 QIEH|O|AE S5 ASAE H740F BtCH= AHAIZ &1 /JU&LCH.
ci scoasa(confi g) #access-1list outside_test permit tcp any host 172.22.1.1 eq 80
!--- When you leave the source as 'any', it allows !--- the administrator to monitor any
network address translation (NAT). ciscoasa(config)#access-list outside_test permit tcp host

172.22.1.1 eq 80 any
!--- When you reverse the source and destination information, !--- it allows return traffic

to be captured. ciscoasa(config)#capture outside_interface access-list outside_test
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interface outside

AMEXH= OHZE|70|M X2 M M[442 AlEfslok ErLICH ALSXL7H M ol ZE2(7H|0lME X MM E

AlEt8E & ASA ZHE|XHE ASAO A show capture outside_interface &3S Al&lidHof g LICt.
ci scoasa(confi g) #show capture outside_interface
3 packets captured
1: 16:15:34.278870 172.22.1.254.1026 > 172.22.1.1. 80:
S 1676965539: 1676965539(0) wi n 65535 <nss 1380, nop, nop, sackOK>
2: 16:15:44.969630 172.22.1.254.1027 > 172.22.1.1.80:
S 990150551: 990150551(0) wi n 65535 <mss 1380, nop, nop, sackOK>
3: 16:15:47.898619 172.22.1.254.1027 > 172.22.1.1.80:
S 990150551: 990150551(0) wi n 65535 <mss 1380, nop, nop, sackOK>
3 packets shown

Zxe 2F QIEH O|AMAM Lt7teE ECfEIE E0oiFX|BF172.22.1.1 Mol 8E EciZ
AlI5HR| E&LIC} O ZHR{= ASAOIA LE7+= ClO|E{E 2 o0& LIt

packet-tracer M2 AFSELICE O[T AlMof| M ASA £ 2|Xt= ASAMIM packet-tracer =42
AMEE e SES HEE S&a&LICHE D ASAE HH 7.20i M A|ZFSt= packet-tracer
HHEZ K| pELlCt,

ci scoasa#packet-tracer input inside tcp 192.168.1.50 1025 172.22.1.1 http

!-—- This line indicates a source port of 1025. If the source !--- port 1is not known, any

rlo
FH

number can be used. !--- More common source ports typically range !--- between 1025 and
65535. Phase: 1 Type: CAPTURE Subtype: Result: ALLOW Config: Additional |nformation: MAC
Access |ist Phase: 2 Type: ACCESS-LIST Subtype: Result: ALLONConfig: Inmplicit Rule
Additional Information: MAC Access |ist Phase: 3 Type: FLOWLOOKUP Subtype: Result: ALLOW
Config: Additional Infornmation: Found no natching flow, creating a new fl ow Phase: 4 Type
ROUTE- LOOKUP Subtype: input Result: ALLOW Config: Additional Information: in 172.22.1.0
255. 255. 255. 0 outsi de Phase: 5 Type: ACCESS-LI ST Subtype: |log Result: ALLOW Config: access-
group inside_acl in interface inside

access-list inside_acl extended permit tcp 192.168.1.0 255.255.255.0 any eqg www

Addi ti onal |Information:

Phase: 6

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi ti onal |Information:

Phase: 7

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi ti onal |Information:

Phase: 8

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

nat (inside) 1 192.168.1.0 255.255.255.0

match ip inside 192.168.1.0 255.255.255.0 outside any

dynamic translation to pool 1 (172.22.1.254)
translate_hits = 6, untranslate_hits =0

Addi ti onal |Information:

Dynanmic translate 192.168.1.50/1025 to 172.22.1.254/1028

usi ng netmask 255. 255. 255. 255

Phase: 9
Type: NAT
Subtype: host-limts



Resul t: ALLOW
Confi g:
nat (inside) 1 192.168.1.0 255.255.255.0
match ip inside 192.168.1.0 255.255. 255. 0 outsi de any
dynamic translation to pool 1 (172.22.1.254)
translate_hits = 6, untranslate_hits =0
Addi tional |nfornation:

Phase: 10

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 11

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 12

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 13

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 14

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 94, packet dispatched to next nodul e

Phase: 15

Type: ROUTE- LOOKUP

Subt ype: out put and adj acency

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

found next-hop 172.22.1.1 using egress ifc outside

adj acency Active

next - hop mac address 0030.a377.f854 hits 11

!--- The MAC address is at Layer 2 of the OSI model. !--- This tells the administrator the
next host !--- that should receive the data packet. Result: input-interface: inside input-
status: up input-line-status: up output-interface: outside output-status: up output-Iine-
status: up Action: allow

packet-tracer BHE 2| 7}& FF £242 0tX[2 £0|MH, O|= Action: .
ZF 3EHA|Io] Ml 7FK] S M2 ASATF OHEEIF oM X EA|ol| CHEH 20| iS22 BEIXIoAH E0oiE
LICtHofZ2|7|0|M X EBHEI2 ASAE [HLI T ASAE OHEZZIFH0|M X MHZRE SE S &X| ot
&Lt



Ct& EtA= AL

oh

S8 ZZ2 I XTIt ArEX0IH SHIEH &SE = UL E st 78 247 o JaUch7H 2
20= AHE R AFE, OHEE|7H0|M X 2EI0IUE, 2t T, AMA H2 3 | 0= 2|7 0l X A7}
ZEELICHO|™ ool A= ASA7F O Z2|7H0|M X ERfEIg s4I5tD MY BtChE A2 EolaL
ChOIX| M & ofZ2[AHI0|M X 22| X7t Fro{sljof & LICH B E|Xt= ofZ2(AH 0| MH|ATE A=Y
ZOIX| &olstn Mu{e| 28 HAESIT At 2 o Z 2|7 0| XM At Rt EBHEIS 4= AIFK
=X| 2 IsHoF gfLct.

EX/&oH:TCP-Proxy ?1d S & 2F HAIXI

CHE 27 HIAIX|7F 2 A[ELICH

%1 X| ASA- 5-507001: Termi nating TCP-Proxy connection from
interface_inside: source_address/source_port to interface_outside: dest_address/dest_port -
reassenbly limt of limt bytes exceeded

&2

AH:0l HIAX|= TCP MIOHEE ofdl2ste St 2lo{dSEl HH MEte Zote 349 EAIEL
Ct.

. source_address/source_port- 12 & A& st= IS AA IP FA L AA ZEQ|LICE
. dest_address/dest _port- G142 A& st= TS| CHe IP =4 & SXMX| ZEQLICE
. interface_inside - 2122 A|Ztgt TfZ!0| £ 2H6t= QIE{H| O|A 9 O|E°'L—||:P.
- interface_outside - G314 E AlZret WZ!0| SR &|= QIEH0|A 2| O|F LLCt.
. limit - EElE! ZeiA 0| CHal FAE A 2428 WISt L|CE.
ol Exlo| 5§72 wed2 H ot 0{Z2I0|H A0 A RTSP ZHALE HIE M3t etE ALt

policy-map gl obal _policy

cl ass inspection_default
inspect dns migrated_dns_nmap_1
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect rsh
no inspect rtsp

St AI2.

1]
il
[e][]

REMIBH LI 2 Cisco {1 ID CSCsl15229(S S & 2ok alig)

EAI/E0l:"%ASA-6-110003: 2 2 &!0] src QIEH|O| AWM ZEE
Z 0| CHEt next-hopE & X| 2R &LICE" 2 F HAIK|

ASAOIM 2 EBHEIE . 9AsA- 6-110003: src interface:src |P/src port to dest interface: dest
I P/ dest port 2F MIAIX]  next-hop

if
Hil
2

0

FE ASA7 QIE{HHO|A Bt R EHO|EUAM CHE &2 Aopin & m Y dEfLIch YEHez

9


https://tools.cisco.com/bugsearch/bug/CSCsl15229
//tools.cisco.com/RPF/register/register.do

O HIAIX|= ASA7L stLt2| QIE{H 0| A0f -_rL-’lS.E._ xlate(translation) 2t CHE QIE{H|O|AE JtE2[7|=
BE7t US M = AIELICENAT 20 22 & Au|Teo|Mo] UA=X| =gt 24| e o|40]
HREH R/ SIEAE = JASLICH

= T AAEH

EMI/E of:ASAMI M " %ASA-5-305013:T1E S e &= <20]
CHSH @ xI5H= HICHE! NAT 73" 2 & HIAIX]

21Z20| ASAoi| ofsfl A+EHE|1 0] 2F MIAIX|7} == &ELICH

YASA- 5- 305013: Asymetric NAT rul es matched for forward

and reverse flows; Connection protocol src

i nterface_name: sour ce_address/ source_port dest

i nterface_nane: dest _address/dest _port denied due to NAT reverse path
failure.

=

o

NAT7} =™ E [ ASAE HZIE JY 2 HMEtetedn A5t 0|Z0] o #Hgtof| == 5= X|

IZFLICHNAT #H2t0] M5 EE= CHE 39 EYR|7F LgfLICh A4 2 CH e o] SUE of RHF2
L —’r—*._l Egf=lof Chal 74 E M2 CHE NAT 30| = E<2 0l 2F HAIX|7F 7HE dErxe
LICH 224 ESi=Zlof CHE NAT 22 = elgfLich

Er/Eol:d 257 - %ASA-5-321001: A|AEo]| CHE 244
'conns' A&t 100000 =S #&LICE

= A

—

O| 27 = ASAE Sl |IxIEt Mol &0 =|cH MEto]l ZE S S LIEFHLICEH
Mu{ol| CHE DoS 3742 LtEtLHE= 7/:|0E| £ AU&LICHASANIMH MPFE AESHD X A
£ lL|Ct E 3t DCD(Dead Connection Detection)E & M3t&fLIC CIS 78 2242 HEHAAL.

class-map limt
mat ch access-list limt
!
pol i cy-map gl obal _policy
class limt
set connection enbryoni c-conn-nmax 50

set connection timeout enbryonic 0:00: 10 dcd
|

access-list limt line 1 extended permit tcp any host Xx.X.X.X

EAM/EoH:2F %PIX-1-106021 == &1: 2IE{H| O] A int namel]
src_addrof| M dest_addrZ7tX|2] TCP/UDP {42 =2 &0l HE

LT

Ol 23 MAIX|E QL Bz HAVL E83HE 3¢ +4ELICHLENE siidstT U e d= 4
ALE HIEE3tstt{™ CHS BY S AdgfLch




no ip verify reverse-path interface

EM/Z 0N B X2 IFt QIEU 4d SH

O] 27 MIAIX|= ASA|A = &IELICEH

YASA- 4- 733100: [Mralix Licen 3000] drop rate-1 exceeded. Current burst
rate is 100 per second, nax configured rate is 10; Current average rate is 4
per second, max configured rate is 5; Cunulative total count is 2526

&2

O| HIAIX|= HIEAXMOI ECE S5fo| & X2 W 7|2 HI|ado|/Haz oI5 /& & X0 2|5

AMA=L|C} o] HIA|X|&= TCP/UDP EZ E QI Miralix Licen 30000]] XM SL|CHZE 30002 A5

= C|HIO|AE Zt&LICH 3 EFX|of CHE ASDM 12HZ EHE &Qlstn A 2748 &Holstod £
=

>
Ral
I

ol

E 3000 L AA |IP FAE EAIStEX| &QlELCHEH™MeI ClHIO|AQI BR 0| 2F @
ZAsl7| 151 ASAL| 7|2 R HXI ST E =Y & USsLICH

2 HE

. Cisco ASA HZ &=

. Cisco PIX H& 3=

. Cisco ASA 2F 3! AJAHEI HAIX|

. Cisco PIX @7 S A|AH HAX]

. Cisco ASA 5500 Series Adaptive Security Appliances X|#
. Cisco PIX 500 Series = 9t o{&F2}0[HA X| ¥

. 7|& X 2 B M - Cisco Systems
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