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Ethermeat 00
hulticast receiver outside

172.16.1.1

10.0.0.2 Ethemet 071 ASA Router (RP)
B insi 172.16.1.2
inside
10.0.0.1

Multicast sourcs

__|

192.168.1.2

Multicast traffic sourced from
192 168.1.2 destined to 224.1.2.3

T4

ol EMolM= Chg 7HE AASELICH

maui - soho- 01#show running-config
SA Version 7.1(2)

!
host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

!--- The multicast-routing conmand enabl es | GW and PI M
l--- on all interfaces of the firewall.

mul ti cast-routing
names

|
interface Ethernet0/0

nanei f outside

security-level 0

i p address 172.16. 1.1 255.255.255.0

nterface Ethernet0/1

nanei f inside

security-level 100

i p address 10.0.0.1 255.255.255.0

nterface Ethernet0/2
no nanei f

no security-Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-Ieve

no i p address

nterface Managenment 0/ 0




shut down

no nanei f

no security-1Ieve
no i p address

|

passwd 2KFQhbNI dI . 2KYQU encrypt ed

! --—- The rendezvous point address must be defined in the
!--- configuration in order for PIM to function
correctly. pimrp-address 172.16.1.2 boot system

di sk0: /asa712-k8.bin ftp node passive !/--- It is
necessary to permit the multicast traffic with an !---
access-1ist entry. access-list outside_access_inbound
extended permit ip any host 224.1.2.3

pager lines 24

| oggi ng enabl e

| oggi ng buffered debuggi ng

ntu outside 1500

ntu inside 1500

no fail over

!--- The access-1ist that permits the multicast traffic
is applied !--- inbound on the outside interface.
access-group outside_access_inbound in interface outside
!--- This mroute entry specifies that the nulticast

sender !--- 192.168.1.2 is off the outside interface. In
this exanple !--- the mroute entry is necessary since
the firewall has no route to !--- the 192.168.1.2 host
on the outside interface. Gtherwise, this !--- entry is

not necessary.

ntoute 192.168. 1.2 255. 255. 255. 255 out si de
icnp pernmit any outside
asdm i mage di sk0O:/asdnb21. bin
no asdm hi story enabl e
arp timeout 14400
ti meout x|l ate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart
telnet tineout 5
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
1
pol i cy-map gl obal _policy
cl ass inspection_default
nspect ftp
nspect h323 h225
nspect h323 ras
nspect rsh
nspect rtsp
nspect esntp
nspect sql net
nspect skinny




i nspect sunrpc
i nspect xdncp
i nspect sip
i nspect net bi os
i nspect tftp

|

service-policy global _policy globa
!

end

Ct=S= &I,
Ol M2 AL 50 ZAT|TI0/410] MCHE &S 3H= x| SOIFLICH

Output Interpreter E?(%%E._' TZ40 SEH)(0IT)= S show B2 X|ELICHOITE AF2 5104
A
A

show H E30| EMg FLI|C}.

- show mroute - IPv4 HE|FHAE B} E HO|E S EAIFLICH
Cci scoasa#show mroute

Mul ti cast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Goup, s - SSM G oup,
C - Connected, L - Local, | - Received Source Specific Host Report,
P - Pruned, R- RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Ti mers: Uptine/ Expires

Interface state: Interface, State

!--- Here you see the mroute entry for the shared tree. Notice that the !--- incom ng
interface specifies outside and that the outgoing interface !--- list specifies inside

(*, 224.1.2.3), 00:00:12/never, RP 172.16.1.2, flags: SCJ
Incom ng interface: outside
RPF nbr: 172.16.1.2
Qutgoing interface list:
inside, Forward, 00:00:12/never

!-—-- Here is the source specific tree for the mroute entry.

(192.168.1.2, 224.1.2.3), 00:00:12/00:03:17, flags: SJ
Incom ng interface: outside
RPF nbr: 0.0.0.0
I mredi at e Qut goi ng interface list: Nul

!-—— A connection is built through the firewall for the multicast stream. !--- In this case
the stream is sourced from the sender IP and destined !--- to the multicast group.

ci scoasaf#show conn
10 in use, 12 nost used
UDP out 192.168.1.2:51882 in 224.1.2.3:1234 idle 0:00:00 flags -

ci scoasa#
- show pim neighbor - PIM |O|t] El|0|2 2| &S5 E ARfLICH.

!--- When you use PIM, the neighbor devices should be seen with the !--- show pim neighbor
comand.

ci scoasa#show pim neighbor

Nei ghbor Address Interface Upti me Expires DR pri Bidir
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172.16.1.2 out si de 04:06:37 00:01:27 1 (DR
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Output Interpreter
show BH £249|

11 debug BHBE Ar85t7| 2ol ClH BEHol| Ciet 2 HEE HESHAAR.

1. HE|FHAE 417|171 g3t LiF ol X7 AZ o] RIe™ HE| AERE s 4st7| 2
S IGMP 20 ME MEELICH R IGMP 2T ME = 4I6t=X]| 2 2I5t24H show igmp

traffic @& 2 ALS & LIC.
ci scoasa#show igmp traffic

IGW Traffic Counters
El apsed tine since counters cleared: 04:11:08

Recei ved Sent
Valid | GW Packets 413 244
Queri es 128 244
Reports 159 0
Leaves 0 0
Mrace packets 0 0
DVMRP packet s 0 0
Pl M packet s 126 0
Errors:
Mal f or med Packet s 0
Martian source 0
Bad Checksuns 0

ci scoasa#

2. &3tE2 debug igmp BHS AFE 5104 IGMP Ci|O|E{0| CHE AtMIE HEE EAIE &= UsL
Ct.Oo| ZR CIH7 & M8stE|T S AE 10.0.0.20| 1§ 224.1.2.30{ Ci{&t IGMP ETME ™
_4\_%I-|_||:_|._

o -

I-—-- Enable IGMP debugging. Ci scoasa#debug igmp

| GWP debugging is on

ci scoasa# | GWP: Received v2 Report on inside from10.0.0.2 for 224.1.2.3
| GW: group_db: add new group 224.1.2.3 on inside

IGW: MRIB updated (*,224.1.2.3) : Success

I GW: Switching to EXCLUDE node for 224.1.2.3 on inside

| GWP: Updating EXCLUDE group tinmer for 224.1.2.3

ci scoasa#
!-—-- Disable IGMP debugging Ci scoasa#un all

ol
rr
Ral

3. WstHol| R &8 PIM QI C|HFO|A 7L Q1 WM 7t/HE| HEE BT =4l
O

Cci scoasa#show pim neigh
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Nei ghbor Address Interface Upti me Expires DR pri Bidir
172.16.1.2 out si de 04:26:58 00:01:20 1 (DR
Cci scoasa#show pim traffic

PIM Traffic Counters
El apsed tine since counters cleared: 04:27:11

Recei ved Sent
Valid Pl M Packets 543 1144
Hel l o 543 1079
Joi n- Prune 0 65
Regi st er 0 0
Regi ster Stop 0 0
Assert 0 0
Bidir DF El ection 0 0

Errors:

Mal f or med Packets 0
Bad Checksuns 0
Send Errors 0
Packet Sent on Loopback Errors 0
Packets Received on PIMdisabled Interface 0
Packets Received with Unknown PI M Version 0
Packets Received with Incorrect Addressing O

ci scoasa#
= . = o o A A== = = o =

. Q|8 ClIE{HO|A T OE o HE[FHAE IAE F=Alst=X| = QI5tEH capture HHEE ALS &

L|CH.

ci scoasat#configure terminal

! -—— Create an access-1ist that is only used !--- to flag the packets to capture.

ci scoasa(confi g) #access-list captureacl permit ip any host 224.1.2.3

!--- Define the capture named capout, bind it to the outside interface, and !--- specify to

only capture packets that match the access-list captureacl. ci scoasa(config)#capture capout
interface outside access-list captureacl

!--- Repeat for the inside interface. ci scoasa(config)#capture capin interface inside
access-list captureacl

I-—- View the contents of the capture on the outside. This verifies that the !--- packets
are seen on the outside interface ci scoasa(confi g)#show capture capout
138 packets captured

1: 02:38:07.639798 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
2: 02:38:07.696024 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
3: 02:38:07.752295 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
4: 02:38:07.808582 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
5: 02:38:07.864823 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
6: 02:38:07.921110 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
7: 02:38:07.977366 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
8: 02:38:08.033689 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
9: 02:38:08.089961 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
10: 02:38:08.146247 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
11: 02:38:08.202504 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
12: 02:38:08.258760 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
13: 02:38:08.315047 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
14: 02:38:08.371303 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
15: 02:38:08.427574 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
16: 02:38:08.483846 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
17: 02:38:08.540117 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
18: 02:38:08.596374 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316



19: 02:38:08. 652691 192.168. 1. 2.52292 > 224.1.2.3.1234: udp 1316
20: 02:38:08.708932 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
21: 02:38:08.765188 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
22: 02:38:08.821460 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
23: 02:38:08.877746 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
24: 02:38:08.934018 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
!--- Here you see the packets forwarded out the inside !--- interface towards the clients.

ci scoasa(confi g) #show capture capin
89 packets captured

1: 02:38:12.873123 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
2: 02:38:12.929380 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
3: 02:38:12.985621 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
4: 02:38:13.041898 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
5: 02:38:13.098169 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
6: 02:38:13.154471 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
7: 02:38:13.210743 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
8: 02:38:13.266999 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
9: 02:38:13.323255 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
10: 02:38:13.379542 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
11: 02:38:13.435768 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
12: 02:38:13.492070 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
13: 02:38:13.548342 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
14: 02:38:13.604598 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
15: 02:38:13. 660900 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
16: 02:38:13.717141 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
17: 02:38:13.773489 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
18: 02:38:13.829699 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
19: 02:38:13.885986 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
20: 02:38:13.942227 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
21: 02:38:13.998483 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
22: 02:38:14.054852 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
23: 02:38:14.111108 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316
24: 02:38:14.167365 192.168.1.2.52292 > 224.1.2.3.1234: udp 1316

ci scoasa(config)#

!--- Remove the capture from the memory of the firewall. ciscoasa(config)#no capture
capout

%l
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