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- AIP-SSM(Advanced Inspection and Prevention-Security Services Module) IPS(Intrusion
Prevention System) - O| ZE0{| CHst ME = ZE0| Mx| L S5 FA00t =2 gL|ct

- IPS AZ EQ|o{ 2IE|A 5.x - AIP-SSME A&t X| ot= B IPS AZEQfo{of CHEF X|A]0] H
K| k&L,

ANBElEFHE 24

. ASA 5510 7.2(1) Ol &t
- IPS £2ZEQ0{5.1.12 & S5t= AIP-SSM-10
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i NE

Ol ZAT|a oM T 7.2(1) Ol 2 Al™3tE= Cisco 500 Series PIXOIMTE AF & &= Ql&LICEH
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The figure shows the data from host to 172.16.10.1 i5 blocked since the "Intra-interface” keyword of the
"same-security-traffic permit” configuration mode command is disabled.

172.16,10.0/24

ASA 5510
with AlP-
S5M

IP address 172 2216
Default Gateway 172 22.1.160

B ol A AEE IP FA XIE AAHE QEAM HHMoz et*EE & gl&LIthols &
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CHE ZEOoM= ASA AlZF Zx|aefo|ME Eod ELICH

ASA

ci scoasa##show running-config
Saved

ASA Version 7.2(1)

|

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

nanes

!

!-—-- The IP addressing assigned to interfaces. interface
Et hernet 0/ 0 naneif inside security-level 100 ip address
10.1.1.2 255.255.255.0 ! interface Ethernet0/1 naneif
outside security-level 0 ip address 172.22.1.160
255.255.255.0 ! interface Ethernet0/2 shutdown no naneif
no security-level no ip address ! interface
Managenment 0/ 0 shutdown no naneif no security-level no ip
address ! passwd 2KFQhbNI dI . 2KYQU encrypted ftp node
passive !--- Notice that there are no access-1lists.
pager lines 24 |ogging enabl e | ogging buffered debuggi ng
nmu inside 1500 mu outside 1500 no asdm history enabl e
arp timeout 14400 !--- There are no network address
translation (NAT) rules. !--- The static routes are
added for test purposes. route inside 10.2.2.0
255.255.255.0 10.1.1.100 1 route outside 172.16.10.0
255.255.255.0 172.22.1.29 1 tineout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00:02 tinmeout sunrpc 0:10:00 h323 0: 05: 00 h225

1: 00: 00 ngcp 0:05: 00 ngcp-pat 0:05:00 tinmeout sip
0:30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 timeout uauth 0:05:00 absolute no
snnmp-server |ocation no snnp-server contact snnp-server
enabl e traps snnp aut hentication |inkup |inkdown
coldstart telnet tineout 5 ssh tineout 5 console tinmeout
0 ! class-map inspection_default match default-

i nspection-traffic ! ! policy-map type inspect dns
preset _dns_map paraneters nessage-| ength maxi mum 512
policy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbhios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy global _policy global pronpt hostnane context
Crypt ochecksum

£X 4

ol 4| Mof = 9
3 F57| §242 LB LIC

CIE{mHO|A LY Stlo] B EStE|X| of &

ok

ASA 2 HOUM BAE 172.22.1.62

AE 172.16.10.101 ping€ Al & LIC}.

SAE

—_ — —

E{m|o|A L) S&ln 224 ofd] ZE|a2olM AlLtEL, 2 syslog HIAIX| &

172.22.1.62
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dlo| g4

E pingO| AT LICt ASAE EXIE

Z12 At

IS 4
=g 2o ELt

2%

rui)h

o=

mZle 7|2 HOIEH0|(ASA)| M&ELICH. ASA01IA'| CIE{m|O|A LY &
Mg cHEA
x7|9| .

2
51| x| OFt&LICHASAE
A gs

ot= Ol ArS-ELCH

ICMP 0 =2
it EA
%ASA- 3- 106014: Deny inbound icnp src outside:172.22.1.6 dst

OHEE
CHZ ol M= syslog HIA|X| &
ol 22 syslog HIA|X|IL|C}H
ci scoasa(confi g) #show logging
|-—— OQutput 1s suppressed.
out side:172.16.10.1 (type 8, code 0)
%! £57| ELict
ci scoasa(confi g) #packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1 detailed

Phase: 1
Type: FLOW LOOKUP
Subt ype
Resul t: ALLOW
Config
Addi tional Information
Found no matching flow, creating a new flow
out si de

Phase: 2
Type: ROUTE- LOOKUP
Subt ype: i nput
Resul t: ALLOW

| nformation

Config
Addi tiona
172.16.10.0

255.255.255.0

in
3

Subt ype
Result: DROP
Config
Implicit Rule
default, intra-interface communication is not permitted
not enabled intra-interface communications
denied. Additional Infornation:
priority=111, donmi n=pernit, deny=true hits=0
0 src ip=0.0.0.0, nmask=0.0.0.0, port=0 dst
outside input-status: up input-Iline-status
up output-line-status: up Action
oUst Ho| Lhgt

protoco
input-interface
out put-status
by configured rule
CHE a2 2lolE ASDM| CLI 1t S U3 3

1807

I-—- and therefore the traffic is implicitly
out si de

Forward Fl ow based | ookup yields rule
user _dat a=0x0

. By
the user has

!|--- In this example
in i d=0x3bd8480

f1 ags=0x4000

(acl -

Phase:
Type: ACCESS- LI ST
|--- Implicit rule refers to configuration rules not configured !--- by the user
, €s_i d=0x0
i p=0.0.0.0, nask=0.0.0.0, port=0 Result
up output-interface:
drop) Flow is denied

drop Drop-reason

&Lt
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tface

Syskem Reload. .,

Preferences... 2ss Rules

A50M Java Cansale. ..

2EHA:

g% Cisco ASDM Packet Tracer - 10.77.241.143 et 18] x|

Salect the packet bype and supply the packst parameters. Click Start ko krace the padkst.
Irkerface: Euulﬂde - I Packet Typa " TCP  UDP & ICHMP T IP

[ S e e e i S e
| Source IP Address: {10.1.1.3 Destination IP Address: [10.1.2.4 e
|

i Type: Il:l:hl:I j Code: I[I ID: |3 1y Cear

|

[+ Show animation
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&% Cisco ASDM Packet Tracer - 10.77.241.143 B _[5]]

Salect the padket bvpe and supply the packet paramaters. Click Start ko brace the packet.
Irkerface: |oubside - I Packst Typa ¢ TCP  UDP & ICMP T IP

. Start
Source IP Address: [10.1.1.3 Destination IP Address: [10.1.2.4
Type: il:l:hl:l ;J Code: |0 D |8 iy Cer
[ Show animation
El [v] v
v G 0
outgide  Flow I.mlmpl e E Arcess ba | outside
Laakip Lesakup
Phas= | Aickion
[+ FLOW-LOCICLR '
[ ROUTE-LOOKE LR *
(5 ACCESSAIST 9
[=IRESLLT = The padket is dropped. [}
= Input Interface:  oukside Line £ Link &
Output Inberface:  oukside Line & Link £
Irfor {ackdrop) Flow is denied by configured rule

&} Closs | 7 Help I

packet-tracer £33 ... 2 7|& Zu|180|H HHO| EEHE!% AtEtst o 4SS LIEHHLICH 2[Rt
= Alsl F0| ?_-I_u_|j_E1| |2 #ol5t04 QIE{HO|A LY EAl0| £ =X| Zelstjok g Lict. ol

7S ASA 941L|:La4|o|x oAM= CIE|H|O|A L E4IE & *cj?eP%H F&fLichS et 2ot EBfT oM
QIE{H oA LHE 518 F).

FIF

Cci scoasa#show running-config
!--- Output is suppressed. interface Ethernet5 shutdown no naneif no security-level no ip
address ! passwd 2KFQnbNI dl . 2KYQU encrypted ftp npode passive same-security-traffic permit intra-

interface

!--- When intra-interface communications are enabled, the line !--- highlighted in bold font

appears in the configuration. The configuration line !--- appears after the interface

configuration and before !--- any access-list configurations. access-list... access-list...
Ho|A 2l

O|X| IE{H|O|A LY S4l0| &d3stE LICt same- secunty-traff' ic permit intra-interface =¥ 0| 0|
An|ago|Mol FIMEILICHEAE 172.22.1.62 3AE 172.16.10.101 ping2 AT &LICH ZAE
172.22.1.62 ICMP 0|2 954 mZlE 7|2 71|0|E-?4|0|(ASA)01I MEELICH 3AE 172.22.1.62
172.16.10.12| 83 HQI SEHE 7|S§LICH. ASAE ICMP EBfEE 83Mo 2 MY §hLIct



The figure shows the data from host to 172.16.10.1 is allowed since the “intra-interface" keyword of the
"same-security-traffic permit™ configuration mode command is enabled.

172.16.10.0v24

i

IP address 172.22.16
Defaul Gateway 172 .22.1.160

CtZ odloll M= ASA syslog HIA|X| & packet-tracer £33 £0{ ELICt.

. CIS 2 HEHo| 224! syslog HIA|X|ILIC}.
ci scoasa#show logging
I-—- Output is suppressed. %Pl X-7-609001: Built |ocal -host outside:172.22.1.6 %l X-7-609001:
Built |ocal -host outside:172.16.10.1 %I X-6-302020: Built |1 CMP connection for faddr
172.22. 1.6/ 64560 gaddr 172.16.10.1/0 | addr 172.16.10.1/0 %I X-6-302021: Teardown | CVP
connection for faddr 172.22.1.6/ 64560 gaddr 172.16.10.1/0 |laddr 172.16.10.1/0 9%l X- 7- 609002
Teardown | ocal -host outside:172.22.1.6 duration 0:00:04 9%l X-7-609002: Teardown | ocal - host
out side: 172.16.10.1 duration 0:00: 04

- T2 Z{7) SHelUct
ci scoasa(confi g) #packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1

Phase: 1

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Config:

Addi tional |nfornation:

Found no matching flow, creating a new fl ow

Phase: 2

Type: ROUTE- LOOKUP
Subt ype: i nput
Resul t: ALLOW

Confi g:

Addi ti onal |Information:

in 172.16.10.0 255.255.255. 0 out si de
Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: ALLOW

Config:

Implicit Rule

Addi tional |nformation:

Phase: 4 (



Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 5

Type: | NSPECT

Subt ype: np-inspect
Result: ALLOW

Confi g:

Addi tional |Information:

Phase: 6

Type: FLOW CREATI ON
Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

New flow created with id 23, packet dispatched to next

Phase: 7
Type: ROUTE- LOOKUP

Subt ype: out put and adj acency

Result: ALLOW
Confi g:
Addi tional |nformation:

found next-hop 172.22.1.29 using egress ifc outside

adj acency Active

next - hop mac address 0030.a377.f854 hits O

Resul t:

input-interface: outside
i nput -status: up

i nput-line-status: up

out put-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

Ct= 2 2lofl= ASDM| CLI Hant =

st HHO

| LtF

nodul e

ol
AAE

L|CH1EHA
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#& Cisco ASDM Packet Tracer - 10.77.241.143 Ll |81 =]

Salect the padiet bype and supgly the packet paramebars. Click Start ko brace the padkst.
Irkerface: Euulxlde - I Packet Type  TCP ( UDP & ICMP ( IP

i [ Start
| Source IP Address: {10.1.1.3 Destination 1P Address: [10.1.2.4

|

E Type: Il:l:l'h:l ﬂ Code: I[I I: |3 g Cear
|

[+ Show animation
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@ Cisco ASDM Packet Tracer - 10.77.241.143 i T 8]

Select the packet bype and supoly the packet parameters. Chck Start to trace the padket,
Interface: ||‘|s||:le 'i Packet Type ¢ TCP  UDPF & ICMP (I

Sowrce IP Address: |l;I.1.1.'J Cestination I# Address: |1III 1.2.4 L, oart
Type: | echo | code:p x| | Byl

impide  oans sl | Flowe Loakup| Foue | IF Cpiions Treggeect | ErEBLI':i-ICI\i Flowe { Fouta | autride
akup Lookup Loakup craation

Fhase j Ackion |

5 HACCESSLIST

| S FLOW-LOOKLP

: HROUTE-LOCKLE

| 41 1P-CRTIONS

4] INsPECT

| 5] DERUG-ICMP

| 5] FLOW-CREATION

| SIROUTE-LOOKLP

“IRESLILT - The packet is afowed

LELAR LYY YR

Inpk Interface:  inside Line € Link i
Qukput Irkerface:  outsids Line Link &

Info:

@oose | Prep |
&1 oF CIEHO|AN HMA FSFO| MEE|X| et&LICHME Ao o|MHolME 2/ ¢l
E{mo|Aof 2Ot |l o] & ELICH J7|EMoZE W2 Hot £ 0| 2 QIE{m 0| A0 M
Hot =&0| =2 QEHo|AZ o] EBHEE §{&5HX| t&LICHae{™ 22[XI7t HMA S5
of Mt gio| QUE{H|O|A L EBE 0| 2IF(H2 B9 CIEH O|AMM HBEIX| t=Ctr 4
Ztet &= QlaLch Lt QIE{H 0| A0] access-list7t M E|X| i 2 AR S QE{H 0|
A EfE 0| At EH HEELICH

CIE I QIE{H|O|A &5 &l HAHE 2|3l AIP-SSMA| T F EcfT|

HALE 215 AIP-SsMofl MEFE 4= & LICho| MMol M= ZE|XEL AIP-
SSMoll EBH TS TSt = ASAE TAZOM BEIRTF IPS 5x ALEOIE TAISHE HHS
ot Qlctm 7hAIEHLICH.

0II

0| AEHolA ASA Ax|azf|o[Mofl= o] ME Ax|azfolMo| Z& M, QIE{H O|A LY S4l0] &

M3tE|H 2 E(any) ECHE 0| AIP- SSMOE MEELICHIPS ME 2004= 02 2 ECfEE A
SIEE +HMEURESLICHEAE 172.22.1.62 :.éE 172.16.10.101 ping2 A|=&LICH SAE
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CtZ odloll M= ASA syslog HIA|X| & packet-tracer £232 £0{ EL|Ct.

- Hofl 22 & syslog HIAIX|Q{L|C}
ci scoasa(confi g) #show logging
!--- Output is suppressed. YASA-4-420002: |PS requested to drop | CVMP packet from
outside: 172.22.1.6/2048 to outside: 172.16.10.1/0 !--- ASA syslog message records the IPS
request !--- to drop the ICMP traffic.

L 2 Fx7| Euct
ci scoasa#fpacket-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1

Phase: 1

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Config:

Addi tional |nfornation:

Found no matching flow, creating a new fl ow

Phase: 2

Type: ROUTE- LOOKUP
Subt ype: i nput
Resul t: ALLOW

Confi g:

Addi ti onal |Information:

in 172.16.10.0 255.255.255.0 out si de
Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: ALLOW

Confi g:

Implicit Rule

Addi tional |nformation:

Phase: 4

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 5

Type: | NSPECT

Subt ype: np-inspect
Result: ALLOW

Config:

Addi tional |Information:

Phase: 6
Type: |1DS
Subt ype:

Result: ALLOW

Config:
class-map traffic_for_ ips match any policy-map global policy class traffic_for_ ips ips
inline fail-open service-policy global policy global

!-—- The packet-tracer recognizes that traffic is to be sent to the AIP-SSM. !--- The
packet-tracer does not have knowledge of how the !--- IPS software handles the traffic.
Addi tional Information: Phase: 7 Type: FLOW CREATI ON Subtype: Result: ALLOW Confi g:

Addi tional Information: New flow created with id 15, packet dispatched to next nodul e
Result: input-interface: outside input-status: up input-line-status: up output-interface:
out si de out put-status: up output-line-status: up Action: allow



!--- From the packet-tracer perspective the traffic is permitted. !--- The packet-tracer
does not interact with the IPS configuration. !--- The packet-tracer indicates traffic is
allowed even though the IPS !--- might prevent inspected traffic from passing.

EE2|XtE EXNE TAFE [ ®|CHEH ate _xﬂ -H T2 A2 35} of stohe ®of So|slof &Lt
.0| 01I01IHL MECIE F 7HX| &M sHZE =78 At835tod J8l2 Oels WS 2o ELICLF
7tX| E2 &H ArEstH 28k o[ok7|E C.éé T U&LICHASA AI|agolM HA2 ERfE S
5{&5HX|BH IPS ZAI|T2l|o| M2 3{&35HK| i &LILCt.

PIE{Ho|A0| HEE PIE{HO|A LY B8l Gl ANA S5

ol MMolME o] 2Mo| o M= Hm| T3 0]M, QIE{HO|A LY EAl0| B AISHE| T E|AE S QI
EHHO|AN ML= HMA SFE2 AFSELICEH o218 &Oo| ol FIMELICHHMA SE2
M Y SP“WIA-I TM8E = e g2 2HESHA LIEHH 2Lt

ci scoasa(confi g) #access-1list outside_acl permit tcp any host 172.22.1.147 eq 80

ci scoasa(confi g) #access-group outside_acl in interface outside

! -—— Production firewalls also have NAT rules configured. !--- This lab tests intra-interface
communications. !--- NAT rules are not required.

BAE 172.22.1.62 3AE 172.16.10.10] pingS AT ELICH 3AE 172.22.1.62 ICMP 02 2
H mZlg 7|2 HOo|E0[(ASA)| E%%*L—llif. ASAE access-list {01 2} |2 2 THIIS
);rxﬂgmq EAE 172.22.1.6 E|AE ping0i| AT{&fLICt

Ct= o 0d M= ASA syslog MIA|X| & packet-tracer E22 £0{ FLICIH

. HEHo| 22 E! syslog HIAIX|ILICE.
ci scoasa(confi g) #show logging
!--- Output is suppressed. YASA-4-106023: Deny icnp src outside:172.22.1.6 dst
out side: 172.16.10.1 (type 8, code 0) by access-group "outside_acl" [0xc36b9c78, 0xO0]
7 Fx7| £23Lct
ci scoasa(confi g) #packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1 detailed

Phase: 1

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Config:

Addi tional |nfornation:

Found no matching flow, creating a new fl ow

Phase: 2

Type: ROUTE- LOOKUP
Subt ype: i nput
Resul t: ALLOW

Config:

Addi ti onal |Information:

in 172.16.10.0 255. 255. 255. 0 out si de
Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: DROP

Config:
Implicit Rule

I-—— The implicit deny all at the end of an access-1list prevents !--- Iintra-interface
traffic from passing. Additional |Information: Forward Fl ow based | ookup yields rule: in



i d=0x264f 010, priority=11, dommi n=permit, deny=true hits=0, user_data=0x5, cs_id=0x0,

fl ags=0x0, protocol =0 src ip=0.0.0.0, mask=0.0.0.0, port=0 dst ip=0.0.0.0, nmask=0.0.0.0,
port=0 Result: input-interface: outside input-status: up input-line-status: up output-
interface: outside output-status: up output-line-status: up Action: drop Drop-reason: (acl-
drop) Flow is denied by configured rule

packet-tracer B0 CHE XtA|EH LIE 2 packet-tracerg& & Z A AL,

&3 I o|A0] M E HMA FF0i deny E0| Z & E[0] U 2™ packet-tracere| £240| H44
Eucho:
= . .

ci scoasa(confi g) #access-1list outside_acl permit tcp any host 172.22.1.147 eq 80

ci scoasa(confi g) #access-1list outside_acl deny ip any any

ci scoasa(confi g) #access-group outside_acl in interface outside

Cci scoasa#tpacket-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1 detailed

!--- Output is suppressed. Phase: 3 Type: ACCESS-LIST Subtype: |og Result: DROP Config: access-
group outside_acl in interface outside access-list outside_acl extended deny ip any any

Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:

ASDMQ| 2| CLI BH S YUeh FFo| Chs &0l Lot AU&LCH

1EHA:

E‘ Cisco ASDM 6.0 for PIX - 10.77.241.143

Cammand Line Interface...

Show Commands Ignored by A5DM on Device """"""""

Pirng...

Traceroute, .,
.............................................................................................................................. _I
File Management., .. _1
Upgrade Software from Local Compuker...
Upgrade Software From Cisca,com...

itface
System Reload. ..
Preferences... BEE

A50M Java Consaole. ..

P R E R EE R AR R EENEEEEEEEEEEEEEENEEEEEERSEEEREEEREEEEREESEEEEEEEE R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEESEEETIEERTESEEETSEEEESEEEEEEE .

2EHA:
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9% Cisco ASDM Packet Tracer - 10.77.241.143 18] x|

Salect the padet bvpe and supply the packst paramaters. Click Start ko trace the padket.
Irkerface: |oukside 'I Packet Typa ¢ TCP  UDP & ICHMP {7 IP

| Start

Source IP Address: [L0.1.1.3 Destination IP Address: [10.1.2.4
Type: ll:l:hn:l _*_J Code: IIII D: |3 iy Clear

[+ Show animation

@dose | Drep |

=12 intra-interface WY& #4285t 1 access-list
outside_acl extended deny ip any any BHEE M/ & HE ST FHE any BHELICH

#% Cisco ASDM Packet Tracer - 10,77.241,143 B (5]

Salect the packet bype and supply the packst parameters. Click Start ko krace the padkst.
Irkerface: |outside = I Packet Typa  TCP  UDP & ICHMP (T IP

[ Start
Source IP Address: [10.1.1.3 Destination IP Address: [10.1.2.4
Type: il:l:hl:l ;J Code: lIII v |E| al:har
[+ Show animation
Phas= | Aickion
[+ FLOW-LOCICLR '
[ ROUTE-LOOK LR ¢
[#1 ACCESSLIST 9
[EIRESLLT = The padket is dropped. a9
= Input Interface:  oukside Line £ Link €
Output Inberface:  oukside Line Link 3
Irfor {ack-drop) Flow is denied by configured rule

i) Close 7 Help




EX QIE{H 0| A A QE{H O|A L} E410| ZR5tT HAHA S 20| SUSH QIE{T| 0| A0 XK
= A< access-list 122 CQIEH|O|A LY ECf=E 5{&3loF & L|CH. O] MAMO| of| M| E AI-&35t0{ 4
A S5 ChSF 20| 2HdsHof &huct.

x

ci scoasa(confi g) #access-1list outside_acl permit tcp any host 172.22.1.147 eqg 80

ci scoasa(confi g) #access-1list outside_acl permit ip 172.22.1.0 255.255.255.0 172.16.10.0
255.255.255.0

lI-—--172.22.1.0 255.255.255.0 represents a locally !--- connected network on the ASA. !---
172.16.10.0 255.255.255.0 represents any network that !--- 172.22.1.0/24 needs to access.
ci scoasa(confi g) #access-1list outside_acl deny ip any any

ci scoasa(confi g) #access-group outside_acl in interface outside

ASDM2| 2| CLI BH 1 S et FFo| ChZ =0l Lot AU&LCH

=

@% Cisco ASDM 6.0 for PIX - 10.77.241.143

File Miew | Tools | Wizards indow  Help

% iCormmand Line Interface. .. ik | 0
preey Show Commands Ignored by A5DM on Device G
: -ice Manag
E HEr EEE
o iﬁl . & Following i
i % Ping. ..
|]_'| H
e " Traceroute, ..
i @ File Management...
IE:-% Upgrade Software from Local Computer. ..
Lom Upgrade Software From Cisca.com. ..
= tface
3 Syskem Reload. .,
Preferences. .. 2o Rules
ASDM Java Console. ..

2EHA:



t Tracer - 10.

same-security-traffic2 AFE35lE IZ! F£X{7| £ intra-interface WY& #4818t 1 access-list

outside_acl extended deny ip any any 30| ER 8t QIE{H|0|A L} ECfE 0| 2Rt S CIE
H oA MHE any HWHS HSErLICH



#% Cisco ASDM Packet Tracer - 10.77.241.143

Select the packet bype and supply the packet parameters. Chck Start bo brace the padket,
Interface: FII‘EIdB 'rI Packet Type ¢ TCP  UDP & ICMP O IP

Sowrce IP Address: [10.1.1.3 Destination [P Address: 10.1.2.4 B
Type: 1 echo ;I Code: |0 ID: [ Iy Clear

[ Show arimation

ingide  o&Es list I Fh:»wl.wﬂwi- Folke - i TP Cptions i Treggst I DEEI.IE-ICH‘! Flow |EM-|
okup craabion

akup

4] (]

Fhase | action I

HACCESSLIST

] FLONG-LOHDE LR

A ROUTE-LOOKLE

A IP-OPTIONS

A+ INSPECT

| DEBLNG=[MP

A FLOAW-CRESTION

A FOUTE-LOOKLE

SIRESULT - The packet is afowed.

b ¥ 55 T WL Y T VL TR

|
“  Input Interface:  inside Line 3 Link i
Cutput Inkerface:  autside Line Link &

Infa:

£ Doge ‘? Help

13 SINATZ QIE{HO|A LY Ed3t

Ol MOl M LIS AFSAI7H B8 FAE AFSSH04 LIS 1 Mo HMA ST AT sHs AlLte)
A
=
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172.20.1.0 /24 172.22.1.0 /24

Client

192.168.100.0 /24

N

Server

WWW
5E'WEF.EIEII'I'IP|E.CDIT‘I
Mapped: 172.20.1.10

0| 2L 192.168.100.22| 220|1E = WWW M| 2 FA(0{: 172.20.1.10)2 AL 524D &
LICt. E2I0|1E0f CHEF DNS MH|AE 2|5 DNS M 172.22.1.1610 M NS & LICH. DNS AMH
= OHE 38 UERKFH Y22 WWW MEHe| 7HRl IP FAE 22 = ZAL|CEHCH &I DNS MH
= WWW MH O1E F4 172.20.1.102 1 l&LIch

047|M LS QIEIH 0|20 M 2 0 EBfTZI2 LIS QIE{H|0|AE S5 MEHE|D ChHAl 22 EElof
WWW AfeHoll &t sHoF 2LICFOI& sloiZlojatn BHLICHO| Hele Che Y So +3E 4+

A& LICH

same-security-traffic permit intra-interface

global (inside) 1 interface

nat (inside) 1 192.168.100.0 255.255.255.0

static (inside,inside) 172.20.1.10 192.168.100.10 netmask 255.255.255.255

slloqm|'god| CHEF RbMIEF ZAI|22i[o]M 2 KHMIEF LHE 2 Intra-interface S 419 2 F0{I|'d 2 & X
SHAAI2.

Access-List Forward Thinking(2Al& S & =~

nn
Pl
H

DE st ANA B0l SUBH W ObELICH YR MM A HMES ChE ANA HMED O 7
#=LICH QIE{HI 0| A L§ 5 20| &A5HE| 1 Wt ol ZE QIE{m|o|A0] MBE|S HMA S5
0l g1 Z2, QIE{HO|A LY SAI0| EA5HE 1) HMA S5 5718 LU} USLICHLHSE
MA S22 QIE{H0IA L) SAIZ 5185t CHE ML M @F A& RX[sHo BrLich

ol oflofMHE o] M2 MHEELICIASAE AHME HIEQI(LHE QIE{H 0|A)E QIE{L(2IF QIE{H 0]
2)0f AZAFHLICH ASA LIE QIE{T|o|A0] HAA SE0| MEEX| AA&LICHLYIEMoR 2E
IPEBHZS LIRoIM QR 2 S ELICHOS E24T} HIS 3t AMA S22 F7letE ol TaU
Ct.
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access-list inside_acl permit ip

access-list inside_acl permit ip any any
access-group inside_acl in interface inside

Ol A2 28 HiEHe RE 1P SHL A SBHLIC IEmIOlL L HRLIAOIME 9i8t B2
AUNA 22 BHol2 BEIRTH QEHOIA L) SIS MBE ANA SHolM 518510k B2 47|A
;lLJEf
= .

2 HE

. Cisco Security Appliance & &=, HZ 7.2

. Cisco Security Appliance A|AE 23 HA|X], HF 7.2

. Cisco PIX &8} Ax EQjoq

- ASA:ASAO] A AIP SSM | go[Mo 2 HE ST EcfT| HE oAl
. Cisco ASA 5500 Series Adaptive Security Appliances M|& X|#

. 7|1& x| % £ M - Cisco Systems



//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/cmd_ref.html?referring_site=bodynav
//www.cisco.com/en/US/docs/security/asa/asa72/system/message/syslog.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00807335ca.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	PIX/ASA 7.2(1) 이상:인터페이스 내 통신
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소
	관련 제품
	표기 규칙

	배경 정보
	문제 해결
	인터페이스 내 통신이 활성화되지 않음
	인터페이스 내 통신 사용
	인트라 인터페이스 활성화 및 검사를 위해 AIP-SSM에 전달된 트래픽
	인터페이스에 적용된 인터페이스 내 활성화 및 액세스 목록
	고정 및 NAT로 인터페이스 내 활성화
	Access-List Forward Thinking(액세스 목록 전달 사고)

	관련 정보


