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- ASA 5510
- AIP-SSM(IPS)

ASA 5510

ci scoasa#show running-config
. Saved

ASA Version 8.0(2)

!

host nane ci scoasa

enabl e password 2KFQnbNI dl . 2KYOU encr ypt ed

nanes
|

!--- IP addressing is added to the default




configuration. interface Ethernet0/0 naneif outside
security-level O ip address 172.16.1.254 255.255.255.0 !
interface Ethernet0/1 naneif inside security-level 100

i p address 10. 2. 2. 254 255.255.255.0 ! interface

Et hernet0/ 2 naneif dnme security-level 50 ip address

192. 168. 1. 254 255.255.255.0 ! interface Managenent 0/ 0
nanei f managenent security-level 0 ip address
172.22.1. 160 255.255. 255. 0 nanagenent-only ! passwd

9j Nf ZUG3TC5t CVHO encrypted ftp nmode passive !--- Access
lists are added in order to allow test !--- traffic
(ICMP and Telnet). access-list acl _outside_in extended
permit icnp any host 172.16.1.50 access-|ist

acl _inside_in extended pernit ip 10.2.2.0 255.255.255.0
any access-list acl_dnz_in extended permit icnp

192.168. 1.0 255. 255.255.0 any pager lines 24 !---
Logging is enabled. | oggi ng enabl e | oggi ng buffered
debuggi ng ntu outside 1500 ntu inside 1500 ntu dnz 1500
nmt u managenent 1500 asdm i mage di sk0:/asdm 613.bin no
asdm hi story enable arp tinmeout 14400 !--- Translation
rules are added. gl obal (outside) 1 172.16.1.100 gl obal
(dnz) 1 192.168.1.100 nat (inside) 1 10.2.2.0

255. 255.255.0 static (dne, outside) 172.16.1.50

192. 168. 1. 50 net mask 255. 255. 255. 255 static (inside, dne)
10.2.2.200 10.2.2.200 netmask 255.255.255.255 /---
Access lists are applied to the interfaces. access-(group
acl _outside_in in interface outside access-group

acl _inside_in in interface inside access-group

acl _dnez_in in interface dnz timeout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00:02 tinmeout sunrpc 0:10:00 h323 0: 05: 00 h225

1: 00: 00 ngcp 0:05: 00 ngcp-pat 0:05:00 tinmeout sip

0: 30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 tinmeout uauth 0:05:00 absolute http
server enable http 0.0.0.0 0.0.0.0 dnmz no snnp-server

| ocation no snnp-server contact snnp-server enable traps
snmp aut hentication |inkup I'i nkdown col dstart tel net
timeout 5 ssh timeout 5 console tinmeout 0 ! class-map

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map paraneters
message- | ength maxi mrum 512 policy-map global _policy !---
Out-of-the-box default configuration includes !---
policy-map global_policy. class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-

policy global _policy global !--- Out-of-the-box default

configuration includes !--- the service-policy

global_policy applied globally. pronpt hostnane context
end

AIP SSM(IPS)

Al P- SSMtshow configuration

I Version 6.1(2)

I Current configuration |ast nodified Mon Mar 23
21: 46: 47 2009

service interface
exit

servi ce anal ysi s-engi ne




virtual -sensor vsO

physi cal -interface G gabitEthernet0/1
exit

exit

servi ce authentication
exit

service event-action-rules rul esO

!--- The variables are defined. vari abl es DMZ address
192.168. 1. 0-192. 168. 1. 255 vari abl es I N address 10. 2. 2. 0-
10.2.2.255 exit | m-mmmm i service
host network-settings !--- The management IP address is
set. host-ip 172.22.1.169/24,172.22.1.1 host-nane Al P-
SSM tel net-option disabled access-list x.x.0.0/16 /---
The access list IP address 1s removed from the
configuration !--- because the specific IP address 1is
not relevant to this document. exit time-zone-settings
of fset -360 standard-tine-zone-nane GMI-06: 00 exit
sunmertinme-option recurring of fset 60 sumerti nme-zone-
name UTC start-sunmertime nmonth april week-of-nonth
first day-of-week sunday time-of-day 02:00:00 exit end-
sumertime nonth october week-of-nonth | ast day- of - week
sunday tine-of-day 02:00:00 exit exit exit ! -----------
------------------- service logger exit ! ----------o---
---------------- service network-access exit ! ---------
--------------------- service notification exit ! ------
------------------------ service signature-definition
sig0 /--- The signature is modified from the default
setting for testing purposes. Signatures 2000 O alert-
severity high engine atomc-ip event-action produce-

al ert| produce-verbose-alert exit alert-frequency
sunmary-node fire-all summary-key AxBx exit exit status
enabl ed true exit exit !--- The signature is modified
from the default setting for testing purposes.
signatures 2004 0 alert-severity high engine atomic-ip
event -action produce-al ert| produce-verbose-alert exit

al ert-frequency sumary-node fire-all summary-key AxBx
exit exit status enabled true exit exit !--- The custom
signature is added for testing purposes. Signatures
60000 O al ert-severity high sig-fidelity-rating 75 sig-
description sig-nanme Tel net Comand Aut hori zati on

Fai lure sig-string-info Comrand authorization failed

si g-comment signature triggers string comand

aut hori zation failed exit engine atom c-ip specify-1|4-
protocol yes |4-protocol tcp no tcp-flags no tcp-nask
exit specify-payl oad-i nspection yes regex-string Conmmand
authorization failed exit exit exit exit exit ! --------
---------------------- servi ce ssh-known-hosts exit ! --
---------------------------- service trusted-
certificates exit | -----mommmmm
service web-server enable-tls true exit Al P-SSM¢
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ci scoasa(confi g) #access-list traffic_for_ ips permit ip any any
ci scoasa(config) #class-map ips_class_map
ci scoasa(confi g- cnap) #match access-list traffic_for_ips

!--- The match any command can be used in place of !--- the match access-list [access-list name]
command. !--- In this exanple, access-list traffic for_ips permts !--- all traffic. The match
any command also !--- permts all traffic. You can use either configuration. !--- Wen you

define an access-list, it can ease troubl eshooting.

ci scoasa(confi g) #policy-map global_policy
!-—— Note that policy-map global_policy is a part of the !--- default configuration. In
addition, policy-map global_policy !--- is applied globally with the service-policy command.

ci scoasa(confi g- pnap) #class ips_class_map
ci scoasa(confi g- pmap-c) #ips inline fail-open

I--- Two decisions need to be made. !--- First, does the AIP-SSM function !--- in inline or
promiscuous mode? !--- Second, does the ASA fail-open or fail-closed? ci scoasa(confi g-pnap-

C) #ips promiscous fail-open

I-—- If AIP-SSM is in promiscous mode, issue !--- the no ips promiscous fail-open command !---
in order to negate the command and then use !--- the ips inline fail-open command.
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Configuration > IPS > Sensor S5etup > Startup Wizard

The Starkup wizard assists you in canfiquring your Cisco IPS
sensor, |se this wizard bo perform basic sensor configuration.

The Startup wizard can be run at any bime. If executed after
skartup, it is initialized with values from the current
configuration.
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§% Startup Wizard

Introduction {Step 1 of ...}

How The Starbup \izard Works

Basic Sensor Sebup

Timezone, Summartimne and NTP sarver sattings

In this step, youcan changs the basic network, settings, dlowed hosts/natworks entries,
Traffic Allocation

In this step, youcan sllacate traffic from the A58 to be inspected by the default virtual sensor
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§% Startup Wizard

%
fSensor Setup (Step 2 of ...}
[Tetwiork setongs .|
Hosk Mame:; SIP-55M
1P Address: 172,221,189
Subnet Mask; 255, 255,255.0 "
Default Gateway: | 172.22.1.1
Dvied NeCs riesrar oS00SS e ereot
Network, Mask
El
Currerk Sersar Dake and Time :
[isha: | b Ti
Time Zore
Zore Mama: LITC v offset: 80 Mirukas
NTP Seryver
1P Address: i |
[ Awthenticabed NTF  Kay: | KEY ID: |
Summertime
[ 7] Enaile Summeartime e 5 i
5. Add ACL Entry(ACL 85 F7I) ZolM IP F4& L dof HMAE = /e ZAE/HESRA
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B Add ACL Entry

IP Address: 172,22.1.10

Metwark Mask: £55.255,255,255
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B Startup Wizard

Sensor Setup (Sbep 2 of L.}
Kebwork settings

Hogt Mame: ALP-55M |
IF address: 172.22.1.16%9 |

SubnetMask:  255.255.285.0 v

Defadt Gateway; | 172.22.1.1 |

Allowead hostsinetworks that can access the sensar

Metwork Mask add
172.22.1.10 255.255.255.255

Current Sensor Date and Tme

Date: |Mon, 23 Mar 2009 2 i Apphy Datel Times
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NTF Server

IF Address:

[ uthenticated NP Kev: | KEYID: _

Summesrtime
[ Enable Surmmearkime orfgure Summertime. ..

v| Offset: :ﬂ]

Finuces




#& Startup Wizard §|
vaffic Allocation {Step 3 of ...}

Ikerfoce Source Destingtion  Service Mode Virtual Sen... |

=

Packet Flow Disgran For the selectad fuks
@ Click on e stark button o see the packet Aow animation

Mode: Inlne Cisco ASA 55xx

> 5:'"
o g g e
_ e L T T T
Brack lane Infarface B* el (HESEE ; oy |EHEE T
Rk P acke S g R

. IPS Processing g &
. ASASEM Module

: ,AE.&_I_llh Sysfam

= Back [ Firish ] [ Cance| ] I Help ]

8. &4 FCHY HERXT F4A L MHIA (0 IP7} 0{7(|0of AHEE)E2 MBELICH 0] 0dod[ A
anyE AIP-SSME At836t0o1 & ECHE S AAE M A4  CHyol AASELCha- O
golg F=lgct

§® Specify traffic for IPS Scan

Interface: | outside w

Source: any
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(G0

Service: ip
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ci scoasa#configure terminal

ci scoasa(confi g) #access-1list traffic_for_ ips deny ip 10.2.2.0 255.255.255.0 192.168.1.0
255.255.255.0

ci scoasa(confi g) #access-1list traffic_for_ips permit ip any 192.168.1.0 255.255.255.0

ci scoasa(confi g) #access-1list traffic_for_ ips deny ip 192.168.1.0 255.255.255.0 10.2.2.0
255.255.255.0

ci scoasa(confi g) #access-1list traffic_for_ ips permit ip 192.168.1.0 255.255.255.0 any

ci scoasa(confi g) #class-map ips_class_map

ci scoasa(confi g- cnap) #match access-list traffic_for_ ips

ci scoasa(confi g) #policy-map interface_policy

ci scoasa(confi g- pnap) #class ips_class_map

ci scoasa(confi g- pmap- c) #ips inline fail-open

ci scoasa(confi g) #service-policy interface_policy interface dmz

!-—— The access-1list denies traffic from the inside network to the DMZ network !--- and traffic



to the inside network from the DMZ network. !--- In addition, the service-policy conmand is
applied to the DVZ interface.

CISo 2, HEQ T HE|AHE AIP-SSMO| LIE HIEQT oM F HEQXIRE A/ZE EC|EES 2
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ci scoasat#configure terminal

ci scoasa(confi g) #access-list traffic_for_ ips deny ip 10.2.2.0 255.255.255.0 192.168.1.0
255.255.255.0

ci scoasa(confi g) #access-list traffic_for ips permit ip 10.2.2.0 255.255.255.0 any

ci scoasa(config) #class-map ips_class_map

ci scoasa(confi g- cnap) #match access-list traffic_for_ips

ci scoasa(confi g) #policy-map interface_policy

ci scoasa(confi g- pnap) #class ips_class_map

ci scoasa(confi g- pmap-c) #ips inline fail-open

ci scoasa(confi g) #service-policy interface_policy interface inside
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et 2o .  =EAE0| ZEE O|o|E o= 2F 2tREl LA LHE AFEALS| CHaf 0| A
gLIChAALIF) L CHAH(LHE) 0| o EAMof oo HolEl HMA S/ UX|5HK| et&L|Ch
ASAE HEf ME ¢IAE FMSEE (R E) Btetst= ool mfZl o] HALE 2|8l AIP-SSMoi|
SELICHAIP-SSMO]| 7/ dEl AFE X X[ MTE 60000 0, B2

or&LICHOI™ MZ Ax|ago|MolHE
FL PEP%Eth MP © | gttoz 8

S mZl2 HASHR| & LICHASAOIM
= AIP-SSMO{| M 7*A+E L|Ct.

r 0"-1-

AIP-SSM A0 E™ LHELQT EciZ X2

AISE Lot of= AP-SSMOIK ZAE S S2hei@ Molsls 2718 MISULICHOIE u
I.

I—IEP O| oi[0dl M IPSE AIP SSM01IA-I 74/\}% EEHE' SES Mo|sts HMA 2=0| 0|2 QLC}
<source>2} <destination> AtO|2| ECHEI2 AFHL0|M M|ELICHCIE 2 E ECHE 2 HAFEL

Ct.

access-list IPS deny |IP <source> <destination>
access-list IPS permit ip any any
!
class-map ny_ips_cl ass
mat ch access-list |IPS
!
!
policy-map ny-ids-policy
cl ass ny-ips-class
ips inline fail-open



CtS& &QlIgtL|Ct.

A1 O|HET} AIP-SSMO| 7| &= K| & QIFLIC.

2[R AR AH2 2 AIP-SSMOi| 2 1218 LICH.show events alert HE2 0| £248 MMEL|CH

AT &3 A|OL|X MY, AIP-SSMCE ME L= ERfE S8 2l U EQT 2o et Sty

Output Interpreter TF(SSE T2t ) (OIT)E S show BHE K| ELICHshow BH &2
Ol EME HE{H OITE ALS &L,

show events alert

evlidsAlert: eventld=1156198930427770356 severity=hi gh vendor=C sco

originator:
hostld: Al P- SSM
appName: sensor App
appl nstancel d: 345

time: 2009/03/23 22:52:57 2006/ 08/ 24 17:52:57 UTC

signature: description=Telnet Command Authorization Failure id=60000 versi on=custom
subsigld: O
sigDetails: Command aut horization failed

i nterfaceG oup:

vlian: 0
participants:
attacker:
addr: locality=0UT 172.16. 1. 200
port: 23
target:
addr: locality=IN 10.2.2.200
port: 33189

ri skRati ngVal ue: 75
interface: ge0_1
protocol: tcp

evldsAlert: eventld=1156205750427770078 severity=hi gh vendor=Ci sco
originator:
hostld: Al P- SSM
appName: sensor App
appl nstancel d: 345
time: 2009/03/23 23:46: 08 2009/ 03/ 23 18:46: 08 UTC
signature: description=ICMP Echo Request id=2004 versi on=S1
subsigld: O
i nterfaceG oup:
vlian: 0
participants:
attacker:
addr: locality=0UT 172.16. 1. 200
target:
addr: locality=DWvZ 192.168. 1. 50
tri gger Packet :

000000 00 16 C7 9F 74 8C 00 15 2B 95 F9 5E 08 00 45 00 ....t...+. .~ . E
000010 00 3C 2A 57 00 00 FF 01 21 B7 AC 10 01 C8 C0 A8 .<*W...!.......
000020 01 32 08 00 F5 DA 11 24 00 00 00 01 02 03 04 05 .2..... $.o.. .

000030 06 07 08 09 OA OB OC OD OE OF 10 11 12 13 14 15 ................
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000040 16 17 18 19 1A 1B 1C 1D 1E 1F
ri skRati ngVal ue: 100
interface: ge0_1
protocol: icnp

evldsAlert: eventld=1156205750427770079 severity=hi gh vendor=Ci sco
originator:
hostld: Al P- SSM
appName: sensor App
appl nstancel d: 345
time: 2009/03/23 23:46: 08 2009/ 03/ 23 18:46: 08 UTC
signature: description=ICMP Echo Reply id=2000 versi on=Sl
subsigld: O
i nterfaceG oup:
vlian: 0
participants:
attacker:
addr: locality=DWVZ 192.168. 1. 50
target:
addr: locality=0UT 172.16. 1. 200
tri gger Packet :

000000
000010
000020
000030
000040

00 16 C7 9F 74 8E 00 03
00 3C 2A 57 00 00 FF 01
01 C8 00 00 FD DA 11 24
06 07 08 09 OA OB OC 0D
16 17 18 19 1A 1B 1C 1D

E3 02 6A 21 08 00 45 00
36 4F AC 10 01 32 AC 10
00 00 00 01 02 03 04 05
OE OF 10 11 12 13 14 15
1E 1F

ri skRati ngVal ue: 100

interface: ge0_1

protocol: icnp
HE Au|aefoldoME Ei
2000 2! 20047} =HE|R&E
ote & B = UETolM O[HES
o| Egltlg MY st= E0| ASA & AIP-SSMO| +
g 7tsdo| &L

=X =

AE E

Eg|HsteiH MBE =
=5

= =

ci=lof et ZE ol o4 IPS A|2L|X{7}
LICHAFEXE X|H AME 600000| F=7HEILICH A2 H|0|E{7F ASAE St
LICt Bt
B2 718 Al dEo| ol

3l OF

33t

SFEA OolA
g+ UG

ol MMM Au|agolM EXME sHEsts ol A E == e BEE ASELch
Output Interpreter =(SSE 1P 1) (OIT) = S5 show BHE X|E
Ol #Mg EEiH OITE AFS &Lt
ASAO0{| A 0|28t show BHES A&BLIC.
- show module - ASA2| SSM HEQt A|AR] HMEE EAIFLICH
Ci scoasa#show module
Mod Card Type Model Serial No.
0 ASA 5510 Adaptive Security Appliance ASA5510 JMX0935K040
1 ASA 5500 Series Security Services Module-10 ASA-SSM-10 JAB09440271
Mod MAC Address Range Hw Ver si on Fw Ver si on Sw Ver si on
0 0012.d948.€912 to 0012.d948.e916 1.0 1.0(10)0 8.0(2)
1 0013.c480.cc18 to 0013.c480.cc18 1.0 1.0(10)0 6.1(2)E3
Mod SSM Application Name St at us SSM Appl i cation Version

LICh MHE
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1 IPS Up 6.1(2)E3

Mod St at us Data Pl ane Status Conpatibility

0 Up Sys Not Applicable

1 Up Up
!--- Each of the areas highlighted indicate that !--- the ASA recognizes the AIP-SSM and the
AIP-SSM status 1is up.

- AE EA

ci scoasa#tshow run
I-—— Output is suppressed. access-list traffic_for_ips extended permt ip any any ... class-
map i ps_class_map match access-list traffic_for_ips ... policy-nmap global _policy ... class
ips_class_map ips inline fail-open ... service-policy global_policy global !--- Each of
these lines are needed !--- in order to send data to the AIP-SSM.

- show access-list - access-listol| CHEF ZF2E{E E AIEFLICH.
Cci scoasat#show access-list traffic_for_ ips
access-list traffic_for_ips; 1 elenents
access-list traffic_for_ips line 1 extended pernit ip any any (hitent=2) 0x9bea7286
!-—-— Confirms the access-1ist displays a hit count greater than zero.
AIP-SSME Ex[st1 AHE57] To| HIE R EZ{E 0| 0| CHE ASAE SO LINIEXR| 2
72 LESIT U ASA AMIA HY R0 XIS s ZsHok ELICH

ol Zx| A

. Holl Zx| ZAx|agio|Mof| T JHel ASAZF D 2tz AIP-SSMO| = B AIP-SSMe| Z1I|1
dio|/M2 =822 SX|aloF BrLCHASAS| ZAI|Td|o[MBt Eol =X| HIZHLIEA 2l = A
ElLICHAIP-SSME Eolf Z=x|of Z&E|X| f&L|CH 2o ZX| =Xl|oi CHBE REA|IB LIS
PIX/ASA 7.x Active/Standby Failover Configuration Example2 & X3t &A|2.

- ASA ol =x| #of Aef K& Toll X7} R E B AIP-SSM2 EH ME o Zx[of| &
045t X| et &L Ct.

2 F HAIX]

IPS 2E(AIP-SSM)2 EA|E CHE 27F HAIXIE Y85t O|HIEE A&SHX| ef&LCH.

07Aug2007 18:59:50.468 0.757 interface[367] C d/WerrWarning Inline
data bypass has started.

07Aug2007 18:59:59.619 9. 151 mai nApp[ 418] cpl ane/ E Error during socket
read

07Aug2007 19:03:13.219 193.600 nac[373] G d/WerrWarni ng New host ip
[192. 168. 101. 76]

07Aug2007 19:06: 13.979 180. 760 sensor App[ 417] Ci d/ W errWar ni ng
unspeci fi edWarni ng: There are no interfaces assigned to any virtua
sensors. This can result in some packets not being nonitored

07Aug2007 19:08:42.713 148. 734 nmi nApp[ 394] cplane/ E Error - accept()
call returned -1

07Aug2007 19:08:42.740 0.027 interface[367] C d/WerrWarning Inline
data bypass has started.

o 28 HAIXIS| §IOI2 IPS 7H4t M7} ASAS| HE a0l OlIE{H| 0|20 BT EIX| 297 W2
LICLSSM ZE2 EffZle M& 57| SIs] ASATH SHIE WAlo 2 MM E|X|EH SSMO| ERfZig
AFHSHT| 2I5H ASAT M 5HE SHED QI Qe o|A0 7t MME & TaioF g LC
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error Message: | pLogProcessor::addl pLog: Ran out of file descriptors nanme=errWarn

error Message: |pLog 1701858066 terninated early due to |ack of file handles.
name=ErrLi m t Exceeded

0|28t HIAIX|= IP LOGGINGO| E#43tE|D QIoM, 0| B2 ZE AAH E|lAAT SARIEL|C
28l HZEA 2o Et AR o} 31D IP 228 HIE A ol ZaLIH

1 ME YOlo|E Z2 M A0 EHRE £E2I A‘I':” UOIOIE = M7 B ATIS FH Al RIAIZ
StHF®  AFERCIE 2F HAIXKIZFLIENE o2 of & ElLICH

Syslog X| ¥

AIP-SSM2 syslogE A1 Ao 2 X|#3HX| et&Lct.

AIP-SSMOIM 2 HEE Alst= 7
ot ALICH E CHE M2 SNMP ERE EEI
FE Fdsts AL

EE(Security Device Event Exchange)E IS
2 —r%*%a oz Mdsty| fls 7HE M

M
OII
T
r|o
g P
_L O

AIP-SSM RS El

AIP-SSM 20| XMcH 2 SEH5FK| of& Lt
AIP-SSM 2 E0| MCHZ SH 3R d2ofd ASAE REEISHX| &1 AIP-SSM 2 EE MEEIELICH

AIP-SSM EE2 EEI5 T ASAE AMEEIF K| &2 P42 hw-module module 1 reload HHES At
Q_éI-L_|[_—_|._
o H

AIP-SSM o|H|&l 2|

AIP-SSMO{ A AFEXtol| A O|H|Y 2 BIS 2 = A&LI?

otL|R, XIHE[X| ef&LICH

2l e

. Cisco Security Appliance B2 &=, HE 7.2

. Cisco Security Appliance A|AE 2 HA|X], HE 7.2

. Cisco Intrusion Prevention System 5.101 CH&F 2424 &=
. 7|1& x| % £ M - Cisco Systems
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