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£= Add Port Forwarding Entry
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= Add Internal Group Policy

Mame: Net & diming |

Genersl | PSec | Client Configuration | Client Firewsall | Hardware Cient | NAC | WebvPn|

Check an Inherit checkbox to let the corresponding setting take itz value from the defaul group policy,

Tunneing Profocols: [ inhert [“]PSec WiehVPN L2TP over IPSec
Fiter Inhert | [ manage
~Connection Settings
Access Hours: irherit | [ monage
Simuttaneous Logins: [#] inherit |

Meacdmurm Connect Time: [#] iriherit Unlimited | nirEas
Idle Timeout [¥] Inherit Unlimted | e

rServers
DNS Servers: [+ iriherit | | | |
DHCP Scope: [] irherit |

I OH | Cancel | Help ]
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5. CHat 28 AF o 2{ofl /= WebVPN =2 Z2!8t CHS Functions B2 Z=I&LICY.

6. Inherit(&<) 2FQIEto| MEHZ F[A 5T P% o|O|x|oi| E A|El CHZ Enable auto applet
download and Enable port forwarding 2f 2122 =& L|C}



= Add Internal Group Policy

Mame: | Net & dming |

| Genersl | PSec | Client Configuration | Client Firewall | Hardware Cliert | NAC | WebVPH

Contigure Wb PN sttribudes wsing the following tabs |
Check an Inkerit checkbox to let the corresponding setting take ts value from the defsul group policy,

Functions | Content Fittering = Homepage | Port Forwarding | Other | SSL VPN Cliert | Auto Signon |
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[] Enakie file zerver access [T Ersibie Outiook/Exchange prosy
[] Enakie file server entry [] &pply véeb-type ACL
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= add Internal Group Policy

Mame: | Mt Adrmins ,
Genarul ps-m: Chert Caonfiguration | Cliert Flrecwdl | Hardware cm NAC | WiehWPN
Configure WishvPh stiributes using the following tebs |
Check an Inherit checkbox to let the corresponding setting take itz value from the defaull group poicy,
Furclions | Cortent Fitlering I-Inmcpngﬂ Port Forwearding | Other | SSL VPN Clend Aulo Signon |
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l OH | | Cancel | [ Help ]
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= Add Tunnel Group

Mame: | HetGmHﬂ | Type: _wehm

Genersl | yeb\VPN|
Configure general access altributes from the following sub-tabs,

Basic !Mhaimatmn l Authorization | Accounting | Clent Address Assignment | Advanced

Group Policy: Metbdmins i |
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Enable natification prior o expiration Iotit |:

oK | Camncel | [ Help
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§& Add User Account

idenitky | VPN Policy || WebVPN|

zernsme: user]
mem EARARAR
Confirm Password: BB

[ User authenticated using MSCHLP

Privilege level i used with command suthorization,

Privilege Levet 2
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g% Edit Uzer Account

erty || VPN Polcy | webVeN

Growp Policy: et Admins bl

Tunneling Protocoks: Inkverit
Filter: Inkeerit
Turinel Group Lock: Inberit
Store Pazsword on Client System: Irikweerit

Lannechion Setings

Access Hours: Irbverit
Simuttansous Logins: Inkezrit
Macimum Connect Time: Inberit
Idle: Timeout Inberit

Dedicaled P &ddress (Opdional)

Check an Inherit checkio:s to et the corrésponding Setting take iz value from the group pobcy.

F Address: =ubnet Mask: .
| oK | Cancel | | Hedp |
4. 18 MM CECIR SN EE 22UstD 3EAA MAE 08 Mg M
= MEiE 35 HHO | WebVPN 4 & HAg &L
5. OK(EI'°|)% 2218 O+ Apply(Xi)E 3#Lc
6. Save(ME)E S =T O3 Yes(0l)E 2 2ist0d HE A S ML

CLIE A8t

ASA

ASA Version 7.2(1)
!
hostname ciscoasa
domain-name default.domain.invalid
enable password 8Ry2YjIyt7RRXU24 encrypted
names
!
interface Ethernet0/0
nameif inside
security-level 100
ip address 10.1.1.1 255.255.255.0
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! -—- Output truncated port-forward portforward 3044
10.2.2.2 telnet Telnet to R1
!--- Configure the set of applications that WebVPN
users !--- can access over forwarded TCP ports group-
policy NetAdmins internal
!--- Create a new group policy for enabling WebVPN
access group-policy NetAdmins attributes
vpn-tunnel-protocol IPSec l2tp-ipsec webvpn
!--- Configure group policy attributes webvpn
functions port-forward auto-download
!--- Configure group policies for WebVPN port-forward
value portforward
! --- Configure port-forward to enable WebVPN
application access !--- for the new group policy port-
forward-name value Secure Router Access
!--—- Configure the display name that identifies TCP
port !--- forwarding to end users username userl
password tJsDL6po9mlUFs.h encrypted
username userl attributes
vpn-group-policy NetAdmins
!--- Create and add User(s) to the new group policy
http server enable http 0.0.0.0 0.0.0.0 DMZ no snmp-
server location no snmp-server contact snmp-server
enable traps snmp authentication linkup linkdown
coldstart tunnel-group NetGroup type webvpn
tunnel-group NetGroup general-attributes
default-group-policy NetAdmins
!--—- Create a new tunnel group and link it to the group
policy telnet timeout 5 ssh timeout 5 console timeout 0
! class-map inspection_default match default-
inspection-traffic ! ! policy-map type inspect dns
preset_dns_map parameters message-length maximum 512
policy-map global_policy class inspection_default
inspect dns preset_dns_map inspect ftp inspect h323
h225 inspect h323 ras inspect netbios inspect rsh
inspect rtsp inspect skinny inspect esmtp inspect
sglnet inspect sunrpc inspect tftp inspect sip inspect
xdmcp ! service-policy global_policy global webvpn
enable outside
!--- Enable Web VPN on Outside interface port-forward
portforward 3044 10.2.2.2 telnet Telnet to R1 prompt

hostname context
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Ciseo SysTems

- WebVPN Service

SECURE ROUTER
ACCESS

Start Application Client

1 https://172.22.1.160 - Secure Router Access - Microsoft Internet Ex... |- | 0/4

Close this window when you finish using Application Access.
Please wait for the table to be displayed before starting applications.
If you shut down your computer without closing this window, yon might

later have problems running the applications listed below. Click here for
details.

Mame Local Remote Bytes Out | Bytesin | Sockets
Telnetta R 127.001:3044 [110.2.2.2:33 1] 1] 1
S5H to R1 127.00.1:3255 1022222

W
£] Done 8 @ internet
OHEZ 2|7 o|Mof| HMASH=E O ERE T4 Y XZE HEJ 2 G0 LIEFELICHTER 88
Z=2330| ZEE[X| I} 22 = Bytes Out(HHO|E £3) & Bytes In(HIO|E =) Hoi| &S

Ol ZAIZ|X| et&LCt.

CEIL MM E AIEHSE{H DOS ZEZE £ V(e HY of Z2|H 0|MHE AFREFLICH.

. BE ZTE T E0AM telnet 127.0.0.1 30448 /= BL|CH & 1: o] B o] E M2l WebVPN

HHIA 2 o o] x| 0|D|x|01| EANE 2H ZEO HMHASE YOl 6 E MBELICH FHol=
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& Command Prompt ;J ﬂ

Cisdtelnet 127Y.8.8.1 3844 :

AR O|ED} HIZHHS
4. C|HFO|AO] CHEE HAMIA
£ EolgLct

21245t C|HtolA O] CHEF HAM| AT} 2t 2 FLICH
2 Ql5ted™ CHg o|O|X|oi| E A|El CHE Bytes Out and Bytes In &

T [IJIﬂI
jo
0 J

€] https://172.22.1.160 - Secure Router Access - Microsoft Internet Ex... E]@

Close this window when vou finish using Application Access.
Please wait for the table to be displayed before starting applications.

If vou shut down vour computer without closing this window, vou might
later have problems running the applications listed below. Click here for

details.
M ame Local Femote Bytes COut| Bytes In | Sockets
Telnetto R1 127.0.0.1:3044  |10.2.2.2:23 a6 127 1
55H to R1 127.0.0.1:32a85 10.2.2.2:22 1] 1] 1]
& https:/f172.22. 1. 160/ +webvpn +fhelp/warning.hi é & Internet
k=
0424 show HZ30| WebVPNI} @14 %|01 Q& LC}. CLI(Command Line Interface)OilA-I O|zqst B
g2 A&stod 84 L 7|t HEE ﬁAI%E* = Ql&L|Ct.show B0 CHEr XHAM[EH LIS 2 WebVPN
| acio|M &olg ETSIAAIL.

£ 1 Output Interpreter Tool(% =l 1ok S (OIT)2 EX show HHS X|ELICHOITE Al
&3to] show B £30| EAMg SLIC
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