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@ Add Internal Group Policy

Marme; hal-GRP_POL_WESVEN|

General IPSec | Client Configuration | Client Firewall | Hardware Client| YvebVPN

Check an Inherit checkbox o let the comesponding selling take its wvalue from the default growp policy.

Tunreling Pratocols: [ Inherit [JIPSac [#]virabWPr
Fitter Inherit |

Connection Settings
Access Hours: Imberi |

Simultaneous Logins; [mierit |

Maximum Connect Time; Infarit

dle Timeout; Inhert
Seners
DNS Servers Inferit | |
WillS Servars: Infarii | |
DHCP Scope: Infarit |
oK Cancel Help
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@ Add Internal Group Policy

Iarme; hial-GRP_POL_WEEVFMN

General | IPSec | Client Configuration | Client Firewall | Hardware Client| ¥vebVPN

Confgure YWebYPN atiributes using the following tabs
Check an Inherit checkbox to let the corresponding setling take its value from the defauli group policy.

Functions | Content Filtering | Homepage | Port Forwarding | Qther S5L VPN Client|

Servers and URL Lists: [ Inherit WEDSEYRr w

Wab-Type ACL ID: Inherit |
S50 Server Inherit |
HTTP Compression: Inherit

Keepalive Ignare
Specify upper limit of the HTTR/HTTPS trafiic, per transaction to ignare.

Transaclion Size: Inherit

Dery Message
Inharit

oK Cancel Help
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# Edit Tunnel Group

Mame: | WEB_VPN-GRP | Type: | webvpn

General  yabVPN

Configure general access attibules fram the falliwing sub-tabs.

Basic | Asa  Client Address Assignment | Advanced

Group Pollcy Internal-GRE_POL_ .
Intarnal-GRP_POL_WEBWY
DfitGrpPolicy

Qi Cancel | Help

3. AAA B2 2 0|5 &fLICH Authentication Server Group(218 ME{ 21 &) 32 THIQI HEE
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B Edit Tunnel Group

Name | WEB_VPMN-GRP ' Type: | wekvpn

General | WabVFRH

Configure general access attnbutes from the following sub-tabs,

Basic AAA | Client Address Assignment| Advanced

To set authentication Serer group per Intermace, go o the Advanced 1ab,

Authentication Server Group: Windows MNT

[] Use LOCAL if Server Grg - MNOne —

Authorization Serder Group, LOCAL

ZBrs =t st in thea 3 R lalabhase =i
ACCOunting Sefar Groug: -~ Kore - W
Authorization Setlings

i Use the antine DM as the usermnams
{(#) Specify individual DN fields as the usemame
Primary DM Field: CH (Common Name) v|

Secondary DM Field: QU Drganization Linit) *-*|

Fagsword Management
[] Cnsarride account-disabled indication from A8 server

[] Enable notification upon password expiration to allow user to change password

Ik Cancel | Help |
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= Edit Tunnel Group
WEB_VYPM-GRP Type: | webvpn

Mame:

General WebWER
Conflgure WebWPM accass attributes from the following sub-tabs
Status

anable

Basic | MetBIOS Servers| Group Allases and URLS | Weh Page

Alias
| == Hamaye |

sroup-Selection

Group Aliases

Alias

Enable
clatus

Group URLs
LIRL

LIRL {hitp or hitops):

Enahbles

| Help

ik | Cancel
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auto-signon HHEE ALS
oI'L.|I:|- o:|7|o1| Erel A-ItH IP _7'c_i7|_ -T‘“EIO{ %leu

ZtAAIL

ASA>enable
ASA#configure terminal

(01| MHEH)

HPIE K


//www.cisco.com/en/US/docs/security/asa/asa71/configuration/guide/start.html#wp1039724
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ASA (config) #webvpn

(
ASA (config-webpvn) #auto-signon allow ip 10.1.1.200 255.255.255.255 auth-type ntlm
ASA (config-webvpn) #gquit

ASA (config) #exit

ASA#write memory

o] 01|X1I £ 20| M= auto-signon B 0| WebVPNOI| CHsH o= 74 EL|CH O] BHE2 WebVPN

& ZI|ado|lM 2= &= WebVPN ALE %} O|& ZHI(cl|o|M ZEHME AL E = JU&LICH
\WebVPN 1 & EEI:LEHOIEI oM Ol BHEE AEStHEHE IE2E A JE‘LIELDPEUMIE
WebVPN AFE A} O|& ZAI|T 20| 220 ol BHES Ar85HH 71 AFS AR AEHE LICH RHA
3t LI 2 auto-signon HHE 2 XA AIL.

Z|& ASA 71| 2| o|M

ol EMoM=E Chg 782 AASELICH

ASA HE 7.1(1)

ASA# show running-config
Saved

ASA Version 7.1(1)

!

terminal width 200

hostname ASA

domain-name cisco.com

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface GigabitEthernet0/0
nameif outside

security-level 0

ip address 172.16.171.51 255.255.255.0
!

interface GigabitEthernet0/1
nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
!

interface GigabitEthernet0/2
shutdown

no nameif

no security-level

no ip address

!

interface GigabitEthernet0/3
shutdown

no nameif

no security-level

no ip address

!
interface Management0/0

shutdown

no nameif

no security-level

no ip address

!
passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive

dns server-group DefaultDNS
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domain-name cisco.com
pager lines 24
mtu inside 1500
mtu outside 1500
no failover
asdm image disk0:/asdm512.bin
no asdm history enable
arp timeout 14400
route outside 0.0.0.0 0.0.0.0 172.16.171.1 1
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00
timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute

!--- AAA server configuration aaa-server Windows_NT
protocol nt aaa-server Windows_NT host 10.1.1.200 nt-
auth-domain-controller ESC-SJ-7800 !--- Internal group
policy configuration group-policy Internal-
GRP_POL_WEBVPN internal group-policy Internal-
GRP_POL_WEBVPN attributes vpn-tunnel-protocol webvpn
webvpn url-list value webserver username cisco password
Q/odgwmtmVIwdDcm encrypted privilege 15 aaa
authentication http console LOCAL aaa authentication ssh
console LOCAL aaa authentication enable console LOCAL
http server enable 8181 http 0.0.0.0 0.0.0.0 outside no
snmp-server location no snmp-server contact snmp-server
enable traps snmp authentication linkup linkdown
coldstart !--- Trustpoint/certificate configuration
crypto ca trustpoint Local-TP enrollment self crl
configure crypto ca certificate chain Local-TP
certificate 31 308201b0 30820119 a0030201 02020131
30040609 2a864886 £7040101 04050030 1e311c30 1a06092a
864886£f7 04010902 160d4153 412e6369 73636f2e 636£6d30
1e170d30 36303333 30313334 3930345a 17043136 30333237
31333439 30345a30 1e311c30 1a06092a 864886£f7 04010902
160d4153 412e6369 73636f2e 636£6d30 819£300d 06092a86
4886£70d4d 01010105 0003818d 00308189 02818100 e47a29cd
56becf8d 99d6d919 47892f5a 1b8fc5c0 c7d0leab 58f3becd
a60b2025 03748d5b 1226b434 561e5507 5b45£f30e 9d65a03f
30add0b5 81£f6801la 766c9404 9cabcbde 44b221f9 b6dedcl8
496fe5bb 4983927f adabfbl7 68b4d22c cddfa6c3 d8802efc
ec3af7c7 749f0aa2 3ea2c7e3 776d6dld 6ce5£f748 edcda3b’
4£f007d4f 02030100 01300406 092a8648 86£70d401 01040500
03818100 c6£87c6l 534bb544 59746bdb 4e01680f 06a88als
e3ed8929 19c6c522 05ec273d 3e37£540 £433fb38 7£75928e
1b1b6300 940b8dff 69eaclbb af551d7f 286bc79c e6944e2l
49bf15£f3 c4ec82d8 881llb6de 775b0c57 e60a2700 fdbacclé
a77abeeb 34cbOcad 8ldfafba £544258d cc74fe2d 4c298076
294f843a eddal3ala 6e7f5b3c quit !/--- Tunnel group
configuration tunnel-group WEB_VPN-GRP type webvpn
tunnel-group WEB_VPN-GRP general-attributes
authentication-server-group Windows_NT default-group-
policy Internal-GRP_POL_WEBVPN tunnel-group WEB_VPN-GRP
webvpn-attributes group-alias Group-Selection enable
telnet timeout 5 ssh timeout 5 console timeout 0 !
class-map inspection_default match default-inspection-
traffic ! ! policy-map global_policy class
inspection_default inspect dns maximum-length 512
inspect ftp inspect h323 h225 inspect h323 ras inspect
netbios inspect rsh inspect rtsp inspect skinny inspect
esmtp inspect sglnet inspect sunrpc inspect tftp inspect




sip inspect xdmcp ! service-policy global_policy global

! --—- WebVPN Configuration webvpn enable outside url-list

webserver "Internal Server" https://10.1.1.200 1 tunnel-

group-1list enable auto-signon allow ip 10.1.1.200
255.255.255.255 auth-type ntlm
Cryptochecksum:c80ac5£6232df50fclecc915512c3cdb

: end
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ASA#debug webvpn 255

INFO: debug webvpn enabled at level 255

ASA#

ASA# webvpn_portal.c:ewaFormServe_webvpn_login[1570]
webvpn_portal.c:http_webvpn_kill_ cookie[385]

webvpn_auth.c:webvpn_auth[286]

WebVPN: no cookie present!!

webvpn_portal.c:ewaFormSubmit_webvpn_login[1640]

webvpn_portal.c:http_webvpn_kill_ cookie[385]

webvpn_auth.c:http_webvpn_pre_authentication[1782]

! -—— Begin AAA WebVPN: calling AAA with ewsContext (78986968) and nh (78960800)! WebVPN: started
user authentication...

webvpn_auth.c:webvpn_aaa_callback[3422]

WebVPN: AAA status = (ACCEPT)

webvpn_portal.c:ewaFormSubmit_webvpn_login[1640]
webvpn_auth.c:http_webvpn_post_authentication[1095]

WebVPN: user: (test) authenticated.

I-—-- End AAA webvpn_auth.c:http_webvpn_auth_accept[2093]
webvpn_session.c:http_webvpn_create_session[159] webvpn_session.c:http_webvpn_find_session[136]
WebVPN session created!
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webvpn_session.c:http_webvpn_find_session[136]

webvpn_db.c:webvpn_get_server_db_first[161]

webvpn_db.c:webvpn_get_server_db_next[202]

traversing list: (webserver)

webvpn_portal.c:ewaFormServe_webvpn_cookie[1421]

webvpn_auth.c:webvpn_auth[286]

webvpn_session.c:http_webvpn_find_session[136]

webvpn_session.c:webvpn_update_idle_time[924]

WebVPN: session has been authenticated.

webvpn_auth.c:webvpn_auth[286]

webvpn_session.c:http_webvpn_find_session[136]

webvpn_session.c:webvpn_update_idle_time[924]

WebVPN: session has been authenticated.

I -—-—- Output supressed webvpn_auth.c:webvpn_auth[286]
webvpn_session.c:http_webvpn_find_session[136] webvpn_session.c:webvpn_update_idle_time[924]
WebVPN: session has been authenticated. webvpn_auth.c:webvpn_auth[286]
webvpn_session.c:http_webvpn_find_session[136] webvpn_session.c:webvpn_update_idle_time[924]
WebVPN: session has been authenticated. webvpn_auth.c:webvpn_auth[286]
webvpn_session.c:http_webvpn_find_session[136] webvpn_session.c:webvpn_update_idle_time[924]
WebVPN: session has been authenticated. webvpn_auth.c:webvpn_auth[286]
webvpn_session.c:http_webvpn_find_session[136] webvpn_session.c:webvpn_update_idle_time[924]
WebVPN: session has been authenticated. webvpn_auth.c:webvpn_auth[286]
webvpn_session.c:http_webvpn_find_session[136] webvpn_session.c:webvpn_update_idle_time[924]
WebVPN: session has been authenticated. webvpn_session.c:http_webvpn_find session[136]
webvpn_session.c:webvpn_update_idle_time[924]
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