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MEEIEFTE 24
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HE |3 Ctolo{T 2
ASDM 741|324 0]4d
Central-ASA(’H* I|04)
Remote-ASA(S ™ 11|04)
CLI x| zio[4

S ASA(EA 1|04) Zu|T 20|
Remote-ASA(S™ 1I|04)
Ct=2 2olstL|Ct

S ASA
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=X siZ&
Remote-ASA(ZHAIRH
Central-ASA(Responder)
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eyl

0| 2 Mol = ASA(Adaptive Security Appliance)7t % I|0{(0] B ASA)MA S IPsec ALO|
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ol Mo Cigh £ 2740 ei&LCH.

A8ElE T 24

0| 2AM2| HE & Cisco ASA(5510 Z! 5520) Firewall Software Release 9.x O|& 2 7|8to 2 FfL|
Ct.

Ol ZEMo| HEE= S = 213 9| C|HIO|AE ECHE ZMHE|R&LICHO| Mol AL El 2 & C|ut
Ola= Z7|8tEl(7|2) ATt o|/MeE AR ERI&LICEEER HES|TI 55 ¢l 3%, 2
Bo{o| &Rl F&E DIZ| 5KI5HAIZ| vEEFLICEH

At7:0| Alpdof AL E TE2dof CHEH KHAIEH LIRS 224 Command Lookup Tool(SEE 1
7”“* OH': )% At ELC

LIE9/3 Coloi1 3

MHetwark Metwark

10.1.1.0024 10.1.2.0024
DHCP-
10.1.1.1 assigned IP 0 172.16.2.1 a 10.1.2.1
& HEmE=E T T T
Remote-ASA Central-ASA
ASDM 7 1I|1ao|M

Central-ASA(E™ 1r|0d)

>

THIP FATF UE ASAIA IKEVT AP S5/ 7I1E AEst0od I0E QS ste S & + eie I
02| M UAS +E et YA E VPNE HHELICH

1. Configuration > Site-to-Site VPN > Advanced > Crypto Maps& ME{ & L|C}. 2 ol= o|0O] HY x|
55 Y S S50| EAELICHUE BR). ASAE L0 IP FATH FURIX| ¥ X| =5t
7| {20l ASA7I AZE s ote{H UX|ote ™ HE(IPsec MehE2 AE5t01 85 Y2

TAELICH Add(FEIHE 2L
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. Apply Baat

. Create IPsec Rule(IPsec T &! 44d) & 9| Tunnel Policy(Crypto Map) - Basic(E{'d H& (&3
3t ) - Basic(7|&) 19| Interface(Q/E{H| 0|A) EELCHR S =0l M outside(AF)E MEHS D
Policy Type('S& &) EECI2 550 A dynamic(5H)2 M= LICE Dynamic-Map Of2H

ofl 50| 042 7§ U= B Priority ZEO0IA 0] 50| M= X|™HefLICtaH OIS
IPsec AM|ot2 MEHSHEAT IKE v1 IPsec Proposal ZE 0 /= Select(MEH)E 2 2I8tL|Ct



[y Create [Psec Rule

Tunnel Palicy (Crypko Map) - Basic | Tunnel Policy (Crvpta Map) - Advanced | Traffic Selection

Interface: | oukside - Policy Type: dynamic - Pricrity: 1

IPsec Proposals (Transform Sets)

Peer Settings - Optional for Cynamic Crypto Map Entries

The Connection Tvpe is applicable to skatic tunnel policies only, Uni-directional connection bype policies are used
For LAak-to-LAM redundancy. Tunnel policies of the 'Criginate COnly' connection type may specify up to 10

redundant peers,

IP Address of Peer ko Be Added:
fdd == Move Lip

Remove Mowe Dawn

IKE «1 IPsec Proposal:
IKE 2 IPsec Proposal:

[ (] 4 H Zancel H Help ]

3. Select IPsec Proposals (Transform Sets)(IPsec A 2h(H#4%
X IPsec Mot oM MEHEL 7L Add(FE7HE 2 2l5H0d
AFEFLICH2HE £ OK(& Q)& S8t

N oolI
IRl
1%
rx
\Jg

[
-
o
02
Pal
N
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Tuninel Policy (Crypto Map) - Basic | Tunnel Policy (Crypto Map) - Advanced | Traffic Selection|

Interface: 'm - Palicy Type: .d:.mmi: = Pricrity: 1
IPsec Proposals (Transform Sets)
IKE vl IPsec Proposal;  bset Select. .. |
ﬁ
IKE v2 IPs{ m Select [Psec Proposals (Transform Sets) =
@ add| (& Edt| [ Delete|
Mame Mode ESP Encrypkion ESP duthentication
Peer Sottl ESP-3DES-5HA-... Transport 3DES SHA -
ESP-3DES-MDS-... Transport 3DES MOCE
E" c"’“; ESP-DES-SHA  Tunnel DES SH
Pl | |espoeSMDS  Tuniel DES MDS
ESP-DES-5HA-T... Transport DES SHA 3
ESP-DES-MDS-T... Transport DES '=|
_—
Assigned IPsec Proposals -
IP Addres
o
Lok J[ Coancel || Heb |
ook [ comel [[ heb |

4. Tunnel Policy(Crypto Map)-Advanced(E{'ed E2H( 3 3t )-Advanced(Z =) Bi0i A Enable
NAT-T(NAT-T &438}) & QIBH(E & &t I|o{7} NAT C|HIO|A Fof Q= B ER) L Enable
Reverse Route Injection = QIZtS MEHEHL|CH &% 1m|o4oi| CHSH VPN E{'20| 255t VPN
QIE{HO|AE 7t217|= HAE ¥4 VPN HERZ o et S B2 7+ ASAN| Ax|ELICt

.‘



X

@ Create IPsec Rule

| Tunmel Paolicy {Crypto Map) - Basic | Tunnel Policy (Crypko Map) - Advanced | Traffic Selection

Enable MAT-T
Enable Reverse Route Injection
0| hhimm:ss

Security Association Lifetime Settings
g 0
4605000 | KEvEes

Time:
Traffic Yolume: [] unlimited

ESP w3
[] walidate incarming ICMP error messages

[] Enable Do Mat Fragment (DF) policy
Enable Traffic Flow Confidentiality (TFC) packets, This is unavailable if IKE+w] is enabled.

[ K, ] [ Cancel ] [ Help ]
MEIM o 2, Traffic Selection(E 2= M=) R S mlo{of CHEF &0O/=22 VPN EES
Yolstn OK(2fQhE 2= =& JU&LICH



([ Create [Psec Rule

-

| Tunnel Palicy {Crypta Map) - Basic | Tunnel Policy {Crypto Map) - Advanced | Traffic Selection

fckion: @) Prokect

() Do not Protect

Source Criteria

Source: |an';.f4

)

Destination Criteria

Destinakion: |an';.-'4

)

Service: |ip

)

Description:

More Options
Enable Rule

Source Service:

Time Range:

E]| (TCP ar UDP service anlky) &

L=l

>

[ K ][ Cancel ][ Help




Configuration > Site-to-5ite ¥PN = Advanced > Crypto Maps
b add ~ [Ff Edit ~ [ Delete | 4+ & | % Bz M - | @ Find F2 Diagram
Traffic Selection

Type:Priority TransForm Set (TKEw1)
#* Source Destination Service Bckion

= interface: outside

dyniamic: 65535. 1 F any: “  any: 7 Protect

1| ]

Enable anti-replay window size: :64 -

[ Apply ] [ Fesek

FolM 1Z 8t CHZ, ASAE §Z SX mlof IP F A0 CHE HEI} ooz o = gl
QLEE 7|82 2 ASAN| EXHSHE DefaultL2LGroup OF2Holl @ x| LICH 215 0| M3 35tedH™
4 mlofo| FHE MT Z & 71(0] ol M= cisco123)E DefaultL2LGroup2| 7|2+ & x|l oF
sHL|C}.
: Conflguratlon(-'r“é;') > Site-to-Site VPN > Advanced(11&) > Tunnel Groups(El'd 18)&

EH3t 1 DefaultL2LGroup® MEHE CIS Edit(=H)E FEI6tD H5lE AIM 28 7|18 7+4E
LICt 2t 2| OK(E )& S 2I&ct




Configuration > Site-to-site YPH > Advanced > Tunnel Groups
Configure IPsec site-to-sits tunnsd groups.
& Add| 3 Edk | B Dolete

Hame iGroup Policy IKEw] Enabilesd IKEv2 Enabled
DefauiziGrowe  [DftGroPokey []
m Edit IPsec Site-to-site Tunnel Group: DefaultlLILGroup et
ame: Dreff it 2L Group
IPsse Enabling
Group Poliey Name:  DftGrpPolicy v [ Mansge.. |

(Followsng bwo fiedds are attrbutes of the group pobcy selected abowe. )
| Enabdes [KE v1 Enabls [KE v2

IPsac Sektings
" IKE v1 Settings |
Seukrnkication
Freshared Key:  weswnes
Dewice Certificabe: | -- Mone -- -
IKE Pees D Vabdation: | Required .
IKE Keepalve
Disable keepabves
& Monktor keepaiives
Corfidencs [ntarval: |10 sovonds
Retry Inberval: |2 seconds
ok || comed || mel
& 3:0/F7 &tH 1 mo{(Central-ASA)l A UEFIE AP SR 717t M ELICH O] A
S+ 7| & #H M[ehE o= 2 E CIHHO|A/Z|01= VPNS &3l VPN B & M4 2las
S MIHOZ MHE 4 UBLICLOI AN BR 717t ¢ £ gl QEEl9 TREIX| o1 £5
5171 &lX| St K| QI AIAIR.
[F4] > [MO|E Cf MO|E VPN] > [1 8 &) ME=isty MEiE 08 Mol d 712 1
£ YH)S =gt [LH=| O8 HAM HECHg &Rt 28 YAME HEst o HEEL
Che2t2E|™M OK(E 2N E Z=IFLICt




Configuration > Site-to-Site VPN > Group Policles

Manage VPN group polcoes.A YPH group is & oolisction of usse-orssnted suthornization attribube fvahss pairs that may be stored inberraly on the devios or sxctermally on a RADILSLDE
policy infarmation i refesenced by VPN confection profiles and user sccounts.

T enfionce authorization atbribautes from an LDAP server you must use an LDAP sttribyte map,

& add - m'E:I:II Dot | R Assign
c i
Hame Type Turnelng Protocol cnnection F d“‘_mﬂ"'“"
DAGroPoblcy (Syctem Defauk) irkernal Lkevl s clerkless: Dof s Group; et s WEBVPHGroup:
ﬂ Edit Internal Group Palicy: DfitGrpPolicy £

[ DfGrpPobicy

Tunelng Protocols: [f| Clerithess SSL PN [ S50 VPN Clent  [f] IPsec IKEv1 [ | IPsec IKEv2  [] L2TF IPsec

roe tora- Slr—n

Idle Timeut: [[ucieited 30 | minutes

Madmans Connect Time: [ JF] Unlindbed mirpskies:

Lo J[ comce [[ e |
"

Finud: ) ) [ Mskeh Cazs

7. Configuration(Z1I|12]| O[A) > Firewall(}2t5) > NAT Rules(NAT T+&])& MEHSt
Rule(NAT & &7t) ZollM VPN EEiZlof CHEt no nat(NAT-EXEMPT) T+l T4
R OK(%"O.J) E galst|ct
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Cenl 0

o |,

(E) Add NAT Rule

- . B - @ &
B Match €| match Criteria: Criginal Packet . 1 | 1
Source If | Source Inkerface: inside v Destination Interface:  outside v
WSS | source Address: 10.1.2.0vinside_nekwork =] Destination Address: | 10.1.1.0-remote_networ| -]
Service: ATy B
Action: Translated Packet
Source NAT Type: Static -
Source Address: 10.1.2.0-inside_network | Destination Address: | 10.1.1.0-remote_networ| |
[] Use one-to-one address translation
| PAT Pool Translated Address: | - Service: - Original - B
Raund Robin
Extend PAT uniqueness to per destination instead of per interface
Translate TCP and UDP ports inko Fat range 1024-65535 | Include range 1-1023
Fall through bo interface PAT
Use IPv6 for source inkerface PAT Use IPv6 for destination interface PAT
Opticns
[¥] Enable rule
Translate DS replies that match this rule
|| Disable Proxy ARP on egress interface
— [¥] Lonkup route table bo lacate egress interface
[ — | _
Direction: _Bl:ll:h - |
S Ok [ Concel || heb |
\ J

Remote-ASA(S* I|0d)

1. ASDM O ZZ|#|0|410| ASA0 91| Wizards(OFHA) > VPN Wizards(VPN OHHA} >
Site-to-site VPN Wizard(AFO|E. CH AFOIE VPN OFHANE MEEHLICH

T Cisco ASDM 7.1 for ASA - 10,105.130.220

Rartup Wizard...
VPN Wizards
High Awvailability and Scalability Wizard...

Unified Communication ‘Wizard...

ik O AT alla - "
Site-bo-site VPN Wizard...

AryCannect VPN Wizard...

Clientless S50 VPN Wizard...

Find: |
TR Packet Capture Wizsrd. .. IPsec (KEv1) Rernote Access VPN Wizard...
. 76,75, o -
® 10.105.130.51 [ License |
= 10,0065, 130.54 Host Mame:  |2l-peer
= 10.005.130.72 )
™ 10.105,130,89 ASA Wersion:  9.1(F) Denvice Upbime: 2d 1h 42m 50
ml 14 wrs vmn A0 LS Verainn: T.104% Meodicm Ty ASA 52N

2. Next(CH=) & & =[8LIct



T Site-to-site VPN Connection Setup Wizard _———

VPN Wizard

Introchackion

Uise this wizard bo setup niew site-to-site VPN tuninel, & tunnel between bwo devices is caled & ske-to-sibe tunnel and is bidirection
probects the daka using the: IPsec probacol,

Sate-toe-Site VPN

Femate

Here is & foles on how bo sebup a she-to-site YPN connection.

3. ¥ 1|o{o] 28 IP =AE X|X5E{™ VPN Access Interface EESLCH2 220 M outsideE
MERSHL|CH & 5 5 ol M E|= QIE{H O|A(WAN)E MEE LTt Next(CHS)E = BHLICH

[E) Site-to-site VPN Connection Setup Wizard

Shaps Pesar Denvice Identification
1, Intraduction This skep leks you identify the peer YPM device by its TP address and the interface used bo sccess the peer.
2. Peer Device

Identification Peer [P Address: 172.16.2.1
3, Traffic to protect i .
4, Securiby WEM Access Interface: .Msﬂ! -
S, NAT Exempt
6, Summary

[ < Back | Next >

4. VPN E{HS ETI6IEE 5{25H0F 5t= ZAE/HEQIAE K|AELICH 0| BHAIME VPN E
dg I3t 24 HERT & ¥ HEXIE ®MSBsHoF &LICHLocal Network(2ZH LIER3)
2! Remote Network(HZ3 HER3) EE ol HES 226t Ho et FTAE MEdEL
Ch2t2 | Next(Ct=)E S2I&LCt




5.0l ool M AP 37 712/ AAEE 21& HE

D) Site-to-site VPN Connection Setup Wizard - —

Steps Traffic to protect

1. Inkroduckion This step bets you idantify the local network and remobe etwork betwean which the traffic is to be probeched using IPsec enoryption,
2. Pewr Device Idartific stio

3. Traffic bo probect o Ut i s

4. Security Local Metwork:  10.1,1.0/24 :

5. NAT Exennpt Remote Mabwerk:  10,1,2.0/24 B

G, Surnmary

<ok | (o> [

E =ELchol oo MAEElE A SR ZIE
cisco123LICt. L2L(LAN-to-LAN) VPNE Fdsle B2 7[2XMe 2 BHE & 0|2 ¥4
o] 1P FALCt

:'n Site-to-site VPN Connectson Setup Wicand N — s
gt Seority
1. Inkrodhaction This shp kets you sequns the selected traffic,

2. Pear Device [dentiicatio
@ Single Configuration

ASh uses Ehe pre-shared key entersd here to authenticste this device with the peer. AS0M vall salect common IE aned TSAKMP saourity pur amebers For

3. Tralfic bo probect

4 Security thik well oy bunnel establsherent, I i necomesended that this option is slso selscted when configuring the remobe peer,
£, MAT Exempt
6, Summary Fre-shared Key: sssssss
Curtommized Condigur ation
You can use pre-shared hey or digital certificate For suthentication with the peer device. You can also fine bune the data enoryplion algonichms ASCM
sedacbed for you.
<m:~r¢axt;f [ coel || e
S5t IKE & IPsec M2 XS & Zu|ac)|0lME AERE X[HE = J&LICh m|od
Zhod| oH—F o|& 9| Ux|5t= 20| 4040k & LICt Authentication Methods(2!& &) E49|

O>

Pre-shared Key(AtH &) 7|) ZE0] IKE HHH 1 AAH 3 7|2 2gtLict ol ool M=

cisco123¢lL|C}
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Hegs

Irstroshackic

Peer Device Identificatio
. Traffic bo probect
Security

. NAT Exempt

Smmaey

L A

l
|

- e — = T

Seorty
Thit st bets you secure the selacted traffic.

Sevple Configuration

BSE umes the pre-shared key entered hore bo suthankicabe this device with the peer. ASDM wil selact commman BE and ISAKMP securky parameters For
st wall oy burresl ostiablichenerit, It i recommended that this cption is slso selected when configuring the remots peer,

@ Customzed Configuration

Yiead £ use pre-shared key or dgtal certificate for suthentication with the peer device, Yei can o fire bune the data encryption aigorthims ASDM
sedocted For you.

IE Wersion " Autheriication Mathods | Encryplion Algorithens | Perfect Forwand Secrecy |

IKE iy 1
Pré-chared Key: (TETTTY

Rewoke Petr Certficabe Authenbication: || Allowsed Mangoe.

[l ] (ctiob ]

Encryption Algorithms(2 23} gt T 2|&) Bi& =& LI
6. IKE Policy(IKE E&) ZE= 210 = Manage(Z /)& 2 =I5t Add and configure a custom
IKE Policy(At& At X[ IKE G2 F71 & F)E S22 LICHIEA). 22T OKEQHE 2

2|7t

FE} Site-to-site VPN Connection Sergwizm - -

Steps

1. Entroduction

2. Peer Devvice Identificatio
3. Traffic bo probect

4. Security

5. MAT Exempl

6. Summary

- == fe

Seourty
This step bets you seoure the selected braffic,

Tirple Configurstion

B5A et the pre-shared key entered here to sutherticats this device with the peer. ASDM vl select common IKE ared ISRKMP security parametens for
sk wlll o buried eestisblithmant. It i necommended that thes option i ke selected whan configuring the remobs peer.

@ Customized Configuration

Yious can use pra-shared kay or digital certificate for suthentication with the peer devics, You can abeo Fire bune the dats snoryption slgonthms ASDM
saleched For you.

IKE ¥ersion | Authertication Methods” Ercryption Algorthms | Perfect Forward Secrecy |
IVE wersion 1

DEPokcy: | crackeses-sha, rsa-sig-ses-sha, pre-share-ses-sha, crack-ses-132-¢ha, r58-55g-065-192-sha, pre-share-ses-152: | Manage... |

Wssc Propossh |ESP-AES-128-5HA, ESP-AES-175-MDS, ESP-AES-152-SHA, ESP-AES-192-MD5, ESP-AFS-756-SHA, ESP-AES-266-4 | Select.. |
DVE version 2

EPoky:  |aes-256-sha-sha, 3e-192-2ha-sha, ses-sha-sha, Mdes-sha-shs, des-tharths [ Mansge... |

IPsec Proposal: AES2TE, AESI92, ALS, JDES, DES Selet. .

<tod | [(Mot> ] [ ) [ w0




7. IPsec Proposal ZE 20f /= Select(MEH)E 225t #St= IPsec Proposal(IPsec X[t
)= MEAELICH 22 £ Next(CHS)E E=IgLIct

mSiie-to—siMWHﬂnnnﬂﬁm‘Sﬂup‘Murd . WS T — T

Steps Sequrity
I 1. Introduction This step lets you secure the selected traffic.
| 2. Peer Device Identficatio |
3. Traffic to protect SIS
| 4 Security ASA uses the pre-shared key entered hisre bo suthenticate this device with the peer. ASDM will select common IKE and
| ™ ISAKIMP security parameters For that vall allow tunnel establishiment. Tt is recommended thak this option is also selected
5. MAT Exempt when configuring the remoke peer,
6. Summary

@ Customized Configuration
You can use pre-shared key or digital certificate For authentication with the peer device, You can akso fine tune the
data encryption algorithms ASDM sebected for you.

IKE Version | Authentication Methods” Encryption Algorithmes | Perfect Forward Secrecy |
IKE wersion 1
IKE Policy: pre-share-ses-256-sha

IPsec Proposal: |ESP-AES-256-SHA
IKE versgion 2
IKE Policy: aes-256-sha-sha

i il

IPsec Proposal; | AES2SE, AESI92, AES, 30ES, DES

[C<Back | [het> ] [Lcanen ] [__rw

Perfect Forward Secrecy(PFS) ®12 £ 0|&3t0{ Enable Perfect Forward Secrecy(PFS) 2 !
g Metg 4T QIALICH 22 5 Next(CHS)E 22/8LIC)

mglg-n}hmémﬁﬂwm : - - — I
Repd Sexurity
1. Introdudtion This step kets you seure the selecbed braffic.
2. Peer Device Identificatio

3. Traffic bo probsct e

i 5 & ASA uses the pre-shared key enbenad bere bo suthenticate this device with the peer, ASDM vall select comman IKE and [SAKMP security parameters for
= et wall alloaw burnel establishement, T i recommended that this option i alio selected when configuring the nemobe pser.

5 HAT Exempd

&, Summary

@ Customized Configuration

You can use pre-shared key or digtal certificate for suthentication with the peer device. You can akio fine bune the data encryption algorithms ASDM
selected for you.

IKE Version | Authentication Methods | Encryption Algorithmg ™ Perfiect Forward Secrecy |

Enable Perfect Forvard Sacrecy (PFS). If PFS B ued, & new Diffie-Hslinan exchange is performesd for aath phase-2 negotistion. [t ensures
[ ] thst & session key derived from a set of long-berm publc and private keys will not be compromised i one of the (long-term) private keys i
compromired in the futune

Cniffe-Hedman Group

o) (e (o) [




8. Exempt ASA side host/network from address translation(ASA & EAE/HEQIFH A F4
HE A2y & elEte MEiSto{ E{'e EBfE 0| Network Address Translation(HERZ &4

2 AIXE & oA HLICLESOR S50lM 2H EE R E MEsiod 224 HER =0
HEE & A= QB o|AE HYELICHNext(CHS )& &' LIC

L) Site-to-site VPN Connection Setup Wizard

Steps: MAT Exempt

1. Introduction This skep sllaws vou o exempt the locsl network sddresses from nebwork translation,
. Peer Device Idenkificatio _
Trafic bn probac ] Exempt ASA side hostfnetwork from address translation  inside =
SECurity
NAT Exempt

Summary

Ea




% Site-to-site VPN Connection Setup Wizard =

VPN Wizard

Summary

Here iz the summary of the configuration.

ame

El Summary
Peer Davice IP Address
WPM Access Inkerface

Protected Traffic

IKE VYersion Allowed
= Awthentication Method
IKE w1

IKE w2

=l Encryption Policy
Perfect Forveard Secrecy (PFS)
=l IKE v1
1KE Policy
1Pzec Proposal
=l IKE w2
IKE Policy

Walue

172.16.2.1

oukside

Local Metwork: 10.1.1.0/24
Remoke Mebwork: 10.1.2.0/24
IKE wersion 1 and IKE wersion 2

Use pre-shared key
Use pre-shared key when local device access the peer
Lise pre-share key when peer device access the local device

Disahled

pre-share-ags-256-sha
ESP-AES-256-SHA

aes5-256-sha-sha

IPsec Proposal AESZ56, AES192, AES, 3DES, DES
Metwork, Address Translation The protected traffic is not subjected to netwark address translation

| <Back || Finish | | cancel ||
CLI #x|golM

Y ASA(EH xfof) Hu|ago|M

1. Ct2 o od M= CHS 1 20 VPN EEi=ofl CHEF NO-NAT/NAT-EXEMPT &2 T+ & LICt.
obj ect network 10.1.1.0-renote_network
subnet 10.1.1.0 255.255.255.0

obj ect network 10.1.2.0-inside_network
subnet 10.1.2.0 255.255.255.0

nat (inside, outside) source static 10.1.2.0-inside_network 10.1.2.0-inside_network
destination static 10.1.1.0-renote_network 10.1.1.0-renote_network
no- proxy-arp route-|ookup
2. ¥4 Dynamic-L2L-peerE ¢!535t24™ DefaultL2LGroupdlH A SR 7|& FHFLICH
tunnel -group Defaul t L2LG oup i psec-attributes
i kevl pre-shared-key ciscol23
3. 2Bt AIIISAKMP HE g HolghLCt.
crypto ikevl policy 10
aut hentication pre-share
encryption aes- 256
hash sha
group 2
lifetine 86400
4. 2EHH| HE M E/IPsec HAHE X Oo|ghLCt.
crypto ipsec ikevl transformset tset esp-aes-256 esp-sha-hmac
5. CHS DI B4 AFS5tod S We TAFLICH Lot #e FE 2ot 04Z 20|20l A
HZE ZLIo|HE CHE 2t HEE &8 = U= RRI(Reverse Route Injection)& &
A3t LICHAME AFE).
crypto dynam c-map outside_dyn_map 1 set ikevl transformset tset
crypto dynamic-nmap outside_dyn_nmap 1 set reverse-route



6. 5 U2 253 Mof RISt T %25 WS M 5T 9 AIEH 0|20

ISAKMP/IKEv12 & ‘83t &Lct.
crypto map outside_map 65535 ipsec-isaknp dynam c outsi de_dyn_nap

crypto map outside_nmap interface outside
crypto i kevl enabl e outside

Remote-ASA(SX I|04)

1. VPN Ecli®oi CHEF NAT o2 &l T+ 48 LCt.
obj ect network 10.1.1.0-inside_network
subnet 10.1.1.0 255.255.255.0

obj ect network 10.1.2.0-renpte_network
subnet 10.1.2.0 255.255.255.0

nat (inside, outside) source static 10.1.1.0-inside_network 10.1.1.0-inside_network
destination static 10.1.2.0-renote_network 10.1.2.0-renote_network
no- proxy-arp route-| ookup
2. 1’4 VPN Z|of H AIM S& 7ol CHEt B &8 F&&fLich
tunnel -group 172.16.2.1 type ipsec-12|
tunnel -group 172.16.2.1 ipsec-attributes
i kevl pre-shared-key ciscol23

3. PHASE-1/ISAKMP &% H9J:
crypto i kevl policy 10
aut hentication pre-share
encryption aes- 256
hash sha
group 2
lifetime 86400
4. 2CHA| B EEHIPsec M Ho|ghLCt.
crypto ipsec ikevl transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
5. 80|22 VPN ECHE/HESZ E Holst= AMA S5 FIELIcH
access-1ist outside_cryptomap extended pernit ip object
10.1.1.0-inside_network object 10.1.2.0-renote_network

6.CHS DH7H B2 AFE5t0] TA &S5t S A AdsH|CH
I|o] IP TAZIQ S Hisd Z|&t

T AL =10
crypto map outside_map 1 match address outside_cryptonap
crypto map outside_map 1 set peer 172.16.2.1
crypto map outside_nmap 1 set ikevl transform set ESP-AES-256- SHA

7. 453 We M5t 2 QE{H 0|A0M ISAKMP/IKEV1 S & 43t &fLCt.
crypto map outside_map interface outside
crypto i kevl enabl e outside

CtES &l

}OI'

3H/VPN M A SE A IPsec

O M4dE AtE35to{ Zdm|aeio|Mo| MO =E 2t Sst=X| &= QlgLct.
Output Interpreter T #(SEE T ZAEH liT )= £ show BB E K| ELICH.show BHE £239| &
ME He{H [E8 QEZEH EF)E AFSE LT

- show crypto isakmp sa - IL|0{2| $4Zl IKE SA(Security Associations)& 25 E Al LICEH
. show crypto ipsec sa - $1Kf 2 E IPsec SAE E A& LICt.
O| MMoi M= & ASAO] CHEt &l Anto| of & o4& LICt.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

Y ASA

Central - ASA#show crypto isakmp sa
| KEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 172.16.1.1
Type :L2L Rol e : responder
Rekey 1 no State : MM_ACTI VE

Central - ASA# show crypto ipsec sa
interface: outside
Crypto map tag: outside_dyn_map, seq num 1, local addr: 172.16.2.1

I ocal ident (addr/mask/prot/port): (10.1.2.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
current _peer: 172.16.1.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 4, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O
#Valid ICVWP Errors rcvd: 0, #lnvalid ICVMP Errors rcvd: O
#send errors: 0, #recv errors: O

l ocal crypto endpt.: 172.16.2.1/0, renote crypto endpt.: 172.16.1.1/0
path mu 1500, ipsec overhead 74(44), nedia mu 1500
PMIU tine remaining (sec): 0, DF policy: copy-df
ICVMP error validation: disabled, TFC packets: disabled
current outbound spi: 30D071CO
current inbound spi : 38DA6E51

i nbound esp sas:

spi: O0x38DA6E51 (953839185)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 28672, crypto-map: outside_dyn_map
sa timng: remaining key lifetime (kB/sec): (3914999/28588)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x0000001F

out bound esp sas:

spi: 0x30D071CO (818966976)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 28672, crypto-map: outside_dyn_map
sa timng: remaining key lifetime (kB/sec): (3914999/28588)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

HZH-ASA



Renot e- ASA#show crypto isakmp sa
| KEvl SAs:
Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 172.16.2.1
Type ©L2L Rol e : initiator
Rekey : no State . MM _ACTIVE

Renot e- ASA#show crypto ipsec sa
interface: outside
Crypto map tag: outside map, seq num 1, local addr: 172.16.1.1

access-1ist outside_cryptomap extended pernit ip 10.1.1.0
255.255.255.0 10.1.2.0 255.255.255.0
local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.2.0/255.255.255.0/0/0)
current _peer: 172.16.2.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 4, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O
#Valid ICVWP Errors rcvd: 0, #lnvalid ICVMP Errors rcvd: O
#send errors: 0, #recv errors: O

local crypto endpt.: 172.16.1.1/0, renote crypto endpt.: 172.16.2.1/0
path mu 1500, ipsec overhead 74(44), nedia mu 1500
PMIU tine remaining (sec): 0, DF policy: copy-df
I CVMP error validation: disabled, TFC packets: disabled
current outbound spi: 38DA6E51
current inbound spi : 30D071CO

inbound esp sas:

spi: 0x30D071CO (818966976)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-nap: outside_map
sa timng: remaining key lifetime (kB/sec): (4373999/28676)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:

0x00000000 0x0000001F
outbound esp sas:

spi: 0x38DA6E51 (953839185)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-nap: outside_map
sa timng: remaining key lifetime (kB/sec): (4373999/28676)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

22X &



ol dMoiM= Hu|aelo|lMd BXE siidste ol MEE + = HEE MSELICHL

Output Interpreter = (SSE TPt s )= £ show BEE X[ HELICH.show BHE £240| &
M2 HE{H [E3 QlEz e -I TTFE MEELICH

B 1:debug BHE AFE 57| ™ol CIEHT BH| CHEt EQ HWEE HESHAAIL.

St 2ol ChE B3 2 AFSELCH

clear crypto ikevl sa <peer |P address>
Clears the Phase 1 SA for a specific peer.

F9:clear crypto isakmp sa HHES ZE & VPN E{22 A X|st=22 &al7t ELuict

PIX/ASA A~ Z E Qo] 22|A 8.0(3) O|& 0l A clear crypto isakmp sa <peer ip address> HEE At
23104 7 IKE SAE X|2 £ U&LICES.0(3) 0| AZ EQo] ZIEZ|A0AE B E{Hof CHBt
IKE & IPsec SAE X|<24™ vpn-sessiondb logoff tunnel-group <tunnel-group-name> HHEE Al
ghlct.

Renot e- ASA#vpn-sessiondb logoff tunnel-group 172.16.2.1
Do you want to | ogoff the VPN session(s)? [confirni
INFO Nunber of sessions from Tunnel G oup "172.16.2.1" |ogged off : 1

clear crypto ipsec sa peer <peer |P address>

1l Clears the required Phase 2 SA for specific peer.
debug crypto condition peer < Peer address>

111 Set | Psec/|SAKMP debug filters.

debug crypto i saknp sa <debug | evel >

'l Provides debug details of | SAKMP SA negoti ati on.
debug crypto ipsec sa <debug | evel >

111 Provides debug details of |Psec SA negotiations
undebug al

1l To stop the debugs

ANEEClHa:

debug cry condition peer <renbte peer public |P>
debug cry ikevl 127
debug cry ipsec 127

Remote-ASA(7HAIXH

B2 AlIE3StEd™ CHS packet-tracer BHEE /=48t

Renot e- ASA#tpacket-tracer input inside icmp 10.1.1.10 8 0 10.1.2.10 detailed

| PSEC(crypto_map_check)-3: Checking crypto nap outside_map 1: matched

Jan 19 22:00:06 [I KEvl DEBUG Pitcher: received a key acquire nessage, spi 0x0
| PSEC(crypto_map_check)-3: Looking for crypto map matchi ng 5-tupl e:

Prot=1, saddr=10.1.1.10, sport=0, daddr=10.1.2.10, dport=0

| PSEC(crypto_map_check)-3: Checking crypto nap outside_map 1: matched

Jan 19 22:00: 06 [IKEv1]IP = 172.16.2.1, IKE Initiator: New Phase 1, Intf
inside, IKE Peer 172.16.2.1 local Proxy Address 10.1.1.0, remote Proxy Address
10.1.2.0, Crypto map (outside_map)


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
//www.cisco.com/en/US/docs/security/asa/asa80/command/reference/uz.html#wp1525330

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, |KE _DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 172

Jan 19 22:00: 06 [IKEv1]IP = 172.16.2.1, |KE DECODE RECElI VED Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDCR (13) + NONE (0)

total length : 132

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, |KE _DECODE SENDI NG Message (nsgi d=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +

VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304
Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, |KE DECODE RECElI VED Message (nsgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +

VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304

Jan 19 22:00: 06 [IKEv1]IP = 172.16.2.1, Connection landed on tunnel group 172.16.2.1
<ski pped>. ..

Jan 19 22:00:06 [I KEV1]IP 172.16. 2.1, | KE_DECODE SENDI NG Message (msgi d=0) with
payl oads : HDR + ID (5) + HASH (8) + |1 0S KEEPALIVE (128) + VENDOR (13) +

NONE (0) total length : 96

Jan 19 22:00:06 [I KEvl]Goup = 172.16.2.1, |IP = 172.16.2.1,

Automatic NAT Detection Status: Remote end is NOT behind a NAT device

This end is NOT behind a NAT device

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, |KE_DECODE RECElI VED Message

(msgid=0) with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128)

+ VENDOR (13) + NONE (0) total length : 96

Jan 19 22:00:06 [I KEvl DEBUG Group = 172.16.2.1, |IP = 172.16.2.1, processing ID payload
Jan 19 22:00:06 [| KEvl DECODE] Group = 172.16.2.1, IP = 172.16.2.1,

ID IPV4_ADDR ID received 172.16.2.1

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, Connection |anded on tunnel _group 172.16.2.1
Jan 19 22:00: 06 [IKEvl DEBUG Group = 172.16.2.1, |IP = 172.16. 2.1,

Cakl ey begin qui ck node

Jan 19 22:00: 06 [IKEvl1l]Group = 172.16.2.1, IP = 172.16.2.1, PHASE 1 COMPLETED

Jan 19 22:00:06 [| KEvl DECODE] Group = 172.16.2.1, |P = 172.16.2.1, IKE Initiator
starting QM: nsg id = c45c7b30

Jan 19 22:00:06 [IKEvl DEBUG Group = 172.16.2.1, IP = 172.16.2.1, Transmitting Proxy Id:
Local subnet: 10.1.1.0 mask 255.255.255.0 Protocol 0 Port 0
Remote subnet: 10.1.2.0 Mask 255.255.255.0 Protocol 0 Port 0

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, |KE _DECODE SENDI NG Message
(msgi d=c45c7b30) with payloads : HDR + HASH (8) + SA (1) + NONCE

(10) + ID(5) + ID(5) + NOTIFY (11) + NONE (0) total length : 200

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, |KE _DECODE RECEI VED Message
(nmsgi d=c45c7b30) with payl oads : HDR + HASH (8) + SA (1) + NONCE (10) +
ID(5) + ID(5) + NONE (0) total length : 172

Jan 19 22:00:06 [I KEvl DEBUG Group = 172.16.2.1, |IP = 172.16.2.1, processing ID payload
Jan 19 22:00: 06 [IREvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1,

ID IPV4_ADDR SUBNET ID received--10.1.1.0--255.255.255.0

Jan 19 22:00:06 [|I KEvl DEBUG Group = 172.16.2.1, IP = 172.16.2.1, processing |ID payl oad
Jan 19 22:00: 06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1,

ID_IPV4_ADDR_SUBNET ID received--10.1.2.0--255.255.255.0



Jan 19 22:00:06 [IKEvl] Group = 172.16.2.1, |IP = 172.16. 2.1,
Security negotiation conplete for LAN-to-LAN G oup (172.16.2.1)
Initiator, Inbound SPI = 0x304071c0, Outbound SPI = 0x38da6e51

Jan 19 22:00:06 [IKEV1]IP = 172.16.2.1, |KE _DECODE SENDI NG Message
(msgi d=c45c7b30) with payloads : HDR + HASH (8) + NONE (0) total length : 76

Jan 19 22:00:06 [|KEvl] Group = 172.16.2.1, IP = 172.16.2.1,
PHASE 2 COMPLETED (nsgi d=c45c7b30)

Central-ASA(Responder)

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, |KE_DECODE RECEI VED Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 172

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, | KE_DECODE SENDI NG Message (msgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length

132

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, |KE_DECODE RECEI VED Message (nsgi d=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, Connection landed on tunnel_ group
DefaultL2LGroup

Jan 20 12:42:35 [|I KEvl DEBUG G oup = Defaul tL2LG oup, IP = 172.16.1.1,
Generating keys for Responder...

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, | KE_DECODE SENDI NG Message (nsgi d=0)
wi th payl oads : HDR + KE (4) + NONCE (10) +

VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) +
NONE (0) total length : 304

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, |KE_DECODE RECEI VED Message (nsgi d=0)
with payloads : HDR + ID (5) + HASH (8)

+ | OS5 KEEPALI VE (128) + VENDOR (13) + NONE (0) total length : 96

Jan 20 12:42:35 [|I KEvl DECODE] Group = Defaul tL2LG oup, IP = 172.16.1.1,

ID IPV4_ADDR ID receivedl72.16.1.1

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, |KE_DECODE SENDI NG Message (msgi d=0)

with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) +

VENDOR (13) + NONE (0) total length : 96

Jan 20 12:42:35 [| KEvl] Group = DefaultL2LGroup, IP = 172.16.1.1, PHASE 1 COMPLETED

Jan 20 12:42:35 [I KEvl DECODE] I P = 172.16.1.1, IKE Responder starting QM:
nsg id = ¢c45¢c7b30

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, | KE_DECODE

RECEI VED Message (nsgi d=c45c7b30) with payloads : HDR + HASH (8) + SA (1) +
NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0) total length : 200

Jan 20 12:42:35 [I KEvl] G oup = Defaul tL2LG oup, |IP = 172.16.1.1, Received remote
IP Proxy Subnet data in ID Payload: Address 10.1.1.0, Mask 255.255.255.0,
Protocol 0, Port O:



Jan 20 12:42:35 [I KEvl] Group = Defaul t L2LG oup,
IP = 172.16.1. 1, Received local
IP Proxy Subnet data in ID Payload: Address 10.1.2.0,
Protocol 0, Port 0Jan 20 12:42:35 [| KEvl DEBUG Group = Defaul t L2LG oup,

IP =172.16.1.1,

| sRekeyed ol d sa not found by addr
Jan 20 12:42: 35 [IKEvl]Group = DefaultL2LGroup, IP
check, map outside_dyn map, seq = 1 is a successful match

Jan 20 12:42:35 [I KEvl] Group = Defaul t L2LG oup,

processing notify payl oad
Jan 20 12:42:35 [I KEvl] G oup = Defaul t L2LG oup,

I P

Mask 255.255.255.0,

172.16.1.1,

172.16.1.1,

IP =172.16.1. 1,

Renmot e Peer configured for crypto map: outside_dyn_map

Jan 20 12:42:35 [IKEv1

DEBUG G oup = Defaul t L2LG oup,

Qv

Static Crypto Map

I KE

IP = 172.16.1.1,
Transmitting Proxy Id: Remote subnet: 10.1.1.0 Mask 255.255.255.0 Protocol 0 Port 0
Local subnet: 10.1.2.0 mask 255.255.255.0 Protocol 0 Port O:

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, |KE_DECODE SENDI NG Message (nsgi d=c45c7b30)

wi th payl oads :

Message (msgi d=c45c7b30) with payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE

(0) total length : 172 Jan 20 12:42:35 [IKEvV1]IP = 172.16.1.1, |KE_DECODE RECEI VED

HDR + HASH (8) + NONE (0) total length : 52:

Jan 20 12:42:35 [I KEvl] Group = Defaul tL2LG oup, IP = 172.16.1.1, Security

negoti ati on conplete for

Inbound SPI = 0x38daé6e51, Outbound SPI =

0x304071cO:

Jan 20 12:42:35 [I KEvl] Group = Defaul t L2LG oup, IP
PHASE 2 COMPLETED (nsgi d=c45c7b30)
Jan 20 12:42:35 [I KEvl] Group = Defaul t L2LG oup, IP
route for L2L peer coming in on a dynamic map. address: 10.1.1.0,

o e

Cisco ASA Series H&d 2%

IPsec EAHIKE Z2E& X|¥ HO|X|

RFC(Request for Comments)

71& X|¥ 8! X - Cisco System

172.16.1.1,

LAN-t 0o- LAN Group (DefaultL2LG oup) Responder,

172.16.1. 1, Adding static

mask: 255.255.255.0


/content/en/us/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config.html
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