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TCP server2 192.168.1.10:21 client 172.16.1.10: 50684,
flags U OB
TCP client 172.16.1.10:50685 server1 10.1.1.10: 21,
flags U OB

idle 0:00:04, bytes 694,

idle 0:00:04, bytes 1208,
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Y%ASA- 6- 302013: Built inbound TCP connection 24886 for client:172.16.1.10/ 49187
(172.16.1.10/49187) to server2:192.168.1.10/21 (192.168.1.10/21)

Y%ASA- 6- 302013: Built inbound TCP connection 24889 for client:172.16.1.10/ 49190
(172.16.1.10/49190) to server2:192.168.1.10/49159 (192.168.1.10/49159)
Y%ASA- 6- 302014: Teardown TCP connection 24889 for client:172.16.1.10/49190 to
server2:192. 168. 1. 10/ 49159 duration 0:00: 00 bytes 1078 TCP FI Ns

YASA- 4- 406002: FTP port command different address: 172.16.1.10(10.1.1.10) to
192.168.1.10 on interface client

Y%ASA- 6- 302014: Teardown TCP connection 24886 for client:172.16.1.10/49187 to
server2:192.168. 1. 10/ 21 duration 0:00: 00 bytes 649 Flow cl osed by inspection
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172.16.1.10/16

FXP Client

1 client
10.1.1.10/8 - 192.168.1.10/24
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server1 ---"'i' server2 g

Server 1 ] ] . ] Server 2
Cisco Adaptive Security Appliance
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FXP- ASA(confi g)# policy-map global_policy
FXP- ASA(confi g-prmap)# class inspection_default
FXP- ASA(confi g- pmap-c) # no inspect ftp

2. FXP 2CI0|¢UEQt F FTP A 7+e| S4I12 5{85te{H HMA S ES L HE LT

FXP- ASA(confi g) #access-1list servl extended permit ip host 10.1.1.10 any
FXP- ASA(confi g) #access-1list servl extended permit ip any host 10.1.1.10
FXP- ASA(confi g) #access-1list serv2 extended permit ip host 192.168.1.10 any
FXP- ASA(confi g) #access-1list serv2 extended permit ip any host 192.168.1.10
FXP- ASA(confi g) #access-1list client extended permit ip host 172.16.1.10 any
FXP- ASA(confi g) #access-1list client extended permit ip any host 172.16.1.10

3. ZF QIE{Ho|AN HMA SES MIELICH

FXP- ASA(confi g) #access-group servl in interface serverl
FXP- ASA(confi g) #access-group client in interface client
FXP- ASA(confi g) #access-group serv2 in interface server2
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140.6 M 06/12/2013 08
282b 06/03/2013 09

3.8M 05/08/2014 11
2.3k 09/06/2013 11
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| @ fip:/f10.1.1.10 - ftp:/f192. 168.1. 10 |

|i_1}_nmm: fip://10.1.1.10

s |
Name /| size Date
il,. Parent Directory

Js Jcdaemon 0 05/08/2014 | 3edaemon 0 05/08/2014 11
. FileZilla Server 0 05/06/2014( _ | . Cores 1 0 06/12/2014 07
L. iperf 0 09/04/2013| || L Cores 2 0 06/12/201407 &

A windows-tooks 002/1%/2014 | FileZilla Server 0 05/29/2014 11

|| ~DF38A940C083545280. TMP 0b 05/08/2014| || | Cisco ASDM-IDM Launcher Ik 2.3k 06/10/2014 08
__| ASDM on 123,123,124, 1-444.Ink 2.0k 10/10/2013 Q Cores 1.zip 277.0 M 06/12/2014 07
__| Cisco ASDM-IDM Launcher.Ink 2.3k 05/29/2014 |3 Cores 2.2p 140.6 M 06/12/2014 08
I-g_; desktop.ini 282b 06/03/2014 |4 desktop.ini 282 b 06/03/2014 0%
(57 fprush.exe 3.8M 05/06/201% |07 fiprush.exe 3.8 M 05/08/2014 11

|_| Google Chrame.lnk 2.2k 09062013 || Google Chrome.Ink 2.3k 09/06/2013 11
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14 fikeis) 4 folder(s) 307.9 M byte(s 11 file(s) 4 folder(s) 718.5M byte(s)
[2] List Complete: 1,864 bytes in B.22 seconds ¢4.86KB/s> -
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(2) Remote: ftp://192. 168.1.10 |
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Name i Size | Date + Name A Size| Date -
3 desktop.ini 282 b 06/03/2014 | FileZilla Server 0 05/29/2014 11
[#1 fiprush,exe 3.8 M 05/05/2014 || Cisco ASDM-IDM Launcher.Ink 2,3k 06/10/2014 08

| Google Chrome. Ink 2.3k 09/05/2013 |3 Cores L.zip 277.0 M 06/12/2014 07
[27 jre-6u31-windows{586-5.exe 16.4M 05/29/2014 | Cores 2.zip 140.6 M 06/12/2014 08
[ Kiwi_Syslogd.exe 6.9 M 05/05/2014 — | & | desktop.ini 232 b 06/03/2014 05
__ monodeexception. pcapng 255.2k 11/15/2013| ") fiprush.exe 2.8 M 05/08/2014 11
== operboad.exe 60,0k 11/27/2013 | Google Chrome.lnk 2.3k 05/06/2013 11 =
|| ratelimit.peaprg 280.4 M 03/04/2013 |= |87 jre-6u31-windows-586-5.axe 16.4 M 06/10/2014 0%
& server 1. bt IRt || monodeexception.peapng 255,2k 05/29/2014 1€
i__ test. i 31b 05/17/2014 __| rateimit.pcapng 280,4 M 05/29/2014 11
|32 windows-toels, 2ip 126.0k 02192014 | || s L b 05/29/2014 08
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|{1.‘.I Remote: ftp:/f10.1.1.10 (2} Remote: fip://192.168. 1. 10

‘Mame ] Size| Date -~ Name 7| Size | Date B
il. Parent Directory i.
}: 3cdaemon 0 05/08/2014 Ju 3cdaemon 0 05082014 11
|. FileZilla Server 0 05/06/2014( _ | J. Cores 1 0 06/12/2014 07
. iperf 0 09/04/2013| ||l Cores 2 0 06/12/2014 07 &
. windows-tools 002/15/2014| | L, FileZila Server 0 05/25/2014 11
|| ~DF38A940C089 545280, TMP 0b 05/08/2014 Cisco ASDM-IDM Laundher nk 2.3k 06102014 08
__| ASDM on 123,123,124, 1-444.Ink 2.0k 10/10/2013 § Cores 1.zip 277.0 M 06122014 07
__| Cisco ASDM-IDM Launcher. ink 2.3k 05/29/2014 |3 Cores 2.2ip 140.6 M 06/12/2014 08
| desktop.ini 282b 06/03/2014 4= desktop.ni 252 b 06/03/2014 0%
{7 fipeush. exe 3.8M 0506/2014 |07 frpeush. exe 3.8 M 05/08/2014 11
._.. Google Chrome. Ink 2.3k 09/06/2013 | Google Chrome.Ink 2.3k 09/06/2013 11
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2006-12-17 0Z:56:17.199376 172.16.1.310 16.1.1.10 FTF G0 Request: PASY

J006-12-12 02:%6;17. 200808 10.1.1.10 172.16.1.10 FTPR 100 Rezporsa s 31T Entaring passive mode (1001, 00,192, 963
2006=12-12 0Z:56:17. 200481 172.16.1.310 19%.168.1.10 FTP 7T Request: PORT 10,1,1,10,192 9§

I006-12-12 OF: 5617203297 19Z2.143.1.10 177.16.1.1% FTR A4 Resporsa s 200 PORT command sucoessful,

2006 -12-12 OF;56;17. 203953 172.16.1.310 192.168.1.10  FTP IT Requast: STOR Eiwi _Syslogd.am

I00G-12-17 QF:56:17.206272 19Z.163.1.10  177.16.1.1% FTPR 106 resporsa: 150 Fila states 0K | abour 0o open data comection
2006 -17-12 OF; 5617 2062852 177.16.1.10 10.1.2.10 FTP T Requast: FETR Eiwi Syvslogd .

2006-12-17 CF:56:17.208598 10.1.1.10 172.16.1.10 FTF 90 Resporse: 125 Using exfzting daca conmection

J006-17-13 025617 430617 173.16.1.20 193, 168.1.00  TCP G4 80684 » Frp [ack] Seq=180 sck=ai0 win=130M60 Lan=0
2006-17=12 OF:56:17.420724 177.16.1.10 10.1.1.10 TR 54 5065 > Fip [AO] Seqelld mckedd] winedIOGGA Len=d
J006-18-12 OF; 614, 340741 10.1.1.10 173.16.1.0%  FTP 110 Responsas 206 Closing data conmaction; Fila transfar succassful.

2006-12-12 0Z:56:18. 343382 192.168.1.10 172.16.1.10 FTP 110 Response: 226 Closing data conpection; File transfer successful.
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ANOE-172-17 O NR!ITE.FFARNZ  1F2.15.1.10 1Mm.1.1.°0 ETP A0 Bequent s Saky
ZO0E-12-12 030814, 760443 10,1.1.10 Lzl STl ETP _00 Besponze; 227 Zntering passive mods (10,1,1,10,1%2,99)

SU0E-12-12 O3tUe1s. yeld2s 12 16 1.14 19: 158.1.1U FTP f¢ Request! =0ORT 1U,1,1,100, 18 55
AONE-12-12 DAOR: 1S, R4 7% 177 15110 In.1.1,.0 e 540AY9T » T p AR =98 ACk=T07 Wwin=170704  n=0
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