ISP O|& 37} AFEE M| Twice NATS| NAT & &
S32 MNo{steE ol A2l EEM 7|1 o|M
o]

=it

/\7|.|
A @ Abg
27 AE
NEEE TMH 4
24
Z2 5 3y
7|2 2137t Ch2 5|5 of%7 ELinte
3H7=1 " e

F

EEMO| E2|7{E

EEM First NAT 7 %!0| A7 &
7 FHT|E Ol

=X sH&

eyl

O] EMoIME FL ISP AILIEIL(ISP O|& &) 0i M NAT(Network Address Translation) & St
£ M0{3t7| 25 EEM(Embedded Event Manager) OHZ 22 AIE 5= o CHa A ghL|ct

ASA(Adaptive Security Appliance) &322 &3
O|AE ZA™E [ NAT +2/0| 2t E Hlo|Z 2Tt
HF2 = THZI0| NAT 22| HEtHEl 1P /\er .% Io
215 NAT +=/0] At EILICH O|E "NAT gt 0|

|22l & °|E4H1IOIA§ %.*O.JoUI

NAT Divert(NAT T&h) &l HIO|2 2 Yo = UZ)2 E{Ho|A0] =2&5t= QlHR
E miZlof CHal S™X| T4 HE2 X|HsHE NAT F20| QK| &elgtL|ct s miZlo] S|
IP $_+_§ tﬂﬁ* PE HHE HAIMOZ X|HetE 720 gioH | oA QIEH O|AE 2 RI5t7|

| E O] =ELctmzle] =5 IIP $_+_§ 2ste Y E"'AI"*OE XI

_|_|_ _I—_I1_7<|0| Ql E 7=|_C|>_
oILE o2 0oz 23|/}

N T ALE



QTN

ol 2Moil cHet &7 @70 gi&LCh.

ABEE 78 24

Ol EMe| HEE= AT EQ o] 2E[A 9218 MA™SI= ASAE 7I|H 22 FhLCH

Ol EMel HEE= &Y & 2tE2| C|HIo|AE ECHE R HE[UELICEH O] A0 AHSE E% C|H}
Ola= Z=7I3HEl(7|2) ZI|adoldMez AI"*EI%QLIEL?EXH HELIZ &S 2 42, 2E
FFolo| HAHMRI BF 2 O|2] SKISHA|Z] HHEFLICH.

#r1:0| MMof| AF2El B0 ChEr AFMIEH LIS 2248 Command Lookup Tool(SSE 1
grLict.

3712 ClE{m|o[A 7t T EE|R&LICHLIF, 21F (7|2 ISP) ! BackupISP(£Z ISP)
S E% A2U(203.0.113.024) 22 O|S# [} 5 SIEIHOIA 5 stLtolA] EEHTI Hetstz 2 7
SE|A &L

nat (any, Qutside) source dynanmi c any 192.0.2.100_nat destination
static obj_203.0.113.0 obj_203.0.113.0

nat (any, Backupl SP) source dynami c any 198.51.100. 100_nat destination
static obj_203.0.113.0 obj_203.0.113.0

Az 25 7y

sla nmonitor 40

type echo protocol iplcnpEcho 192.0.2.254 interface Qutside
num packets 2

ti meout 2000

t hreshol d 500

frequency 10

sla nonitor schedule 40 life forever start-time now

route Qutside 203.0.113.0 255.255.255.0 192.0.2.254 1 track 40
rout e Backupl SP 203.0.113. 0 255. 255. 255. 0 198. 51. 100. 254 100
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O| S 2 packet tracer B2 AL&35104 2 QI = QU&ELICHUN-NAT EHA 0l M NAT Tt &8 =
QIgtLCH.

ASA(confi g-if)#packet-tracer input inside tcp 10.180.10.10 1024 203.0.113.50 80 detailed

Phase: 1

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Config:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7fff2af839a0, priority=1, dommi n=pernmit, deny=fal se
hi ts=1337149272, user_dat a=0x0, cs_i d=0x0, |3 _type=0x8
src nmac=0000. 0000. 0000, mask=0000. 0000. 0000

dst nac=0000. 0000. 0000, mask=0100. 0000. 0000

i nput _i fc=i nsi de, output_ifc=any

Phase: 2

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Config:

nat (any, Qutside) source dynanmi c any 192.0.2.100_nat destination
static obj_203.0.113.0 obj_203.0.113.0

Addi tional |nfornation:

NAT divert to egress interface Qutside

Untransl ate 203.0.113.50/80 to 203.0.113.50/80

<Qut put truncated>

Resul t:

input-interface: inside

i nput-status: up

input-line-status: up
output-interface: Qutside
output-status: administratively down
out put-1line-status: down

Action: allow
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event nmanager applet NAT
event syslog id 622001



action 1 cli command "no nat (any, Qutside) source dynanmi c any 192.0.2.100_nat destination
static obj_203.0.113.0 obj_203.0.113.0"

out put none

event nmanager applet NAT2

event syslog id 622001 occurs 2

action 1 cli command "nat (any, Qutside) 1 source dynami c any 192.0.2.100_nat destination
static obj_203.0.113.0 obj_203.0.113.0"

out put none
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ci scoasa(config-if)# int gio0/0
ci scoasa(config-if)# shut
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Y%ASA- 4- 411004: Interface CQutside, changed state to administratively down
YASA- 4- 411004: Interface G gabitEthernet0/0, changed state to administratively down

ci scoasa(config-if)# show track

Track 40

Response Tinme Reporter 40 reachability
Reachability is Down

5 changes, |ast change 00: 00: 44

Lat est operation return code: Ti neout
Tracked by:

STATI C- 1 P- ROUTI NG 0
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Syslog 6220012 ZZ X|7{ 2ot 2 MEE|0H EEM oHEZ! 'NAT'7} =& E LICt.show event
manager BEo| £ 7Y o E X0 AEf L A™A AlZtE gtAFgfLCt

Y%ASA- 6- 622001: Renpvi ng tracked route 203.0.113.0 255.255.255.0 192. 0. 2. 254,

di stance 1, table default, on interface Qutside

Y%ASA- 5-111008: User 'eenl executed the 'no nat (any, Qutside) source dynamc

any 192.0.2.100_nat destination static obj_203.0.113.0 obj_203.0.113.0" command.
Y%ASA- 5-111010: User 'eeml, running 'CLI' fromIP 0.0.0.0, executed 'no nat

(any, Qutsi de) source dynam c any 192.0.2.100_nat destination static obj_203.0.113.0
obj _203.0.113.0'

%ASA- 6- 305010: Teardown static translation from Qutside:203.0.113.0 to

any: 203. 0. 113.0 duration 0:01: 20

ci scoasa(config-if)# show event manager

Last Error: Command failed @2014/05/13 05:17:07

Consol i dat ed sysl og range: 622001- 622001

event nanager applet NAT, hits 3, last 2014/05/13 05: 18: 27

last file none

event syslog id 622001, hits 3, last 622001 @ 2014/05/13 05: 18: 27

action 1 cli command "no nat (any, Qutside) source dynanmi c any 192.0.2.100_nat
destination static obj_203.0.113.0 obj _203.0.113.0", hits 3, last 2014/05/13 05:18: 27
event nmanager applet NAT2, hits 1, last 2014/05/13 05:17: 07

last file none

event syslog id 622001, hits 3, last 622001 @ 2014/05/13 03: 11: 47

action 1 cli command "nat (any, Qutside) source dynam c any 192.0.2.100_nat
destination static obj_203.0.113.0 obj _203.0.113.0", hits 1, |ast 2014/05/13 05:17: 07
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ci scoasa(config-if)# show run nat
nat (any, Backupl SP) source dynam ¢ any 198.51.100.100_nat destination static
obj _203.0.113.0 obj _203.0.113.0
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ci scoasa(config-if)# packet-tracer input inside icmp 10.180.10.10 8 0 203.0.113.100

Phase: 1

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Inplicit Rule

Addi tional Information:

Forward Fl ow based | ookup yields rule:

in id=0x7fff2b1862a0, priority=1, domai n=permt, deny=false
hits=1, user_data=0x0, cs_i d=0x0, |3_type=0x8
src nmac=0000. 0000. 0000, nask=0000. 0000. 0000
dst mac=0000. 0000. 0000, mask=0100. 0000. 0000

i nput _i fc=i nsi de, output_ifc=any



Phase: 2

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Config

nat (any, Backupl SP) source dynami c any 198.51. 100. 100_nat destination
static obj_203.0.113.0 obj_203.0.113.0

Addi tional |nfornation:

NAT divert to egress interface Backupl SP

Untransl ate 203.0.113.50/80 to 203.0.113. 50/ 80

Phase: 3

Type: NAT

Subt ype:

Resul t: ALLOW

Config

nat (any, Backupl SP) source dynami c any 198.51. 100. 100_nat destination
static obj_203.0.113.0 obj_203.0.113.0

Addi tional |nformation:

Dynami c translate 10.180.10.10/0 to 198.51. 100. 100/ 47312

Forward Fl ow based | ookup yields rule:

in id=0x7fff2b226090, priority=6, dommi n=nat, deny=fal se

hi ts=0, user_dat a=0x7fff2b21f590, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=0

dst ip/id=203.0.113.0, nmask=255.255.255.0, port=0, tag=0, dscp=0x0
i nput _i fc=any, out put _ifc=Backupl SP

------------- Qutput Omitted -----------------

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up

out put-interface: Backupl SP
out put-status: up

out put-1line-status: up
Action: allow
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