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ciscoasa# test aaa-server authentication NPS host 10.105.130.51 username vpnuser password
INFO: Attempting Authentication test to IP address <10.105.130.51> (timeout: 12 seconds)

radius mkreqg: 0x80000001
alloc_rip 0x787a6424
new request 0x80000001 --> 8 (0x787a6424)
got user 'wvpnuser'
got password
add_req 0x787a6424 session 0x80000001 id 8
RADIUS_REQUEST
radius.c: rad_mkpkt

RADIUS packet decode (authentication request)

Raw packet data (length = 65).....

01 08 00 41 c4 1b ab la e3 7e 6d 12 da 87 6f 7f | ...A.....~m.

40 50 a8 36 01 09 76 70 6e 75 73 65 72 02 12 28 | @P.6..vpnuser.. (
c3 68 fb 88 ad 1d f2 <3 b9 9a a9 5a fa 6f 43 04 |  h.o........ Z.oC.
06 0a 69 82 de 05 06 00 00 00 00 3d 06 00 00 0O | P R =

05 |

Parsed packet data.....

Radius: Code = 1 (0x01)

Radius: Identifier = 8 (0x08)

Radius: Length = 65 (0x0041)

Radius: Vector: C41BABI1AE37E6D12DA876F7F4050A836

Radius: Type = 1 (0x01l) User-Name

Radius: Length = 9 (0x09)

Radius: Value (String) =

76 70 6e 75 73 65 72 | vpnuser

Radius: Type = 2 (0x02) User-Password

Radius: Length = 18 (0x12)

Radius: Value (String) =

28 c3 68 fb 88 ad 1d f2 c¢3 b9 9a a9 5a fa 6f 43 | (.heoooooe. Z.oC

Radius: Type = 4 (0x04) NAS-IP-Address
Radius: Length = 6 (0x06)
Radius: Value (IP Address) = 10.105.130.52 (0x0A6982DE)
Radius: Type = 5 (0x05) NAS-Port
Radius: Length = 6 (0x06)
Radius: Value (Hex) = 0x0
Radius: Type = 61 (0x3D) NAS-Port-Type
Radius: Length = 6 (0x06)
Radius: Value (Hex) = 0x5
send pkt 10.105.130.51/1645
rip 0x787a6424 state 7 id 8
rad_vrfy () : response message verified
rip 0x787a6424
chall_state "'
state 0x7
regauth:
cd 1b ab la e3 7e 6d 12 da 87 6f 7f 40 50 a8 36
info 0x787a655c
session_id 0x80000001
request_id 0x8
user 'vpnuser'
response '***!
app 0
reason 0
skey 'cisco'
sip 10.105.130.51



type 1

RADIUS packet decode (response)

Raw packet data (length = 78).....

02 08 00 4e e8 88 4b 76 20 b6 aa d3 0d 2b 94 37 | ...N..Kv ....+.7
bf 9a 6c 4c 07 06 00 00 00 01 06 06 00 00 00 02 |  ..1L.....o......
19 2e 9a 08 07 ad 00 00 01 37 00 01 02 00 Oa 6a | Te.o... J
2c bf 00 00 00 00 3c 84 0f 6e £5 95 d3 40 01 cf | ... <..n...@..
le 3a 18 6f£ 05 81 00 00 00 00 00 00 00 03 I <

Parsed packet data.....

Radius: Code = 2 (0x02)

Radius: Identifier = 8 (0x08)

Radius: Length = 78 (0x004E)

Radius: Vector: E8884B7620B6AAD30D2B9437BFI9A6CAC
Radius: Type = 7 (0x07) Framed-Protocol
Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x1

Radius: Type = 6 (0x06) Service-Type
Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x2

Radius: Type = 25 (0x19) Class

Radius: Length = 46 (0x2E)

Radius: Value (String) =

9a 08 07 ad 00 00 01 37 00 01 02 00 Oa 6a 2c bf | oo Te.o... J. .
00 00 00 00 3c 84 Of 6e f5 95 d3 40 01 cf 1le 3a | ....<..n...@...:
18 6f£ 05 81 00 00 00 00 00 OO0 0O 03 | .oel.

rad_procpkt: ACCEPT

RADIUS_ACCESS_ACCEPT: normal termination
RADIUS_DELETE

remove_req 0x787a6424 session 0x80000001 id 8
free_rip 0x787a6424

radius: send queue empty

INFO: Authentication Successful
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Log Name: Security
Source: Microsoft-Windows-Security-Auditing
Date: 2/10/2014 1:35:47 PM
Event ID: 6273
Task Category: Network Policy Server
Level: Information
Keywords: Audit Failure
User: N/A
Computer: win2k8.skp.com
Description:

Network Policy Server denied access to a user.

Contact the Network Policy Server administrator for more information.

User:
Security ID: SKP\vpnuser
Account Name: vpnuser
Account Domain: SKP
Fully Qualified Account Name: skp.com/Users/vpnuser

Client Machine:
Security ID: NULL SID
Account Name: -
Fully Qualified Account Name: -
OS-Version: -
Called Station Identifier: -
Calling Station Identifier: -

NAS:
NAS IPv4 Address: 10.105.130.69
NAS IPv6 Address: -
NAS Identifier: -
NAS Port-Type: Virtual
NAS Port: 0

RADIUS Client:
Client Friendly Name: vpn
Client IP Address: 10.105.130.69
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Authentication Details:

Connection Request Policy Name: vpn

Network Policy Name: vpn

Authentication Provider: Windows

Authentication Server: win2k8.skp.com

Authentication Type: PAP

EAP Type: -

Account Session Identifier: -

Logging Results: Accounting information was written to the local log file.
Reason Code: 66

Reason: The user attempted to use an authentication method that is

not enabled on the matching network policy.
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