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NATO!| CHEH REM|BH LIRS # 2: Cisco ASA Series Firewall CLI Z41|280]|M 7}0|=, 9.12]
NATOJ CHEE B2 S48 HESAUAL.

T+

A= |

7|2 ASA ZZ|azolM M2 37He| HIER(T MaHE| dAE 3749| QIE{H 0|A LTt ISP
HESZ MIIHET} Ethernet0/0 RIE{H|O|A0] HAZEE| T Hot =& 022 2|F0of &i|o|2 0] X|HEH
L|Ct. L2 W E Q3 = Etherneto/10] 242 E[0{ I E ot £&0] 1002 insideZE &|0|E0| x|
Zlof &L & M7t 4 F 5= DMZ MIOAHE = Ethernet0/20] HAZE|H 2ot =& 0] 509!
DMZZ gi|o|g o] X|HEELICt.

O oflef RIE{m[O|A Am|T oM & IP 4= CHEL Z&LCH

interface Ethernet0/0

nanei f outside

security-level 0

i p address 198.51.100. 100 255. 255. 255. 0
|

interface Ethernet0/1

nanei f inside

security-level 100

i p address 192.168.0.1 255.255.255.0
|

interface Ethernet0/2

nanei f dne

security-level 50

i p address 192.168.1.1 255.255.255.0
|

route outside 0.0.0.0 0.0.0.0 198.51.100.1

0{7|A ASAS| LHE QIE{H|O|A T} IP A 192.168.0.12 MHME|0{ o LHE SAE Q| 7|E 0]
E9o|2 &folg = Q&LICH ASAS| 2|8 CIEH|O|AE ISPUHIM [F2 IP FARE FHELICE 7|
2 227t e, 0| 2= next-hop= ISP H|O|E0|2 MHEFLICt. DHCPE At85t= 4% &t
5o 2 NI ELICH DMZ QIE{HO|AE IP T4 192.168.1.12 LA E|H, DMZ HE QT MOIHE
O| SAEN CHE 7|2 HOIENO|QLICE
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DNS Server

152.168.0.53
e0/1: inside e0/0: outside
: -
(100) 21 (0) ‘x.‘_-,....f-"'
l---ni
Inside Host e0/2: dmz
192.168.0.125 (50)

Webserver
192.168.1.100

1EtAH.. EAEJ} QIEHICE L& £+ QT2 NAT 74

0| oi|ofl M= AutoNATE}LE 5H= Object NATZ} AFREILICH 7HEH HA| TAIE ALEFS LY
DMZ MIZHE S| ZAET} QIE{Hlof 1ZE = UL T 5{83t= NAT -T-f"'O'L—IEP Ozt ZAE
M“ IP FAE AEsIEZ QIE{SI0]A EPOE' Jtse FAZ BEsloF ELICE 0] 32 ASAS £

QIEIHOIA IP £ AR Ho|Z S FAE HEELICH 0|5 |P7h X3 WHE|S 2 (DHCP I
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A& BH=o{ofF gfLCt. ZF 7H7<1|01|A‘| o|g{et 22to|MET} sHTE QIEH0o|A MM 2|F QIEH0|A
2 ™Y M PAT(Port Address Translation)& +=¥&& = = 8™ nat &2 F/GELIC.

Ol Zm|Zzfo|M2 CHEo FAHELICH

obj ect network inside-subnet
subnet 192.168. 0.0 255.255.255.0
nat (inside, outside) dynam c interface
!
obj ect network dnez-subnet
subnet 192.168. 1.0 255.255.255.0
nat (dne, outside) dynanmic interface
O Aol A&l &2l x| 2 o]ME E T (show run BHEL| £39) A Ho|7}
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U= AP%XM ISPOI M X Z8t CtE P NEREFIHIP FA)| AZE = U E LS LICH
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M ASA7I ¥ ME{2| TCP ZE 80(192.168.1.100)2 2|F 2| TCP ZE 802| 198.51.100.101%{H
e £ QA*LIH O|Mo| =& At Ot EH7HXIZ A2 789.|o+:'_ S Z4A|of CHEr #HEt 7=
Z MO|gtL|Ct ESH 0| SAEE HEHE £ Qe IPE LIEHUE F B & E HolghL|ct.

0x

o)

=
A
T
P

obj ect network webserver-external -ip

host 198.51.100. 101

!

obj ect network webserver

host 192.168. 1. 100

nat (dnez, outside) static webserver-external-ip service tcp www ww

O| od|loll A NAT T#2{0| 2|0fst= HHE R9fstH ChEnt Z&LCh

DMZ MIHEONM IP =4 192.168.1.1002 Y X|5t= §_ E7} TCP ZE 80(www)0l M XS El o
AE AR e oizhol Sl SIEMOIAS LoHs 2 Sl DIHOIAS TP Ee
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8.1.1002 2 HEtstD e ZE= TCP ZE 80(www) Y == AUSH DMZE HEE
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QIF(Eet =& 0)2] ZAEE LR (S =& 100)2] 3AE0 A2 & gisLc
QR (ESt =& 0)2l ZEAEE= DMZ(E S =& 50)2| ZAE0| HZAE = i&LICH
LIS (EQH =& 100)2] ZAE0 A& + ¢ %L—IEP

. DMZ(E ot & 50)0| SAEL
QR0 DMZ HER AR &ot= ECHE2 oA HI|ae|o|MHe| ASANMIM HESFEE, 2EAH 9|
NAT Z1I|2go|Moll = EF st °._|E4‘-*'°I MEXRI7F E MBHol HAZE == gigLCt. O] EEH‘*""
HA|ZS 2 F{EFH ok °*L—IEP 8.3 0|&f R =0l = EgtEl IP7} ofL|2t ACLO| A'= SAEQ| AN
IPE Ab83HoF BLiCh =, Hm|aaolMoM ZE 8001A 192.168.1.1002 2 &5t ERfES 5
23517 198.51.100.1012 &3t= EEH‘*'._ 51& 5t K| 2fotok §LCt ZtASHE ?IsH 25 Ao H o
gt A& Ol ACLOIE AFEE &= &LICH ACLO| MEE|™ F °._|E4THIOI¢04IA-I ClHIR2 = ME
SOk & LCt.

ChS2 olefer Zu|asold BEe| 2&elLct

access-1ist outside_acl extended permit tcp any object webserver eq ww
|

access-group outside_acl in interface outside
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any(where)0ll M ZE 809| ZHA|| & A{HH(192.168.1.100)7} LIEIL=E SAERQ
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obj ect network dns-server

host 192.168.0. 53

!

access-list dnz_acl extended permt udp any object dns-server eq domain
access-1ist dnz_acl extended deny ip any object inside-subnet

access-list dnz_acl extended permt ip any any
!

access-group dnz_acl in interface dne

ACL2 B3| UDP ZE 532/ DNS MHZ EZfEE &{&ste AECH o SEELICH X HK 518
S|MDE AL FCHHE DMZOM QIE{HIO| SAE R MEE|= 2 E Ei= 0| XHEHELICH ACL2
ACLO| Zof 2t A|X 'deny ip any any'7t A& LICH [HE2tA DMZ ZAE 7L QIE{of AZE|X| i &L
Ct. DMZOIM QIf 22| EBHEI2 DMZ QIE{H| 0|A 0| ACLE X&35l0 7|[BXMo Z S E|X|2 DMZ
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4B, T 2507] 7158 AL 5Hof HIlaFolM ElAE

Ol Az TBo|M0| REEHCD R, MOHE RS sH=X| 2QIst7| YsH ElAEsHoF FLICH 7HE

412 geie Ul SAEE ABo= HALHUIEAI0 29). T2if CLIolA 018 HA=sn
U ASA £2 AHMIS| 4 TEEH HZ! 7|8 AS5tod YAUE 2HE HAES T HrjxoR
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2! FH7|= dEdo| o7 H+-E 7| e 2 miZlE AlZoio|Met1 sHE mZ '% QIE{H 0|4 ol O]
B Z20 &est= YAz xSt ol A miZlo| tolo{of A == met HghL|ct
ol {Z!2 YatHe S I +™dcle +H2 AM I Z2HNAE S&f Fllt=20, WA FH7|=
ZANE 7|SELICH AEAYS| ZAEZ LIVHE LI 2AEE AIEHIOIA._"E LICt o] HE2 &3t
Hof Ct 2 & +-SH= = X|A[EfLICH

AA ZE 123459| IP F4 192.168.0.1250| M LHE QIEH|O[AR E0{2 CP mZ!E AlZtiOo|
Mstod ZE 809| IP F£4 203.0.113.12 X|™ g L|CY.

ci scoasa# packet-tracer input inside tcp 192.168.0.125 12345 203.0.113.1 80

Phase: 1

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Config:

Implicit Rule

Addi tional Infornmation:
MAC Access |i st

Phase: 2

Type: ROUTE- LOOKUP

Subt ype: input

Resul t: ALLOW

Config: Additional Infornation

in 0.0.0.0 0.0.0.0 outside Phase: 3
Type: NAT

Subt ype:

Resul t: ALLOW

Config:

obj ect network inside-subnet

nat (inside,outside) dynam c interface
Addi tional |nfornation:

Dynamic translate 192.168.0. 125/ 12345 to 198.51. 100. 100/ 12345

Phase: 4

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Config:

Addi tional Infornmation:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Config:

Addi tional Infornmation:



Phase: 6

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 7

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 8

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 1, packet dispatched to next nodul e

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up

out put-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

ZAn™Mo 2 EFNE0| F{E|H, 0= I 2 0|MHoA 2= NAT L ACL HAAIE E1+8i 1 0|28
A OlE{HO|A QIEZE ME LIRSS 9I |ghL|ct. mfZ!2 3EAH A HEt Ao, SHE EHA|2| Al
H dMEoe MESE 720 EAIELICH SAE 192.168.0.1255 F430i [H2} 198.51.100.1002. 2
Sxo=z g4ghEL|C)

O|Al Qe & MHE Ol HAZAE Qal A™SIAAIR. QIE{HIO| SAEE Q| QIE{H 0|A Q|
198.51.100.1010| Q125104 & M0l HMAE = U&LICH CHS HH2 CHA|CIS e 2 HErE L

Ct.
A EE 123452| IP F4 192.0.2.1230 A |F QIE{H0|AZ E0{2= TCP MZ!E AlE2|0|H
§tod ZE 809| IP F4 198.51.100.1012 X|&gfL|Ct.

ci scoasa# packet-tracer input outside tcp 192.0.2.123 12345 198.51.100. 101 80

Phase: 1

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

obj ect network webserver

nat (dnz,outside) static webserver-external-ip service tcp ww ww
Addi ti onal Infornmation:

NAT divert to egress interface dne

Untransl ate 198.51.100.101/80 to 192.168. 1. 100/ 80

Phase: 2

Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW



Confi g:

access-group outside_acl in interface outside

access-1ist outside_acl extended permit tcp any object webserver eq www
Addi tional |nfornation:

Phase: 3

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 4

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:
Phase: 5

Type: NAT

Subt ype: rpf-check

Resul t: ALLOW

Confi g:

obj ect network webserver

nat (dnez,outside) static webserver-external-ip service tcp www ww
Addi tional |nfornation:

Phase: 6

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional |Information:

Phase: 7

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 8

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 3, packet dispatched to next nodul e

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: dne
out put-status: up

out put-1line-status: up
Action: allow

0| Z20l miZ!o| s{&-ELICt ACLO| A3 oFR =1 HI|Tgo[M0] Moz EAIZIH QIH
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ASA Version 9.1(1)

1

interface Ethernet0/0

namei f out si de

security-level O

i p address 198.51.100. 100 255. 255. 255.0
1

interface Ethernet0O/1

namei f inside

security-level 100

i p address 192.168.0.1 255. 255.255.0
1

interface Ethernet0O/2

namei f dne

security-level 50

i p address 192.168.1.1 255.255.255.0
1

obj ect network inside-subnet

subnet 192.168. 0.0 255. 255.255.0

obj ect network dnz-subnet

subnet 192.168.1.0 255.255.255.0

obj ect network webserver

host 192. 168. 1. 100

obj ect network webserver-external -ip
host 198.51.100. 101

obj ect network dns-server

host 192. 168. 0. 53

1
access-1ist outside_acl extended permit tcp any object webserver eq www
access-list dnz_acl extended permit udp any object dns-server eq domain
access-list dnz_acl extended deny ip any object inside-subnet
access-list dnz_acl extended permit ip any any

1

obj ect network inside-subnet

nat (inside,outside) dynam c interface

obj ect network dnez-subnet

nat (dnz, outside) dynami c interface

obj ect network webserver

nat (dnez,outside) static webserver-external-ip service tcp www ww
access-group outside_acl in interface outside

access-group dnz_acl in interface dne

1

route outside 0.0.0.0 0.0.0.0 198.51.100.1 1

o & S04, ASA 550501 A1 QIE{H|O|A T &M EA|E CHz A E F?(Ethernet0/00] HAZAE 2|F,



Ethernet0/10 @3Z3E! LIS L Ethernet0/20{ @12 El DM2):

ASA Version 9.1(1)

|

interface Ethernet0/0

description Connected to Qutsi de Segnment
swi tchport access vlan 2

|

interface Ethernet0O/1

description Connected to |nside Segnent
swi tchport access vlan 1

|

interface Ethernet0/2

description Connected to DMZ Segnment
swi tchport access vlan 3

|

interface M an2

namei f outsi de

security-level 0O

ip address 198.51.100. 100 255. 255. 255.0
|

interface M anl

namei f inside

security-level 100

ip address 192.168. 0.1 255.255.255.0
|

interface M an3

namei f dne

security-level 50

ip address 192.168. 1.1 255.255.255.0
|

obj ect network inside-subnet

subnet 192.168.0.0 255.255.255.0

obj ect network dnez-subnet

subnet 192.168.1.0 255.255.255.0

obj ect network webserver

host 192.168. 1. 100

obj ect network webserver-external -ip
host 198.51.100. 101

obj ect network dns-server

host 192. 168. 0. 53

access-1list outside_acl extended permt tcp any object webserver eq ww
access-list dnz_acl extended permt udp any object dns-server eq domain
access-list dnz_acl extended deny ip any object inside-subnet
access-list dnz_acl extended permt ip any any

|

obj ect network inside-subnet

nat (inside,outside) dynam c interface

obj ect network dnez-subnet

nat (dnz, outside) dynamc interface

obj ect network webserver

nat (dnz, outside) static webserver-external-ip service tcp ww ww
access-group outside_acl in interface outside

access-group dnz_acl in interface dnz

|

route outside 0.0.0.0 0.0.0.0 198.51.100.1 1
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