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firepower & 11: ASA(Adaptive Security Appliance), FTD(Monitoring Threat Defense) EE

FTD(Secure Firewall Threat Defense)2| HE|FHAE 2t G0 CHEF HHIO|EE LIE2 Eh:. =M

2 AR 5HAIAL.

firepower /31 90 IGMP 2! HE|FHAE 7|2 EA A
firepower 2|21 8to{ 2! ASA Multicast PIM 2| siZ

oF0{/2f0
ofo{ |Md™EH
First-Hop Router - HE[FHAE ER{Eo| AA0| AY HAEE ¢
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L|C}.
Last-Hop Router - HE|FHAE EZ{Z | AKXt 2H HAHE &
LHR |
2] L|C},
RP 1= PNES
gFAL IS 2HRH

SPT 22 32 EE
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M8 |¢s QlEmolA S5

MRIB |HEIFHAE 2t2E HE 7|4t
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https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217891-troubleshoot-firepower-threat-defense-ig.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217891-troubleshoot-firepower-threat-defense-ig.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217891-troubleshoot-firepower-threat-defense-ig.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217891-troubleshoot-firepower-threat-defense-ig.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
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ASAC| HEIFHAE = O F 7HX| 2E & stLtz 78 & &Lt

* PIM sparse-mode(Protocol Independent Multicast: REC 4601)
* IGMP Stub-mode(Internet Group Management Protocol: REC 2236)

ASAZ} I8t PIM(Multicast Routing Protocol)2 &3l 0|2t & 415t 2 2 PIM sparse-mode 7}
MZELICH IGMP Stub-mode= ASA A 7.00| 2IZ|AE|7| ol K UsH HE|FHAE Z41|18 O]
M2Mo|H, 22t0|MENM 413 IGMP ETAME YAEZR| BIRE 2 MESHE ZJOto 2 &5
groict.

[/

EFfAES T 24

— — —

Uitsioz WEPHAE QIZats 0 74 42 TAELID.

Sender => HE|FHAE AEZIE A& SlE EAE L= HES3 C|HIO|A. EIGRP EE= OSPF2}
e AIQEl T2 EZ2S Adlsis HESQ3 C|HIO|A Q HI|C|Q L= QC|Q AEZIS Maests
MHE o2 & 5= JY&LLCH.

Receiver => HE|FHAE AEZIZ £Al5l= SAE F= C|HIO|A 0| 0{= EffZlof Maxoz
A0l UE SAENM H A AL E|TH IGMP 0 2X|o| HE|FHAE 20 7+ 5t
L} EFE[§fL|CH

[T
Pl
0l
on

EFE{/ASA => AA0|A ECI0|UER ZRE [ HEFHAE AEZ/ERIZEE XMEI5t1 HEXK3
O| & MOHER MEstE=E HES T & x|QLCt

Multicast Routing Protocol => HE[FHAE THZ! ME S HE 5= ZE2EEZULICH 7+& LEtxel &
2 PIM(Protocol Independent Multicast) 0| X|2F MOSPFe} Z2 CHE 7|sE &LCt


http://tools.ietf.org/html/rfc4601
http://tools.ietf.org/html/rfc2236

IGMP(Internet Group Management Protocol) => Z2I0|MET} &7 O E MM HE|FHAE AEEE

T 4lstE ol AH8stE Z2AMA Lt

PIM ALtA DE 504
« ASAE PIM sparse-mode 2! PIM ¥e REE X|@ErL|CtH
+ PIM sparse-mode %! IGMP stub-mode E@HEE SA

St
|_

* PIM sparse-moded| A= 2 & HE[FIAE EE{E 0| H{Z 0| RP(Rendezvous Point) 2 0|
Ctg 17| 2 MY ELICH 4™ AZHO| XLt HE[FHAE S§0| 240 M F=4I17|2 &
Oo|s&LICHaz[ RPE =R LICH.

E{m|o|A0] HE|FHAE ZEI0[AET} {1 CHE QIE{H0|A0]| PIM

o| 2 Zlof|ME ASA7} stLES| @l
QI F S Ho{FELICH.

21 ClHtolA 7 Rl dErx

+ Example operation of firewall in PIM domain with client directly connected to
firewall

1. Client sends IGMP Report
for group 224.1.2.3
2. Pix sends PIM join/prune
with the group to be joined
3. Router receives join/prune
and propagates the message fo
the RP

Group Receiver Group Sender
J

_IeGMP PIM [
- uter |
- —

| 4. Traffic flows to the pix, and the pix forwards the stream to receiving segment |

PIM Sparse-mode MZ Z1I|2{|0|M

1. HEFHAE e B S g daELIchE =Y Zu|asfold ZE).

<#root>
ASA(config)#

mul ticast-routing

2. PIM Rendezvous-point &4~



<#root>
ASA(config)#

pi mrp-address 172.18.123.3

3. Y QE{H 0|20 M HE|FHAE THZ!E S ELICHASAL| 2ot HA0| QIut 2= HE|FHAE
g XEHsts doltt 2.

<ffroot>

access-list 105 extended pernit ip any host 224.1.2.3
access-group 105 in interface outside

PIM ATtA B2 E 0f:

1. Sender starts streaming traffic to 3. PIM join to RP 10.1.1.1 for
Multicast Group 239.1.1.77 239.1.1.77

.. i

- -~

10.38.112.254

Gigl - Vlan900 Gig2 - Vlan38 \[

10.38.118.240 10.38.112.240
P Cspf:l > A 10.38.111.254
10.38.118.10 E. RP starts to stream the multicast
239.255.0.55 packets towards the destination
clients
2. PIM join to RP 10.1.1.1 for
239.1.1.77
Gig2
10.38.111.240
CSRv2
4 Gigl

10.36.118.240
1. IGMP Report to join 239.1.1.77

Receiver
10.36.118.10



SEH0IE IGMP S (M7HY BT MEfol M 4 AIsHs AEZI(SA B2 M2 CHE Mye
2 EAIE/0f 2/OM, Of2{Et WAloZ T Z2MAT 25 SR UMY £ 232 USHE

LICt.

Z2t0|ME S5 THA|(zhA EHA):

1. 22}0|ME7I & 239.1.1.7701 CiEt IGMP E T MHE EHiLct.

2. Bt RE{7F & 239.1.1.7701 CH3H A E T8 RP(10.1.1.1)0d PIM =0l HIA|X|E 2HL|Ct,
3. ASA7} & 239.1.1.7701 CHE PIM Join HIA|X|E RPOf| 2Lt

ASAE show mroute & £240] PIM *,G &5 EA|ELLC}.

<tfroot>

ciscoasa#

show nroute 239.1.1.77

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.1.1.77), 00:03:43/00:02:41, RP 10.1.1.1, flags: S
Incoming interface: outside
RPF nbr: 10.38.111.240
Immediate Outgoing interface list:
inside, Forward, 00:03:43/00:02:41

Lt AL MEHOIA o AEZE AJZtSHK| SRt 2 2 ASAL| "show mfib" E3{0l& +4IE I
Zo| ZAIZIX| ef& Lt

<#root>
ciscoasa#

show nfib 239.1.1.77

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count

(*,239.1.1.77) Flags: C K



Forwarding: 0/0/0/0, Other: 0/0/0
outside Flags: A
inside Flags: F NS

Pkts: 0/0

M7t HEPHAE 5ol EcfEE ™
S0t EAIELICH oE EHCOIETH T

0P>

| Mofl RP= 2=20f £ Al QIE{H|0|A T} gis "™ .G" &

5]

tz7
L|C}.

o>

<ffroot>
CRSV#

show i p nroute 239.1.1.77

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,
L - Local, P - Pruned, R - RP-bit set, F - Register flag,
- SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
- Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
- URD, I - Received Source Specific Host Report,
- Multicast Tunnel, z - MDT-data group sender,
- Joined MDT-data group, y - Sending to MDT-data group,
Received BGP C-Mroute, g - Sent BGP C-Mroute,
- Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,
- Received BGP S-A Route, g - Sent BGP S-A Route,
- RD & Vector, v - Vector, p - PIM Joins on route,
- VxLAN group
Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join
Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode

X <OozZzoo<NacXxXH
1

(*, 239.1.1.77), 00:00:02/00:03:27, RP 10.1.1.1, flags: S
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:
GigabitEthernet2, Forward/Sparse-Dense, 00:00:02/00:03:27

M7 HE|FHAE O E2 2 AEE(SHT| AIEsHH RPE "S,G" &52 ddst QEHO|AE
=4 QlEm oA S5 WAIKtoAH ELiD EClEE ASAZ CH2AE R ELH7| A[EfgfLCH

<tfroot>
CRSv#

show i p nroute 239.1.1.77

(*, 239.1.1.77), 00:03:29/stopped, RP 10.1.1.1, flags: SF
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:
GigabitEthernet2, Forward/Sparse-Dense, 00:03:29/00:02:58

(10.38.118.10, 239.1.1.77), 00:00:07/00:02:52, flags: FT
Incoming interface: GigabitEthernetl, RPF nbr 0.0.0.0



Outgoing interface Tist:
GigabitEthernet2, Forward/Sparse-Dense, 00:00:07/00:03:22

<tfroot>

ciscoasa#

show nroute 239.1.1.77

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.1.1.77), 00:06:22/00:02:50, RP 10.1.1.1, flags: S
Incoming interface: outside
RPF nbr: 10.38.111.240
Immediate Outgoing interface list:
inside, Forward, 00:06:22/00:02:50

(10.38.118.10, 239.1.1.77), 00:03:00/00:03:28, flags: ST
Incoming interface: outside
RPF nbr: 10.38.111.240
Immediate Outgoing interface list:
inside, Forward, 00:03:00/00:03:26

ciscoasa#

show nfib 239.1.1.77

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count

(%,239.1.1.77) Flags: CK
Forwarding: 15/0/1271/0, Other: 0/0/0
outside Flags: A
inside Flags: F NS
Pkts: 0/15
(10.38.118.10,239.1.1.77) Flags: K



Forwarding: 7159/34/1349/360, Other: 0/0/0
outside Flags: A
inside Flags: F NS

Pkts: 7159/5

ciscoasa#
show conn all | i 239.1.1.77

UDP outside 10.38.118.10:58944 dinside 239.1.1.77:5004, idle 0:00:00, bytes 10732896, flags -
UDP outside 10.38.118.10:58945 inside 239.1.1.77:5005, idle 0:00:01, bytes 2752, flags -

UDP outside 10.38.118.10:58944 NP Identity Ifc 239.1.1.77:5004, idle 0:00:00, bytes 0, flags -
UDP outside 10.38.118.10:58945 NP Identity Ifc 239.1.1.77:5005, idle 0:00:01, bytes 0, flags -

1. 220|HEJ HE|FHAE ZEI0|ME o E2|7|0|ME EtoMH SAE T} IGMP 2| HAIXIE
M&EhLCH
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I 2IREZ MG AL
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- CIREE H7|XMoz SAEN AHEIE B HEI =7} HEFHAE ESfZE AL
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|235t2 2 IGMP Stub-mode= & E|X|
IMOf|
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1. Client sends IGMP Report
for group 224.1.2.3

2. ASA forwards the IGMP
report to the outside

3. Router sends traffic destined
to 224.1.2.3 to the pix, where it
is passed to the client

. IGMP IGMP - | -
Group Sender

Group Receiver -
| Sending traffic to 224.1.2.3 |

IGMP A 2= 41|28 0|M

1. HE|FHAE 2tRB(TY 74 2E)2 2 MSerLICtH



<#root>
ASA(config)#

mul ticast-routing

&80l igmp EXME £4l5tE QIE{H 0| A0 A igmp forward-interface &

mjZlg QIE{Ho|A Bo 2 A 2 AAZ TEELICH O] oo M = HEFHAE =+

Ho|A0 XY HAZE|T I:HEI9H__ AT QIR QIEEHO|AE

<{froot>

|
interface Ethernet0

nameif outside

security-level 0

ip address 172.16.1.1 255.255.255.0
no pim

|
interface Ethernetl

nameif inside

security-level 100

ip address 10.0.0.1 255.255.255.0
no pim

ignmp forward interface outside

E 72 {8 LICHASAL &

A
2.

3. 3T QIE{H o] A0l M HEIH
Soimi rmste Hpols

<#root>

ASA(config)#

access-list 105 extended pernit ip any host 224.1.2.3
ASA(config)#

access-group 105 in interface outside

I.

OfhL|CtH,

0| Qlut

242
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o
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T EELCH

717} LHE QIE
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S 3 04 igmp interface 5t ¢ ZE B F2{of £80| U2, o| Ctolo{aZHAH M=
=2

Sdts Al7IE dBELICH

HE|FHAE

2t WU A



igmp forward interface <interface>

!
Interface FastEthernet0/1
nameif inside
security-lavel 100
ip address 10.0.0.1
255.255.255.0
igmp forward interface outside
!

Causes the firewall to forward |GMFP reports
received on the inside interface out the outside
interface. You would use this command if multicast
receivers were on the inside interface and the
multicast source was somewhere out the outside
interface

igmp join-group <group name>

!
Interface FastEthernet/1
nameif inside
security-level 100

ip address 10.0.0.1
255.255.255.0

igmp join-group 224.1.2.3
!

igmp static-group <group name>

Tells the firewall that there are hosts behind the
inside interface that might want to receive the trafiic
for the group. It will send IGMP reports out the
interface telling the LAN segment that the firewall
wishes to receive the stream. It will also add the
inside interface to the OIL list for the group. This
method is not recommended; If you need to cause
the firewall to add an interface to the OIL for an
mroute, use the static-group command below

!
Interface FastEthemnet0/1
nameif inside

security-level 100

ip address 10.0.0.1
2556.255.255.0

igmp static-group 224.1.2.3
!

Tells the firewall that there are hosts behind the
inside interface that might want to receive the traffic
for the group. [t will simply add the inside interface
to the OIL list for the group. This is useful for
simulating a multicast receiver behind the inside
interface.

HIC|Z2 PIM

LS PIMO| A= SPT(Shared Tree)7t @i&LICH Ol= Al 7HX|E 2|OI&LCt.

1. 3 Hl & SHRE(Y ARt HZEE)7E RPO PIM BIX|AE THZ!E & 5HX| ef&LICH
2. RPE &4 E2[of &045t7| /8 PIM JOIN HIAIX|E ZLHX| St&LICH

3. =417 A2 0| BIRE{7F RPE &5l PIM ZQ! HIAIX|E &

ol clufolA 7t SPTO Z Qx| ©
S HEP|AE EFfTR RPE
ot %,
AE T2 MTsiME o Euic

Bidir PIM Z1I|2.84|0|M

1. HE|FHAE EIRE S M5 LICHZE-
<#root>

ASA(config)#

mul ti cast-routing

17| 201 ASAMIA (S,G)E A
S1gtLIcH ASAE (*,G)7} 2
G)7} giom ASANIA PIM ZQI IHZI2 £ AISHK| 2f 2 742

M4 504 RPTO| =

=B 2EE

EHEI;H

ZAm|aziolM 2E).

_

dgstx| &2 ololgfLch.
I.



2. PIM Rendezvous-point A& X o|gfL|C}.

<#root>
ASA(config)#

pi mrp-address 172.18.123.3 bidir

3. ollE 2EH 0|A0 M HEIFHAE THZ!E SHEELICHASAS| E
7l g AEetE Fott 2.

<{froot>

access-list 105 extended pernit ip any host 224.1.2.3
access-group 105 in interface outside

ASAOIM HE|IFHAE EZ QY EX|E 2txo| otetst o TIEste{H

ZiostLct.

-HET EEZX|, HEFHAE AR = AKF 2 2E 22l
SHIEIPFANSEHEZEYZRES

- HE|PHAE AEZ0 X1|7F U2 I ASANIAM MM El Syslog.
- ASA BEE QlE{H|0|A 2| E™H show BE £34:

<ttroot>

show nroute

show nfib

show pi m nei ghbor
show route

show t ech- support

- I§Zl0| ZH&{E|0] HE|FHAE O|O|E{7} ASAO]| T &5}

Sofl #elg & &Lct)

- IGMP /= PIM THZ! o] mHZ! ZHR] of:

<#root>
capture capl interface outside match i p any host 239.1.1.77

>>> This captures the multicast traffic itself

£X|, 22| IiZ!0| ASAE S5 T
X| 204ELICHTHZ! o] IP TTL(Time to Live)2 7|83 ELIC}. ol

MEHE|E
'show capture x detail' HHES



capture cappinl interface inside match pimany any
>>> This captures PIM Join/Prune messages
capture capignp interface inside match ignp any any

>>> This captures IGMP Report/Query messages

- "show mroute" 2! "show mfib"et Z2 Q1% HE|FHAE C|H}O|A(BIRE)S| HE.

- IHZ) ZHR] L/EE = show HE 2 AF2510{ ASANIM HE|IFHAE THZIS AtXISH=X| &HQl8HL|Ct
'show asp drop' BE 2 AFE3510{ ASANIM THZIS M X|GH=X| iR E = &= U&LICH EFt
'asp-drop' 82| IZ! HX{E ALE35H04 ASAOIM AA|StE 2 E T2 XS CIS HE|PHAE
IHZ!0| AN Aol U= K| HAFE = U&LICH.

L8t Show HE &2

show mroute 3d £32 CtYst O L M HEE H04F0H 10S show mroute B 01 &
A=HLICE show mfib HE2 CHY e HEIFHAE O 9| MY A EHE E Al LICE Forwarding THZ!
7t 2E{2} Other(& M E LIEHH)E &HEStE 0| B3| L& LICt

<#root>
ciscoasa#
show nfib

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count
(*,224.1.2.3) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0
inside Flags: F
Pkts: 0/0
(192.168.1.100,224.1.2.3) Flags: K
Forwarding: 6749/18/1300/182, Other: 690/0/690
outside Flags: A
inside Flags: F
Pkts: 6619/8
(*,232.0.0.0/8) Flags: K
Forwarding: 0/0/0/0, Other: 0/0/0
ciscoasa#

clear mfib counters & AIE35104{ FIREE X|2 £ /2, O|= EHIAE 50 01 & LICH

<ttroot>



ciscoasa#

clear nfib counters

2! 2%

22 17! X fREZIEIE HE|IFHAE EXNE HZEst= ol ol & LIct o] olodE
239.17.17.172 &3sl= DMZ QIE{H 0|A S| & Qlaf|A THZ! 0| Z&x{ElL|C}.

<#root>
ciscoasa#

capture dnzcap interface dne

ciscoasa#
capture dnzcap match ip any host 239.17.17.17
ciscoasa#

show cap dnecap

324 packets captured

1: 17:13:30.976618 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
2: 17:13:30.976679 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
3: 17:13:30.996606 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
4: 17:13:30.996652 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
5: 17:13:31.016676 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172
6: 17:13:31.016722 802.1Q vlan#301 PO 10.1.123.129.2000 > 239.17.17.17.16384: wudp 172

show capture x detail W&o| £230fl= THZ!2| TTLO| EA|ZIH Ol OISR K ELICH O] E230{ A
IHZIo| TTL2 10|X|BHASAE 7|BXMo 2 IP | TTLE HAAIZIX| 2t 22 ol S
) CH2AEE EtRE = HZE AMELICH

<#froot>
ASA#

show cap capout detai

453 packets captured

1: 14:40:39.427147 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362
802.1Q vlan#1007 PO 10.4.2.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [ttl 1] (id
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IHZ! HxE PIM X IGMP EZfElg Hxste o
10.0.0.20l M AAE IGMP IZ/(IP Z2EZ 2)2 £AIMS S EoiELICH

<#root>

ciscoasa#

capture capin interface inside
ciscoasa#

capture capin match ignp any any
ciscoasa#

show cap capin

1 packets captured
1: 10:47:53.540346 802.1Q vlan#15 PO 10.0.0.2 > 224.1.2.3: dip-proto-2, length 8
ciscoasa#

I Z19| TTL 'show capture x detail' S S35l &FQle 4+ U&LCH

07| M= A MEl HE[FHAE mZ!D} AMK| O|R & EAISHE ASP &K ZIXME 2 = U&LICHpunt-
rate-limit).

<tfroot>

ASA#
show cap capasp det

12: 14:37:26.538332 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362

802.1Q vlan#1007 PO 10.76.4.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [tt1 1] (id
13: 14:37:26.538439 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362

802.1Q vlan#1007 PO 10.76.4.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [tt1 1] (id

ASA PIM Sparse-Mode HE|FHAE 75 0f
O| C}olo{1 72 ASA7I PIM ATA BEO|M QT C|HIO|ALL 4% &5 &S Ho{ELIC

HEQ3 EEZX| 0|3l

ST UEPHAE AERO| WAIR B £ 4Rt SIX|E WS HQIFLICH T3t WEFAE 18
P A U OR Xl QI%IE FHELIC



inside J"/’i?um 2 I
Sender

e outside PIM Traffic is UDP, destined to

domain 224.1.2.3

Receiver

@ 10.0.0.2
0l Z% HlO|EN= ASAS] Q% QIE{H|0| A0 M 4 A1E[0f LIS QIE{H 0|4 0| HEIFHAE £417|2
MEE 4 QAL 4 A7l ASAS] LiR RIE{EIO|ASH SYUE IP A L0] ooz, Fetojels

IHAER $AE2 HE M LR QIEHO|ANM £AIE IGMP ET1MHE £ & U&LICH g AIXLO|
IP &A= 192.168.1.50 L|C}.

ASA7} =7 IGMP E1MHE S 4lst=X] = QlghL|ct

O ol ME IGMP E A7t = 417|0| o5 MAIE| T ASAO] 2|8l ®{2IEL|Ct.

|[EHZ igmp2| £23E ALE3610{ ASA7I IGMP HIAIX|E s4l5t 1 S 2 ME|F

ASAE= IGMP ET1ME sliAdst T PIM ZQ1 HIAIX|E M8t CHE RPE &5t= QE{HO|AZ ME
st|Ct
= .

1?2 16.1.2

% PIM sender

; domain  Traffic is UDP, destined to
Receiver IGMP report i 2241.2.3

@ 10.0.0.2 PIM Join

inside ——J

H

20
IJIO
mo

0| 242 debug pim group 224.1.2.32| Zd0| ASA7I PIM Q| HIA|X|E ME3XHo 2 &
Ho{ELICH HEFHAE AEZ|O| W AIXE 192.168.1.50LIC}.

IPv4 PIM: (*,224.1.2.3) 1/P processing

IPv4 PIM: (*,224.1.2.3) Periodic J/P scheduled in 50 secs

IPv4 PIM: (*,224.1.2.3) 1/P adding Join on outside

IPv4 PIM: (*,224.1.2.3) 1inside Processing timers

IPv4 PIM: Sending J/P message for neighbor 10.2.3.2 on outside for 1 groups
IPv4 PIM: [0] (192.168.1.50,224.1.2.3/32) MRIB update (a=0,f=0,t=1)

IPv4 PIM: [0] (192.168.1.50,224.1.2.3/32) outside MRIB update (f=20,c=20)
IPv4 PIM: [0] (192.168.1.50,224.1.2.3) Signal present on outside

IPv4 PIM: (192.168.1.50,224.1.2.3) Create entry



IPv4 PIM: [0] (192.168.1.50,224.1.2.3/32) outside MRIB modify NS
IPv4 PIM: Adding monitor for 192.168.1.50

FolIgfLICH

P

ASAE 9|F QBT 0|A0|A HEIFHAE EBfEHE +L4I5tT] ARSI (SM SHUEZ EAIE) O|E
LH& | o= AMRbof| | G EFLICE

N

ol
rr
J\OI'

ASA7I HE|FHAE AEZIS $AlI5tD ME

172.16.1.2

—_— inside Emm———
gﬂu tside PIM sender

; domain  Traffic is UDP, destined to
Receiver 224.1.2.3

@ 10.0.0.2 PIM Join

f”'@«
)

i EA 5! w mroute 2! show mfib BEE AFE35l0{ ASA7} HE|FHAE 1miZlE A5t
MESl=X| &#ole & &Lt

I
Rl
o
g'l_-
=]
wn
0
(@)

HE|FHAE AEZZ LIELLY| 2Is 24 Eo|S0f 20| +FELICH

<#root>
ciscoasa#
show conn

59 in use, 29089 most used

UDP outside:192.168.1.50/52075 inside:224.1.2.3/1234 flags -

GIOIE 24

I

Ut xiel 2

r

Ol Mol A= ol AR ASA HEIFHAE B3 EXE XZELICH
ASAOIA HSRPE Qlsl A EZ| BIREE PIM HIA|X|E ME5HR| 23S LICH
Ol 2|7} A5t ASAOIM PIM HIA|X|2 QIE{H|0|A QB2 M& 5| 28tL|c}. o] clolo{

ol M= ASA7F AR A PIM HIAIX|E B = RS E 04 ELICI. 224Lt ASA7F RPO| PIM H|
ARIE EUjof & HE SUSH 27| grAsh £~ l&LCt.



10.0.0.40 10.0.0.2 |
P = s
[ |
"1 Firewal should 10.0.0.108 —
send PIM join
message but it |
does not mmgt';"_'f,& Sender 172.16.1.2

debug pim BZO| £22 ASA7I PIM HA|X|E LA EZ| next-hop BHREZE MEE QiS22 &
o0& LICt.

IPv4 PIM: Sending J/P to an invalid neighbor: outside 10.0.0.1

Ol ZX|l= ASA0ZF S 8HE|X| pfo M EHRE{olE FES

O &L
g0l PIM OO M AH2 5= HSRP Z4X| 12| 0|A42|

Ct. ol 2xl= 2t € H|o|g 7|
ZEod

ofsli E2|7HE LI

2IE HO|E2 Cl2 & C|HIO|AZ HSRP IP 10.0.0.12 7t2ZLC}.

<#root>
ciscoasa#
show run route

route outside 0.0.0.0 0.0.0.0 10.0.0.1 1

22{Lt PIM |0t 2= HSRP IP7} ofL|2t 2t RE{e] 22| CIE{HO|A IP F4 7ol @AM EL

Ct.

<#root>
ciscoasa#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
10.0.0.2 outside 01:18:27 00:01:25 1
10.0.0.3 outside 01:18:03 00:01:29 1 (DR)

REMIEH LHE2 "PIM ATHA B ETF HSRP FA0 CHt 1% AZ29} 374 2t SStX| ot= O|R=?"E

XS AAIL.

3 2XoilM L3t LHE:

2t E{0ll A Join/Prune HIAIXIE EUHX| &f= Olf = FUYULI? REC 2362


http://www.cisco.com/en/US/tech/tk828/technologies_tech_note09186a0080094aab.shtml
http://www.cisco.com/en/US/tech/tk828/technologies_tech_note09186a0080094aab.shtml
http://www.cisco.com/en/US/tech/tk828/technologies_tech_note09186a0080094aab.shtml
http://www.cisco.com/en/US/tech/tk828/technologies_tech_note09186a0080094aab.shtml
http://www.ietf.org/rfc/rfc2362.txt?number=2362

£ "BF*EE Z4 (S,6), (*,G) ¥ (*,*RP) &5t HAZE Zf 7' RPF 1 C|HtO|AN| F7(XQl
Join/Prune HIA|X|& ELIC}. Join/Prune HIA|X|= RPF @174 C|HFO|A T PIM 217 C|HFO|A 2]
A0 8t M&SFELICH"

EANE &55t2{8 ASAO| EX|2] EfZlo CHet T2 mroute HE2|E F7IELIC F 2HRE @l
E{H 0|4 IP £4(10.0.0.2 EE£ 10.0.0.3) & &tLIE 7t2|7|=X| &QlgtLct 0] Z<L o] &
25t ASA0IAM 172.16.1.28]| HE|FHAE W AXIE E5t= PIM HIAIXIE HESE &= U&LICH

<#root>
ciscoasa(config)#

nroute 172.16.1.2 255.255.255. 255 10.0.0.3


http://www.ietf.org/rfc/rfc2362.txt?number=2362
http://www.ietf.org/rfc/rfc2362.txt?number=2362

O| tdo| 2t 2 £|H HE[FHAE 2R T H|O|E0| ASAL| RLIFHAE 2t HO|EE RHHolst
ASA7} PIM HIAIX|E 10.0.0.3 /%] C|HIO|A 2 E|H & ELICH.

ASAE LAN MZHE 9| X|HE 2t E{7} OtLIZ 2 IGMP 21 AE FAIFLICH

O] 2x|o| ZL ASAS X 014l HE|FHAE 2 Al7|of| A IGMP IME F=AI5HR|2F R AIEL
Cl. Clt{a £=40| MMHE|X| ot mfZlo| B3] ANz AEE] **IOI’; H gLt

Receiver sending l’h _@ — I

IGMP reports to
attempt and

receive multicast
data —— —_

_router

sender

0| 2Xo| Z ASAE 22t0|UET} A F st LAN HIHE|M PIMS 2 MEiE & 2t RE{7}
otLlZE mZg RAIELICH

O| ASA CLI €32 C}Z C|HIo|A T} LHE QIE{H|0|A HIE 23 9| Designated Router("DR"Z E Al
e 2EoiELct.

<#root>
ciscoasa#

show pi m nei ghbor

Neighbor Address 1Interface Uptime Expires DR pri Bidir
192.168.1.2 outside 01:18:27 00:01:25 N/A>
10.0.0.2 inside 01:18:03 00:01:29 1

(DR)

72X 2 2 PIM2 multicast-routing B 0| ZAx| 22|00l F7HE ] 2= ASA QIE{TH 0| A 0d| A
EEM@}EILH:} ASA(ECIO|MET 4 F5tE)2| LHE CIE{H o|AM CHE PIM L|O|H(CHE BHRE| £
= ASA)7t /1 P MIHE Q| DRE Ql&l olz{et H|o|H & 5tLtot =4 El B2 CHE HI DR 2t
SEE IGMP EXME ArXELICH sHiE & .=12 QUE{H 0| A0 PIME HIE &5t 7HLH(2IE{H| O
20 no pim B AL&) pim dr-priority interface BE 2 S35 ASAE MIHEQS| DRE BtE= ¢
L|CH.

IGMP QIE{H|O|A A|8to| =1tz grsteo] o|d IGMP E A7t 5 H

7|2%o 2 ASAUIME QIE{H|0|ANIAM FXEI 500702 $#HXH &4 ZOI(E T M) S LICtH T
A 7bs3t 2ozt Lt QIE{T o] A0 Blo{t 22t0|HENM Bi2 HEPHAE AERIS QX
;h 7o /) 5007H0| g4 Z0lo| HhAlE 2 9Jom ASAE HE|FHAE £Al7|0fM F7HE Sof
= IGMP ETME B AIE &= & LCH.



0%

0|Zd0| HE|FHAE 2 F o §IQIQIX| & Ql5t2{H 'show igmp interface interfacename’ B Al
&t QIE{H 0| A 9| IGMP limit' HE & & QlghL|ct,

<#root>
ASA#
show i gnp interface inside

Hosting-DMZ 1is up, Tine protocol 1is up
Internet address 1is 10.11.27.13/24
IGMP is enabled on interface
Current IGMP version is 2
IGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:

IGW limt is 500, currently active joins: 500

Cumulative IGMP activity: 7018 joins, 6219 leaves
IGMP querying router is 10.11.27.13 (this system)

DEBUG - IGMP: Group X.X.X.X 1limit denied on outside

Oh

ASAO0{| A 232.x.x.x/8 'HL2| HE|IFHAE EcfEES MY stX| ZRH&LICH
O] &4 H|= ASANIM #XH K|35t X| = SSM(Source Specific Multicast) 0l A& E LICEH.

debug igmp BHEo| E30i|H= Ot 2771 EAIELICH

IGMP: Exclude report on inside ignored for SSM group 232.179.89.253

ASAOIM I8 ZE HE SHelo Qls) WEIPHAE T2 AmErict

JlOI'

0| B2 ASAE QIEHO|ANM HEIFHAE ERfEIE I8 K[BF = AR H MY E[X| E&LICtH

I Z!2 RPF(Reverse Path Forwarding) 29+ & 0lof Auf5t7| [ E ol ASA0 oI5l AMA|ELICEH
RPF= HE[FHAE EgfZlof CHEt ZE QIEHO|AMM M8 E|H HIg M E += eigLchs U
IHNAE IiZIo| B2 7|BHo 2 HAMII MHEE|IX| et 2 ip verify reverse-path interface ZE2 2
2 MSHE).

r>

|'[||_Q|_' o

RPF ZALZ 218 QIE{HIO|A 0l M HEITHAE ER4T/0] 4 41 I ASAE SHE IEH 0]20f A
EPiAE ER)E ETio] 242 Solvts BRI USK| HIBLICHRLIANAE U HEPHAE
2HRE B0l S HQIFLICH. WAIRIol ChEt 27} 91 79 WZIS AMBLICH Ol Al



show asp drop2| E210| M FIRE{Z 2 & U&LICH.

<#root>
ciscoasa(config)#

show asp drop

Frame drop:

Invalid UDP Length 2
No valid adjacency 36
No route to host 4469
Reverse-path verify failed 121012

&t 7hX| M2 Eci=E ol g AIKtof CHE mrouteE F7HsHE A ILICE O] 0ilofME mroute HES
At23510d QIR QIE{T|0|A0M $=AIE 172.16.1.20{ M AAE HE[FHAE EB|Zlof CHEt RPF ZHA

gEzLCc

<#root>
ciscoasa(config)#

nroute 172.16. 1.2 255.255. 255. 255 out si de

o>
r
n

ASAE AA EEIZO| PIM HE Al PIM 2012 MMFHX| ©

ol

ZT7/0 PIM ALtA P E HEIFHAE 1T HEFHAE %M._IX}OHA-I RPE 0| gt
HAE EO|Z S5 RPOIM £AIKHZ O|SELICH 22Lt B HIE M&B0| S5 A
StH HE|FHAE = 4IXtet 71 712 2t RE7H A4 EE|E et EEH z 02 AlEELCH
Ol 2t*EE &0l Cigt M PIM ZQIE2 M5t 0|& HEIFHAE AE R 9| & AIXHO[MME
RP7} ot il g RN ol A & &Lt

CHE ASA QIE{m|o|A0f I-X%EI- T AELICH ASATE &
£ B ASAME E ARO[ IP 40 CHE B27t
M Z Q| TfZ!0] At | CIH pim £2§01 O] HIA|

HE|FHAE EcfE ol & AlXt= RP7} OFH
A EZ|Z MEtety| flsl PIM 2218 =415
A0{oF FLICt o] B=E &E + Ql= E*P
X|7¢ EAIELICH

NO RPF Neighbor to send J1/P

ol 2xlel siZd W2 2EZ] LalXtol gt 1 mroute =& F7tsts JAAULICH ol FF2 &
A °._|E-|E1IOI_% ZtelZLch.



0| Z2 !9 TTLO| 4T % 7| W20l HE|IFHAE EHEo| MmjgfL|c T2 ASA EE HE
TJHOI CHE ClHtO[A0| M O & AfAIELICH,

0Il

HEIFHAE THZIO| IP TTL gtO| sHE TS &8t o Z2(AH 0| Mol M D FH MYHE <7+ &
&LICH 2= HEPHAE EfZo| HEYIE S5l LIF HE| o|SstX| A= 5 5t7] 2I8H of &
A 7I12HMo R s™-ELICE 0§ 01 7|[EXM2E Video(H|C|2)= LAN E2+0[1E of Z2|7 0
M(LE| AFBElE HEFHAE S817| L EIAE T7)2 J|EXMoZ IP iZo| TTLE 12 AA 3L

EH HEPHAE EEZX|ZE QI5H ASAMIA =2 CPU AFSZ0| Y451 AFX|El i

30
|0
=2
g
m
h-l
I>
Hn
M
Hu
A
=
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felll
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A
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4o

1. ASAE RP && & #Lct.

2. ASAE %EI?HAE AEZ|O| A Hml & £417|LICH Ol HEIFHAE 2 AXI7F ASA QI
= % o|O|ghLct.

3. ASAE HE|FHAE QE.E:I‘)l OFX|2 & 2t REQLICH &, HEIFHAE =4IXF7F ASA QIE{H|

Ola2t e IP MEUO JU& | Cth.

= oO0

LICt. h2k A Gl OB S =7t & HE|FHAE AEZ|0| 2! &M E FRistAH E L of2{8h !
o| &X|E | &7}5H= show asp drop 7H2E{E punt-rate-limit&J L|C}.

IZE ZE 0| edlst™ MA ME o2 Qs ASA= HE|FHAE EiEE 4 X Z TetsloF &
|

ASAO] O] X7t J=X| 2t QlstEd™ S HHHE 2 =EoHAAIL.

1EtAH): ASA7F RPOIX| & QI

<#root>

show run pim
show pi m t unnel

25t A ASAZ} OHX|9F & 2R E QK] & lgrLCt.

<#root>
show i gnp group

<mcast_group_IP>

3EHA: ASATE X Ml & 2R E{QIX| FlgfLICh

<ttroot>



show nrout e

<mcast_group_IP>

ol EXME 2+3tst7| sl CHS EHAHIE &g

als
30
o>
C
o

- ASA7t RP7L EIX| St = 8§ EEZX|E +HELICH e LR E= s 4XHE ASA 2 A4
Stx| =& MYELCH

- PIM CHAl HE|FHAE MEH0d| IGMP stub-modeE AL 8fL|C}.
HE|FHAE AEZI0| XS AlZE [ ASAMM XS & 7Ho| IS AMN|ELICE
HE|FHAE AEZIO| & timf mZ!10| ASAC| £2&H6IH ASAE sliE EX HE|FY
mroute ANEE|E T F 5104 ZIS TESHoF SfLICH &50| MM 521 59

HE x| Y57 HEFHAE HZE AXME &= ASLICHYER M2 15 O|EF A Q). HE|FH
AEE d¥o| 2tz k| mZlo| o ol £ MEho| gi&Lch

O|lzHEt o7 2 AA|El ZHZIC| ASP &HK|| AFR = "(punt-rate-limit) P
O|&= 'show capture asp'2| E2IIL|CH047|A asp= AFAlEl T
ASP A ZHAILICH). O|2Et O|R 2 Atxl|E HE|FHAE IS

nt rate limit exceeded"{L|C}.
&SI =2 ASAC| A=
FOIgH &~ Ql&LCH

JM MO =

<#root>
ASA #
show capture asp

2 packets captured
1: 16:14:49.419091 10.23.2.2.810 > 239.255.123.123.890: udp 32 Drop-reason: (punt-rate-Timit) Punt
2: 16:14:49.919172 10.23.2.2.810 > 239.255.123.123.890: udp 32 Drop-reason: (punt-rate-Timit) Punt
2 packets shown

2 #eE HEFHAE T[T COHE QEmo|A M HEPFHAE & sAE F

IGMP A& ZE0|A ES35t= ASANATE O] 2X|7F & MEFLICH PIM HE|FHAE B &0 &0
she 1%

O] EX|= Cisco H{1 ID CSCegZ Al EIL|CI48235


https://tools.cisco.com/bugsearch/bug/CSCeg48235

st QIE{m| 0| A 0) M IGMP Leave= CHE CIE{H|0|A 9| HE|FHAE EB{Zl2 SEHEHLICH

H1o| 2glAa T EZ, BAE MYEELICH

Symptom:
When a PIX or ASA firewall is configured for IGMP stub mode multicast reception and traffic from a mult

The problem is triggered when the firewall forwards the ICMP leave for the group towards the upstream d

Conditions:
The PIX or ASA must be configured for IGMP stub mode multicast. IGMP stub mode is a legacy multicast fo

Workarounds:
1) Use PIM multicast routing instead of IGMP stub mode.
2) Decrease multicast IGMP query timers so that the receivers are queried more frequently, so their IGM



OFRHHEE HMA S0 Ot HMOZ 9I5| ASATH HEFHAE HZIS 4

X
o
C

Ol &8 X2t &f7H ASAE T EE 2o GAof el HEPHAE WZlE AAMELICH 2Lt WE
13 2E[xt7F ! Aol 2Rl mefst 7| o{E&LICt Ol 32 ASA= QIE{H o[£ 0 CHalf 7
HE Ot RHI2E AMA SFEoZ 2l ZIE AMELICH siZE Y™ 2 oFRHI2E access-listoi|
M HEFHAE AEEIZ 5{&st= A ULICH

0| ZL ASP AtA| 72 E "FP no mcast output intf (no-mcast-intf)"S At& 504 HE|ZHAE il 0|
AFKIEILICE

ASAE HMoi K| 4 E Msto 2 QI WEIHAE AERO| U WZ(TEE of
)& KI&E2 R ARBLICH

<tfroot>
ASA#

show asp drop

Frame drop:
Punt rate 1limit exceeded (punt-rate-limit) 1492520

ASA# show cap capasp det
12: 14:37:26.538332 c062.6baf.8dc3 0100.5e7f.02c3 0x8100 Length: 1362
802.1Q vlan#1007 PO 10.76.4.95.1806 > 239.255.2.195.5000: [udp sum ok] udp 1316 (DF) [tt1 1] (id

mfib &= B E Egj=io]| Z2MA AQE=ES Ho{FL|C}

<#root>
ASA(config)#

show nfib 239.255.2.1195

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count



(*,239.255.2.195) Flags: C K
Forwarding: 4278/50/1341/521, Other: 0/0/0
Outside-1007 Flags: A
RDEQ-to-Corporate Flags: F NS
Pkts: 0/4278 <---- HERE

HE|FHAE 2t & E|o|Z0ll= (*,G)7F EAIZIXIB (S,G)E EAIZIX| ef&LICH

<{froot>

ASA(config)#

show nroute 239.255.2.1195

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.255.2.195), 00:44:03/00:02:44, RP 10.1.135.10, flags: S
Incoming interface: Outside-1007
RPF nbr: 10.100.254.18
Immediate Outgoing interface Tist:
RDEQ-to-Corporate, Forward, 00:44:03/00:02:44

0{7|M XM= ASAO| £ 2 5t= HE[FHAE O|O|H ZHZ!S| TTLO| 10[2t= ’.‘:*.%!LIEP ASAE= O
&t mfZI2 CIR2AEE C|HO|AZ MY SHR|BHTTLO| ZASHK| 2L 7| [[H—r—) LE| CIRAEZIOAM
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IPv4 PIM: (*,239.1.1.227) Periodic J/P scheduled in 50 secs

IPv4 PIM: (*,239.1.1.227) 1/P adding Join on outside

IPv4 PIM: (10.99.41.205,239.1.1.227)RPT J/P adding Prune on outside

IPv4 PIM: (10.99.41.253,239.1.1.227)RPT J/P adding Prune on outside

IGMP: Received v2 Report on inside from 10.20.213.204 for 239.1.1.227

ICGMP: Updating EXCLUDE group timer for 239.1.1.227

IPv4 PIM: (10.99.41.253,239.1.1.227) Received [15/110] Assert from 10.20.13.2 on inside
IPv4 PIM: (10.99.41.253,239.1.1.227) Assert processing message wins

IPv4 PIM: (10.99.41.253,239.1.1.227) 1inside Update assert timer (winner 10.20.13.2)
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