ASA IPsec %! IKE Debugs(IKEv1 Aggressive
Mode) A sil4d 7| &1

A0

&t

k>

7H

sHal =X
AlLt2[2
MEEICIHI HYH
ASA 741[72|0|M
ClH&A

E'd &0l

ISAKMP

IPsec

e M-

O

ol

vl

0| EMoME M2 Q| ZE 2t PSK(pre-shared key)7t 25 AFRE|= 3 Cisco ASA(Adaptive

Security Appliance)2| C|tH10i| CHaH dE e L|Ct&7E ClHO A& ZHu[ado|/Me 2 HHEsi= &
e MHEHLICH Ciscodll M= IPsec ! IKE(Internet Key Exchange)o| CHSH 7| 2201 X|AE ER
st = ZWo| E&LC

O EXfolM= E'do] ¥ E = EciE HME ol cis dFstx| ef&LCt.

AN =X

IKE %! IPsec CItH2E= &5 235 0|X|2 IPsec VPN Eid A EME mhotst7| fIa ALSE =+ 2
Lot
= -

ALtz

MI™MOl HE = QEtXo 2 A X EQJ0o{(Cisco VPN Client) 2! 5t=9)01 20|21 E(Cisco ASA
5505 Adaptive Security Appliance &= Cisco I0S7} /= Easy VPN(EzVPN)2| A< AL ElL|C}
AZEQ0] BtRE]). OBLE AT 3R 717t AHEEl= dR0B T ELICHF ZEQ Bl M3
el m = M 7Hel MIAIX|Z FAEILICEH

ClHO=E AZEQ0{ H{A 8.3.282 A&5t 1T EzVPN MH &2 5= ASANIM 7HR{& ZdelL|ct
.EzVPN Z22I0|¢1EE= AZ EQ)0{ Z2}0|HEQIL|LC}.



AEE ClHa BE

CHE:2 Ol 2 MOl AHBElE Tl HYLICH

debug crypto isaknp 127
debug crypto ipsec 127

ASA #x|go|M

Ol oile] ASA Zx|zefo|ME HZstH 7|2 0| E[o{ok ELICH 2T M7t AFEEIX| B &LICH

interface G gabitEthernet0/0

namei f out si de

security-level 0O

i p address 10.48.67. 14 255.255.254.0

crypto i psec transformset TRA esp-aes esp-sha-hnac

crypto ipsec security-association |lifetime seconds 28800
crypto i psec security-association lifetime kil obytes 4608000

crypto dynamic-map DYN 10 set transformset TRA
crypto dynani c-nmap DYN 10 set reverse-route

crypto map MAP 65000 i psec-i saknp dynam ¢ DYN
crypto map MAP interface outside
crypto i saknp enabl e outside

crypto i saknp policy 10
aut hentication pre-share
encryption aes
hash sha
group 2

lifetime 86400

usernane cisco password cisco
usernane cisco attributes
vpn-franed-i p-address 192.168. 1. 100 255. 255. 255. 0

tunnel -group EZ type renote-access
tunnel -group EZ general -attributes
def aul t- group-policy EZ

tunnel -group EZ ipsec-attributes
pre-shared-key *****

group-policy EZ interna

group-policy EZ attributes

passwor d- st orage enabl e

dns-server val ue 192.168.1.99

vpn-tunnel - protocol ikevl

split-tunnel-policy tunnelal

split-tunnel -network-1ist value split

def aul t - domai n val ue j youngt a-| abdomai n. ci sco. com

CIHZ



#0:debug BHE AL

FXR5FA

=

ot7| 7ol C[tHT Bof et S H&

FE A2

OII

]]"'

M AR 23

CIHS

49711:28:30.28908/24/12Sev="3 E/6IKE/0x6300003B

64.102.156.881 422 A2 & LICtH
49811:28:30.29708/24/12Sev=C|HH1/7IKE/0x63000076

NAV Trace->SA:l_Cookie=D56197780D7BE3E5 R_Cookie=0000000000000Ci
AM_ZE 7|3t O|HIE:EV_JH AR}

49911:28:30.29708/24/12Sev="4 & /4IKE/0x6 3000001

IKE 1EHH| 4 AlZ}

50011:28:30.29708/24/12Sev=LC|H{1/7IKE/0x6300076

NAV Trace->SA:l_Cookie=D56197780D7BE3E5 R_Cookie=0000000000000Ci
AM_SND_MSG10|HI E:EV_GEN_DHKEY
50111:28:30.30408/24/12Sev=C|H1/7IKE/0x63000076

NAV Trace->SA:l_Cookie=D56197780D7BE3E5 R_Cookie=0000000000000Ci
AM_SND_MSG10[|H E:EV_BLD_MSG
50211:28:30.30408/24/12Sev=C|H1/7IKE/0x63000076

NAV Trace->SA:l_Cookie=D56197780D7BE3E5 R_Cookie=0000000000000Ci
AM_SND_MSG10|HIE:EV _START RETRY_TMR
50311:28:30.30408/24/12Sev=C|H1/7IKE/0x63000076

NAV Trace->SA:l_Cookie=D56197780D7BE3E5 R_Cookie=0000000000000Ci
AM_SND_MSG10|HIE:EV_SND_MSG

50411:28:30.30408/24/12Sev="3 2 /4IKE/0x63000013
SENDING >>> ISAKMP OAK AG(SA, KE, NON, ID, VID(Xauth), VID(dpd), VIC
VID(Unity)E 64.102.156.882 2

H==91 WAIX] 1(AMT)

[ <

ECFO[IE M AMTE
&Llct

8& 24Y 11:31:03 ||50611:28:30.33308/24/12Sev=C|EHH1/7IKE/0x6300076

[IKEV1]IP = NAV Trace->SA:l_Cookie=D56197780D7BE3ES
64.102.156.87, R_Cookie=000000000000000CurState:
IKE_DECODE AM_WAIT_MSG20|HE:EV_NO_O|HE
RECEIVED

Message(msgid=0)
with payloads:HDR
+ SA (1) + KE (4) +
NONCE (10) + ID
(5) + VENDOR
(13) + VENDOR
(13) + VENDOR
(13) + VENDOR
(13) + NONE (0)

IZ2NA AMT. S=AENA|
o ol B34 o|O| A=
xﬂoh—} H|m&h|Ct.

J_|'E=| __l.LA-|

ISAKMPE @IE{HH| O| A0f|
M stz 2o

EJ} M&E Zda Ux|stH
= MAO0| 5Lt o aF Mo
ElLICt.

8& 24% 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, SA [O[= = R

8% 242 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, 42| 7| HO| 2=

8% 242 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, X3Z| ISA_KE HO| 2=
8% 242 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, Z{2| nonce H 0|2 E
8% 242 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, 42| ID HO| 2=

8% 242 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, VID H| 0|2 = A2

8% 242 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, Received xauth V6 VID
8% 242 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, VID H 0|2 = A2

8% 242 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, Received DPD VID
8% 242 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, VID H 0|2 = A2



/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

crypto isaknp enable
out si de

crypto isaknmp policy
10

aut henti cati on pre-
share

encryption aes

hash sha

group 2

l'ifetine 86400

ID o|& 2t Lxlst= EL
a&:

tunnel -group EZ type

r enot e- access

tunnel -group EZ
general -attributes

def aul t - group-policy
EZ

tunnel -group EZ i psec-
attributes

pr e-shar ed-key cisco

8% 24¥ 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, Received Fragmentatio
8% 242 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, IKE Peer0i| Z& &l IKE

H E:TrueAggressive 2 E:False

82 242 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, VID H|0|2 = %{Z|
82 242! 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, Received NAT-Travers
82 242 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, VID H|0|2 = %{Z|
82 242! 11:31:03 [IKEv1 DEBUG]IP = 64.102.156.87, Received Cisco Unity ¢
8% 24 11:31:03 [IKEV1]IP = 64.102.156.87, 21Z20] tunnel_group ipsecoi| &4
8% 242 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, IKE SA

82 242 11:31:03 [IKEVI]1EHA| Alm: 244 25

é;j% 242 11:31:03 [IKEVI]1EHH| Almf:ZeiA 12
2_3:%524%' 11:31:03 [IKEV1]1EtH| ATi:Z2eiA 18
2_3:%524%' 11:31:03 [IKEVI]1EHA| Almf:SehA 12 o
2_3:%524%' 11:31:03 [IKEV1]1EtH| ATi: 224 18
2_3:%524%' 11:31:03 [IKEVI]1EtH| ATi:Z2eiA 18
2_3:%524%' 11:31:03 [IKEV1]1EtH| ATi:Z2eiA 18
2_3:%524%' 11:31:03 [IKEV1]1EtH| AT Z2eiA 18
2_3:%524%' 11:31:03 [IKEV1]1EtH| AT Z2eiA 18
2_3:%524%' 11:31:03 [IKEV1]1EtH| AT Z2eiA 18
2_3:%524%' 11:31:03 [IKEV1]1EtH| AT Z2eiA 18
2_3:%524%' 11:31:03 [IKEV1]1EtH| ATi:Z2eiA 18
2_3:%524%' 11:31:03 [IKEV1]1EtH| AT Z2eiA 18
;:%524% 11:31:03 [IKEV1]1EtH| ATi: 224 18
2_3:%524%' 11:31:03 [IKEVI]1EHH| Almf:SehA 12 o
2_35%524% 11:31:03 [IKEV1]1EtH| AT Z2eiA 18
= 5

8¢ 24! 11:31:03 [IKEv1 DEBUG]Group = ipsec,
acceptableMatches global IKE entry # 11} 2/ x|

MEH-Rev'de| EAM 9340 &
MH:Rev'de| £ RO0| L
MH:Rev'de| £ R0| L
MH:Rev'de| £ R0| L

MH:Rev'de| EM R&0| &

M

MH:Rev'de| EM R&0| &

M

MH:Rev'de| EM R&0| &

MH:Rev'de| EM R&0| &

M

MH:Rev'de| EM R&0| &

M

MH:Rev'de| EM R&0| &

MH:Rev'de| EM R&0| &

M

MH:Rev'de| EM R&0| &

M

MH:Rev'de| EM R&0| &

MH:Rev'de| EM R&0| &
AMH:Rev'de| EM R&0| &

MH:Rev'de| EM R&0| &

IP =64.102.156.87, IKE SA

AM2E L EFLICE. Ol X
EMAol= Ct30| 27
ElLICk

- MEHEE A

- DH(Diffie-Hellman)
-SE%ID

- QB

- NAT(Network Address

Translation) & X| H 0|2
| —

8 249 11:31:03 [IKEv1 DEBUG]Group = ipsec,

IP =64.102.156.87, ISAKMF

82 2421 11:31:03 [IKEv1 DEBUG]ZE = ipsec, IP = 64.102.156.87, 7| H| 0|2

82 2421 11:31:03 [IKEv1 DEBUG]Group = ipsec,
82 2421 11:31:03 [IKEv1 DEBUG]Group = ipsec,
82 2421 11:31:03 [IKEv1 DEBUG]Group = ipsec,
82 2421 11:31:03 [IKEv1 DEBUG]Group = ipsec,
82 2421 11:31:03 [IKEv1 DEBUG]Group = ipsec,
82 2421 11:31:03 [IKEv1 DEBUG]Group = ipsec,
82 2421 11:31:03 [IKEv1 DEBUG]Group = ipsec,
82 2421 11:31:03 [IKEv1 DEBUG]Group = ipsec,

IP = 64.102.156.87, nonce T
IP = 64.102.156.87, Respon
IP = 64.102.156.87, ID 0.
IP = 64.102.156.87, S A| m|
IP = 64.102.156.87, ISAKMF
IP = 64.102.156.87, Cisco U
IP = 64.102.156.87, xauth V.
IP = 64.102.156.87, dpd VIC




82 242 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, NAT-Tr:
A

o

8% 24! 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, NAT-Dis
8% 24! 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, compuiti
8% 24! 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, NAT-Dis
8% 24! 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, compuiti
82 242! 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, fragmer
E 3y

8% 24! 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, VID H|C
8% 24! 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, Send Al
ASA GW VID

HI
I

[

b= =

AM2E B, 8 24 11:31:03 [IKEVI]IP = 64.102.156.87, IKE_DECODE SENDING Mess:
payloads:HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + HASH (8) + VENDC

VENDOR (13) + NAT-D (130) + NAT-D (130) + VENDOR (13) + VENDOR (13!

” == == MAMOT HAIK] 2(AM2) ========

50711:28:30.40208/24/125ev="3 B2 /5IKE/Ox6300002F

4= AIZ] ISAKMP THZ: Z|0{ = 64.102.156.8
50811:28:30.40308/24/12Sev="4 & /4IKE/0x63000014

64.102.156.8801 A <<< ISAKMP OAK AG(SA, KE, NON, ID, HASH, VID(Unity
VID(Nat-T), NAT-D, VID(Frag), VID(?) <=4l
51011:28:30.41208/24/12Sev=C|H1/7IKE/0x63000076

NAV Trace->SA:l_Cookie=D56197780D7BE3E5 R_Cookie=1B301D2DE710El
AM_WAIT_MSG20|#HIE:EV_RCVD_MSG

51111:28:30.41208/24/12Sev="3 E/5IKE/0x63000001

I|0o{= Cisco-Unity & m|o{/L]|C},
51211:28:30.41208/24/12Sev="4 & /51KE/0x63000001

I|0{7F XAUTHE K| ELct.
51311:28:30.41208/24/12Sev="4 & /5IKE/0x63000001

I|o{7} DPD X|&

51411:28:30.41208/24/12Sev="4 & /5IKE/0x63000001

I|o{7} NAT-T X|&

51511:28:30.41208/24/12Sev="4 & /5IKE/0x63000001

I|047} IKE =28 HOo|2EE K| gLt
51611:28:30.41208/24/12Sev=C|H1/7IKE/0x63000076

NAV Trace->SA:l_Cookie=D56197780D7BE3E5 R_Cookie=1B301D2DE710El
AM_WAIT_MSG20|H E:EV_GEN_SKEYID
51711:28:30.42208/24/12Sev=C|H1/7IKE/0x63000076

NAV Trace->SA:l_Cookie=D56197780D7BE3E5 R_Cookie=1B301D2DE710El
AM_WAIT MSG20|HIE:EV_AUTHENTICATE_PEER
51811:28:30.42208/24/12Sev=C|H1/7IKE/0x63000076

NAV Trace->SA:l_Cookie=D56197780D7BE3E5 R_Cookie=1B301D2DE710El
AM_WAIT MSG20|HIE:EV_ADJUST _PORT
51911:28:30.42208/24/12Sev=C|H1/7IKE/0x63000076

NAV Trace->SA:l_Cookie=D56197780D7BE3E5 R_Cookie=1B301D2DE710El
AM_WAIT MSG20|HIE:EV_CRYPTO_ACTIVE

52011:28:30.42208/24/12Sev=C[H{1/7IKE/0x63000076

NAV Trace->SA:I_Cookie=D56197780D7BE3E5 R_Cookie=1B301D2DE710El
AM_SND_MSG30|H E:EV_BLD_MSG]
52111:28:30.42208/24/12Sev=C|H{1/81KE/0x63000001

I0S S22 YA ID 50| AEE[RA& LT
52211:28:30.42208/24/12Sev="3 £ /61KE/0x63000001

10S S 1D T4 43




52311:28:30.42308/24/125ev=LIH1/7IKE/0x63000076

NAV Trace->SA:l_Cookie=D56197780D7BE3E5 R_Cookie=1B301D2DE710El
AM_SND_MSG30|HIE:EV_SND_MSG
52411:28:30.42308/24/12Sev="4 £ /4IKE/0x63000013

SENDING >> ISAKMP OAK AG *(HASH, NOTIFY:STATUS_INITIAL_CONTAC
VID(Unity) to 64.102.156.88

| <=== == X250l HAIX] 3(AM3)

ZCFOIIEOTA AM32
w&LCt

89 24 11:31:03 [IKEVI]IP = 64.102.156.87, IKE_DECODE RECEIVED Mes:
payloads:HDR + HASH (8) + NOTIFY (11) + NAT-D (130) + NAT-D (130) + VE
NONE (0) & Z!0/:168

o =

AM 3 X{2[. NAT-T(NAT
traversal) Al& = QI0[A]|
YEZ2 EDE ASSE
AlZHg &7t EIR& L

Ct.

82 242 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, A 2| aff
8% 24! 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, ISAKMF
8% 24 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, *{2| &
8% 24! 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, {Z| NA
8% 24! 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, compuiti
8% 24! 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, {Z| NA
8% 24! 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, compuiti
8% 24! 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, *{2| VII
8% 24 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, Process
payload(H{%1:1.0.0, 7|5:00000408)

8% 24! 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, *{2| VII
8% 24! 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, Receive
8% 242! 11:31:03 [IKEV1] & = ipsec, IP =64.102.156.87, XtS NAT E K|

S EH: 17 endISNAT x| Foll UASNAT F x| FHoll IS

—_ HA 3

T5EFAXAUTH)E ATF]
st ALSR A4 EEE
LYELICH

8 249 11:31:03 [IKEv]1 DEBUG]Group = ipsec, IP = 64.102.156.87, &1 ol A|
82 2421 11:31:03 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, qm 3 A
82 2421 11:31:03 [IKEV1]IP = 64.102.156.87, IKE_DECODE SENDING Mess:
payloads:HDR + HASH (8) + ATTR (14) + NONE (0) & Z/0]:72

XAuth- A sE 2F

53511:28:30.43008/24/12Sev="8E/4IKE/0x63000014
64.102.156.880{| A <<< ISAKMP OAK TRANS *(HASH, ATTR) =&l
53611:28:30.43108/24/12Sev=C| 3 =/11IKE/0x63000001
ISAKMP &1

JHA|XF 2 7|:D56197780D7BE3ES5S

SHA £7|:1B301D2DE710EDAO

CH= HO|2E:31A|

(16 Z14):10

Exchange R &:EZHAHM

el &3

MessagelD(16%!=):FB709D4D

Z0|:76

HO|2E SHA|

CI2 Mo 2= &4

0 eFE:00

Ho|Z2E= ZO0]:24

Cllo|E{(16 Tl):C779D5CBC5C75E3576C478A15A7CAB8A83A232D0
Ho|ZE EM

CH2 HO|IZE:QIS

0 eFE:00

Ho|2E= Z0]:20

S &:ISAKMP_CFG_REQUEST

0 eFE:00




ZTEHAF:0000

XAUTH S8t

XAUTH AFZ X} O|2:(H|0{ US)

XAUTH AL A} &4 5 :(H|0{ US)
53711:28:30.43108/24/12Sev=C|H{1/7IKE/0x63000076

NAV Trace->TM:MsglD=FB709D4DCurState:TM_% 7|3} O|tE:EV_RCVD_M

53811:28:30.43108/24/12Sev=C|HH1/7IKE/0x63000076

NAV Trace->TM:MsglD=FB709D4DCurState:TM_PCS_XAUTH_REQEvent:EV
53911:28:30.43108/24/12 Sev=C|H{1/7IKE/0x63000076

NAV Trace->TM:MsglD=FB709D4DCurState:TM_PCS_XAUTH_REQEvent:EV
54011:28:30.43208/24/12Sev=C|H{ 1/7IKE/0x6300076

NAV Trace->TM:MsglD=FB709D4DCurState:TM_WAIT_4USEREvent:EV_NO
541 11:28:36.41508/24/12Sev=C|H1/7IKE/0x6300076

NAV Trace->TM:MsglD=FB709D4DCurState:TM_WAIT_4USEREvent:EV_RC

54211:28:36.41508/24/12Sev=C[HH1/7IKE/0x63000076

NAV Trace->TM:MsglD=FB709D4DCurState: TM_WAIT_4USEREvent:EV_SNI
54311:28:36.41508/24/12Sev="4 2 /4IKE/0x63000013

SENDING >>> ISAKMP OAK TRANS *(HASH, ATTR)E 64.102.156.882 =
54411:28:36.41508/24/12Sev=C| 3 =/11IKE/0x63000001

ISAKMP 3llH

JHAIRF 2 7]:D56197780D7BE3ES5

SER £7[:1B301D2DE710EDAO

Ct2 HO|2E:5H Al

H&™(16Tl=):10

Exchange £ &:E 21 M

Eeia.(g =3

MessagelD(16Z!==):FB709D4D

20]:85

H 0| 2E A

CI2 Ho|2E &4

0i2F =00

HO|2ZE Z0]:24

CllO|E{(16 T1+):1A3645155BEQA81CB80FCDB5F7F24E03FF8239F5
Ho|IZE EM

CtZ HOo|2E:Q1&

0i2F =00

HO|Z2E Z0]:33

S &:ISAKMP_CFG_REPLY

0i2F =00

AlE4X}:0000

XAUTH &3.algt

XAUTH AL X} O|&:(CIOIE7F EAIEIX| &)

XAUTH AL A} & S (CIOIE{7F EAIEIX] &)

<== === == Xauth - AI-%XI- Xl-a g% =======:

AFE AT A

82 24Y 11:31:09 [IKEV1]IP = 64.102.156.87, IKE_DECODE RECEIVED Mes:
payloads:HDR + S A|(8) + £ 4J(14) + Y=(0)

& Z0[:85

8% 242 11:31:09 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, process

INR=FN:
2= N
5t 2E

82 24Y 11:31:09 [IKEv1 DEBUG]Group = ipsec, IP = 64.102.156.87, Process
82 242! 11:31:09 [IKEv1 DEBUG]Group = ipsec, Username = user1, |IP = 64.
IKEGetUserAttributes: 7| &£ DNS = 192.168.1.99




usernane ci sco
password ci sco

82 242 11:31:09 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
IKEGetUserAttributes: 2 & DNS = x|/ &

82 242! 11:31:09 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
IKEGetUserAttributes: 7|2 WINS = x| &

82 242! 11:31:09 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
IKEGetUserAttributes: 2 & WINS = X[ &

82 242! 11:31:09 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
IKEGetUserAttributes: A Z 2! {2 55 = 28

82 242! 11:31:09 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
IKEGetUserAttributes: 7|2 T H|2! = jyota-labdomain.cisco.com

82 242! 11:31:09 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
IKEGetUserAttributes:IP &5 = H|& &3l E

82 242! 11:31:09 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
IKEGetUserAttributes: A Z 2! E{'A 3 E& = A& oF &

82 242! 11:31:09 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
IKEGetUserAttributes: 22t RA ZSA| A =3 ot &

82 242! 11:31:09 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
IKEGetUserAttributes: 2 2} X{ L 5 A| Bypass Local = disable

8% 24! 11:31:09 [IKEv1]Group = ipsec, Username = user1, IP = 64.102.156.

83 24 11:31:09 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
AH A4

[N

8% 242 11:31:09 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
T

8% 24! 11:31:09 [IKEV1]IP = 64.102.156.87, IKE_DECODE SENDING Mess:
payloads:HDR + HASH (8) + ATTR (14) + NONE (0) & Z10|:64

== XAuth - ﬂEI‘ 1E-O:i éjl- ===

54511:28:36.41608/24/12Sev=C[B{1/7IKE/0x63000076

NAV Trace->TM:MsglD=FB709D4DCurState:TM_XAUTHREQ_DUSUMvent:E
54611:28:36.41608/24/12Sev=C|B{1/7IKE/0x6300076

NAV Trace->TM:MsglD=FB709D4DCurState:TM_XAUTHREQ_DUSUMvent:E
54711:28:36.42408/24/12Sev="4 & /5|KE/0x6300002F

£ AlE ISAKMP IiZ):I|0{ = 64.102.156.88
54811:28:36.42408/24/12Sev="4 & /4IKE/0x63000014
64.102.156.8801{ A <<< ISAKMP OAK TRANS *(HASH, ATTR) =2
54911:28:36.42508/24/12Sev=C| 2 =/11IKE/0x63000001

ISAKMP &1

JHAIR} F7|:D56197780D7BE3ES5

SE X £7]:1B301D2DE710EDAO

ClS mo|Z=:5H A

HZ(16%14):10

Exchange R &:E M

Zia (=3}

MessagelD(16%!):5B6910FF

Z0]:76

HO|2E sHA|

CIS Ho|ZE: &M

ol 2FE:00

HO|2E Z0]:24
HlOIE{(16Z!14):7DCF47827164198731639BFB7595F694CODFES5
HOo|ZE EN

Ct= HOIRE: QIS

ol 2FE:00

Ho|2E Z0]:12




#S:ISAKMP_CFG_SET

04|°F5'.00

A X}:0000

XAUTH & Ef: &1t

55011:28:36.42508/24/12Sev=C|H{1/7IKE/0x63000076

NAV Trace->TM:MsglD=5B6910FFCurState:TM_Zx 7|8} O|HIE:EV_RCVD_MS
55111:28:36.42508/24/12Sev=C|H1/7IKE/0x63000076

NAV Trace->TM:MsglD=5B6910FFCurState:TM_PCS_XAUTH_SETEvent:EV_
55211:28:36.42508/24/12Sev=C|H{1/7IKE/0x63000076

NAV Trace->TM:MsglD=5B6910FFCurState:TM_PCS_XAUTH_SETEvent:EV_

55311:28:36.42508/24/12Sev="8 £ /4IKE/0x63000013
SENDING >>> ISAKMP OAK TRANS *(HASH, ATTR)E 64.102.156.882 =

<=== === Xauth - e(ﬂ T

x-I EIPSISI|
N 8ol

82 24Y 11:31:09 [IKEV1]IP = 64.102.156.87, IKE_DECODE RECEIVED H[A]
‘HDR + HASH (8) + ATTR (14) + NONE (0) & Z/0|:60

8% 24 11:31:09 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
SteH

8% 24 11:31:09 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
ACK §4

55511:28:36.42608/24/12Sev=C[H{1/7IKE/0x63000076

NAV Trace->TM:MsglD=5B6910FFCurState:TM_XAUTH_DUSUMvent:
EV_XAUTH_DONE_SUC
55611:28:36.42608/24/12Sev=C|HH1/7IKE/0x63000076

NAV Trace->TM:MsgID=5B6910FFCurState: TM_XAUTH_DUSUMvent:EV_NC
55711:28:36.42608/24/12Sev=C|tH1/7IKE/0x63000076

NAV Trace->TM:MsgID=FB709D4DCurState: TM_XAUTHREQ_DUSUMvent:E
55811:28:36.42608/24/12Sev=C|tH1/7IKE/0x63000076

NAV Trace->TM:MsglD=FB709D4DCurState:TM_FREEEvent:AX|7{(_R)
55911:28:36.42608/24/12Sev=C|tH1/7IKE/0x63000076

NAV Trace->TM:MsgID=FB709D4DCurState:TM_FREEEvent:EV_NO_O|H E
56011:28:36.42608/24/12Sev=C|tH1/7IKE/0x6300076

NAV Trace->SA:I_Cookie=D56197780D7BE3E5 R_Cookie=1B301D2DE710El
CMN_XAUTH_PROGEvent:EV_XAUTH_DONE_SUC
56111:28:38.40608/24/12Sev=C |t 1/8IKE/0x6300004C

IKE SA& DPD E}0|H A|Z(I_Cookie=D56197780D7BE3E5
R_Cookie=1B301D2DE710EDAOQ) sa->state = 1, sa->dpd.worry_freq(mSec) =
56211:28:38.40608/24/12Sev=C|tH1/7IKE/0x63000076

NAV Trace->SA:I_Cookie=D56197780D7BE3E5 R_Cookie=1B301D2DE710El
CMN_MODECFG_PROGEvent:EV_INIT_MODECFG
56311:28:38.40608/24/12Sev=C|tH1/7IKE/0x63000076

NAV Trace->SA:I_Cookie=D56197780D7BE3E5 R_Cookie=1B301D2DE710El
CMN_MODECFG_PROGEvent:EV_NO_O[H E
56411:28:38.40608/24/12Sev=C|tH1/7IKE/0x63000076

NAV Trace->TM:MsglD=84B4B653CurState:TM_Z 7|3} O|HIE:EV_INIT_MOL
56511:28:38.40808/24/12Sev="4 2 /5IKE/0x6300005E

Concentrator0l| 23t @HE ELi= 20| E
56611:28:38.40908/24/12Sev=C|tH1/7IKE/0x6300076

NAV Trace->TM:MsglD=84B4B653CurState:TM_SND_MODEFGREQEvent:
EV_START_RETRY_TMR

56711:28:38.40908/24/12Sev=C[EHH1/71IKE/0x63000076

NAV Trace->TM:MsgID=84B4B653CurState: TM_SND_MODEFGREQEvent:E\
56811:28:38.40908/24/12Sev="3 £ /4IKE/0x63000013

SENDING >>> |[SAKMP OAK TRANS *(HASH, ATTR)E 64.102.156.882 &




56911:28:38.62708/24/12Sev=C| 2 =/11IKE/0x63000001
ISAKMP 3l

JWAIRF £ 7]:D56197780D7BE3E5

SEX £7[:1B301D2DE710EDAO

CIS HO|2E=:5H Al

H-I"*(167<|*) 10

Exchange RS ESAM

Zala (Y58

MessagelD(16%/<+):84B4B653

Z10[:183

OII

—~

H 0|2 = s A

CIS Ho|ZE: &M

ol =00

Ho|2E Z0|:24
HlOIE{(16Z14):81BFBF6721A744A815D69A315EF4AAA571D6B687

Ho|Z2E EM

CH2 HO|ZE:QIS

o eFE:00

Ho|2= Z0]:131

S &:ISAKMP_CFG_REQUEST

04|°F5'.00

AlE4X}:0000

IPv4 Z=2:(H[0] )

IPv4 S'0FA T :(H|0] 94S)

IPv4 DNS:(H[0{ /U=

IPv4 NBNS(WINS):(H|04 92
A DR (H|0] )

Cisco = &:HiL1:(H|0o{ /)

Cisco & 2”“ PWD X&:(H[o] /=)

Cisco & 2”“ 712 =2l O|&:(H|o] U=

Cisco = &:2¢ L (H[o] /JUZ

S ==
Cisco & & AZ 3! DNS O|&:(H|0] U )
Cisco & &:PFS ¢%.(H|o+ UZ)
o = gl (H|of UB)

Cisco = & 8] ME:(H|o{ UZ

Cisco &% AOLE 7= 22| 214 sliA:(H|o] UF)

28 ME:LE” B 7:Cisco Systems VPN Client 5.0.07.0290:WinNT
Cisco &3l &:(H[o] /U=

Cisco %"'E".%&" DNS A E O|&:ATBASU-LABBOX

C=m=mmmmmmmmm== Mode_conﬂg 9;.@ ==

8%& 24% 11:31:11 |[57011:28:38.62808/24/12Sev= C|EHH1/7IKE/0x6300076

[IKEV1]IP NAV Trace-

=64.102.156.87, |>TM:MsglD=84B4B653CurState:TM_WAIT_MODEFGREF

IKE_DECODE
RECEIVED M|A|X|
(msgid=84b4b653)
(Ho|2E =&
):HDR + HASH (8)
+ ATTR (14) +
NONE (0) & Z0|
1183




8& 24 11:31:11
[IKEV1
DEBUG]Group =
ipsec, Username =
user1, IP =
64.102.156.87,
process_attr(): =2
St2H

Process mode-config
.

olz{gt &t & C 2
Moz OF HHoM 7
MELct gLt o] oA
o| M= o< 7|=2x¢el
An|agolME 7HKI=
2 of7|ol ZAIZ|X| &t&
LICt.

s

83 24¥ 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
Request attributes

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
FA0 et REE wet&Lch

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
HotA ol CHet RS Bt&Lch

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
M FA00 Ot 2HE grt&LICH

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
M FA00 Ciet @S grt&LICH

8¢ 24 11:31:11 [IKEv1]Group = ipsec, Username = user1, IP = 64.102.156.
transaction mode attribute:5

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.

QS wA&LICH

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
ME Mol et LES ¢A&L o

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
T HQ O|Fo CHEl @E S b &LICH

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.

S Ed S50l ciet 2 HE gA&LICH

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
Z! DNSOf| CHet @ - g 2t &LICh.

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
Mol chet EE etaLch

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
O|HE HElRX ZEA| dHof CHet - Ert&LICH

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
ip-sec I|o{ S E0f CHet 2E S SA&LICH

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
O|HE ADIE 7t= A7 A4 &#7| Mol Ciet &S wt&Lct

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
T2 HHol| Cist ™S grt& Lt

82 242 11:31:11 [IKEVI]1E = ipsec, AL2 X} O|E = user, IP = 64.102.156.¢
‘WinNTClient 88 T2 13 B{7T:5.0.07.0290

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
MODE_CFG:FWTYPEO| CHEt @ HE &t &LICh

8% 242 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
MODE_CFG:DDNSO{| CHgt DHCP 3AE 0| 7% £ Al:ATBASU-ZHEF A

T8E EEICE
mode-config SE & 74
gruct

e 7.

O] B At XtofH &4
Set IP7H 2 ELICH

82 24¥ 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
(192.168.1.100) before initiating Mode Cfg (XAuth enabled)

8¢ 24 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.°
mask (255.255.255.0) to remote client

8% 24 11:31:11 [IKEV1]E = ipsec, AFE A} O|& = user1, IP = 64.102.156.¢
M IP &4 192.168.1.100

8¢ 24! 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.°




usernane cisco
attributes
vpn-framed-ip-
address 192.168.1.100
255.255.255.0
group-policy EZ

i nterna

group-policy EZ
attributes
passwor d- st or age
enabl edns-server val ue
192.168. 1. 129
vpn-tunnel - prot oco

i kevl

split-tunnel -policy
tunnel al
split-tunnel - net wor k-
list value split
defaul t -

domai n val ue

j youngt a-

| abdomai n. ci sco. com

33

8% 24 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.°
construct_cfg_set: 7|2 M@l = jyota-labdomain.cisco.com

8% 24! 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.°
Browser Proxy Attributes!

8% 24 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1 IP=064.
to No-Modify. 22+ X ZF A| O|O|E{= mode-cfg &0l Z & E|X| et &L|Ct.
8 24! 11:31:11 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.°
Smartcard Removal Disconnect enable!
8¢ 24 11:31:11 [IKEv1 DEBUG]Group =
Ty

ipsec, Username = user1, IP = 64.

Send mode-config
response(EU7| 2=E-ZA
I|acio|Md SH).

8 24¥ 11:31:11 [IKEV1]IP = 64.102.156.87, IKE_DECODE SENDING Mess:
payloads:HDR + HASH (8) + ATTR (14) + NONE (0) & Z!0]:215

” —============= Mode-confg <) |=r

57111:28:38.63808/24/12Sev="9 & /5IKE/0x6300002F

2= AMENISAKMP ZHZ!:I|0] = 64.102.156.88
57211:28:38.63808/24/12Sev="4 £ /4IKE/0x63000014
64.102.156.8801 A <<< ISAKMP OAK TRANS *(HASH, ATTR) =2
57311:28:38.63908/24/12Sev=C| 3 =/111KE/0x63000001

ISAKMP &

WAt 7|:D56197780D7BE3ES

SEA £7]:1B301D2DE710EDAOQ

Ct= HO|Z2E=:5HA|
(16 Tl3): 10
Exchange R8.E
Zoja(es gr)
MessagelD(16%!<+):84B4B653

Z210]:220

HO|2E S A|

CIS Ho|2E: &M

04 2F =00

Ho|2= Z0|:24
Cl|O|E{(16Z1+):6DE2E70ACF6B1858846BC62E590C00A66745D14D
n-||o|§|: EA—{
L_—I'l:l -U'HOlEI: I:l
OﬂOFEH_OO
Ho|2E Z0:163

2% ISAKMP_CFG_REPLY
OﬂOFEH_OO

AlE4%}:0000

IPv4 F4:192.168.1.100
IPv4 S0t A 3:255.255.255.0
IPv4 DNS:192.168.1.99
Cisco &&PWD A &0t
Cisco & 2”“ 7|2 =9l 0|5:

ZH

2 A

LK==l

[=]




jyoungta-labdomain.cisco.com

Cisco

= 5HPFS $8:00L] 2

28 T2 H™:Cisco Systems, Inc ASA5505 EHZ1 8.4(4)1, 68 14~12

Cisco

S A0lE Sis 22| 917 Rl

ME{O[M 1EFAI7E 2t = E
RELICLQM(HHE 2 E)
ZEMAE AlEFELICH

8% 24%¥ 11:31:13
[IKEV1
DECODE]IP =
64.102.156.87,
IKE Responder
starting QM:msg id
= 0e83792¢

8% 242 11:31:13
[IKEV1
DEBUG]Group =
ipsec, Username =
useri, IP =
64.102.156.87,
Delay Quick Mode
processing,
Cert/Trans
Exch/RM DSID Z!

sH =

oS

8¢ 2421 11:31:13
[[KEV1]O&
ipsec, At& X+ O|&
=usert, IP =
64.102.156.87, 5
A ARP7}
192.168.1.10001
MEH

8¢ 2421 11:31:13
[IKEvV1
DEBUG]Group =
ipsec, Username =
usert, IP =
64.102.156.87,
Resume Quick
Mode processing,
Cert/Trans
Exch/RM DSID7}
22 E|RAELCH
8¢ 2421 11:31:13
[[KEV1]O&
ipsec, At& X+ O|&
=usert, IP =
64.102.156.87, &t
A1z

57411:28:38.63908/24/12Sev= C|H{1/7IKE/0x6300076
NAV Trace->TM:MsglD=84B4B653CurState:
TM_WAIT_MODEFGREPLYEvent:EV_RCVD_MSG
57511:28:38.63908/24/12Sev= "E £ /5IKE/0x63000010
MODE_CFG_REPLY:£% = INTERNAL_IPV4_ADDRESS
%t =192.168.1.100
57611:28:38.63908/24/12Sev="4 £ /5IKE/0x63000010
MODE_CFG_REPLY:£%4 = INTERNAL_IPV4_NETMASK
%t = 255.255.255.0

57711:28:38.63908/24/12Sev= "4 £ /5IKE/0x63000010
MODE_CFG_REPLY:£%d = INTERNAL_IPV4_DNS(1):,
%t =192.168.1.99
57811:28:38.63908/24/12Sev="4 £ /5IKE/0x630000D
MODE_CFG_REPLY:§4 =
MODEFG_UNITY_SAVEPWD:, Zt = 0x00000000
57911:28:38.63908/24/12Sev="4 £ /5IKE/0x630000E
MODE_CFG_REPLY:§4 =
MODEFG_UNITY_DEFDOMAIN:, 2t =
labdomain.cisco.com
58011:28:38.63908/24/12Sev= "E £ /5IKE/0x630000D
MODE_CFG_REPLY:&4 = MODEFG_UNITY_PFS:, 2t
58111:28:38.63908/24/12Sev="4 £ /5IKE/0x630000E
MODE_CFG_REPLY:% %4 = APPLICATION_VERSION,
value = Cisco Systems, Inc ASA5505 H7%1 8.4(4)1
AMA 5 14-69 122 11:20
58211:28:38.63908/24/12Sev= "d £ /5IKE/0x630000D
MODE_CFG_REPLY:§4 =
MODEFG_UNITY_SMARTCARD_REMOVAL_DISCONNE
58311:28:38.63908/24/12Sev= "d £ /5IKE/0x630000D
MODE_CFG_REPLY: &% = =41 2 NAT-T AIE

EZE HS 7k =0x0001194
58411:28:39.36708/24/12Sev= C|B{1/91KE/0x6300093
ini O§74 B4 EnableDNSRedirection2| Zf2 1¢lL|Ct.
58511:28:39.36708/24/12Sev= C|B{1/7IKE/0x6300076
NAV Trace->TM:MsglD=84B4B653CurState:

TM_MODEFG_FUSUMvent:EV_MODEFG_DONE_SUC

jyounta-

=ZCI0[AIEE DPDE +

AMsto Eeoct.

8& 24Y 11:31:13 [IKEV1]IP = 64.102.156.87, O] P1Z 2| Keep-alive #3:DPD
8¢ 24 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.°

H Al%:82080%

8¢ 24! 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.°
8¢ 24! 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.°

AH Ad
So




82 242 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
Ty

8 24 11:31:13 [IKEV1]IP = 64.102.156.87, IKE_DECODE SENDING Mess:
payloads:HDR + &l A[(8) + & Zl(11) + 81=(0) & Z0[:92

== == DPD(Dead Peer Detection) ======

58811:28:39.79508/24/12Sev=C[HH1/7IKE/0x63000015
intf_data&colon;Icl=0x0501A8C0, 0} A 3 =0x00FFFFFF, bcast=0xFF01A8CO, t
58911:28:39.79508/24/12Sev=LC|H1/7IKE/0x63000076

NAV Trace->SA:l_Cookie=D56197780D7BE3E5 R_Cookie=1B301D2DE710EI
CMN_MODECFG_PROGEvent:EV_INIT_P2
59011:28:39.79508/24/12Sev="4 £ /4IKE/0x6300056

EEIOIHERE 7| - Y& LICLEZA IP = 192.168.1.100, GW IP = 64.1(
59111:28:39.79508/24/12Sev=LC|H1/7IKE/0x63000076

NAV Trace->SA:l_Cookie=D56197780D7BE3E5 R_Cookie=1B301D2DE710EI
CMN_ACTIVEvent:EV_NO O[HE
59211:28:39.79508/24/12Sev=LC|H1/7IKE/0x63000076

NAV Trace->QM:MsgID=0E83792ECurState:QM_Z 7|3} O|HIE:EV_TJH A|X}
59311:28:39.79508/24/12Sev=LC|H1/7IKE/0x63000076

NAV Trace->QM:MsglD=0E83792ECurState:QM_BLD_MSG10|H E:EV_CHK
59411:28:39.79608/24/12Sev=LC|H1/7IKE/0x63000076

NAV Trace->QM:MsgID=0E83792ECurState:QM_BLD_MSG10|H E:EV_BLD.
59511:28:39.79608/24/12Sev=LC|H1/7IKE/0x63000076

NAV Trace->QM:MsglD=0E83792ECurState:QM_SND_MSG10|H E:EV_STA

59611:28:39.79608/24/12Sev=C[HH1/7IKE/0x63000076

NAV Trace->QM:MsglD=0E83792ECurState:QM_SND_MSG10|HI E:EV_SND
59711:28:39.79608/24/12Sev="4 2 /4IKE/0x63000013

>>>|SAKMP OAK QM *(HASH, SA, NON, ID, ID)E 64.102.156.882 2 ™&

<=== == == —HF% == [HIAIxI 1(QM1) ===

Qv1= 2 &LCE. 8 24¢ 11:31:13 [IKEV1]IP = 64.102.156.87, IKE_DECODE RECEIVED Mes:
payloads:HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (
QM1E Al Ct 8¥ 24 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.°

B 2.

crypto dynam c- map
DYN 10 set transform

set TRA

8% 24 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
8% 24 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
=

8% 24
8% 24
ID =4l
192.168.1.100

8% 24 11:31:13 [IKEv1]Group = ipsec, Username = user1, IP = 64.102.156.:
4 ZEA SAE HO|E{(FA 192.168.1.100, ZT2EE 0, £E 0)

8% 24 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
8% 242 11:31:13 [IKEv1 DECODE]Group = ipsec, Username = user1, IP = 6¢
ID_IPV4_ADDR_SUBNET ID received—0.0.0.0—0.0.0.0

8% 24 11:31:13 [IKEv1]Group = ipsec, Username = user1, IP = 64.102.156.:
IP ZE Al MEY C|O|E:34 0.0.0.0, 0}A3 0.0.0.0, Z2EEZ 0, £ZE 0

82 242 11:31:13 [IKEV1] & = ipsec, At& X} O|& = user1, IP = 64.102.156.¢
found by addr

8% 24 11:31:13 [IKEv1]Group = ipsec, Username = user1, IP = 64.102.156.:
checking map = out-map, seq = 10...

8% 24 11:31:13 [IKEv1]Group = ipsec, Username = user1, IP = 64.102.156.:
by-passed: & &3t @ 50| 2M5HK| et&LICt.

8% 24 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.

1:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.°

1
11:31:13 [IKEv1 DECODE]Group = ipsec, Username = user1, IP = 6¢




O[5l = 9]F UDP-Encapsulated-Tunnel 2 UDP-Encapsulated-Transport 2 =T
8¢ 24 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.°
o|3H M| El UDP-Encapsulated-Tunnel 2! UDP-Encapsulated-Transport 2=
8% 24 11:31:13 [IKEV1]2 & = ipsec, AtE A} O|F = user1, IP = 64.102.156.¢
IKE ¥42 1I|04:0ut-dyn-map

8% 242! 11:31:13 [IKEv1 DEBUG]Group =
A2l

ipsec, Username = user1, IP = 64.

QM2E T &FLICH
B T

tunnel -group EZ
type remote-access !

(tunnel type ra = tunnel

type remote-access)

crypto ipsec transform

set TRA esp-aes esp-
sha-hmac

crypto ipsec security-

associ ation lifetime
seconds 28800

crypto ipsec security-

association lifetine
ki | obytes 4608000
crypto dynamic-map
DYN 10 set transform-
set TRA

crypto map MAP 65000
i psec-i saknp dynanic
DYN

crypto map MAP

i nterface outside

83 24Y 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
# 12, Transform # 1 acceptableMatches global IPSec SA entry # 10

8% 24 11:31:13 [IKEV1] & = ipsec, AF& Xl O|& = user1, IP = 64.102.156.¢
IPSEC:0xcfdffc00i A 24 E MMER2 Al SA,

SCB:0xCFDFFB58, & & :QIHI 2
SPI:0x9E18ACB2

M4 1D:0x00138000

VPIF £13:0x00000004

E.IL_"l o%d EI_|.

ZEEZesp

=240

8% 24 11:31:13 [IKEv1 DEBUG]Group =
SPIE %*?I%LIEF.SPI = 0x9e18ach2

8% 242 11:31:13 [IKEv1 DEBUG]Group =
EIF

8% 24 11:31:13 [IKEv1 DEBUG]Group =
4

8% 242 11:31:13 [IKEv1 DEBUG]Group =
24

8% 242 11:31:13 [IKEv1]Group = ipsec, Username = user1, IP = 64.102.156.
MZIHE 7(12H2147483% ~ 86400%)

8% 242 11:31:13 [IKEv1 DEBUG]Group =
Ec 3y

8% 242 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
8% 242! 11:31:13 [IKEv1 DEBUG]L& = ipsec, AF& X} O|& = user1, IP = 64.1
HA SAE:192.168.1.100Z2EEZ 0XE 0

2Z ME4":0.0.0.0mask 0.0.0.0 Z2EEZ 0XE 0

8% 242 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
RESPONDER LIFETIME notification to Initiator

8¢ 242 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
24

ipsec, Username = user1, IP = 64.
ipsec, Username = user1, IP = 64.
ipsec, Username = user1, IP = 64.

ipsec, Username = user1, IP = 64.

ipsec, Username = user1, IP = 64.

8& 24Y 11:31:13 [IKEv1 DECODE]Group =
E L= IKE Responder:msg id = 0e83792e

8¢ 24 11:31:13 [IKEV1]IP = 64.102.156.87, IKE_DECODE SENDING Mess:
payloads:HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY

ipsec, Username = user1, |IP = 64

= == ===== —F! == [}\”Alxl 2(QM2) =======

6081 1:28:39.96208/24/12Sev="8 £ /4IKE/0x63000014
£l <<< ISAKMP OAK QM *(HASH, SA, NON, ID, ID, ID,
NOTIFY:STATUS_RESP_LIFETIME)9_| 64.102.156.88

60911:28:39.96408/24/12Sev=C[=Z E/11IKE/0x63000001
ISAKMP &1
JH AR} 7|:D56197780D7BE3ES5
& X £7]:1B301D2DE710EDAO
CtS HO|2 =5 Al
-|7"|(167‘|*) 10
Exchange &€ 2=




=3 (=3
MessagelD(16%!<):E83792E
Z0[:188

| O|2E Sl Al

CIS HOo|2 = E ot 047

o 2F&El:00

Io|2= Z0l:24

Cllo|E{(16 Z1<):CABF38A62C9B88D1691E81F3857D6189534B2ECO
HOo|ZE EHot HAZA

CHS HO|Z=: |

o 2F&El:00

Ho|2E= Z0]:52

Z0l:IPsec
AE:(SIT_IDENTITY_ONLY)

Ho|2E N|et

CIS Ho|ZE:Qi8

ol 2FE:00

HOo|2E Z0]:40

Mo #:1

ZZEZ2 ID:PROTO_IPSEC_ESP
SPI 37|:4

HE

SPI:9E18ACB2

HOo|2E B4t

CIS Ho|ZE:Qi8
ol =00
Ho|2E Z0|:28
Het HS:

42t ID:ESP_3DES
0412f2:0000

£ 7|ZH16T!4):0020C49B
&3 2E:UDP E{d

Olx o 11 2|&:SHAT

H 0|2 = Nonce

Cl2 Ho| 2= Al

ol 2FE:00

Ho|2E Z0]:24

HlOIE{(16 Z14):3A079B75DA512473706F235EA3FCA61F1D15D4CD
Ho|2E Algd

Cl2 Ho| 2= Al

ol 2FE:00

Ho|2E Z0]:12

ID §&:IPv4 T4

ZZEZ ID(UDP/TCP §):0
EE:Q

ID CilO|E4(&F);192.168.1.100
Ho|2E Algd

CIS Ho|Z=: ¢ &

ol 2FE:00

Ho|2E Z0|:16




ID S&:IPv4 AELT

ZZEZ ID(UDP/TCP §):0
ZE:Q

ID Ol O|E{(&F);0.0.0.0/0.0.0.0
Ho|2ZE g2

Ct2 HOo|RZE:QIZ

ol 2FE:00

Ho|2E Z0|:28

L O|:IPsec

ZZEZ2 ID:PROTO_IPSEC_ESP
SPI 37|:4

at2| 34:STATUS_RESP_LIFETIME
SPI:9E18ACB2

CllolE 2 & (&F);

A o 5. =
THHE:X

£ 7|ZH167142):00015180

61011:28:39.96508/24/12Sev=C[HH1/7IKE/0x63000076

NAV Trace->QM:MsgID=0E83792ECurState:QM_WAIT_MSG20[|H E:EV_RC'
61111:28:39.96508/24/12Sev="4 2 /5|KE/0x63000045
RESPONDER-LIFETIME 29| Zt2 86400 &IL|LCt.
61211:28:39.96508/24/12Sev=LC|H1/7IKE/0x63000076

NAV Trace->QM:MsglD=0E83792ECurState:QM_WAIT_MSG20[|H E:EV_CHI
61311:28:39.96508/24/12Sev=LC|H1/7IKE/0x63000076

NAV Trace->QM:MsgID=0E83792ECurState:QM_BLD_MSG3O0[HE:EV_BLD_
61411:28:39.96508/24/12Sev=C|H1/7IKE/0x63000076
ISAKMP &l

WAt 7]:D56197780D7BE3ES

SEHA} £7:1B301D2DE710EDAO

CI2 HO|2E:5HA|

EHZ(16Z14):10

Exchange R E 2=

Sea(g=Esh

MessagelD(16!+):E83792E

Z0]:52

IH|O|2E Sl Al

Ct2 HO|IZE:QI2

0i2F =00

HO|2ZE Z0]:24

el OlE‘|(1 67&'4‘-)2CDDC20D91 EB4B568C826D6A5770A5CF020141236

61511:28:39.96508/24/12Sev=C[HH1/7IKE/0x63000076

NAV Trace->QM:MsglD=0E83792ECurState:QM_SND_MSG30|H E:EV_SND
61611:28:39.96508/24/12Sev="4 2 /4IKE/0x63000013

>>>|SAKMP OAK QM *(HASH)E 64.102.156.882 2 ™M&

” <=== == == —HF% == [HIAIxI 3(QM3) ===

QM3E T&LICE

8 24¢% 11:31:13 [IKEV1]IP = 64.102.156.87, IKE_DECODE RECEIVED Mes:
payloads:HDR + HASH (8) + NONE (0) & Z0[:52

QM3 ®2|. ?IHI=2E &
O} HI2E SPI(E 2t oY
7 B4 QI A)E OHEL
Cl. SAEO CHSt 7%

83 24Y 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
8% 24 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.

=

8% 24 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.




ZEE ZUrEL
Bed 7

Mode Key!
82 242! 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
3o &5 3 M out-dyn-map 10 Yx|stE ACLS BH&LICH & &~ QIS HHEHE

crypto ipsec transform
set TRA esp-aes esp-
sha- hmac

crypto ipsec security-
association lifetine
seconds 28800

crypto ipsec security-
association lifetine
ki | obyt es 4608000
crypto dynam c- map
DYN 10 set transform
set TRA

crypto dynam c- map
DYN 10 set reverse-
route

cs_id=cc107410; 71 %1=00000000

82 242! 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.

Mode Key!

IPSEC:0xccc9ed600i| A 243 El AH Al SA,
SCB:0xCF7F59EDO,

e ol ZHRE

SPI1:0xC055290A

M| 1D:0x00138000

VPIF £1%:0x00000004

EHd 3.2t

ZZEZesp

+3H:240%

IPSEC: 22 SAE OBSA YO|0|E, SPI 0xC055290A
IPSEC:0}HI2E VPN ZIEHIA E M4 SPI 0xC055290A
£ 2i1:0x00000025

SA:0xccc9ed60

SPI1:0xC055290A

MTU:1500HI 0| E

VCID:0x00000000

1| 04:0x00000000

SCB:0xA5922B6B

#'=:0xc82afb60

IPSEC:&tZ &l 0} 2H}2E VPN ZHAEIAE  SPI 0xC055290A
VPN g1&:0x0015909¢

IPSEC: M O} 2HI2E &5 3 #2! SPI 0xC055290A
A F2:0.0.0.0

AAOFAZ:0.0.0.0

dst &2:192.168.1.100

Dst OFA 3:255.255.255.255

o

ror =
oo M
> m

kI

=0
= S,
SPI:0x00000000
SPI AF:7HA!
IPSEC:2t2 El O} RHI2E & 535 =l SPI 0xC055290A
%! ID:0xcb47a710
IPSEC:M O} RHI2E 3{& =], SPI 0xC055290A
AA F2:64.102.156.88
AA OFAF:255.255.255.255
dst &+2:64.102.156.87
Dst O} A 3:255.255.255.255
AANXE
A8H:4500

H [H Ho AT 0
02 Olo

I

Hu

km
i

Pl
0

hl
A




> O o o,
02 16 & £ g2 1

[Ho %C o

SPI1:0x00000000

SPI AF&:7HA

IPSEC:O0}2HI2E 51& 13!, SPI 0xC055290A &=

T+ 2! ID:0xcdf3cfa0

8% 242! 11:31:13 [IKEV1 DEBUG]Group ipsec, Username = user1, IP = 64.°
3|0l & =3 M out-dyn-map 10 Ykx|5H= ACLE R&LICH & £ E.’io HHEHE
cs_id=cc107410;7+2=00000000

82 242 11:31:13 [IKEV1]LE = ipsec, AF2 A} O|Z = user1, IP = 64.102.156.¢
2L SPI =0x9%18ach2, O} HI2E Hot e 2t

SPI = 0xc055290a

8% 24! 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.°
SAO] CHEt KEY_ADD MIA|X[7} Q& LICH.SPI = 0xc055290a

IPSEC: &t 2 El EAE IBSA ¥Cl|0|E, SPI 0x9E18ACB2

IPSEC:QIH}2E VPN ZHEHIAE MM SP| 0x9E18ACB2
Z2l1:0x00000026

SA:0Oxcfdffc90

SPI:0x9E18ACB2

MTU:0HIO|E

VCID:0x00000000

1| 04:0x0015909C

SCB:0xA5672481

A :0x0823fb60

IPSEC:2t2 El QIHFR2E VPN ZAEHIAE  SPI 0x9E18ACB2

VPN #1&:0x0016219¢

IPSEC:0}2HI2E VPN ZIE|A E 0x0015909C, SPI 0xC055290A H|0|E
Z2l2:0x00000025

SA:0xccc9ed60

SPI:0xC055290A

MTU:1500HI0|E

VCID:0x00000000

1|04:0x0016219C

SCB:0xA5922B6B

Z'=:0xc82afb60

IPSEC: 2t 2 El O} 2HI2E VPN ZAEIAE SPI 0xC055290A

VPN #1&:0x0015909¢

|PSEC_2|-EEI OIZHI2E L& 3!, SPI 0xC055290A

2! ID:0xcb47a710

IPSEC: &t 2 &l O} RHIRE 2|8 SPD 1t+3!, SPI 0xC055290A

= ID:OxcdeCfaO

IPSEC:M QlHI2E E{d & =], SPI 0x9E18ACB2

A F4:192.168.1.100

AA OFAF:255.255.255.255

dst £2:0.0.0.0

Dst Ot 3:0.0.0.0
LAXE




> & [0 ML 0%
02 mjo ok ~ oQ mo rok

PR R
>

>~

H >

=:0

H [k H0 L o

I

Hu

km
i

Pl
0

hl
A

= S.

SPI1:0x00000000

SPI A& 4%

IPSEC:2t=2 El QIHI2E BE'd 58 %!, SPI 0x9E18ACB2
=l ID:0xcdf15270

IPSEC:M QIHI2E &5 S =, SPI 0x9E18ACB2
AA FA:64.102.156.87

AA OFAF:255.255.255.255

dst &2:64.102.156.88

Dst O} A 3:255.255.255.255

AAITLE

2858506

=< &:58506

_c,>_o=| zZte
Oo-E

Dst £ E
AF$H4500
= S:4500

_c,>_o=| zZte
O E

£§E=' 17

ZZEZE M:F

SP1:0x00000000

SPI AF:7HA!

IPSEC:QIHI2E &5 35S 1+%!, SPI 0xX9E18ACB2 2t &
2! ID:0xce03c2f8

IPSEC: A QIHIRE {8 =, SPI 0x9E18ACB2
AA FA:64.102.156.87

AA OFAF:255.255.255.255

dst &2:64.102.156.88

Dst O} A 3:255.255.255.255

AAILE

2858506

=< &:58506

_c,>_o=| zZte
O E

Dst £ E
AF$H4500
= S:4500

_c,>_o=| zZte
O E

£§E=' 17

ZZ2EZE AS:F

SPI1:0x00000000

SPI AFE:7{%!

IPSEC: 2t =&l QIHI2E §{& T2, SPI 0x9E18ACB2
T+ 2! ID:0xcf6f58¢0

8 24! 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.°
KEY_UPDATE, spi 0x9e18acb2




82 242 11:31:13 [IKEv1 DEBUG]Group = ipsec, Username = user1, IP = 64.
0 AlZF:82080%

8 24 11:31:13 [IKEv1]Group = ipsec, Username = user1, IP = 64.102.156.
M 42 F71:192.168.1.100

2EAVE 2 E RS LICH
L& DT X|F EE35tet
1 iS5t U&LICH

8¥ 24U 11:31:13 [IKEVI] & = ipsec, AFE Al O[& = userT, IP = 64.102.156.¢
(msgid=0e83792¢)

SIEH0{ ECI0[IEQ]
B ZC0IMET; AHA
of CHet MEE ELiE= ol
AlXIE 5Lt o Br& L Ch
KAtMIS| 4 m{E ™ EzZVPN
E, EciOo|HENM M-
Cle AZEQo], AZE
o] #Ix| & Ol 2

Xt
g 4 st

8 24¥ 11:31:13 [IKEV1]:IP = 10.48.66.23, IKE_DECODE RECEIVED Messa
payloads:HDR + S A[(8) + & &l(11) + ¢ (0) & Z0l[:184

8% 242 11:31:13 [IKEv1 DEBUG]:1& = EZ, A& X} O|& = cisco, IP = 10.48.
82 242 11:31:13 [IKEv1 DEBUG]: 12 = EZ, AF2 X} O|& = cisco, IP = 10.48.
82 242 11:31:13 [IKEv1 DECODE:AFR E|X| ot = MR} - QI A 1

8% 2421 11:31:13 [IKEv1 DECODE]:0000:0000000 75340008

62736E73 2D383731

....u4..bsns-871

0010:2D332E75 3200943 697366F 20383731 -3.u2..Cisco 871
0020:7535000B 46484B30 393431 32513675 u5..FHK094412Q6u
0030:3600932 32383538 393638 7539009 6.228589568u9.

0040:31343532 31363331 32753300 2B666C61 145216312u3.+fla
0050:73683A63 3837302D 61647669 70736572 sh:c870-& 2| X}
0060:76696365 736B392D 6D7A2E31 32342D32 vicesk9-mz.124-2
0070:302E5435 2E62696E 0.T5.bin

82 2421 11:31:13 [IKEv1 DEBUG]:1& = EZ, AL X} 0| = cisco, IP = 10.48.
82 242 11:31:13 [IKEV1]: 1S = EZ, AL X} 0|2 = cisco, IP = 192.168.1.100.
82 2421 11:31:13 [IKEv1 DEBUG]:1& = EZ, AL X} 0| = cisco, IP = 10.48.

Ef'gl &ol

ISAKMP

sh cry isa sa det HH9O| &

Active SA 1

=2 O3 Z&Lch

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 1

1 | KE Peer:
Type :
Rekey :
Encrypt :
Aut h :

10. 48. 66. 23
user Role :
no State :

aes Hash : SHA

r esponder
AM_ACTI VE

preshared Lifetine: 86400
Li feti me Renmai ning: 86387

AM ACTI VE - aggressive node is active.
IPsec
E{'d& E2|7{3t= ol ICMP(Internet Control Message Protocol)7F AF2 E|2 2 |Psec SAE ShLFRE
ASYLCLEZEEZ 12 ICMPRILICESPI 242 ClH20M ¥4 E Z2tat CHELICH o= 2EHA 7|
™ ol S8t B lL]Ct.



L

sh crypto ipsec sa B Q| £24:

interface: outside
Crypto map tag: DYN, seq num 10, local addr: 10.48.67.14

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port): (192.168.1.100/255.255.255. 255/0/0)
current _peer: 10.48.66.23, usernane: cisco

dynam c all ocated peer ip: 192.168.1.100

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5

#pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 5, #pkts conp failed: 0, #pkts deconp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragnments created: O
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#send errors: 0, #recv errors: O

| ocal crypto endpt.: 10.48.67.14/0, renote crypto endpt.: 10.48.66.23/0
path mtu 1500, ipsec overhead 74, nedia ntu 1500

current outbound spi: C4B9A77C

current inbound spi : EA2B6B15

i nbound esp sas:

spi : OxEA2B6B15 (3928714005)

transform esp-aes esp-sha-hmac no conpression
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 425984, crypto-map: DYN

sa timng: remaining key lifetime (sec): 28714
IV size: 16 bytes

replay detection support: Y

Anti replay bitnap:

0x00000000 0x0000003F

out bound esp sas:

spi: OxC4AB9A77C (3300501372)

transform esp-aes esp-sha-hmac no conpression
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 425984, crypto-map: DYN

sa timng: remaining key lifetime (sec): 28714
IV size: 16 bytes

replay detection support: Y

Anti replay bitnap:

0x00000000 0x00000001

o He

- IPsecOl| CHEt 2|7|4u} &M
. IPsec &AM HA:CIHO H2 0|3l & AIE
. 7|& R 2! EXM - Cisco Systems



http://en.wikipedia.org/wiki/IPsec
/c/ko_kr/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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