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% Cisco ASDM 6.3(1) cisco

Cizco ASDM 6,201) provides ar ntuitive graphical user nterface that rrakes it easy o setup,
confiadre and manags vour Cisco security appliances

Cizco ASDM can run as a local application or 25 a Jowa wzk Start applization,

Whar vou run Cisco &S0DM as a lccal appication, it cornects to voar s2cunty apphance from
yvarr desktop Lsing SSL. Punning Cisco A=DM as an applicaton has these advantages:

# Vou caninvoke ASDM from a desktop sho touk, Mo brows=ris required,

& Tine deskzoo sthortout allows you to coarect tc mulinds securty appliances.

| Insal ASDM Launcaer and Ruq ASDk |

oL can run Cisco ASDM o5 o Jowa wok Start applizction that is dynamieally downlaadcd

lronn Lhe secarily apoliancs,

—hck Ran ASOM to rar Cisco ASDM,
Zlick Ran Starrup Wezard to run the startup wizard, The Startup wizard walks you
through, step by step, the nmal configuration of your securnt appha-ce,
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B® Cisco ASDM-IDM Launcher v1.5(50)

S, Cisco ASDM-IDM Launcher *./::2)s

Device IP Address | Name: 172,22.1.163)| -

IJsername:

Password:

[ ] Run in Dema Mode

| Dkitgl Close |

5. ASDM OHEZ 2[71|0|M0] ASAO]| 93| VPN OFHAIS AEHLICtH

B Cisco ASDM 6.3 for ASA

File Wiew Tools | Wizards | Window Help

@ Home 'E.'-' ol Startup ‘Wizard. . 1| o Back. O | ‘:D Help
| IPsec WPM Wizard. .. . |

Device Lisk oy
331 WPM Wizard, .,
g Add 'ﬂ Delete %Firewall Dashboard ]
m High &waiability and Scalability YWwizard. .. .
e apd localhost:55 Unified Communication Wizard, .. _

Packet Capture Wizard. ..

Host Mzme:  myFirewal

ASA Yersion:  8.3(1) Device Uptime: 0d 0h 30m 6s
A50M Yersion: 6.3(5) Device Type:  ASA 5520
FirewallMode: Routed Conktext Mode: Single

Tokal Flash: 64 MB Total Memory: 2048 MB
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YPN Tunncl Type {Step 1 of 22)

e bas wzard ko oonbigare rew cke-bo-cize WP burrels o0 naes remiote azcecs YRR Ednas, 0
unnel Eebazer boo devices is caled a siteto-sbe borrel and is Bidirect cral, & bamns
=3tAblizhed By ralls fenm bernte nsers @i as telernm P24 ks cFll= remnk= arcess Fmn=l

THis wizs'd o eates bazic unnel corFigurations -hat vou can edit 2k=- usrc e 3520,

=W Tuined Type:

Site-fo-Sita VPR

l.t-:}'.'l

Emnh

i) Remace Aocses

+2H Tunnel I-zerbace:

I I'h:ﬂl

WiEN SR Ol ATRes

oksids

F:tm:nlt

=l

=] Crzkle inbourc Psec sessicrs b brpass nkberfacs acosss lists, Group policy and 22 -s=-
Al Fvlzatinn Aess 15k spll Appls Fo Fo= Fraffe.

[JEE }E |

Cancal | Felp

7. ¥4 1|00 IR IP F

7 Z1dLch

2l2fstLich. o] ool Al AR B




%

BE VPN Wizard
¥ PN Wizard Reaiote Site Pocr {Step 2 of 6)
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Abo b skc koo,
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0% Browse Local Networks

% add ~ [ ek [ pelete Q
Fiker: |.|.ﬂ._r -
Hame “1 1p address Metmask Descripkion
=-Network Objects
o 0.0.0.0 0.0.0.0
i Wb dmz-network.  10.77.241.64 255,255.255.192
£l inside-netyork EE-E.EE-E.EEE.:
75%.255.255.0

i §1?2.15.1.u J172.16.1.0
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BE VPN Wizard
¥ UPN Wizard Hosts and Metrsoris (Step 5 of B)

An IMsee tunnel procecks coba exchanged by soedted bosss 2nd rebacr s ok bz local crc
renule siles, Flease dadis | osls o nebwurks Lo Le sed in e (Pse Lonnel
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% Browse Remote Metworks

% add ~ [ ek [ pelete Q

Fiker: |
Hame “1 1p address Metmask Descripkion
= Metwork Objects
&P any 0.0.0.0 0.0.0.0
W dmz-retwork  10.77.241.64 255,255.255.192

172.16.1.0 255.2595.255.0

Selected Local Networks
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Haosts and Metworks  (Step & of B)
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_ _ - x
Summary {(5tep & of 6)

You hawve created a Site-jo-Sile YPH buringl with thie following afributes

WP Tunnel Interface: otside
Fear IP Address: 10200201
Tunned Group Meme: 10020301
FSza aufenticalion uses preé-shaned kiy
clseol 23
IE Palicy Encrpian Faulbentication f DHGroup: AES- 256 f SHA T Group 5
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NTP ASDM 7Hx|ag|o]M

Cisco Security Appliance0| A NTPE T+d5t24™ Ctg EHHE = &LIct

AEH

1. ASDM & | O|X|0ll M ConfigurationS MEHEFL|C}

B% Cisco ASDM 6.3 for ASA - Demo mode
File Wiew Tools ‘Wizards ‘Window  Help

@ Haone ﬂ%} Configuration D Mu:un|tu:|r|ng| G Save @ Refresh| o Eack. l\_) | Q Help|
Device Setup o B = Ennﬁguratiun = Device Setup > System Time = NTP |

""" ﬂﬁ Startup Wizard Configure NP servers and define authentication keys and walues,

LB Interfaces

--*§+ Routing
‘-'.IP Drevice NarmePasayord

EI@ Swskerr Time

@) Clock
TG

i

TP address TnketFare Prefarred? Ky Mimhear

||E| Device Lisk

[ ] Enable hTP authentication

ﬁg LUevice zetup

% Firewall
2. ASDMO| NTP 7’4 H|O|X|E& ¥2{™ Device Setup > System Time > NTPE ME{EL|C}




Configuration = Device Setup > System Time = NTP

Configure MTP servers and define authentication keys and wvalues,

IF address Interface Preferred? Key Mumber Trusted Kew?

[ ] Enable MTP authentication

3.NTP MHHE F75t1 IP F4&, QIE{HO|A OIE(LH'=' = o), 7| M= U A Fol LiEtLtE
Authentication®| 7| Zt1} ZH2 El& EME NS 5H2{HH AddE 228t grelg =gt
B Add NTP Server Configuration E|
IP Address: 172.22.1.161 [ ] Preferred
Interface: inside
Authentication Key
Key Mumber: Trusted
Kew Value:
Re-enter Key Yalue:
|[ Ok,
&1 QIEH O|A O|F2

ASA12| LHE 2 ASA22| Q|5 O|§ o2 AMEHE|oF EL|CHAM T ntp QIE 9|“ ASA L NTP M
oM S sl ok & L|CHASAT 2 ASA2E CLIS| Authentication 43 ZdI|ag|o|Me CtS1}

Z&Lch

ASAl#ntp authentication-key 1 md5 cisco
ntp trusted-key 1

ntp server 172.22.1.161 key 1 source inside

ASA2#ntp authentication-key 1 md5 cisco
ntp trusted-key 1



ntp server 172.22.1.161 key 1 source outside
4. Enable NTP Authentication(NTP 2158 & A%l &elgr2 225l 1 Apply(H8)E 22!5t04
NTP Zxz|Tgjjo|d S et= & Lot

Configuration = Device Setup = System Time = NTP

Configure NTP servers and define authentication keys and walues.

IP Address Inkerface Preferred? key Murmber Trusked Key? add
' inside | Mo 1 | Yes |
Edit
Delete

Enable NTP authenticatiore

apply \l | Reset
2

ASA1 CLI 41| ag|0]4d

ASA1

ASA#show run

: Saved

ASA Version 8.3(1)

!

hostname ASAl

domain-name default.domain.invalid

enable password 8Ry2YjIyt7RRXU24 encrypted
names

1

interface Ethernet0

nameif outside

security-level 0

ip address 10.10.10.1 255.255.255.0

!--- Configure the outside interface. ! interface
Ethernetl nameif inside security-level 100 ip address




172.22.1.163 255.255.255.0 !/--- Configure the inside
interface. ! !-- Output suppressed ! passwd
2KFQnbNIJdI.2KYOU encrypted ftp mode passive dns server-
group DefaultDNS domain-name default.domain.invalid
access-1list inside_natO_outbound extended permit ip
172.22.1.0 255.255.255.0 172 .16.1.0 255.255.255.0 /---
This access list (inside_nat0_outbound) is used !---
with the nat zero command. This prevents traffic which
!-—- matches the access list from undergoing network
address translation (NAT). !--- The traffic specified by
this ACL is traffic that is to be encrypted and !---
sent across the VPN tunnel. This ACL is intentionally !-
-- the same as (outside_cryptomap 20). !--- Two separate
access lists should always be used in this
configuration.

access-1list outside_cryptomap_ 20 extended permit ip
172.22.1.0 255.255.255.0 172

.16.1.0 255.255.255.0

!--- This access list (outside_cryptomap_20) is used !--
- with the crypto map outside_map !--- to determine
which traffic should be encrypted and sent !--- across
the tunnel. !--- This ACL is intentionally the same as
(inside_nat0_outbound). !--- Two separate access lists
should always be used in this configuration.

pager lines 24
mtu inside 1500
mtu outside 1500
no failover

asdm image flash:/asdm-631.bin

!--—- Enter this command to specify the location of the
ASDM image. asdm history enable arp timeout 14400 object
network obj-local subnet 172.22.1.0 255.255.255.0 object
network obj-remote subnet 172.16.1.0 255.255.255.0 nat
(inside,outside) 1 source static obj-local obj-local
destination static obj-remote obj-remote !--- NAT 0
prevents NAT for networks specified in !--- the ACL
inside_nat0_outbound.

route outside 0.0.0.0 0.0.0.0 10.10.10.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00

timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute

http server enable

!--- Enter this command in order to enable the HTTPS
server !--- for ASDM. http 172.22.1.1 255.255.255.255
inside !--- Identify the IP addresses from which the
security appliance !--- accepts HTTPS connections. no
snmp-server location no snmp-server contact !/--- PHASE 2
CONFIGURATION ---! !--- The encryption types for Phase 2
are defined here. crypto ipsec transform-set ESP-AES-
256-SHA esp-aes-256 esp-sha-hmac !/--- Define the
transform set for Phase 2. crypto map outside_map 20
match address outside_cryptomap 20 !--- Define which
traffic should be sent to the IPsec peer. crypto map




outside_map 20 set peer 10.20.20.1 !--- Sets the IPsec
peer crypto map outside_map 20 set transform-set ESP-

AES-256-SHA !--- Sets the IPsec transform set "ESP-AES-
256-SHA" !--- to be used with the crypto map entry
"outside map". crypto map outside_map interface outside
!--- Specifies the interface to be used with !--- the
settings defined in this configuration. !--- PHASE 1
CONFIGURATION ---! !--- This configuration uses isakmp
policy 10. !--- Policy 65535 is included in the config
by default. !--- The configuration commands here define
the Phase !--- 1 policy parameters that are used. isakmp

enable outside isakmp policy 10 authentication pre-share
isakmp policy 10 encryption aes-256 isakmp policy 10
hash sha isakmp policy 10 group 5 isakmp policy 10
lifetime 86400 isakmp policy 65535 authentication pre-
share isakmp policy 65535 encryption 3des isakmp policy
65535 hash sha isakmp policy 65535 group 2 isakmp policy
65535 lifetime 86400 tunnel-group 10.20.20.1 type ipsec-
121 !--- In order to create and manage the database of
connection-specific !--- records for ipsec-121-IPsec
(LAN-to-LAN) tunnels, use the command !--- tunnel-group
in global configuration mode. !--- For L2L connections,
the name of the tunnel group MUST be the IP !--- address
of the IPsec peer.

tunnel-group 10.20.20.1 ipsec-attributes

pre-shared-key *

!--—- Enter the pre-shared-key in order to configure the
!--- authentication method. telnet timeout 5 ssh timeout
5 console timeout 0 ! class-map inspection_default match
default-inspection-traffic ! ! policy-map global_policy
class inspection_default inspect dns maximum-length 512
inspect ftp inspect h323 h225 inspect h323 ras inspect
netbios inspect rsh inspect rtsp inspect skinny inspect
esmtp inspect sglnet inspect sunrpc inspect tftp inspect
sip inspect xdmcp ! service-policy global_policy global
!--- Define the NTP server authentication-key, Trusted-
key !--- and the NTP server address for configuring NTP.
ntp authentication-key 1 md5 *

ntp trusted-key 1

!--- The NTP server source 1is to be mentioned as inside
for ASA]l ntp server 172.22.1.161 key 1 source inside
Cryptochecksum:ce7210254f4a0bd263a9072ad4ccb7cf?7

end

Cisco Support Community0l AA|El O] HIC|20MH= OI2ZE E38| ASAS NTP Z22I0|¢HE R 74
5t= Mxtof CHall A ELICH.

AlHIE NTP(Network Time Protocol) ME{2t S7|3t5t =2 Cisco ASA(Adaptive Security
Appliance)E F/835t= Y.
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ASA2 CLI #Hx|ag|o|M

ASA2

ASA Version 8.3(1)
!
hostname ASA2
domain-name default.domain.invalid
enable password 8Ry2YjIyt7RRXU24 encrypted
names
!
interface Ethernet0
nameif outside
security-level 0
ip address 10.20.20.1 255.255.255.0
!
interface Ethernetl
nameif inside
security-level 100
ip address 172.16.1.1 255.255.255.0
!
passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive
dns server-group DefaultDNS
domain-name default.domain.invalid

access-1list inside_natO_outbound extended permit ip
172.16.1.0 255.255.255.0 172

.22.1.0 255.255.255.0

!-—- Note that this ACL is a mirror of the
inside_nat0_outbound !--- ACL on ASAl.

access-1list outside_cryptomap_ 20 extended permit ip
172.16.1.0 255.255.255.0 172



https://supportforums.cisco.com/videos/2501

.22.1.0 255.255.255.0
!--- Note that this ACL is a mirror of the
outside_cryptomap 20 !--- ACL on ASAl.

pager lines 24

mtu inside 1500

mtu outside 1500

no failover

asdm image flash:/asdm-631.bin
no asdm history enable

arp timeout 14400

object network obj-local

subnet 172.22.1.0 255.255.255.0

object network obj-remote
subnet 172.16.1.0 255.255.255.0

nat (inside,outside) 1 source static obj-local obj-local
destination static
obj-remote obj-remote
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00
timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute
http server enable
http 0.0.0.0 0.0.0.0 inside
no snmp-server location
no snmp-server contact
crypto ipsec transform-set ESP-AES-256-SHA esp-aes-256
esp-sha-hmac
crypto map outside_map 20 match address
outside_cryptomap_20
crypto map outside_map 20 set peer 10.10.10.1
crypto map outside_map 20 set transform-set ESP-AES-256-
SHA
crypto map outside_map interface outside
isakmp enable outside
isakmp policy 10 authentication pre-share
isakmp policy 10 encryption aes-256
isakmp policy 10 hash sha
isakmp policy 10 group 5
isakmp policy 10 lifetime 86400
tunnel-group 10.10.10.1 type ipsec-121
tunnel-group 10.10.10.1 ipsec-attributes
pre-shared-key *
telnet timeout 5
ssh timeout 5
console timeout 0
!
class-map inspection_default
match default-inspection-traffic
1
!
policy-map global_policy
class inspection_default
inspect dns maximum-length 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios




inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
1

service-policy global_policy global

!--- Define the NTP server authentication-key, Trusted-
key !--- and the NTP server address for configuring NTP.
ntp authentication-key 1 md5 *

ntp trusted-key 1

!--- The NTP server source is to be mentioned as outside
for ASA2. ntp server 172.22.1.161 key 1 source outside
Cryptochecksum:d5e2ee898f5e8bd28e6f027aeced7£41b

: end

ASA#

CtSS &QlgrL|Ct.

ol dMofM= Hu|aelo|Mo| XM= 2 Sst=X| #Hlst= Ol ALSY = U= SEE MS

U show BHL £3 CIHIZE|H £ oM X[MEI=H(SHE TZEH, 0| ES AHE 5t show &H

d &0 EM dE & & UaLCh

. show ntp status - NTP A|A| HEE EAIEFLICH
ASAl#show ntp status

Clock is synchronized, stratum 2, reference is 172.22.1.161

nominal freq is 99.9984 Hz, actual freqg is 99.9983 Hz, precision is 2**6
reference time is ccf22b77.f7a6e7b6 (13:28:23.967 UTC Tue Dec 16 2008)
clock offset is 34.8049 msec, root delay is 4.78 msec

root dispersion is 60.23 msec, peer dispersion is 25.41 msec

. show ntp associations [detail] - 4 E HIEX3 A7t A Q122 EAIFRLICH
ASAl#show ntp associations detail
172.22.1.161 configured, authenticated, our_master, sane, valid, stratum 1
ref ID .LOCL., time ccf2287d.3668b946 (13:15:41.212 UTC Tue Dec 16 2008)
our mode client, peer mode server, our poll intvl 64, peer poll intvl 64
root delay 0.00 msec, root disp 0.03, reach 7, sync dist 23.087
delay 4.52 msec, offset 9.7649 msec, dispersion 20.80

precision 2**19, version 3

org time ccf22896.fladfca3 (13:16:06.943 UTC Tue Dec 16 2008)
rcv time ccf22896.efb94b28 (13:16:06.936 UTC Tue Dec 16 2008)
xmt time ccf22896.ee5691dc (13:16:06.931 UTC Tue Dec 16 2008)

filtdelay = 4.52 4.68 4.61 0.00 0.00 0.00 0.00 0.00
filtoffset = 9.76 7.09 3.85 0.00 0.00 0.00 0.00 0.00
filterror = 15.63 16.60 17.58 14904.3 14904.3 14904.3 14904.3 14904.3

=X =

ol dMoiM= Hm|aefolM X E siidste ol A8E + = HEE MSELICH


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
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show BEL2 £ QI ZE[E| & oM X|HE|=O|(SSE 12, 0| ES AE5HH show &

= &30 EA ZTHE B = YaLh

11 debug BHEE A=-SHT| ol ClHT B0l CHEt S HES HESFAAL.

- debug ntp validity - NTP I|0{ 23 R4S EAIFLICELZ| 2 LR[e| CIHI S

NTP: packet from 172.22.1.161 failed validity tests 10
Authentication failed

debug ntp packet - NTP I{Z! HEE EA[EL|CH MM SE 0| 812 B NTP rev I{Z! 0]
3= ASAO|A wre xmit THZIBF
ASAl# NTP: xmit packet to 172.22.1.161:
leap 0, mode 3, version 3, stratum 2, ppoll 64
rtdel 012b (4.562), rtdsp Ocbé6 (49.652), refid acl60lal (172.22.1.161)
ref ccf22916.£1211384 (13:18:14.941 UTC Tue Dec 16 2008)
org ccf22916.£426232d (13:18:14.953 UTC Tue Dec 16 2008)
rec ccf22916.£1211384 (13:18:14.941 UTC Tue Dec 16 2008)
xmt ccf22956.£08ee8b4 (13:19:18.939 UTC Tue Dec 16 2008)
NTP: rcv packet from 172.22.1.161 to 172.22.1.163 on inside:
leap 0, mode 4, version 3, stratum 1, ppoll 64
rtdel 0000 (0.000), rtdsp 0002 (0.031), refid 4c4fd34c (76.79.67.76)
ref ccf2293d.366a4808 (13:18:53.212 UTC Tue Dec 16 2008)
org ccf22956.f08ee8b4 (13:19:18.939 UTC Tue Dec 16 2008)
rec ccf22956.£f52e480e (13:19:18.957 UTC Tue Dec 16 2008)
)
)

xmt ccf22956.£5688c29 (13:19:18.958 UTC Tue Dec 16 2008
inp ccf22956.£982bcd9 (13:19:18.974 UTC Tue Dec 16 2008

o e

- Cisco Adaptive Security Device Manager

- Cisco ASA 5500 Series Adaptive Security Appliance
- RFC(Request for Comments)

. 7|& X[ % £ M - Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	ASA 8.3 이상:IPsec 터널 컨피그레이션 포함 및 없는 NTP 예
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소
	표기 규칙

	구성
	네트워크 다이어그램
	VPN 터널 ASDM 컨피그레이션
	NTP ASDM 컨피그레이션
	ASA1 CLI 컨피그레이션
	ASA2 CLI 컨피그레이션

	다음을 확인합니다.
	문제 해결
	문제 해결 명령

	관련 정보


