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ASA

ASA#show run
Saved

ASA Version 8.3(1)
!
host nane ASA
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
nanes
!
interface EthernetO
shut down
no nanei f
no security-Ieve
no i p address

nterface Ethernetl
shut down

no nanei f

no security-Ieve
no i p address

nterface Ethernet?2
shut down

no nanei f

no security-Ieve
no i p address

!--- Configure the inside interface. ? interface
Et hernet 3 nameif inside
security-level 100

ip address 192.168.1.1 255.255.255.252
!

!--- Configure the outside interface. interface
Et hernet 4 nameif outside
security-level O
ip address 209.64.3.1 255.255.255.252
!
interface Ethernetb
shut down
no nanei f
no security-1Ieve
no i p address
!
passwd 2KFQhbNI dI . 2KYQU encr ypt ed
boot system di skO:/asa831-k8. bin
ftp node passive
pager lines 24
ntu inside 1500
ntu outsi de 1500
no fail over
no asdm hi story enabl e
arp timeout 14400




!--- This command states that any traffic !--- from the
192.168.2.x network that passes from the inside
interface (Ethernet(0) !--- to the outside interface
(Ethernet 1) translates into an address !--- in the
range of 209.64.3.129 through 209.64.3.253 and contains
a subnet !--- mask of 255.255.255.128. object network
obj-209.64.3.129_209.64.3.253

range 209.64.3.129-209.64.3.253

!--- This command reserves the last available address
(209.64.3.254) for !--- for Port Address Translation
(PAT). In the previous statement, !--- each address
inside that requests a connection uses one !--- of the
addresses specified. If all of these addresses are in
use, !--- this statement provides a failsafe to allow
additional inside stations !--- to establish
connections. object network obj-209.64.3.254

host 209.64.3.254

!--— This command indicates that all addresses in the

192.168.2.x range !--- that pass from the inside
(Ethernet(0) to a corresponding global !--- designation
are done with NAT. !--- As outbhound traffic is permitted
by default on the ASA, no !--- static commands are

needed. object-group network nat-pat-group
network-object object obj-209.64.3.129 209.64.3.253
network-object object obj-209.64.3.254

object network obj-192.168.2.0
subnet 192.168.2.0 255.255.255.0
nat (inside,outside) dynamic nat-pat-group

!--- Creates a static route for the 192.168.2.x network
with 192.168.1.2. !--- The ASA forwards packets with
these addresses to the router !--- at 192.168.1.2. route
inside 192.168.2.0 255.255.255.0 192.168.1.2 1

!--- Sets the default route for the ASA Firewall at
209.64.3.2. route outside 0.0.0.0 0.0.0.0 209.64.3.2 1
ti meout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart
telnet tinmeout 5
ssh timeout 5
consol e tinmeout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
|

!--- SMTP/ESMTP is inspected since "inspect esmtp" 1is
included in the map. policy-map gl obal _policy class

i nspection_default inspect dns maxi num|ength 512

i nspect ftp inspect h323 h225 inspect h323 ras inspect




rsh inspect rtsp inspect esmtp
i nspect sql net

nspect skinny

nspect sunrpc

nspect xdnctp

nspect sip

nspect netbi os

nspect tftp

service-policy global _policy globa
Crypt ochecksum 8a63de5ae2643c541a397¢c2de7901041
end

EFE A

Current configuration
!
version 12.4
service tinestanps debug uptine
service tinestanps |og uptine
no service password-encryption
|

host nane 2522-R4
|

enabl e secret 5 $1$NOF3$XE2aJhJl CoLWYl oDWiNvcV.
!
p subnet-zero

interface EthernetO

!--—- Assigns an IP address to the inside Ethernet
interface. ip address 192.168.2.1 255.255.255.0 no ip
directed-broadcast ! interface Ethernetl !/--- Assigns an
IP address to the ASA-facing interface. ip address
192.168. 1. 2 255. 255. 255. 252 no ip directed-broadcast !
interface Serial 0 no ip address no ip directed-broadcast
shutdown ! interface Seriall no ip address no ip
direct ed- broadcast shutdown ! ip classless !--- This
route instructs the inside router to forward all !---
non-local packets to the ASA. ip route 0.0.0.0 0.0.0.0
192.168.1.1

!

]

line con O

transport input none
line aux O

aut osel ect during-1ogin
line vty 0 4

exec-timeout 5 0
password ww
| ogin

!

end

2tE B

Current configuration
!

version 12.4




service tinmestanps debug uptinme

service tinmestanps | og uptine

no service password-encryption

!

host nane 2522-R4

!

enabl e secret 5 $1$NOF3$XE2aJhJl CoLWY1 oDwNvcV.
!

i p subnet-zero

interface EthernetO

!--- Assigns an IP address to the ASA-facing Ethernet
interface. ip address 209.64.3.2 255.255.255.252 no ip
directed-broadcast ! interface Ethernetl !/--- Assigns an
IP address to the server-facing Ethernet interface. ip
address 209.64. 3.5 255. 255. 255. 252 no ip directed-
broadcast ! interface Serial0 !/--- Assigns an IP address
to the Internet-facing interface. ip address 209.64.3.9
255. 255. 255. 252 no ip directed-broadcast no ip nroute-

cache ! interface Seriall no ip address no ip directed-
broadcast ! ip classless !--- A1l non-local packets are
to be sent out serial 0. In this case, !--- the IP

address on the other end of the serial interface is not
known, !--- or you can specify it here. ip route 0.0.0.0

0.0.0.0 serial 0
!

!--- This statement is required to direct traffic
destined to the !--- 209.64.3.128 network (the ASA
global pool) to the ASA to be translated !--- back to
the inside addresses. ip route 209.64.3.128
255.255.255.128 209.64.3.1

1

1

line con O

transport input none
line aux 0

aut osel ect during-1ogin
line vty 0 4

exec-timeout 5 0
password ww

| ogin

!
end
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&1 o|HIY & Al0f| TLS(Transport Layer Security) 2 £ 3tE AtE35t= 3 ASALS| ESMTP ZAt
Zls(Z|I2Mo 2 EMEHE)O| A AR LICH TLS7t EM3EtE Ol 2 5{&35tei™ o E=io]
EAE CHE ESMTP AL 7|52 HIg g8t LICt REMIEH L& 2 Cisco {1 ID CSCtn083262 &
ZoMAIL.

ci scoasa(config)#

policy-map global policy

ci scoasa(confi g- pmap) #class inspection_default
ci scoasa(confi g- pmap-c) #no inspect esmtp
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/content/en/us/td/docs/security/asa/asa-command-reference/I-R/cmdref2/p2.html#pgfId-2166384

ci scoasa(confi g- pmap-c) #exit
ci scoasa(confi g- pmap) #exit

Cte& & elRiLic
HRH 0] TAoll CHH AL 7Hs Bt Bhel EAk7t gaLic
22X &

Cisco CLI Analyzer= £’ show Ba& X[ LICt CLI AnalyzerE AHE3+04 show B £2{9|
EAg Lt

logging buffered 7 BAER HIA|X|E ASA 2& 2 TEELICH HY MHete| Ao X7t U= 8
¢ 2& ClHI HAIXIE AALSto & L =4l AE|0|Mo| IP A E &ot EXIE &elgfLlct

o e

. Cisco ASA 5500-X Series & &}
. RFC(Request for Comments)
. 7|& X|¥ 8! XM - Cisco Systems



https://cway.cisco.com/cli/
/content/en/us/td/docs/security/asa/asa-command-reference/I-R/cmdref2/l2.html#pgfId-1792888
/content/ko_kr/support/security/asa-5500-series-next-generation-firewalls/tsd-products-support-series-home.html
https://www.ietf.org/standards/rfcs/
/content/ko_kr/support/index.html

	ASA 8.3 이상: 외부 네트워크 구성의 메일(SMTP) 서버 액세스 예
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소
	표기 규칙

	구성
	네트워크 다이어그램
	구성
	ESMTP TLS 컨피그레이션

	다음을 확인합니다.
	문제 해결
	관련 정보


