ASA 8.3 0|%): DMZ ‘42| HIZ(SMTP) A 4
MIA o

A0

&t

k>

|

MM T ALE

ST ALY

MNEEIEFHE A

E7| 1A

T4

LI E®l3 Ctolo{ 3

ASA 711|728 0|M

ESMTP TLS Zx| 30|
CtSS 3felgtLct,

| oH7=|
X a2

24 x4

L

> (ol
HT mL

AL

= H0
0

4

271

O| ME 71| 2{|0| Mol M= DMZ(Demilitarized Zone) HIE o Q= SMTP(Simple Mail
Transfer Protocol) AE{0{| HAM|A 57| 2|30 ASA Security ApplianceE HAH35tE WS Eod EL
Ct.

ASA 8.3 O|& 2 HASIMAIL. i HESIT ZHT|T80[M0| HY(SMTP) MEH HMA LIE HE
H30 xIE HIL/SMTP Mol HMIA S| 2/5H ASA Security ApplianceE A st= ol CH
8t XFMIEH LHE 2 Example 2 X 5HAA|L.

ASA 8.3 O|& 2 HZESIMAIR. 2F HELIFH U= HL/SMTP Mu{of M| ASHT| 2/5H ASA
Security ApplianceE & st= Yol CHEF XEAMIBH LHE 2 _Mail(SMTP) Server Access on Outside
Network Configuration Example2 & X5t A A|2.

PIX/ASA 7.x O|&t S B XSHAIA
Solst An|apo|ME /I8

Al2. B{7 8.2 015t 2| Cisco ASA(Adaptive Security Appliance)0i| A
st DMz Z4x| 22| o|M e HIL(SMTP) M HAM|A of

N T AN

T AE

ol EMoil cHet &7 @0 gi&LCh.


/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/113336-asa83-mailserver-inside.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/113336-asa83-mailserver-inside.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/113336-asa83-mailserver-inside.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/113336-asa83-mailserver-inside.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/113305-asa83-mailserver-outside.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/113305-asa83-mailserver-outside.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/113305-asa83-mailserver-outside.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/113305-asa83-mailserver-outside.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/113305-asa83-mailserver-outside.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/113305-asa83-mailserver-outside.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/113305-asa83-mailserver-outside.html
/content/en/us/support/docs/security/pix-500-series-security-appliances/69374-pix7x-mailserver.html
/content/en/us/support/docs/security/pix-500-series-security-appliances/69374-pix7x-mailserver.html
/content/en/us/support/docs/security/pix-500-series-security-appliances/69374-pix7x-mailserver.html

Ol EMo| HE= OIS AZEQ0] A st=f0{ HEE 7[gte = gLt

B 8.3 O|A&E
CISCO 1841 Router

Ay Cisco ASA(Adaptive Security Appliance)

r wit
O| EAo| MEL E5{ 24

7

St=

ith Cisco 10S® Software ZIZ|A 12.4(20)T
gt@o| ClHIO|AE ECHE ZEEIRELICEH O] EA{ol| AHEE EE ClHt
I|ago|Me 2 AI"*EI‘B,ﬂaLIEP. HAX HERIFI} &E 521 & =

[

-1 o
OlAE ’<7|2P5|(7|§)
BEo{o| MM S 2 O|2] SKIstAlZ| HFEfLICH

E7| %
2 720l CHEF KEMIBH LIZ 2 Cisco 7|2 El FEI2 At xsHAIAL.
T+

ol Mol 0] B Mol M HHsHE VIS TAI5t7] Qs &=t EAIELICH

B BH 35| T HSSE 2B ST E ALEstod of Mol AAEE B0l Chet AtMIE LIS
2015t AIA|Q
= = = —_.

LI E<|3 Ctolo{a

Ol EMOIME CHE HERZ dEE AASELICH


/c/ko_kr/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

ISP

192.168.200.226/27 S

Outside
-+—192.168.200.225/27

DMZ

I
I--I—

- I
10.1.1.1/24 —— 172.16.31.1/24

Inside

L

Mail Server
172.16.31.10:24

Network
10.1.1.0/24

3 o]l T AL ENIP A X|H A= QB A M EHEoZ BIREE £ G&LCt ol Al
& oM AF2EI RFC 1918 A QlL|Ct.

Ol ofofl M AFSEl HIERXT MEoe R HWERZ(10.1.1.0/24)1 |F HEL3
(192.168.200.0/27)0| QU= ASAZt Q&LICH IP £47+172.16.31.102 HY M= DMZ HIER=
off A&LICt. LHE0l| A Mailserverol| HM|ASIE{= ZR AFEXH= ID NATE /& LICEH O] 0| 0d| A
dmz_int M| A S EE 44510 Mailserverti M LR HIERF S| ZAEE Lt7t= SMTP HZS
51&5t1 0| DMZ QIE{m| 0| A0 HFQIZ T LICH.

OFEL7ERIR, 2|F AF&XE7t MailserverOl| HM|ASHE & 5HE4TH 2% NAT L HAM|A S F(0] oilofl M

outside_int)2 TFA35l04 2|F AL X}7| Mailserverol] M ASIESE 5l1 O] HHA SES 2F QI
E{H 0| A0 HFRIEEFLICE.

ASA 71| 2|0|M

ol EMoM=E Chg 782 AHSELICH


http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc1918.txt?number=1918

ASA Zix|1go|M

ASA#show run
Saved

ASA Version 8.3(1)
|
host nane ASA
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFOnbNI dI . 2KYQU encr ypt ed
nanes
|
interface EthernetO
shut down
no nanei f
security-level 0O
no i p address

nterface Ethernetl
shut down

no nanei f

no security-1Ieve
no i p address

nterface Ethernet?2

no nanei f

no security-1Ieve

no i p address

!

!--- Configure the inside interface. interface Ethernet3
namei f inside security-level 100 ip address 10.1.1.1

255.255.255.0 ! I--- Configure the outside interface.
interface Ethernet4 nameif outside security-level O ip
address 192. 168. 200. 225 255. 255.255.224 | !--- Configure

dmz interface. interface Ethernet5 naneif dnz security-
Il evel 10 ip address 172.16.31.1 255.255.255.0 ! passwd
2KFONbNI dI . 2KYQU encrypt ed boot system di sk0:/asa831-
k8.bin ftp node passive !--- This access list allows
hosts to access !--- IP address 192.168.200.227 for the
SMTP port. access-list outside_int extended permit tcp
any host 192.168.200.227 eq smtp

!--- Allows outgoing SMTP connections. !--- This access
list allows host IP 172.16.31.10 !--- sourcing the SMTP
port to access any host. access-list dmz_int extended
permit tcp host 172.16.31.10 eqg smtp any

pager lines 24

ntu BB 1500

nmu inside 1500

nmu outside 1500

ntu dnz 1500

no fail over

no asdm hi story enabl e
arp timeout 14400

obj ect network obj-192.168. 200. 228- 192. 168. 200. 253
range 192. 168. 200. 228-192. 168. 200. 253

obj ect network obj-192. 168. 200. 254
host 192. 168. 200. 254

obj ect - group network nat - pat - group
net wor k- obj ect obj ect obj-192. 168. 200. 228-




192. 168. 200. 253
net wor k- obj ect obj ect obj-192. 168. 200. 254

obj ect network obj-10.1.1.0
subnet 10.1.1.0 255.255.255.0
nat (inside, outside) dynam c nat-pat-group

!--- This network static does not use address
translation. !--- Inside hosts appear on the DMZ with
their own addresses. object network obj-10.1.1.0
subnet 10.1.1.0 255.255.255.0
nat (inside,dmz) static obj-10.1.1.0

!--- This network static uses address translation. !---
Hosts that access the mail server from the outside !---
use the 192.168.200.227 address. object network obj-
172.16.31.10

host 172.16.31.10

nat (dmz,outside) static 192.168.200.227
access-group outside_int in interface outside
access-group dmz_int in interface dmz
route outside 0.0.0.0 0.0.0.0 192.168.200.226 1
ti meout x|l ate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute
no snnp-server | ocation
no snnp-server contact
telnet tinmeout 5
ssh timeout 5
consol e timeout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
1
!--- The inspect esmtp command (i ncluded in the map)
allows !--- SMIP/ESMIP to inspect the application

pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns maxi num | ength 512
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny

inspect esmtp

i nspect sql net

i nspect sunrpc

i nspect tftp

i nspect sip

i nspect xdncp
|

!/--- The inspect esmtp command (included in the map)
allows !--- SMIP/ESMIP to inspect the application

service-policy global _policy globa



//www.cisco.com/en/US/docs/security/asa/asa83/command/reference/i2.html#wp1765148

Crypt ochecksum 2653ce2c9446f b244b410c2161a63eda
: end

[ K]

ESMTP TLS ZHx|ado|M

#1: o|HlIY & Alofl TLS(Transport Layer Security) & 2312 AF& 5= B ASAS| ESMTP ZA}
ZIs(ZIB2Mo 2 EM35HE)0| A S AXIELICH TLS7t g d3tE O|H Y 51&5tE{H Of ""-"Oil
EAIE CHE ESMTP Z4Al 7158 HIEHA45H8rLICH RFAIEH LIRS Cisco B ID CSCtn08326(S

El —;7H|:||- —|.||:|-)C> xl-}_g}ﬁ!“_cl)__

ci scoasa(config)#

policy-map global policy

ci scoasa(confi g- pmap) #class inspection_default
ci scoasa(confi g- pmap-c) #no inspect esmtp

ci scoasa(confi g- pmap-c) #exit

ci scoasa(confi g- pmap) #exit

Ct=& &eIgfLCt.

24&l o] 5ol CHall ALE 7hsEh &l MAt7t gi&LIch

=X &4

ol MMoiM= Hm|aelolM BXE sidste ol A8E + = HEE MSELICH

25 34 EH

Output Interpreter TF(SSE T 4B ) (OIT)E S show BHE X|HELICE OITE ALt

04 show BH& £2i0| EMg gLIC

Jlﬂl

- debug icmp trace - A E 9| ICMP(Internet Control Message Protocol) 2 20| ASA0| =& 5t
EX| 04F & EA[gfLICE o CIHZE A™stT| fIs Zm|2aiol4ofMd ICMPE 31&36ted™
access-list B F7IsloF &LICHED: O| CIHOE ME5tE{H CHE E30l EAIE OHE
access-|ist outside_int 0lA ICMPE& &{&3loF & L|C}.
access-list outside_int extended permt tcp any host 192.168.200.227 eq sntp
access-list outside_int extended permt icnp any any

. logging buffered 7 - Adaptive Security Appliance7} syslog HIA|X|E 21 HIH{Z M&E £ @
T2 xMof HI|27 014 BEoM AL EILICH ASA 21 HIHO| LIE & show logging BHE
Ar&35tod =QlE = &LCt.

222 AEsts Wiol Ciet A8 LSS ASDME ALR504 Syslog A1 BZSHAIAIL.

. Cisco ASA 5500 Series Adaptive Security Appliance
- RFC(Request for Comments)
. 71& X[ 8! X - Cisco Systems
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