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Saved

ASA Version 8.2(1)
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

!
host nane ci scoasa
. 2KYQU encrypt ed

passwd 2KFQhbNI dlI

nanmes
!
interface Ethernet0/0
shut down
no nanei f
no security-1|evel

no i p address
interface Ethernet0/1

0
i p address 209. 165.201. 2 255. 255. 255.0

|
nanei f outside
security-1|evel

!
interface Ethernet0/2
i nsi de

nanei f
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security-level 100

i p address 10.78.177.11 255. 255. 255. 192
1
I I-—- Output Suppressed ! access-list inside_access_in
extended permit ip host 10.10.10.10 host 20.20.20.200
log errors
access-list inside_access_in extended pernit ip host

10. 10. 10. 20 any
access-list inside_access_in extended deny ip 10.20.10.0
255. 255. 255. 0 host 20. 20. 20. 200
access-list inside_access_in extended permit ip
10.78.177.0 255.255.255.192 any log emergencies

pager lines 24

logging enable

logging list user-auth-syslog level warnings class auth
logging list TCP-conn-syslog message 302013-302018
logging list syslog-sev-error level errors

logging list vpnclient-errors level errors class vpnc
logging list vpnclient-errors level errors class ssl
logging buffered user-auth-syslog

logging mail alerts

logging from-address testl23@example.com

logging recipient-address monitorsyslog@example.com
level errors

logging queue 1024

logging host inside 172.16.11.100

logging ftp-bufferwrap

logging ftp-server 172.16.18.10 syslog testuser ***%*
logging permit-hostdown
no logging message 302015
no logging message 302016

logging rate-limit 600 86400 level 7

ntu outside 1500

ntu inside 1500

icnp unreachable rate-limt 1 burst-size 1

asdm i mage di skO:/asdm 623. bin

asdm hi story enabl e

arp timeout 14400

| I——— Output Suppressed ! timeout xlate 3:00:00 tineout
conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp

0: 00: 02 timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00
nmgcp 0: 05: 00 ngcp-pat 0:05: 00 tinmeout sip 0:30:00
sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect

0: 02: 00 tinmeout sip-provisional-nmedia 0:02: 00 uauth

0: 05: 00 absol ute tineout TCP-proxy-reassenbly 0:01: 00
dynami c- access-policy-record DfltAccessPolicy ! 1---
Output Suppressed ! ! telnet tinmeout 5 ssh tinmeout 5
console tinmeout O threat-detection basic-threat threat-
detection statistics access-1ist no threat-detection

statistics TCP-intercept ! !--- Output Suppressed !
usernane test password /FzQPQWss1Kj COYQ7 encrypt ed
privilege 15 ! ! class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect

dns preset _dns_map paraneters nessage-| ength naxi num 512
pol i cy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy global _policy global smtp-server 172.18.10.20
pronpt host nane cont ext

Crypt ochecksum ad941f e5a2bbea3d477c03521e931cf 4

: end
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Cisco ASAOIA CtEE gL

ci scoasa(confi g) #logging monitor 6
ci scoasa(confi g) #terminal monitor
ci scoasa(config) #logging on

ci scoasa(config) #logging trap 6

2 HE

. Cisco ASA 5500 Series Adaptive Security Appliances X|§4
. 71& X 8! X - Cisco Systems
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