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RouterA#show running-config
Building configuration...

Current configuration : 1151 bytes
!

version 12.4

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

!

hostname RouterA

!

boot-start-marker

boot-end-marker

!

enable password cisco

!

memory-size iomem 25

no network-clock-participate slot 1
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate aim

PR O NP O

no network-clock-participate aim
no aaa new-model

ip subnet-zero

ip cef

1

1

1

!

ip audit po max-events 100

no ftp-server write-enable

no crypto isakmp enable

interface FastEthernet0/0

ip address 10.1.1.2 255.255.255.0
duplex auto

speed auto

!

interface FastEthernet0/1

ip address 10.2.1.1 255.255.255.0
duplex auto

speed auto

!

interface IDS-Sensorl/0

no ip address

shutdown

hold-queue 60 out

!

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.1
ip route 10.3.1.0 255.255.255.0 10.1.1.3
no ip http server

no ip http secure-server

1




1

1

!

control-plane

!

1

!

line con 0

line 33

no activation-character
no exec

transport preferred none
transport input all
transport output all
line aux 0

line vty 0 4
password ww

login

!

1

end
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RouterB#show running-config
Building configuration...

Current configuration : 1132 bytes
!

version 12.4

no service pad

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

!

hostname RouterB

!

boot-start-marker

boot-end-marker

1

1

no network-clock-participate slot 1
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate aim
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no network-clock-participate aim
no aaa new-model

ip subnet-zero

ip cef

1

1

1

!

ip audit po max-events 100

no ip domain lookup

no ftp-server write-enable
1




1
no crypto isakmp enable
1
1
!
interface FastEthernet0/0
ip address 10.1.1.3 255.255.255.0
duplex auto
speed auto
no cdp enable
!
interface FastEthernet0/1
ip address 10.3.1.1 255.255.255.0
duplex auto
speed auto
!
interface IDS-Sensorl/0
no ip address
shutdown
hold-queue 60 out
!
ip classless
ip route 0.0.0.0 0.0.0.0 10.1.1.2
no ip http server
no ip http secure-server
1
1
1
1
!
control-plane
!
1
!
line con 0
stopbits 1
line 33
no activation-character
no exec
transport preferred none
transport input all
transport output all
line aux 0
line vty 0 4
password cisco
login
!
1

end
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ASA Version 8.3(1)
!
hostname ASA
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
names
!
interface Ethernet0
nameif outside
security-level 0
ip address 10.165.200.225 255.255.255.224
!
interface Ethernetl
nameif inside
security-level 100
ip address 10.1.1.1 255.255.255.0
!
boot system disk0:/asa831-k8.bin
ftp mode passive
!--—- Output Suppressed !--- Creates an object called
OBJ_GENERIC_ALL. !--- Any host IP not already matching
another configured !--- object will get PAT to the

l--- on the ASA (or 10.165.200.226)
object network

outside interface IP
for internet bound traffic.
OBJ_GENERIC_ALL

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) source dynamic OBJ_GENERIC_ALL
interface

!--—- Output Suppressed !--- Define a default route to
the ISP router. route outside 0.0.0.0 0.0.0.0

10.165.200.226 1

the INTERNAL router with network
10.2.1.0 255.255.255.0 10.1.1.2 1

!--- Define a route to
10.2.1.0. route inside
the INTERNAL router with network
10.3.1.0 255.255.255.0 10.1.1.3 1

!--- Define a route to

10.3.1.0. route inside

end

ol
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