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55 Cisco ASDM 6.3 for ASA - 10.77.241.115
; File  Wiews Tools '-.-'i‘izards Window  Help
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vl add Dynamic NAT Rule...
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8% Add Dynamic MAT Rule

Oirgpnal -
[nkesface: = !
Source! |3|
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Select a global pool For dymamic transtaticn,
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% Browse Source

96 Add (3 Edt [ Delete QO Where Used

Fier| |Filcee |
Mame wl TP address Mekmask Dezcriptice Obrject NAT &dd

- IPwd Nebwork Objects
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- uflh manage.,. 10,77.241.64 255, 255,255, 192

-l outside-.., 209.165.200.0 255, 255,255,224

™ 20.1.1.10 20.1.1.10 255, 255,255,255

:3 172.16.... 172.16.11.1 255,255,255.255
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& Add Global Address Pool

Irkesface: | outside w |
PoclID: |10 |
IF &ddresses bo &dd Addresses Pool
(%) Range £ 209,165, 200,20 - 209.165.200,40

Starting IP Address: 20916520020 |
Ending IP Address: (202,165.20040 |
Netmask {optional): 5255;.255.'255.'192 |

{ ) Port Address Translation (PAT)
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Address of the interface
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B Add Access Rule

Interface: insii:ll: L

Action: (=) Permit () Deny

Source: 172.16.10.100 [I|
Destinstion | arw [-]
Service:  |Ip EJ |
Description:

[v] Enable Logaing
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& Add TCP Service Group

Group Mame:  Permit-172.16.10.100
Drescription: . ;

() Existing Servics/Service Groug:

Mams
| SI-TCP Servics Groups
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@& Add TCP Service Group

Group Mame: Permit-172, 06,10, 100

Description:
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% Browse Service

% Add ~ [ Edit [ Delete @ Where Used

FI:sr:l |
Warne Protocol | SowrcePotts  Destination Ports | ICMP Type | Description
L Lemeftp kep default (1-65535) 21

- gep Prp-data Eep default (1-65535) 20
Lom hetp Eop default {1-65535) 80
Lg hitps  bep default (1-65535) 443
Eﬂrpq:ﬂ kcp default (1-85535) 110
Loweosmbp kep default (1-65535) 25
R kep
[=1-Predefinad
i meme aol kcp default {1-£5535) 5190
2 bgp tcp default {1-65535) 179
- 1ik- chargen kcp default {1-65535) 19
i B cif s kcp default {1-65335) 3020
g citrix-ca Bep default {1-65535) 1494
ter ctighe kcp default {1-65535) 2748
g daytime  kep default {1-65535) 13
e discard ke default (1-65535) 2
i 15E domain kcp default {1-63335) 53
-~ 1 echo kep default (1-65535) 7
e IR BB kcp default [1-85535) 512
Seleched Service
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§& Add Access Rule

Source:  1172.16.10.100 B]
Destination aﬂv G|
Service:  Permik-172.16.10.100 [_T_]J

} Descrigtion:

Erable Logaing
Logging Level: Default '-*'|

E More Options
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GEroup Mame: Permit-172.16. 10,100

Dscription:
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Mamsz
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() Create new member:
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port-object eq ftp

port-object eq ftp-data

port-object eq www

port-object eq https

port-object eq pop3

port-object eqg smtp

!

access-list inside_access_in extended permit TCP host 172.16.10.100 any
object-group Permit-172.16.10.100

!

access-group inside_access_in in interface inside
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e e Toterf
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Ethernetlyfi inside Yes 100 172.16.11.10 255.255.255.0 P
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Configuration > Device Setup = Interfaces

Intertace Mame Enabiad SEL;'J';? TP Address :" ;Tfteh:agitl Fedun
Ethernetd/d  louside | ves | olene.ass.zonz 255.255.255.192 [No |
EH-"IEFI'I.E‘IID”. ||'|5|dB o0 172.16.11.10 2E5,.255.255.0 Ko
EthernetOf2 manane ‘."es a0 10.77.241.115 255,255.255.192 Mo
Ethernst0)s Mo Mo
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fJ Enable Eraffic between tywo or mare interfaces which are confiqured with same security [evels j

[ ] Enable traffic between two or mare hosts connecked to the same interface

[ l Apply J][ Resst

O| CLIE C}& M™ B2 5o sHEst= CcLIL|CE.

same-security-traffic permit intra-interface
same-security-traffic permit inter-interface
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access-1list 101 permit TCP any host 209.165.200.5
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1. Configuration(Z1I| 121 0] M) > Firewall(2f2}=]) > NAT Rules(NAT T#&])2 0|= 6t Add(F
7hHE 2251 Add Static NAT Rule(Z™ NAT 7+&| £7h)2 MEfgLct
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Configuration = Firewall = NAT Rules

g Add - H Eaik i Delete | 4+ "" 3- % E '
i Add Static NAT Rule. .,
Add Dynamic MAT Rule. .. De
=4 Add NAT Exempt Rule... I
Y| Add Static Policy NAT Ruls... i

i3 Add Dynamic Policy MAT Rule. .
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2. 912 =! OIE{H| 0| A9} & 7H| Original IP &4 2! Translated IP =4

8% Add Static MAT Rule

Inkerface: inside v

Source! 172.16,11.5 B
Tranclahed —— 2

Interface: oukside b |

(@) Use IP Address: (209.165.200.5 B|

{3 Use Interface IP Address

Port Address Translation (PAT)
[ Enable Port Address Translabion (PAT)

Conneckion SEu:iﬂgﬁ “wr
e el
[| ok [J| comeat || heo |
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Configuration > Firewall > NAT Bules
[g'zcu fif oolete + & X 53 @R Q, Find B Diagram T Packet Trace
T T T R e e

Source Deskination SErvite Iribe rf s Address
= inside {1 Static nies, 1 Dynamic rules)

1) sabe  Eziens ] Jousde L 209.165.2005

2 ﬂi Diyrismic w8 inside-networkf24 outside B outside

# Type

4
[ ] Enable traffic through the firewal| without address translation

E[ Apply g][ Resst

CHS2 Ol ASDM Zix|22ijolddodl CHetr ZHEHEE CLI of I LCH.

static (inside,outside) 209.165.200.5 172.16.11.5 netmask 255.255.255.255

B ZAE/HEQ 0] CH3H NAT H|& A3

NATOIM S5 SAE EE HEIE MOS0 st ZR T4 WetS g
Exempt Rule® Z7h8LICH 0|27 o MEHE S AEQL 2474 SAE D5 QIS AIRY £ s
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ChE EAHE 225t MAI2.

1. Configuration(Z4Z| 12l 0] M) > Firewall(2F8}=]) > NAT Rules(NAT T#&])2 0|56t Add(F
7HE 225t Add(NAT M| #2& F7hHE Mgt

Configuration = Firewall = NAT Bules
o add - |3 Edic [ Delete + & X%
v Add Static MAT Rule. .. |

ﬁi #dd Drynarnic MAT Rule, ..
Add MAT Exempt Rule. ..

Add Stakic Policy NAT Rule, .. E
|

i

Add Dynamic Policy NAT Rule. ..
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Insert After... -:I
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B5 Add MAT Exempt Rule

Ackion: £ Do nok exempt

Orignal

TnterFace: ! inside

Source! ||?2.1a. 10.0]

Dl

Destination: I;ny

MBT Exempt DEechion
(&3 NAT Exempt cuthound Eraffic From interface inside’ ta lower security

{3 NAT Exempt inbound traffic from interface 'inside’ to higher sscurity

Descripkian

ok []| cacel |[ Heb

2t 1: Do not exempt M2
A-IEH ot SHie S8 S AE T NATOHIM HAEX| St HE O HMA 20| "deny” 7|HE
o &7 FItELICEOlE Y SAETLNAT MeloM MA MEUHSZ XMQ|El= Re WX
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07|A Ot HIRE W&ol CiEt NAT M2l 722 & &= U&LICHApply(H8)E 2
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_l_:m@rqtinn = Firewall = NAT Rules

d add ~| G Edi [l pelete 4+ & ¥ Bz @1 - @ Find [ Disgram &7 Packst Trace
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Driginal Trarslated
& Type
SOUrce Destination SEFNice Irterface
= inside {1 Exempt rules, 1 Stakic rules, 1 Dynamic rules)
Clirzioioo ey | lodbowd |
P 2 "7 Skabic = 172.16.11.5 oukside
3 o3 Dynamic aflh inside-network/24 outside

£

[ ] Enable traffic throwgh the Firewall without address translation

)
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access-1list inside_natO_outbound extended permit ip host 172.18.10.0 any
!
nat (inside) 0 access-list inside_natO_outbound
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™ &olg Z=gfLct

ol

M
10

=

jo



B8 Edit MAT Exempt Rule

Ackion: {33 Exempt ) Do not exempt

Orignal
IrderFace: inside
Source:  |172,15.10.0 B
Destination; |any E]
MG&T Exermpt Direckion

{:} MAT Exempl aukbourd traffic From inkerface inside’ to lower secunky interfaces (default)

Gr-glnal . Tra'nslatad.

F 3 Type
SouUFCe Crestinakion Sarvice Interface
[= inside (1 Exempt rules, 1 Static rules, 1 Dyvnamic rulas)

W £l 172.18.10.0 m_l
2 b Static 8 172.16.11.5 Oukside
'3 o Dynamic affh inside-network) 24 outside

(i85 :

[] Enable traffic through the Frewall without address Eranslation

O| CLI £2 2 ASA0| & st2{H™ Apply(XE)E S/ LICH
access-1list inside_natO_outbound extended permit ip host 172.18.10.0 any

nat (inside) 0 access-1list inside_nat0_outbound outside
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0% Add Static NAT Rule

Criginal
Irterface: | inside v
Source: :z?2.15.11.zn D
Tramslzted
Interface: | outside w |
(&) Use 1P Addressi |172.16.11.20 [-]
{3 Use Interface IP Address

Port &ddress Translation (PAT)
[ ] Enable Port Address Translstion (PAT)

L

Connection Settings

| Ok H Cancel ]E Help ]

— ol Ctam Z2 cLI B

=lLct.

static (inside,outside) 172.16.11.20 172.16.11.20 netmask 255.255.255.255
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1. LE 259172.16.11.15 L8 HY HHE T E 259| 2L IP TA 209.165.200.152 2 243t
ghoict.
2. L E 250{ A 209.165.200.15 22 MY AMe{of CHEF HMAE S EEFL|CE.
QIE A2 K}I7F ZE 250{ A A{EH{209.165.200.15 UM ASIE{D 5t 0| EEHEIS LHE Y AH,
ZE 250{|M 172.16.11 152 2|C|= M= L|C}.

1. Configuration(Z1X| 124l 0|4) > Firewall('8}) > NAT Rules(NAT T+&|)£ 0|55t Add(F
7HE 22|35t 1 Add Static NAT Rule(ZL& NAT 72| £7hg MeigfLc}



Configuration = Firewall = NAT Rules

g add - |[Ef Edic [ Delet= 4+ &

&

i+ Add Static MAT Rule..,

-

Add Drvnamic MAT Rule. ..
' Add NAT Exempt Rule. ..

#dd Static Policy MAT Rule, ..

add Dvnarnic Policy MAT Rule. ..
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Translation PAT #4382 MEiSI T 2[C|EME X EE X[™H5HT OK(&E 2l

)

Criginal
Irtarface: ' rside
Source: Enz.1a.11.15
Tramsksied
Interface; itlutjid:

(3 Use IP Address: | 209.165.200.15

(]

(3 Use Interface IP Address

Pork Address Translation (PAT)

[+] Enable Port Address Translstion (PAT)
Protocol: () TCP ) LUDP

Criginal Pott: 25

Translated Port: |25

Connection Settings

LICE.
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Configu: ation > Firewall > NAT Rules
[;-3‘51: foclete + 4+ % B3 8 - Q Pnd B3 Dlagram 7 Packet Trace
Cinginal Translated
L Tiypee
SenFE [restinsion Saevits Irtaiface Addrags Gt
1 = Exerpt ™ i72.18.10.0 & anvy (outhound) -
Z B NoExewpt B 172.20.10.10 P =w {outhound)
= 1720801105 ., 209.185.200.15
4 % Shatic B 172.16.11.5 outside = 709.165.200.5 e
¥

[ Eraltlz braific through the firewall withoue address brandabion

Lizes ) [ Reset

-4

Ol CtSat Z2 CLI &Lt

static (inside,outside) TCP 209.165.200.15 smtp 172.16.11.15 smtp netmask
255.255.255.255

4. 2|F AEXE7t CHE 209.165.200.1501 M & smtp A0 BMHAE = UL F ot HAMA
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AL
; 1 @@ any @@ ANy less sECUFE ME..,  IF- 1D & HErmiI

B @ any @@ any Ik ip € Deny

= _ﬁ' autside (3 incaming rules)

£ o B} 20.1.1.10 =} z09,165.200.10 itk RLOP & Permit
m £ any Ol 209.165,200.15 access |/ Permit | |
3 an an IF | e Do

oy - b TCP Group: smbp-access

TCP: smkp [25)

2D HMA TR AA0Many 7IHE CHAl EH S AEE AME35H{of gLt

HH2Z TCP/UDP A|4d Xt

Static Rule2 AF&3t04 Z|CH TCP/UDP 24 =& x| & &= Ql&LIChA|CH ¥A| ¥4 +8 x|
T ELICH 2Al ¢4d2 Hhto| gl 4Efol A@elLIch.ol 3 B2 +7H ASAS dsof ¥
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% Edit Static MAT Rule

Crriginal
Intetf ace: Insice
Source: 1172.16.11.15 [3|
Tramslated
Irterface: aukside b |
() Use IP Address: | 209.165.200.15 [ﬂ!
(73 Use Interface IF Address
Pork &ddress Translation (PAT)
[¢] Enable Port Address Translation (PAT)
Protocl; @1 Ouoe
Orignal Ports  (smbp |
Translated Port: |smbp |
Connection Settings 2

[ ] Translate the DS replies that makch the translation rule

-

x
Fandonize sequence number

Maimuen TCP Connections: |1un |

Maximm UDP Connections: |0 |

Maximim Embrvonic Conrections: ﬁu
: yoric ]

TR e
0,

-

e

Ct.

Cancel I I Help |
2.0+Z O|0|X|= o] & H¥x] Hgtof CHEF 4 MEtE Eo{ELICt

% add » B Edit [ Deletse 4+ 4 % B2 Ml - G Fnd 5 Diagram &Y Packet Trace

Criginal Trarslated

SOUrCe Destination Service Inberface Address
Skabic rules, 1 Dynamic rules)

B 172.18.10.0 @ any {outbound)

® 172,20.10.10 & any {outbound)

. B 172.16.11.15 B 209.165.200.15

SErvice



Options

DNS Rewrite Max TCF Connections Embryonic Limik Max LUDP Connections Randomize Sequer
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static (inside,outside) TCP 209.165.200.15 smtp 172.16.11.15 smtp netmask
255.255.255.255 TCP 100 50
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i Add Access Rule

Interface: | [ElCEN |
Action: () Permit (%) Deny

Source:  [172.16.10.50

Destination | any

Serice; lip

Description:

mimm

Enable Logging

Loggng Level: |Default v

More ptlons
Enable Rude

Traffic Direction: ¢ 3 In (&) Out

SOUrcE Service:
Loaaing Interssl !' | . | 15
PR — -.@
i ok
2. M Azt HRIE MdstE{t AddE 22
3. AlZt (o] 0| S Holst AlEF A

8% Browse Time Range

| % Add % et Wl Dalete

| Mame  StartTime | EndTme  Recuri

L|C}.

1Ztn = Alzhe XIEgELichgfels Rigfuct



End Time
() Mewer end

() End at {inclusive)
|06 & Year: 2011 &
i

% Minute: (30 ¥

#% Add Time Range

Morgh: | Februsry % Day:

Tine Ramge Manme: |F!a-str1|:tl.lsage
Start Tirma
) Start mow
{%) Starkt ak
R : :
Moth: |February | Day: (05 % Yesr: 2011 ¥
How: |14 v| mnue: 00 Haur: 16
Recurring Time Ranges
Yiour can Further constrain the active time of this range by specifving recurring rangss, The recurring bime ranges wil be ackive within the
start and shop bime specfied.
i
Lok J[ Concel |[ heb |
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§% Add Access Rule

Source:  |172.16.10.50 [-]
Deskination | anm E]-
Service: ip G'
Description:

Enable Logaing

Logging Lewvel: iDe:'.‘auIL W

More Dptions

Enable Rule

Traffic Direction: ) In (&) Ouk

Source Service: G: (TCP of LIDP servi
Tirme Range: Restrict-Lisage ¥ E]
L
|| ox [|| cael || Hep |

O| HM|IA & ZH

|22 o|Mof 2k 172.16.10.502] AFEAHE 20114 28 5 2% 2A[(2011 28 5) R E
2011 28 6L(2F 4A| 30E)HK|C| ZE BIAAE ASE = &Lt ol S0t 2
CLI £33 LCt.

time-range Restrict-Usage
absolute start 14:00 05 February 2011 end 16:30 06 February 2011
1
access-list inside_access_out extended deny ip host 172.16.10.50 any

time-range Restrict-Usage
1

access-group inside_access_out in interface inside
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% Edil Time Range

Tinnez Pange Name: Pestrict-Lsage

Start Time End Tima
() Start now {7 Mever and
(%) Skt &t {#) End &t (inchusive)
iMonth: Fc_bmdr_v ¥ Day: [0S v | Year: 2011 ¥ Marith: 'lMurl:h ¥ Day: 08 ™| Year: 2011 v
Hour: 00 v Minuke: 00 | Hour: |00 ¥ | Mrute: 30 v

Reouring Time Rangss

Yo can further constrain the active e of this range by specifying recuming ranges, The recurring Bme ranges will be active within the
start and stop time specified.

7.2F Mgl met dYe XIYstn &els Z2istod 2t EfLIc

@ Add Recurring Time Range

(%) Specify davs of the week and times on which this recurring rangs will be active

For example, use this aption when vou wank the bme range to be active every
Mondayw Hrrough Thursday, From 2:00 through 16:59, onbe.

D of Ehe Whaek
i ) Every day

) Weekdays
) Weskends
{1 On these days of the week:
[«ton [w]Tue [«]wed [v]Thue [w]Fi []Sat [ ]5un

Daly Start Time Dally End Time {Inchushe)
Howr [15 | Minute |00 | Hour B % binute [00 |

() Spedfy 2 weeky interval when this recurring rangs will be active

For example, wse this aption when vou wank the bime range to be active
cortinuousky from Monday ab 300 through Friday &t 16:52,

Rk

Ll

[|: ok ||| ceeel |[ Hep

8. OK(&2)E Z2!504 Time Range(AlZt HR|) 22 EotZtLCt




#& Edit Time Range

Time Range Mame: Restrict-Usage

Stark: Time End Time
{7 Stark mow i Mever end
%) Stark & (%1 End ak {inclusive)
voreh: [rebraary ] Dyt [15 9] vear: [2011 orthe [mereh ] eys (05 9] vear [201
How: (00 w| mMnue: 00 v mour: (00 ()| minute: (30 ]

Recurring Time Ranges

Yious can Further constrain the active time af this range by specifying recurring ranges. The recurring time ranges will be adtive within th
start and stop time spechied.

i

wisskaays 15:00 through 20:00

Edk

Dielake

i

Lok J]| concel J[ nep |
O| Aof [tk 172.16.10.502| AF2XtE EQ U UL AUS Nt ZE F50 2% 3A|E
E{ Q& SAIHK| 2E B|AAO CHE HM AT HEEIRSLICH

1

time-range Restrict-Usage
absolute start 00:00 05 February 2011 end 00:30 06 March 2011
periodic weekdays 15:00 to 20:00

1

access-list inside_access_out extended deny ip host 172.16.10.50 any

time-range Restrict-Usage
1

access-group inside_access_out in interface inside
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