ASA 8.X: L2L VPN E'd "=} &7 A Xt of
Z oA o|MS Aldte & QI 2 3

A0

&t

k>

24

AT 2T ALE

ST ME

AN8EEFMHE A

E7| 7=

T

HE<®{3 Cctojo{ 3

Ol 7|0l CHEt S84 MR HE

24
ol 7155 AS

CHS e SolstLic
2 37

IKE =38 ¢S 022 M

E{d A Al 2F HAIX]

0| 7|5 0| reclassify-vpn M1} o{= 7| CIEX|
2ed He

Ol EMoME X|EH2 IPSec B 5 & 7IS0i CHet HE 2t VPN E{d EEHE Sall TCP
£ ®Xlsts Yol cHsf dBefLICE.

4

oI
ok
il

N T AN

T AE

Ol MOl SXt= VPNO| &5 dhAlof CHst 7|2XQ! X|AE 7Hx{oF EfLICH RIM|EH LHIB2 LIS &
_I
. MZ 2L VPN HI|ado|M

. ASAE AI235t= L2L VPN

AEElE FE 24

O] EMel MEE BT 8.2 0|& 2| Cisco ASA(Adaptive Security Appliance)& 7|8t 2 #fL|C}.


//www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/site2sit.html
//www.cisco.com/en/US/products/ps6120/prod_configuration_examples_list.html#anchor11

Ol EMel HE= EY & 32| Cluto|aE ECHzE Y EUR&LICEH O] EAM0l| A8 E 2E ClHt
OlaE X7I3tEI(7|2) ZHu|ado[Me 2 A EIR&LICH B ESZI &S &2 B2, 2

O|2| = XlstAlZ] HFEfLICH.

rn

02
o
o
—r
10
ikl
pal
o
bl
|
o
(o}
AL
2!:
mo

E7| 13

2 7ol CHEF AFMIBH LIS S Cisco 712 Bl REIS HASHAIR.

T8

HE = ctolo{a ol & AlE J*%{& BO(Branch Office)= Site-to-Site VPN &35li HO(Head
Office)oll 1A LICH. A0l /U= MM CHEF WU S CIRECEStE{T A5t XA 2T
AERE DE{al EMAIR. CIREEJF E AlZh S¢ XS ELICH VPNO| MO 2 2 &8E m7hK| ot
U M&o| A™Mo 2 ZEELC a8t VPNO| BSEHEM ot M& 0| HX|Z|T A8 AHE E{L0]
MYE & MSEE oY ME RS ChA| A=t of ot

HE L3 Clojo{2

Ol EMolME ChE HIESIZ HEE ASELICH

o

0 L2L VPN Tunmel

Inside I et orl: Inside Network

|
D

g_ HO-ASA o BO.ASk —__J

Client at BO

Server gt HO

Ol ZXl= ASA 2t& HHAlof CHEF LHE 7|s 20 e e LICt ASAE §tst= 2E 122 2L
E25t ofE2I7i0|M AAL Z7|soi k2t 4 Ef E|lo|E2 =2 |RXIFLICE VPNS S4t5ts &=
SlEl EBN= ME HE = SA(Security Association) CllO|E{H|O|A 9| HEHZ R X|EILICE. O]
AlLE[AME ME OFE F ECfE &2 |XIRfLICH dtLt= VPN HO|EQ0] 7ol & &
Eff=lo|1 CtE stLt= 2AMe] M2t XIAte] %|F ALE XL 7te| EeiE S &ILICH VPNO| B =R
Z|H 0| EZ SAO| CHEF &5 MEALE O AFX|EILICH a2{Lt ASAO|A O] TCP 24Z0i CHEH & K|
ZElste MEfE|0|E S 50| glo{ClR22E7F SEHEILICH &, ASAE AF2 AL o Z 2|7 0]
Mo| ZEE2E|= 5o siE 5 Z2 0] CHEt TCP @2 AL |XIELICH 22U TCP |F E}O
H7t B2 2| TCP 4ZA0| #7|1 A= AlZt =oHEL|CH

I
LOL
pul

FX|E Persistent IPSec Tunneled FlowsZtE 7|52 E&l5t0d SHAE|I&LICH VPN E{= 2| x4
A Al HEf El0|E HEE RKI5H7]| /51 A HZ0| Cisco ASAN| SEEIR&LICH o] HHE C
o Zr&Lck

oo ¢ ©

sysopt connection preserve-vpn-flows


/c/ko_kr/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

7|I2Mo 2 o Y2 HIFEsE|o] U&LICH O|F #AH3E6HH L2L VPNO| SHoERE ST E|
I E{EE CtA| A& [ Cisco ASAE TCP &Elf E|0o|€ MEE |{X|&L|Ct.

Ol AlLtE|20f A Efdol 2% Bofif 0] HHES & Astsiof 2
C|HFO|A @1 2 Cisco ASACHM 0] BS HAIsHote! SEFL
0| #AIEHE HS 0] B B 5H2IH Ef
Mol Chet RHAIEH LSS 2ot 07 A2 7|8

LIC}. Ct2 % Zoj Cisco 0]2]|2]
Cl. E{o| o|O| &M MEfY m &
x4

0| 7|0 CHEt E2td M5 HE

0| 7|52 Cisco ASA &AL EQ||0{ HHZT18.0.4 O| &0l EIE[R&LICH Ol CHE &2l VPNO A
BF X[ ELCH

- LAN-to-LAN E{'d
- NEM(Network Extension Mode)2| 473 M| A E{d
Ol 7Is2 Ct2 82| VPNOIM XIHE|X| ef&LICH.

. 20| E 2 E9| IPSec ¥ HAM|A B
- AnyConnect =& SSL VPN E{'d
ol 7ls2 s ‘E*E/'J%Oﬂ EMstR| &Lt

. AZEQ|o{ % 6.00] ZE&E Cisco PIX
. Cisco VPN Concentrator
. Cisco I0S® ZEHE
0| 7|52 &' g3l ASAL| LR CPU ME[dMe F7t LHE =7} 2 lSHX| i &LICt E'EO0|
7bS m Cletol AT} 7HEl 23 S YR TCP A7 |XIE Zol7| rm-srgzucr.

1 ol FH2 TCP 0Bt HEFELICt UDP EEfE o= obF & Q&S O|X[X| et&LICH UDP
HAE2 FEE AlZt At 7(zhol et Alzk EaELLICH

HE: M T8 T H(SSE DHE SHEHE AL S04 O] Mol ALSE THoll CHEH REMIEH LHS S
O

ol “doili= Ol MollM A3t VIS TAIsH7| I8t HETH EAFLIC
ol 2 MollME CHe TAIS ASELICH

. CiscoASA
CH2 2 VPN E{=d 9| 3tZ B0 A Cisco ASA Hatedo| Al =0l ZAu|7p|0|M S2do| MEQ|L|C}.

CiscoASA

ASA Version 8.2(1)
!
host nane C scoASA

donmai n- nane exanpl e. com
enabl e password <renoved>
passwd <renoved>

nanes



/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

interface Ethernet0/0

speed 100

dupl ex ful

narei f outside

security-level O

i p address 209. 165. 201. 2 255. 255. 255. 248

nterface Ethernet0/1

namei f inside

security-level 100

i p address 10.224.9.5 255. 255. 255. 0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenent 0/ 0
narei f nmanagenent
security-1level 100
i p address 10.224.14.10 255.255. 255.0
|
boot system di skO:/asa822-k8. bin
ftp node passive

I-—--Output Suppressed ! access-list test extended
permit ip 10.224.228.0 255.255.255. 128 any access-|i st
test extended permit ip 10.224.52.0 255.255.255.128 any
access-list 100 extended pernmit ip 10.224.228.0
255. 255. 255. 128 any access-1ist 100 extended pernmit ip
10. 224.52. 0 255. 255. 255. 128 any access-1i st
i nsi de_access_out extended permt ip any 10.224.228.0

255.255.255.1 ! I---Output Suppressed gl obal (outside) 1
interface nat (inside) O access-list test nat (inside) 1
10. 224.10. 0 255.255.255.0 ! !---Output Suppressed route

inside 10.0.0.0 255.0.0.0 10.224.9.1 1 route outside
0.0.0.0 255.255.255. 255 209.165.201.1 1 tinmeout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp

0: 02: 00 icnp 0:00:02 tinmeout sunrpc 0:10: 00 h323 0:05: 00
h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0:05:00 tineout sip
0: 30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 tinmeout sip-provisional-nmedia 0:02:00
uaut h 0: 05: 00 absol ute timeout tcp-proxy-reassenbly

0: 01: 00 dynami c-access-policy-record DfltAccessPolicy !
!---Output Suppressed http server idle-tinmeout 40 http
10. 224. 3. 0 255. 255. 255. 0 managenent http 0.0.0.0 0.0.0.0
inside ! snnp-server enable traps snnp authentication

I'i nkup I'i nkdown coldstart ! /--- To preserve and resume
stateful (TCP) tunneled IPsec LAN-to-LAN traffic within
the timeout period after the tunnel drops and recovers.
sysopt connection preserve-vpn-flows

service resetoutside

|

crypto ipsec transformset ESP-AES-256-MD5 esp-aes-256
esp- md5- hrmac

crypto ipsec transformset testSET esp-3des esp-nd5- hmac
crypto map mapl 5 match address 100

crypto map mapl 5 set peer 209. 165. 200. 10

crypto map mapl 5 set transformset testSET

crypto map mapl interface outside

crypto isaknp enabl e outside

crypto isakmp policy 5




aut hentication pre-share

encryption 3des

hash sha

group 2

lifetine 86400
crypto isaknmp policy 10

aut hentication pre-share

encryption des

hash sha

group 2

lifetine 86400

!-—--Output Suppressed ! telnet tinmeout 5 ssh tinmeout 5
consol e tinmeout O threat-detection basic-threat threat-
detection statistics access-list | /---Output Suppressed
I tunnel -group 209. 165. 200. 10 type ipsec-12l tunnel-
group 209. 165.200. 10 ipsec-attributes pre-shared-key *
!---Output Suppressed cl ass-map inspection_default match
defaul t-inspection-traffic ! policy-map type inspect dns
preset _dns_map paraneters nmessage-| ength maxi mum 512
policy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect rsh inspect rtsp inspect esmp
i nspect sql net inspect skinny inspect sunrpc inspect
xdncp i nspect sip inspect netbios inspect tftp !

servi ce-policy global _policy global pronpt hostnane
state Cryptochecksum 5¢228e7131c169f 913ac8198ecf 8427e :

end
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