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!--- configuring the ASA for TACACS server ASA(config)# aaa-server cisco protocol tacacs+
ASA(confi g-aaa-server-group)# exit !--- Define the host and the interface the ACS server 1s on.
ASA(confi g)# aaa-server cisco (DMZ) host 192.168. 165.29 ASA(confi g- aaa-server-host)# key cisco
!-—-- Configuring the ASA for HTTP and SSH access using ACS and fallback method as LOCAL
authentication. ASA(confi g)#aaa authentication ssh console cisco LOCAL ASA(confi g)#aaa

aut hentication http console cisco LOCAL
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Confiquration > Device Management > Users/AMA > AMA Access > Authentication

Authentication | authorization || Accounting

Enable authentication for administrator access bo the 4S8,

Fequire authentication to allow use of privileged mode commands

[ ] Enable Server Group: : LOHCA 4 1 il

Fequire authentication for the Following types of connections
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% Command Line Interface

Type a command to be sent directly to the device. For command help, bype a command Followed by a question
mark. For commands that would prompt for confirmation, add an appropriate noconfirm option as parameter ko
khe command and send it to the device. To make the changes permanent, use the File > Save Running
Configuration to Flash menu option to save the configuration to Flash,

Comrmand
(&) Single Line () Mukiple Line Enable context sensitive help (7)
|test aaa-server authentication cisco host 192,168, 165,29 username cisco password cisco hd
Fesponse:

Besult of the command: "test aaa-server authentication cisco host 13Z.168. 165,

INFO: Atcempting Authentication tast to IP address <19%2.168.165.29* (cimeout:
INFO: Authsntication Succassful

< »

= o [ ree

Output Interpreter T (S S E 120+ ) (OIT)= EX show BHES K| HELICIOITE AFHE 504
show BH £349| 2MZ FLCt.

=X &

2@ F:aaa-server group tacacsHlA{ TACACS+ MH x.x.x.xEB FAILEDZ EA|3IE
AAA

[ Clear Fesponse

S—
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