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I S50 VPN Wizard

F SSL VPN Wirard 51 ¥PH Connection Type {(Step 1 of 6]
The s=owity sppliance pravidss Ssoure Socket Laver (551) remobe sccess conrechivity fram simaost sy

Iriesnist-enablad kacakion wsing only & Web bromser and &5 native 551 encryobion, The ssouity
applance prosides b different bypes of S50 YPH connedion,

Flease s=lact the bype of 551 PN connechion bo configure:

The securky spolancs alowe S5L-enabled weh

brosesers bo gocess HTTR of HTTPS waah sarvers on a
porkal page,

s
i, [#] Gsco 53 vPN Clenit {anyCannect ¥R Cherk)
l_\_\_\_\_'" -

Thee secunty g a self-ratalng
EnwConnisck YRR Ci=nt to the remoke PO Lhet slloes
ful, securs aceess ba rasources of an internal
CoFparate network,

3. Connection Name(24Z 0|&) E=o0i 12 0|§2 =43t CIZ SSL VPN Interface(SSL VPN
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B S5L VPH Wizard
F esL VPN Wizard S5L ¥PM Interface (Step 2 of &)

-

Provide & connection rame and the kel ace that 551 YR wers connect o,
Conneckian Hams: st

S5L YPM Interface: [outside E::;,

Digkal Certificate

When users conrect, the securily spplisnce sards this digital certificate ba the ramobe web brosser
ko authanticate the ASA,

Certficate: — Merie -- Ll
Connechion Group Sethings
[ Cannection Group AllasiUkL
Crsplay Group Allas ket ok e dogin page
Information
URL ko access 551 WA Sarvice: https:/ /200, 165.2001.2
LRL b access ASDH; https:/ 209165200, 2/ admin

[speckif{ it > | D)
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0= 551 YPH Wizard
¥ 85L VPN Wizard

User Authentication: {Step 3 of &)

The securty appliznce supparts authentication of uzers by an externzl A server ar local uzer
accounts. Speify hoe the secunty appliance authenticates users when they ogin,

7 Authenticate Using & AR Server group

AR Sarvar Groug Manme: Nes)
MEM using the local user datg?ﬁ_ha::b
Lter to be Added .

i’ |

6. 7|Z 7|2 18 ™A o|Qo| M| 21 & A2 Mgt |Ct

0= 551 YPH Wizard
¥ 85L VPN Wizard

Group Policy (Step 4 of B)

A graug policy & a collection of user-criented sttributefvalus pairs, Unless assipned ko & specific graup
poficy, @l users are members of the default group policy (DFISrpPolicyd, Thersfore, configuring the
diefault group policy lets usars inhark altributes that you hawe not canfigured &t the indvidual group
poficy oF usoemame level,

TDarmyopmiy ooy

1 Mindify easting group palicy
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F esL VPN Wizard IP Address Pools and Client Image - AnyConnect ¥PH Chent Connections Only (Step 5 of 6]

The securty applisnce downloads the ArmpCannect YRR Chent ba reenate wsers when they conmect, The
chent sef-installs, uses 550 or DTLS encryption for thie duration of the connection, and alkavs full access
b resauntes on & cafporsbe nebwark, The remote PC becomss part of the corporate network.

I Addrass Pocl

Create 2 new address pool of sedect an existing address pool, Remobe PCs are assigned addresses
from the pool when bhey connect,

IP Address Pack: ~ E Hm-D

Sddress Pool Fange:

AreeConnect YPN Clent Image Location

[dentify a file v Alash memmary as an dnyConmeds VPN Jienk image. The secwity appkance expands
the file and loads it inka cache memory For dawnloading bo remate users.

Lacation: I i[ Brossse. .. ]

ERrol

= Add IP Pool

Manne: newpool

Starting IP Address: 192,165, 10.40

Ending IP Address: 192.1658,10.50

Subnet Mask:

| ] 4 P Zancel H Help |
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B SSL VPN Wizard =
F oL VPN Wizard IP fddress Pools and Client Image - AnyConneck ¥ Client Connections Only {Step 5 of £)

The seowity applisnce downlosds the SnyCernsck WP Jient bo nsmobs users when they connect, The
chenk saf-imstals, uses 550 or DTLS #ncryobion for the duration of the conmaction, and aloes ful access
b0 FEEOUFCES 0N & CoFporake network, The remote PC Dacomes part of the corporate netwaork.

[P dddress Poal

Creste A new address pool or select an existing sddress pocl, Remobs PCs are assigned addresses
From the pood when they cannect,

Phckhess Pocle.  inewponl v i T i

Ackbess Pool Rangs: 1921681040 - 192.168.10.50

ArpiConnect YR Client Tmage Locaton

Tdentify & fie in flash mamory &5 an ArpConnect ¥PH Ciank imaga, The seowity sppliante axpands
thae File: aind loads it it cache rmemory For dosnloading b resReke T ersr

Location: :l Browise, ., |\}

P
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B Add SSL YPN Client Image

AnvConneck Image:| | Browse Flash, .. |

| 2K, | | iZancel | | Help |

10. sslclient.pkg I} L 0| 4= C|HAEE|E 4E45t24T Browse Local Files& 228 LICt

B Upload Image

IJplaad a File from local computer ta flash file system on the device, The upload process might kake a
Fes minutes, Please waik For the operation ta Finish,

Local File Path: | <L_ Browse Local Files, .

Flash File Systemn Path: | | [ Browse Flash, .

[ Upload File ][ Close ][ Help ]




. AEEE T US ASA EEiAlo Y2 =35t24H Upload FileS 2=&LICtH

B Upload Image

IUpload a File From local computer ta flash file system on the device, The upload process might take a
Few minutes, Please waik For the operation ta Finish,

Local File Path: C:Documents and Settings! jkammer ai iy Du:u:urnni Browse Local Files. .

Flash File Svstem Path: Eu:lisklil:,l'sslclient—win—l 14,179, pkg | [ Browse Flash, ..

@a_d:ile/b[ Close ] [ Help

@& Status

Flease wait while 430M is uploading the file. The upload

E process may bake a few minutes,

Zompleted transfer of 360,448 bwtes ouk of 418,765 bytes

B Information

@ File has been uploaded to Flash successfully,

B Add SSL ¥PH Client Image

anyConnect Image: Eu:lisklil:,l'ssln:lient-win-l 14,179, pkg

Zancel
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@ S5 VPN Wizard |
F oL VPH Wizard IP Address Paols and Client Image - AnyConnect ¥ Client Connections Only {Step 5 of B)
The seowity spplisnce downlosds the SnyCernsck WP Tient ba remobs usérs when they connect. The
chant saf-instals, uses S50 or DTLS ancryotion foe the duration of the cornaction, and ke ful aocess
b0 FESCLINCBS D & COpor st neboel Ths remote PC Decomes paet of the corporate netork,
[P Address Paal
Creste 3 new address pool or select an existing address pocl. Remobe PCs ane assigned addresses
From the pool when thay cannect,

1P Address Podl: ‘nessooc] gt | P, . |

Ackbreie Pool Rangs: 1921681040 - 192.168.10.50

ArpiConnect VR Client Tmage Locaton

Tderitify & file in Flash menory 25 an ArpConnect YPH Chant mags, The seosity sppliance axpands
thes Fib: and loads & inta cachs memory For dosmloading bo remoke Usets,
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B 551 VPH Wizard
¥ 85L VPN Wizard

Summiary (Step b of B)

x|

oed hawe craahad 3 551 WPN carnection with Falowing stributes:

Sefectad Featunas: 551 WPM Client
Connection Mame: Test

SEL WP Inkerface: oukside

User duthergication:  LOCAL

Group Policy: grppolicy

TP Address Pool: newpoonl

S50 VPN Cliank Location:diskn:/ sslclient-win-1.1.4.1 T9.pkg

l{[ .F|ri5h I+| Cancel | | hep |
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ciscoasa

ci scoasa#show running-config
Saved

ASA Version 8.0(4)

!

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names

!

interface Ethernet0/0

nanei f outside

security-level 0O

i p address 209. 165. 201. 2 255. 255. 255. 224
!

interface Ethernet0/1

nanei f inside

security-level 100

i p address 192. 168. 100. 2 255. 255. 255. 0

!
interface Ethernet0/2

nanmei f nanage

security-level 0O

ip address 10.1.1.1 255.255.255.0




interface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/4
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/5

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFQnbNI dI . 2KYQU encrypt ed

ftp node passive

access-list nonat extended permit ip 192.168.100.0
255. 255. 255. 0 192. 168. 10. 0 255. 255. 255.0

access-list nonat extended pernmit ip 192.168.10.0
255. 255, 255. 0 192. 168. 100. 0 255. 255. 255. 0

!--- ACL to define the traffic to be exempted from NAT.
no pager |ogging enable | ogging asdminfornmational ntu
out side 1500 ntu inside 1500 mtu nanage 1500 /---
Creating IP address block to be assigned for the VPN
clients ip local pool newpool 192.168.10.40-
192.168.10.50 mask 255.255.255.0

no fail over

icnp unreachable rate-limt 1 burst-size 1
asdm i mage di skO:/asdm 615. bin

no asdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 interface

nat (inside) 0 access-list nonat

!--- The traffic permitted in "nonat" ACL is exempted
from NAT. nat (inside) 1 192.168.100.0 255.255.255.0
route outside 0.0.0.0 0.0.0.0 209.165.201.1 1

!--- Default route is configured through "inside"
interface for normal traffic. route inside 0.0.0.0
0.0.0.0 192.168.100.20 tunneled

! --—- Tunneled Default route is configured through
"inside" interface for encrypted traffic ! tinmeout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp

0: 02: 00 icnp 0:00:02 tinmeout sunrpc 0:10: 00 h323 0:05: 00
h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0:05:00 tineout sip
0:30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02:00 tinmeout uauth 0:05:00 absol ute
dynami c- access-policy-record Dflt AccessPolicy http
server enable

!--- Configuring the ASA as HTTP server. http 10.1.1.0
255.255.255.0 manage

!--- Configuring the network to be allowed for ASDM
access. | !--- Output is suppressed ! telnet tinmeout 5
ssh timeout 5 console tinmeout O threat-detection basic-
threat threat-detection statistics access-list ! class-
map i nspection_default match default-inspection-traffic
I I policy-map type inspect dns preset_dns_nap

paranet ers nmessage-| ength maxi mum 512 policy-map

gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect




h323 ras inspect netbios inspect rsh inspect rtsp
i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy global _policy global ! !--- Output suppressed !
webvpn
enable outside
!--- Enable WebVPN on the outside interface svc image
disk0O:/sslclient-win-1.1.4.179.pkg 1
!--- Assign the AnyConnect SSL VPN Client image to be
used svec enable
!--- Enable the ASA to download SVC images to remote
computers group-policy grppolicy internal
!--- Create an internal group policy "grppolicy" group-
policy grppolicy attributes
VPN-tunnel-protocol svc
!--- Specify SSL as a permitted VPN tunneling protocol !
username cisco password £fIRPGpDSOJhI9YLg encrypted
privilege 15
!--- Create a user account "cisco" tunnel-group Test
type remote-access
!--- Create a tunnel group "Test" with type as remote
access tunnel-group Test general-attributes
address-pool newpool
!--- Associate the address pool vpnpool created default-
group-policy grppolicy
!--- Associate the group policy "clientgroup" created
pronpt host nane cont ext
Crypt ochecksum 1b247197c8f f 70ee4432c13f b037854e : end
ci scoasa#
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. show webvpn svc - ASA Z2iA| HIZ 2|0l X{&El SVC 0|0|X|E EAIEFLIC}.
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