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Slte-to-ite VPH Rizord

Stn-to-San VPN

This wazsed wall guide w0 theough e rse e g S0 10 edrfigure ane &nd ol &
gie-ba-ana YFM unnel onthis roidar, The pear devce mae] Be confgunsd with idsnic sl
WPH configuraton for the funnel {o werk Please select one of the folirwing setup and
click g Hve e Barmoen 0o B=gin.

| ik medup
Cruick ealup ask0g Tor rinimesd information sod uges Cizon CF dafquliz. This =

recammencsd Fyou &a caating & YPH hanmel betaesn tn Clscn roulers using
Cised CF &t Both ends.

Zand allows wou 10 specif either e Ciaco CP derault eoabguration o
T mn clsiom canfiguradon

Mest= oo | cancel] Hep |




$ita-10-%ite VPN Wizard %]

WPH Conmection Iformation

Selecl e mdedace farthis vPH connechon: FasiEmamail | Delails.. |
Pres el ity
Safact the type of peers) used for thiz YPH e X .
canneckion? |Frar with shaac P sddress W
Erder Fres P adoiren s of T senel & pear 1S 20 2
A bsprtication

Aulfenlicabicen ardures that asch and of the YPN conrdian uies tha sarme secral
key.
™ Ey-sher i Ky 1™ Dol Corlifoalis:

l:l'ﬁ-ﬂ'h'td iﬁf LILETLILY

Rl iy llull".l

« Btk | He:i:-l ' | cancel | Help |

AEH

L— =1

4. IKE XM|et2

IKE prepnsals speLify ihe encrpion algorihm, authentication algoeinm and By suchange
rrelhced Bt ig wzed by #is couter when negolialing a WPH conneslion silh he remobe
cledipe. Forthe VPN connection 1o be eslablished with the remola device, e ramole
device should be configured wilh alk=asiong ol the polices isied belos.

Cilick the Add. . burkon o &dd more policsss and the Edil. . buton o adt an exisling polics

| Friontd Enceyption | Mash C-H Groug | Aulhesteation] Typs
20ES SHA 1 groupd PRE EHARE Cisco TP Dolad

PRE_E+lARE U3

« Bk | He:i:-l ' | cancel | Help |
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Slte-o-Site VPH Wizard
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- T o EEP DS, HRAG
& *
[nga. | Edit. |
| f——— a1 4
« Btk | He:i:-l ' | cancel| Help |
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Slte-1o-5ite VPH A
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spechy an IPEec rule thal delnes the Irffic bpes B be protecliod.

I [Frrotes L all lrafic Deatmesn e fdowing subnets|

Laocal Mebswark

Enber T1g P acdress and subael msssal
the nebsnrk winere IPEeC rafic anginates
W Addaes:
|15 1l.'!E 0o
Subret Mask:
[285 706 2400

| or 2a g

I CroalerSelec] an access- g for FSec rafic

Remiole Mokweark

Enter the [P Address arel Subn el ba=sar

the desinaicn Maksoek
\P Adamss:
1931657000
Eubnal Razk
264 1458 38410
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Sile-1o-S1e VPN YWhizard

Saiimimany af Bhee Conlfkguration

Click Finizh 1o dalrer the conniguraton 50 b muter

Trarksfom Sebs
I s s 82

Mode: TUNREL

IPSec Rule:

Ml:lﬁ Group

ESP Erenpion £5P_DES
ESP irdemity ESP _MDS_HuAC

Aulhentcation

« Btk |

peetrri Al i rafbe form 1921 G2.200.0 0.0.0.265 b 1921601 00000

A
Enie plon
DES
20EE
o,

#

|Frﬁ-9:h| cancel | Help |

8. 11|80l 2 VPN-Router2 & 5t2{™ DeliverE 2

Deliver Configuration to Router

Deliver detta commands to the router's running config.

Preview commands that will be delivered to the router's running configuration.

27 Lck

crypto ipsec transform-zet myzet esp-mds-hmac esp-des
mode tunnel

exit

crypta map S0OM_CMWAP_1 1 ipzec-izakmp
description Tunnel to209.165.201 2

et transform-set myset

zet peer 209.165.201 2

match sddress 104

exit

interface FastEthernet1

e mEarde e

the router is turned off.

¥ [Save running confio. to router's startup config.§

Thiz operation can Take several minutes.

@ Cancel

Save to file

The differences between the running configuration and the startup configuration

Help

4

<

are lost whenever
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0. gfole @=L B

CLI Zdx|z2efo|M

. A|[AFOLA}
. VPN-2} 2 E

A|AFOFA

ci scoasa(confi g) #show run
Saved

ASA Version 8.0(3)
!
hostname ciscoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!
interface Ethernet0/0

nanei f outside

security-level O

i p address 209. 165. 201. 2 255. 255. 255. 224

nterface Ethernet0/1

namei f inside

security-level 100

i p address 192.168.100.1 255. 255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-Ieve

no i p address

nt erface Managenent 0/ 0

shut down

no nanei f

no security-Ieve

no i p address

|

passwd 2KFOnbNI dI . 2KYQU encr ypt ed

ftp node passive

!--- Output suppressed access-list nonat extended permit




ip 192.168.100.0 255.255.255.0 192.168.200.0
255.255.255.0

no pager
ntu outsi de 1500
ntu inside 1500
icnp unreachable rate-limt 1 burst-size 1
asdm i mage di sk0:/asdm 613. bin
no asdm hi story enabl e
arp timeout 14400
| I-—- Define the nat-translation for Internet users
global (outside) 1 interface
nat (inside) 1 192.168.100.0 255.255.255.0
!
| I-—- Define the nat-exemption policy for VPN traffic
nat (inside) 0 access-list nonat
!
route outside 0.0.0.0 0.0.0.0 209.165.201.1 1
!
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00: 02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1: 00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03: 00
si p- di sconnect 0:02: 00
ti meout uauth 0:05:00 absolute
dynami c- access-policy-record Dflt AccessPolicy
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart
| I-—- Configure the IPsec transform-set crypto ipsec
transform-set myset esp-des esp-md5-hmac
!
| I--- Configure the dynamic crypto map crypto dynamic-
map mymap 1 set transform-set myset
crypto dynamic-map mymap 1 set reverse-route
crypto map dyn-map 10 IPSec-isakmp dynamic mymap
crypto map dyn-map interface outside
| I-—-- Configure the phase I ISAKMP policy crypto isakmp
policy 10
authentication pre-share
encryption des
hash md5
group 2
lifetime 86400
!
| I-—-- Configure the default L2L tunnel group parameters
tunnel-group DefaultL2LGroup IPSec-attributes
pre-shared-key *
!
cl ass-map i nspection_defaul t
mat ch defaul t-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
paraneters
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225




nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

service-policy global _policy globa

pronpt host nane cont ext

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
end

ci scoasa(config)#

CCP&= VPN-ZtEoi o] AI|aeiolde dd7Lict

VPN-2IE

VPN- Rout er #show run

Bui | di ng configuration...

!

version 12.4

service tinestanps debug datetime nsec

service tinestanps |og datetime nmsec

no service password-encryption

!

hostname VPN-Router

!

!

usernane cisco privilege 15 secret 5
$1SUX MBW/WDZbf DhK3wsS26C9x Yns/

usernane test12 privilege 15 secret 5
$1$LCOUSex 3t p4hMBCYD. HISRDf QOL

!

| I-—- Output suppressed no aaa new nodel ip subnet-zero
! ip cef | crypto isakmp enable outside

!

crypto isakmp policy 1

encrypt 3des

authentication pre-share

group 2

!

crypto isakmp policy 2

hash md5

authentication pre-share

group 2

!

!
crypto isakmp key ciscol23 address 209.165.201.2

!
!
crypto ipsec transform-set myset esp-des esp-md5-hmac
!
!
crypto map SDM_CMAP_1 1 IPSec-isakmp
description Tunnel to0209.165.201.2
set peer 209.165.201.2

set transform-set myset




match address 101
!
!
!
interface BRI O

no i p address

shut down
!

i nterface Dot 11Radi 00

no i p address

shut down

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0
12.0 18.0 24.0 36.0 48.0 54.0

station-role root
!

i nterface Dot 11Radi ol

no i p address

shut down

speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0
48.0 54.0

station-role root
!
interface FastEthernetO

i p address 192. 168.200.1 255. 255. 255.0

dupl ex auto

speed auto

nterface FastEthernetl
ip address dhcp

dupl ex auto

speed auto

crypto map SDM_CMAP_1

nt erf ace Fast Et her net 2
no i p address
shut down

nt erface Fast Et hernet3
no i p address
shut down

nt erface Fast Et hernet4
no i p address
shut down

nt erface Fast Et hernet5
no i p address
shut down

nt erface Fast Et hernet6
no i p address
shut down

nt erface Fast Ethernet?7
no i p address
shut down

nt erface Fast Et hernet8
no i p address
shut down

nt erface Fast Et hernet9
no i p address
shut down




]
interface Vlanl

no i p address

!

ip classless

iproute 0.0.0.0 0.0.0.0 209. 165.200.1

|

I I-—- Output suppressed ! ip http server ip http

aut hentication local ip http secure-server ! access-list
100 permit ip 0.0.0.0 255.255.255.0 0.0.0.0
255.255.255.0

access-list 101 remark CCP_ACL Category=4

access-list 101 remark IPSEC Rule

access-list 101 permit ip 192.168.200.0 0.0.0.255
192.168.100.0 0.0.0.255

control -pl ane
|
!
line con O
line aux 0
line vty 0 4
privilege |level 15
I ogin | oca
transport input telnet ssh
line vty 5 15
privilege |level 15
I ogin | oca
transport input telnet ssh
|
no schedul er allocate
end

-
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ASA CLIE S35l E{'= 4fEl &l

. | ISAKMP SA EtAH o] AEHE &FQlstL|Ct.

ci scoasa#show crypto isakmp sa

Active SA 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 1

1 I KE Peer: 209.165. 200. 12

Type :L2L Rol e . responder
Rekey > no State . MM_ACTIVE
ci scoasa#

1 of E{2 9| JHAIRIZL BHCHEE ZBof IS S LIEHU = responderd g2 #HE

VPN-ZIE).
. Il IPSEC SA Et7A|o| of7H¢d~E = Qg Lt

ci scoasa#show crypto ipsec sa
interface: outside
Crypto map tag: nymap, seq num 1, |oca

addr: 209. 165. 201. 2

local ident (addr/mask/prot/port): (192.168.100.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.200.0/255.255.255.0/0/0)

current_peer: 209.165. 200. 12

#pkts encaps: 29, #pkts encrypt: 29, #pkts digest:
#pkts decaps: 29, #pkts decrypt: 29, #pkts verify:

#pkts conpressed: 0, #pkts deconpressed

. 0

29
29

#pkts not conpressed: 29, #pkts conp failed: 0, #pkts deconp failed: O
res: 0, #fragnments created: 0
#PMIUs sent: 0, #PMIUs rcvd: O, #decapsul ated frgs needi ng reassenbly: 0

#pre-frag successes: 0, #pre-frag failu

#send errors: 0, #recv errors: 0

I ocal crypto endpt.: 209.165.201.2, renote crypto endpt.: 209.165.200.12

path ntu 1500, |PSec overhead 58, nedia mtu 1500

current outbound spi: E7B37960

i nbound esp sas:
spi: OxABB49C64 (2880740452)
transform esp-des esp-nd5- hmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 4096, crypto-nap
sa timng: remaining key lifetine (k
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi : OxE7B37960 (3887298912)
transform esp-des esp-nd5- hmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 4096, crypto-nap
sa timng: remaining key lifetine (k
IV size: 8 bytes
replay detection support: Y

ct2E CLIE Saf E'd 047 29l

- | ISAKMP SA Et7AH|o| AEHE & OlstL|Ct
VPN- Rout er #show crypto isakmp sa
dst src state
209. 165. 201. 2 209. 165. 200. 12 QM_IDLE

nynmap

B/ sec): (4274997/ 3498)

nynmap

B/ sec): (4274997/ 3498)

conn-id slot status

1

0 ACTIVE



- Il IPSEC SA EtAH Q| Oi7Hed~E & IErL|Ct.
VPN Rout er #show crypto ipsec sa
interface: FastEthernetl
Crypto map tag: SDM CMAP_1, local addr 209. 165.200. 12

protected vrf: (none)
local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):
current _peer 209.165.201.2 port 500
PERM T, flags={origin_is_acl,}
#pkts 39, #pkts encrypt:
#pkts 39, #pkts decrypt:
#pkt s
#pkt s
#pkt s
#send

39,
39,

encaps:
decaps:

not conpressed: 0, #pkts conpr.
errors 6, #recv errors O

crypto endpt.: 209.165.200. 12
ip ntu 1500

| ocal
path mtu 1500
current outbound spi

i nbound esp sas:
spi: OxE7B37960(3887298912)
transform esp-des esp-nd5-hmac ,
in use settings ={Tunnel, }
conn id: 2001

sa timng: remaining key lifetinme
IV size: 8 bytes

replay detection support: Y
Status: ACTI VE

i nbound ah sas:
i nbound pcp sas:

out bound esp sas
spi: OxABB49C64(2880740452)
transform esp-des esp-nd5-hmac |,
in use settings ={Tunnel, }
conn id: 2002

sa timng: remaining key lifetinme
IV size: 8 bytes

repl ay detection support: Y
Status: ACTI VE

out bound ah sas:

out bound pcp sas:

= -

=Al 4

o| MMolMe Zdm|aslo|M EXNIE sZast=
. 7|18 453 A4S SHAIELICE

ci scoasa#clear crypto ipsec sa
ci scoasa#clear crypto isakmp sa

VPN- Rout er #clear crypto isakmp

#pkts digest:
#pkts verify:
conpressed: 0, #pkts deconpressed: O

flow_id: CL8XX_MBRD: 1,

flow_ id: CL8XX_MBRD: 2,

39
39

failed: O

not deconpressed: 0, #pkts deconpress failed: 0

renote crypto endpt.:

0xABB49C64(2880740452)

(k/sec):

(k/sec):

(192.168.200.0/255.255.255.0/0/0)
(192.168.100.0/255.255.255.0/0/0)

209. 165. 201. 2

crypto map: SDM CVAP_1
(4481818/ 3375)

crypto map: SDM CVAP_1
(4481818/ 3371)



- VPN Ei'd 2X|& sl Z5tedH debug BB S AFSELICE AT CIHZT S g d3tetH QIEHHE
0 ZET} B2 eVt ddstE 2 2t H 50| SEE + A&LICHdebug BHEE
Fol5tof ArZetAlAIR. Moz ol2{tt BH2 8H EX & sild8 mW 2t*E 7= X H
Sxe| X|Alol| w2t MEr A& 3HE 2ol EF&LICH

ciscoasaffidebug crypto engine
ciscoasaffidebug crypto isakmp
ciscoasaijidebug crypto IPSec
ciscoasa#

VPN-Routerfdebug crypto engine
Crypto Engine debugging is on
VPN-Routerfdebug crypto isakmp
Crypto ISARMP debugging is on
VPN-Routerfdebug crypto ipsec
Crypto IPSEC debugging is on
VPN-Router#

debug BAo| CHet XEAIBH LI debug HH 0|5l B! AL 9| debug crypto isakmp& & =354/ Al
oM HeE

. IPSEC HAHIKE Z2EE & X% 1 0|X]

. Cisco ASA Security Appliance 0S 2Z Egjjo{ AHM

. 7}% elHX{9l IPSEC VPN EHE#E &5 M

. RFC(Request for Comments)
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