ASA/PIX:CLI & ASDM HI|ado|MdE AF35HE
VPN 22t 0|2 E EBHE ClHI2E NATIt UE
274 VPN AMH of

ASDME AlE3510{ ASA/PIXE &7 VPN MHE M

ASDME Al23510{ NAT QIHI2E VPN 220|E EEiZlof| ASA/PIX 74
ASA/PIXE $1Z4 VPN MHHZ 35110 CLIE AF&3104 QIHIRE NATE F A LICE
Ct=2g &olgtict

ASA/PIX Security Appliance - show B3

=X A

24 i

_ Ol

e

[

7

0| 2 Mo = Cisco 5500 Series ASA(Adaptive Security Appliance)7t ASDM(Adaptive Security
Device Manager) EE= CLI & NATE At&35t04 QIHFR2 E VPN E210|E EZEHE At&35to HE
VPN MHE 2SSt 5 Fdst= Wdof chal dHEELICHASDM2 Z ol AE35t7| 42 ¥
7|8k 22| QIE{H|0|AE Sl MAIXCl £+F0o| 2ot | U ZLIE{RIE MSBELICHCisco ASA
I|agio|Mo| 22 £ Cisco VPN 2EI0|¢IEE Salf &g = /A&Lct

NN T AHE

2T M

ok

0| 2MO|MHE ASATL 2tX135| 25 S0|1 Cisco ASDM £ CLIOAM ZAI|azio|Me Bdhs £
T & FHEE|0] QCtD 7HEELICHASAE OF2HIR2E NATH CHAHME #+&E JAo 2 ZHFEL|ct
Ol RHI2E NAT 74 &tdoi CHEH RHA[SH LI 2 PATE ALE5101 LIE SAET}L QI HEQT |
HMASIEE {82 HZSHAAIL.

&FT: ASDM EE= PIX/ASA 7.x0 CH8F HTTPS HMA S8 EX5HAA|2.ASDM EEE
SSH(Secure Shell)0i| M C|HIO|AE HASE Fde = UL E 5t21™ Inside_Z! Outside Interface



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a00804708b4.shtml#t5
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a00804708b4.shtml#t5
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a00804708b4.shtml#t5
//www.cisco.com/en/US/docs/security/asa/asa71/configuration/guide/mgaccess.html#wp1047288
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008069bf1b.shtml
//www.cisco.com/en/US/docs/security/asa/asa71/configuration/guide/mgaccess.html#wp1047288
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008069bf1b.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008069bf1b.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008069bf1b.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008069bf1b.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008069bf1b.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008069bf1b.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008069bf1b.shtml

Configuration Example2| SSHE At &FL|Ct.

ASElE TNH 24

Ol EMo| HE= OIS AZEQ0] A st=f0{ HEE 7Igte = gLt

MO

. Cisco Adaptive Security Appliance Software EHH 7.x 0|4}
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O| ZMo| HE= & & 2t 32| C|HIO|AE EOHE EHEIRIELICE 0| EA{0l| AHEE E% Clat
OlAE & 7|2P5|(7|§) ’T’_‘ULI:LEHOIA:‘OE AI"*EI%QLIEP.?_*XH HEXF7} &5 52l & =
BHo{o| EFHAMHMRl deFE O|2| =KISHAIZ| BEEFLICEH

rl

e M=
O| Z1I|22{|0|442 Cisco PIX Security Appliance T 7.x O| &0 ME AFEE = QU&LICH
E7| 3

24 TFElofl ChE REMIEH LIS 2 Cisco 71 &l B7| F2I2 HTaH4IAIL.

HiE HE

Il o
\l
AL
o)
=

Au|a2f0|M2 ZHFY AL XFQ ZH2 Cisco VPN 22H0|Q1E0f OHFEH 279 HM|A
Ch 3 HMA VPNE ALE5HH A ALERI7 S EEA HELXT 2lAA0 S
-’F— ?M=. LIC}.Cisco VPN ClientE IPSec ZTEEZ28 =435t 20t o{Zzto|HA L} &
MAEIRAELICH L 2ot o{ZBI0[¢HAE= B2 Z2EZE S8 E20|¢ELL9
M &= &Lt IPSeco CHEF REMIEH LIE 2 ASA Z1I| 0| 7I0|EE & X

>
Ok 1
> 1% =

X
12
x
Jm ok L |>

o Ol
or

o Hl

Ml

0

omY
o
mi 0I-
o

oh
>
>

-E— o AF8AHE VPN 2o | & HoF o{E2to|dA Am|asolel = JHE LT VPNO| CH
ISR HMA VPN APQ% 7&"8&% Ede II’“°*L—IEF.ZLE% Fel AE[E|Z ®ME|Z[= At
DEULICEAERE O35 A % E2 §Y dZoloigt 25

—.“"°*L—|EP A& Rl A| %78 a5 8Me g9t 9%9':"_" A€ol CiEr 7|8 28 EAO0|

12 0% ofo ok |
mﬂi>

N
1L
>
o
M
=
N
AL
>
I
[e]]]
-

TEELCholeE BlRZEE B AR
o= z;_?_)g *“='=‘°"I_IEI- EEBh 4ol oY

T2
m 0
0 J

kI HI mo
d
Hurx o
HM of
Mk H rjr

o )
nlo ]
m g
0X o
o
Hel
no
i
-
[ul
m
ml‘
IJ
I
=
rr
>
oo
>

ASDMZ Al2310{ ASA/PIXE &7d VPN MHE 74

ASDME Al23510q4 Cisco ASAE 74 VPN MHE TA5Ie{H CI2 CHAHIE 2t28HLct.


//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008069bf1b.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/products/ps6120/products_installation_and_configuration_guides_list.html

. HEIRKE P11 ASAL| ASDMO| HA|A 5t24H https://<IP_Address of ASA interface that
has configured for ASDM Access>E /=& LICHEHEI X0l SSL QB M A= gDt BHEdEl
ZA0E &lsHoF BLICHZ|2 AHEX O|§ 0 HIZHE = 25 H|0] U&LICHASA= ASDM Of

- o< i

EEI?HOIA._*% OR2ECY = ALF 0| 2 EAELCLO|doME 88 Z2O-E E2F
HFEo| E=35tH Java OHI‘ S0l M A ElX| et &LICH

%, Cisco ASDM 6.1 disco

Cizco ASDM 6.1(3) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco Security Appliances.

Cisco ASDM runs as either a local application or Java Web Start.

When you run Cisco ASDM as a local application, it connects to your Security Appliance from
vour desktop via SSL. Running Cisco ASDM as an application has these advantages:

# You can invoke ASDM from desktop shortcuts. No browser is required.

¢ 0One desktop shortcut allows you to connect to multiple Secunty Appliances.

[:&, I Install ASDM Launcher and Run ASDM I

ou can run Cisco ASDM as Java Web Start that is dynamically downloaded from the device

o which you connect.

& Click Run ASDM to run Cisco ASDM,
# Click Run Startup Wizard to run Startup Wizard.Startup Wizard walks you through,
step by step, the initial configuration of your security appliance.

[ Run ASDM ] [ Run Startup Wizard ]
2. ASDM O EZZ|7|o|M Mx| =232 CI2 2 =524 Download ASDM Launcher and Start
ASDM(ASDM A|& A|ZF AlZh 2 22IgLct
3. ASDM Launcher7} E}—"-’—EEEIEH Az EQ|o{E A x|Sl1 Cisco ASDM LauncherE Al&lisl7|

s = .:._EOH olsh XIA|E BAHE 2= Lct.
4. hitp - HHEOE T & QIEIH0|AQ] IP FAE 245t T AMEX O|FT HIUHS E X|IHE
8% ' I LICH O] 0|0l M= cisco1232 ALEXL O|F2E, cisco1232 HIZHEZE ALS L




B= Cisco ASDM Launc

Isername:
Password:

[ ] Run in Dema Mode

Device IP Address [ Mame:

her v1.5(30]

Gisco ASDM Launcher

vl
CISCO

10.77.241.111

ciscolz23

1:'.'-".‘.".'-".'-‘?.‘*'.'-"

| o | | Close |

%ol A Wizards > IPsec VPN WizardE AMEHEFL|CH
B Cisco ASDM 6.1 for ASA - 10.77.241.111

File Wiew Tools | Wizards | Window  Help

@ Harne 'E‘-' ol ——otartup Wizard,

IPsec WPN Wizard...

Device Liskt

g Add ﬁ Delete
------ E 10.77.241.10

------ -

T [l
250 VP Wizard. .. B
High Availability and Scalability Wizard. .

Packet Capkure Wizard. ..

6. Remote Access VPN E{'d 82 MEHS T VPN E{'d QIE{m|0|A 7} Hsle oz ™

x| 2 el CtZ 047|220l Next(CHS )& 2 =& LICH




= VPN Wizard A X]
4 VPN Wizand ¥PN Tunnel Type (Step 1 of..)

Lise Hhiz wizard bo configure new ste-to-site VPR bunnsls or niew remoks access VPN tunnels. A
tunnel between two devices ks called 3 site-to-site tunnel and s Bidirectional, & tunnel
established by calls From remobe users such as telecommters is called remote access tunnal.

This wizard creakes basic tunnel configurations that you can edit lster using the 450N,

WEM Tunnel Type: Biba-to-Sits VPN
Local Remate
(™) Site-to-Site L . "_'_-_ P T
WP Remdle Access
Local (ﬁ Remobe

[*) Remote Acoess m Infered =

VRN Tunnel Interface: Ckgde w

Friable inbound [Psac sessions to bypass rmkerface access lisks. Group policy and par-user
authicrization sccess lisks il apply o Ehe braffic,

s [ e ] P

. A€l CHE VPN Client Type(VPN £Z20|1E | &)0| ME4EL|Ct Cisco VPN Client7} 017 |
M MEHEL|CH Next(CHR)E &2/ LCH



=

B YPN Wizard B
0 VPN Wizard Remote Access Client (Step 2 of ...)

Refmobe sooess users of various hpes can open VPN bunnels Eo this asa, Select the type of
WEM client For this bunnel,

VPN Chenk Type:

() Eisco WP Chent, Relsase 3.3 or highe i

or other Easy VPN Remote product

(7 Microsaft \Windows clent usng L2TP over TPsec

8. E{d 78 O|Bo| O|=2 YBLICHAFRE OIE MEE l=i8L|ch o] HE S 0] ofloflAf Ab
28 7|2LIch0| oM AR E A 28 71= cisco1232ILIC}H O] oflofl A AFR El= Efd
& O|E2 ciscolL|CtNext(CHZ) B &=/&tLct




=

= YPH Wizard |El
4 VPN Wizard ¥PH Client Authentication Method and Tunnel Group Mame (Step 3 of 2.

The ASA allows wou bo group remabe access bunnel users based on common connection parameters
and chenk attributes configured in the subsequent screers, Configure aukhentication method and
bummed group For this remote connection, Use the same tunnel group name For the device and the
remiobe clisnt.

Authertication Method

(¥} Pre-sharad key
Fre-shared Key:  |ckcol 23

() Certificats

Certificate Sigring Algorithm:  rsa-sig
Certificate Name:

() Chalenge/response authenbication (CRACEK)

Tunnel Group

Turngl Group Meme! | Geeg|

—

e

9. M AIXHE ZZ AFE Xl CI|O|E{H| 0| A0] QIFEX| ofL|H 2|8 AAA ME{ O E0f QIS EX|
E MEfgrL|ch & 10E A M AL AHE 22 AFS AL CllO|E{H| O A0)| FIbEhL|CH &1
ASDM2 AL&3t0{ 2 AAA M O &2 F5t= ol cHE XhMIEH LHE 2 ASDM I3
Blo|42 E&l VPN AL X2 PIX/ASA 7.x 215 1l #et 2o M IE8 & XstAAIR
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=

B VPN Wizard X
d VPN Wizard Client Authentication (Step 4 of ..)

To authenticate remote users using local desdce user databass, sebect the first option below.
¥ou can creabe user accounts in the next step,

Touse external ARA servers Instead, select the sacond option. You can select an exdsting Afl
server group or creabe s new one using the e button below.

To manage &l obher 858 setbings, go bo Configuration > Device Management > Users A8% in
the main AS0M window,

(%) puthenticate using the local user datsbass

(:} Authenbicate wsng an Q80 server group

A48 Server Group Mame:

10. AHE X} O| B/ L MEHX H|YHZ E NS5 AddE 22!5t04 ALE X} 215 Olo|E{tH| 0| A0
M MEXHE FIHELICHNext(CHS) & = EFLICEE D: o] FollM 7|&E ALZXHE A|I7H5HK|
Ot AI2.7]|E ASDM & 0i|A Configuration > Device Management > Users/AAA > User
Accounts& ME45I0{ H|O|E{H|O|A 2| 7|E & F 2 TRSt7LE C|O|E{H|O| A M M 7AE L
Ct



=

= YPH Wizard
4 VPN Wizard User Accounts  (Step Sof 11)
Add new users inbo the user authentication database. To edt existing ertries inthe database

o ko remove them From the database, go to Configuration > Device Management =
Usersfasf = User Accounts in the main ASDM window,

User ko Be Added

OsoolZsS

Lsarmame:

o
PGESWUI":I tm}: -
Delete

Confirm Passvord Coptional):

|<Ela:hir-.|e:t:=-i|=

!
M
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K
mjo
0
lo
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AN
e
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=
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uin
N
i
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= YPN Wizard x|
d VPN Wizard Address Pool (Step 6ol 11)

Erter a pool of locsl sddreszes to be used For sssigring dynamic 1P addresses bo remobe VPN
clents.

Tunniel Group Nams : CiECo I

ot e I
- '

| < Back ][ Next = ]

12. Add IP Pool(IP & F7})o|zte M ZollAM o]l HEE MZ35tT OK(&Q)E Z2I8tLctIP &
O| O|BAIEN IP FAZE IP FTAAMEY DlAS

B Add IP Pool

Marne: wpnpool

Starting IP Address: 192.168.1.1

Ending IP Address: 192,163.1.254

Subnet Mask:




= YPH Wizard
¥ VPN Wizard

Address Pool (Step 6ol 11)

Erter a pood of locsl sddreszes to be used For &ssigring dynami: 1P addresses bo ramobe VPN

clents.

Tunnel Group Name :

Ponl Marre:

Poal Settings

Range Start Address:

Range End Address:

Subnet Mask:

CECD

192, 1668.1.1

192, 166.1.254

255,255.255.0

|:Ea:h|ihle:tz_[i||.”

14. 154 A &H2474 VPN 2 2+0|1E0of| FAIZ DNS & WINS Mt M &

K-t

7|8 EHQl ol&2




B YPN Wizard X]

¥ VPN Wizard Attributes Pushed to Client (Dptional) (Step 7 of 11)

Artribubes you configune below are pushed to the VPN chent when Ehe dient connecks ba bhe
A54, IF wou do mok wank an atthbube pushed to the chent, leawve the corresponding field blank,

Turnnel Group: (a2l

Primary DMS Server:

Secondary DNS Server:

Primary \WINS Server:

Secondary WINS Sarver:

Default Domain Mame:

|<Ea:h|[|‘~lett:=-| ini

KE 1B AL 5t IKELS| D78 RIEFELICHEES] &Zof )l Hu|agolMe o
5| x| ofF EL|Ct.22{L} Cisco VPN Cliente AtS 22 A} AO| A Z4EHst 41|28 0|M
MEHSHL|C}HEFAM 2210|1E PCOll= IKE ZHI|ag|o|40| Z2RstK| ek&Lict

mo o



 YPH Wizard x|
¥ VPN Wizard IKE Policy (Step 8 of 11)
Seleck the encryplion slgorithen, authertication slgorithen, and Diffie-Helman group For Ehe

desdces bo use to negotiate an Intemet Key Exchange (IKE) seourity association betwesn
them. Configurations on both sides of the connection must match exactky,

Encryplion: DES - |
Auithentication: MDS - |
Ciffie-Helman Group: | 2 L

B VPN Wizord X]

v VPN Wizard Sumimary (Step 10 of 11)

‘viou have creabed & Remobe Access VPN tunnel with the Folowing attributes:

WP Tunnel Interface: Outside
IPsec authenbication uses pre-shared key: ciscol23
Tunnel Group Mame: cisco
Defauk Group Policy: cisco
User aukhenticabion using local user database
M users crested in the local database: cisco
Bood of [P addresses For WP chenks: wpnpool
(192.168.1.1 - 152.168.1.254)
IKE Palicy Encryplion | Authentication | Diffie-Helman Group: DES | MDS | Group 2
Internal network elemencs exposed bo remobe VPN users without NaT:

arry'

Sgiit tunnaling: disabled

Perfect Forward Secrecy (PFI): enabled
Diffie-Helman Group: 1

S Y| R
|




ASDM& Al23510{ NAT Q/HI2E VPN @2 0|¢HE E|Z|o] ASA/PIX 74

ted™ Chs EhA|

[e]]}
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ASDME AlE73510q4 Cisco ASA-NAT QIHI2E VPN 22}0|0E ECfEg 74
2tz ghL|ct.

1. Configuration(Z1X| 12| 0]d) > Firewall(f2t=]) > Nat Rules(NAT %/)& ME4SI T Add(F7
)E 22 LT EECHR =501 A Add Dynamic NAT Rule® MEHEL|CH
Configuration > Firewall = NAT Rules
G add - @ - [ + ¥
&dd Static MAT Rule...

'l: 1
ﬂg Add Dyniamic NAT Rule...

Add MAT Exemnpk Rule, .

tul | Add Static Policy NAT Rule...
.5'5_55 fdd Dynamic Policy NAT Rule. .

2. Add Dynamic NAT Rule(S%] NAT %] $7}) &0l M Outside(2|5)E Interface(2/E{H O|A
)2 MEHSIT Source(22) oA Ao /U= HotE7| HES ZEIELICH

8 Add Dynamic NAT Rule

Original
Interface: |EIENE W
Soirce: |_[|
Trans=lated

Select a ghobal pool for dyname: branslation,

Fool ID Irterface fiddresses Pool
i {outbound) Same as original address (dentity)
0 [inbaund) Sane as original address (dentity)

i

Connection Settings

o J[Ccos ) [ ]

3. Browse Source(AA & OLE7]) FolMq MHEE HERXT ZHAE MEHS T Selected Source(AM
EHSt AA) MM ofZHO M AAE MEHS T OK(EI'°|)§ 2/8fL|CH047|A 192.168.1.0 HE
13 A 74 HEHEL|CH



% Browse Source

g add (& Edit [ Delete Q

Fiker: |' [
Harme “1 1P Address Metrmask Description
= Network Objects
L@y any 0.0.0.0 0.0.0.0
- inside-network  172.16.1.0 255,255,255.0
- afh Outside-network 10.10.10,0 255.255,255.0

O 192.168.1.0 192,166.1.0

Selecked Source

192.1668.1.0/24

[ Cancel ]

4. Manage(#2l)& S2/gct



& Add Dynamic HAT Rule

Criginal

Interface: |ECi&l=

SoUrce; | 192.168.0.0

Connection Settings

Translated
Select & ghobal pool for dynamic translation,
Pool ID Interface Addresses Pool
0 {outbound) Same as original address (dentity)
0 [inbaund) Sane as original address (dentity)

i

5. Manage Global Pool(F1d F2|) 2ol M Add(F7HE =218t

B Manage Global Pool

dp add|@ o T

Poal ID Interface

Addresses Pool

6. Add Global Address Pool(7T1 4 & F7}) &0l M InsideE

guct E5t eIEH|o|A S| IP FAE MESIHE

LICtAdd(F7H)>>E 228t Ot OK(= PNE 2=

QlEim0lA 2, 28 & IDE A
PAT 20| BIC|2 HHE O] MEE|UE R &
2|gtLict



& fdd Global Address Pool

Interface: |in5i|:|e W |

Pool ID: |2 |
IF Addresses ko Add Addreszes Poal
() Range = linside

() Port Address Transliatlnn (PAT) |

@ Port #ddress Translakion (PAT) using IP
fiddress of the interface

e

QK Cancel ] ’ Help l

7. O| EF A0 & ID 27} #EE ™Y ES MEE = OK(EHQ)E S=FLIC

= Add Dynamic HAT Rule

Original
Interface: | Cutside v |
Source:  |192.168.1.0/24 B|
Translated
Select & ghobal pool For dynamic translation,
F'l:n:l D Interface Addresses Pool

{outbound) Same as original address (dentiby)

Connection Settings

4

Ok Cancel Help
—xn I l

8. OIX| Apply(M&)& Z=!5t04 Z4x|22{|0|440| ASAN| ML= 5 ELICH oA 5tH I3
cilo|Mof 2tz EL|ctH




Configuration > Firewall > NAT Rules

dadd - @0

' Griginal
# Type

Source

B Oukside (1 Dyvnamic rules)

++ @B

1 3 Dynaric
=l inside {1 Exempt rdes, 1 Dynamic rules)
1 = Exempt @ any
2 1iEE Crymiarmic @ any

£ |

A 192.166.1,0/24

|
Q, Find [54 Diagram &
Translakted
Destination Service Interface Addre:
inside B insi
af 192,163,1.0/24 {outbound)

Outside 3 out

*|

[ ] Enable traffic through the firewall without address translation

Reset l

[ #ppl‘f!g_

ASA/PIXE #Z VPN MHHE F435t1 CLIE AtE3510{ QIHI2E NATE P& fLICH

ASA C|HIO| A0 M Zim| 20| AH

ci scoasa#show running-config

: Saved
ASA Version 8.0(3)
!
host nane ci scoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanmes
!
interface Ethernet0/0
namei f Qutsi de
security-level 0O
i p address 10.10. 10.2 255. 255. 255. 0




interface Ethernet0/1

namei f inside

security-level 100

i p address 172.16. 1.2 255.255.255.0
|
!

passwd 2KFQhbNI dI . 2KYQU encrypt ed

boot system di skO:/asa803-k8. bin
ftp node passive
access-list inside_natO_outbound extended permit ip any
192.168. 1. 0 255. 255. 255

0

pager lines 24

| oggi ng enabl e

ntu CQutside 1500

nmu inside 1500

ip local pool vpnpool 192.168.1.1-192.168.1.254 mask
255.255.255.0

no fail over

icnp unreachable rate-limt 1 burst-size 1

asdm i mage di skO:/asdm 615. bin

asdm hi story enabl e

arp timeout 14400

nat -contro

global (Outside) 1 interface

global (inside) 2 interface
nat (Outside) 2 192.168.1.0 255.255.255.0 outside
nat (inside) 0 access-list inside_nat0O_outbound
nat (inside) 1 0.0.0.0 0.0.0.0

route Qutside 0.0.0.0 0.0.0.0 10.10.10.3 1
ti meout x|l ate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00

ti meout uauth 0:05:00 absol ute

dynami c- access-policy-record Dflt AccessPolicy

http server enable

no snnp-server | ocation

no snnp-server contact

!--- Configuration for IPsec policies. !--- Enables the
crypto transform configuration mode, !--- where you can
specify the transform sets that are used !--- during an

IPsec negotiation. crypto ipsec transform-set ESP-DES-
SHA esp-des esp-sha-hmac

crypto ipsec transform-set ESP-DES-MD5 esp-des esp-md5-
hmac

crypto dynamic-map SYSTEM DEFAULT CRYPTO_ MAP 65535 set
pfs groupl

crypto dynamic-map SYSTEM DEFAULT CRYPTO_ MAP 65535 set
transform-set ESP-DES-SH

ESP-DES-MD5

crypto map Outside_map 65535 ipsec-isakmp dynamic
SYSTEM DEFAULT_CRYPTO_MAP

crypto map Outside_map interface Outside

crypto isakmp enable Outside

!--- Configuration for IKE policies. !--- Enables the
IKE policy configuration (config-isakmp) !--- command
mode, where you can specify the parameters that !--- are




used during an IKE negotiation. Encryption and !---
Policy details are hidden as the default values are
chosen. crypto isakmp policy 10
authentication pre-share

encryption des

hash sha

group 2

lifetime 86400

crypto isaknmp policy 30

aut hentication pre-share

encryption des

hash nd5

group 2

lifetime 86400
telnet tinmeout 5

ssh timeout 60

consol e tinmeout O

managenent - access i nsi de
threat-detection basic-threat
threat-detection statistics access-1li st
group-policy cisco interna
group-policy cisco attributes
vpn-tunnel - prot ocol | PSec

!--- Specifies the username and password with their !---
respective privilege levels username ciscol23 password
ffIRPGPDSOJh9YLg encrypted privilege 15

username cisco password £fIRPGpDSOJh9YLg encrypted
privilege 0

usernane cisco attributes

vpn- group-policy cisco
tunnel -group cisco type renote-access
tunnel -group cisco general -attributes
addr ess- pool vpnpoo

def aul t - group-policy cisco

!--- Specifies the pre-shared key "ciscol23" which must
!--- be identical at both peers. This is a global !---
configuration mode command. tunnel-group cisco ipsec-
attributes

pre-shared-key *

|
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic

|

!
policy-map type inspect dns migrated_dns_map_1

par anet er s

message- | ength maxi mum 512

pol i cy-map gl obal _policy

cl ass inspection_default
i nspect dns migrated_dns_map_1
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp




i nspect sip
i nspect xdncp
|
service-policy global _policy globa
pronpt host nane cont ext
Crypt ochecksum f 2ad6f 9d5bf 23810a26f 5cb464elf df 3
: end
ci scoasa#

CIS2 &olghct.
E £ E3l Cisco ASA0| 242

ASA7I 8BMoz2 RHEEIUR=X] &Ql5t7| 2I8H Cisco VPN 2CI0|HEE
stedn A= &huct.

1. New(ME PHE7|)E S=IELICH

# YPN Client - Yersion 5.0.03.0530

Conneckion Entries  Status Certficates Log Opboms  Help
Za (|| & 5 A alralr,
Connect M Ik I'-.-‘ﬁc:ifp Delete CISCOo
Conrection Enlries ] Cerificates | Log ]
| Cannechon Entry | Hoszt Tranzport |
Bt connected,
2. M A4 MF HEE AUELICHHost =0l = O|Fof 7148t Cisco ASAS| IP 4 EE

=
ZAE 0|50 Eg*Eloi FEILICHOE @15 2= 4BH M AFSE 20t LxIsHok gLICt.
= Z=ELct

etz £|H X3t Za2l

Sk
==



-

# YPN Client | Create New YPN Connection Entry

Connechion Entry: |M i PMNChent

B MM
Descriptior: | CISCO

Haost [10.10.10.2

Authentication lTranspnrt l Backup Servers l Cial-Up l

o Group suthentication [ Mutual Group Authentication

M ame: ||:i3|::|:|

FPasswoaord: ="

Confirm Pagsward; |

(" Certificate Authentication

Nama|

| Send Ca& Certificate Chain

Eraze Uzer Pazzword |




# status: Disconnected | ¥PHN Client - Version 5.0.03.0530

Connecton Enfries  Status Certficates Log Opborns  Help

'@ ﬁ %-é] m el l Il I I
L:or.r[;i;: Mew It Modify Dilete CISCO
=Cilon Enlries ] Certificates | Log ]

Hoszt Trurﬁ:u:ut

Mot connected,
LB OIB 2 It AF8A O|F L HIYHS E =dgtL|ct o] HE = 5EA & 6BHAHo| XIHE
EBP 2/ X|5HOF B L|Ct

& VPN Client | User Authentication for "MyWPNClient”  [X]

The zerver haz requested the following information to complete the uzer
authientication,

atfren|re Usemame: |ciscol23
Cisco

:-::-::-::-::-::-::-:)1

Pazzward:

H3Mo =2 MM Status M|+ 0 A Statlstlc E MEHSto] o MR HEE =0l

|0



# status: Connected | YPN Client - Yersion 5.0.03.0530
Connection Entrles | Stabus CertFicates Log Opbions  Help

& ﬂ K il I Il I ]
Disconnect Dilete CISCO
Conrection Eniries _ i St‘if .
Connection Entry Host Transport

PR Client 1010702 IPSec/UDP

ICmnected to "My¥PNClent”. | Connected Time: 0 day(s), 00:00.35 v
|.

Ol ¥ol= Eci= U 4535t HWEHII EAIELIC
=

# YPN Client | Statistics
Tunnel Details [ﬂiﬂﬂute Detais | Fireral |

Addrezs Information Connection Information
Chent: 192.168.1.1 Entrny: kP Client
Server: 10100102 Time: 0 dayp(z]. 00:01.13

Bytes Crypto
Received: 5412 E ncryptior: BE-bit DES
Sent: 5416 Buthentication: HMALC-MD5

Packets Tranzport

Encrypted: 39 Tranzparent Tunneling:nactive
Decrypted: 31 Local LaM: Dizabled
Dizcarded: 3 Cormpreszsion: Mone
Bypazsed: 2




# VPN Elienthl Statistics

Tunnel Details
Local LAM Houtes Secured Routes

M etwork, Subnet Mask, M etwork, Subnet M azk,
0.0.00 0.0.0.0

ASA/PIX Security Appliance - show &

. show crypto isakmp sa - IL|0{2| 34Xl IKE SAE =5 EAIFLICH
ASA#tshow crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 10.10.10.1
Type . ouser Rol e . responder
Rekey : no State : AM_ACTI VE

- show crypto ipsec sa - IZ|0{0] = 2 & &Rl IPsec SAE EAIEfLICH
ASA#show crypto ipsec sa
interface: Qutside
Crypto map tag: SYSTEM_ DEFAULT CRYPTO_MAP, seq num: 65535, local addr: 10.10
.10.2

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0)
current_peer: 10.10.10.1, username: ciscol23

dynamic allocated peer ip: 192.168.1.1

#pkts encaps: 20, #pkts encrypt: 20, #pkts digest: 20

#ipkts decaps: 74, #pkts decrypt: 74, #pkts verify: 74

#ipkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 20, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0O
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing reassenbly: 0
#send errors: 0, #recv errors: O

local crypto endpt.: 10.10.10.2, remote crypto endpt.: 10.10.10.1



path mu 1500, ipsec overhead 58, nedia mtu 1500

current outbound spi: F49F954C

i nbound esp sas:
spi: O0x3ClOF9DD (1007745501)
transform esp-des esp-nd5- hmac none
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 24576, crypto-map: SYSTEM DEFAULT_CRYPTO_ MAP

sa timng: remaining key lifetine (sec): 27255

IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: OxF49F954C (4104099148)
transform esp-des esp-nd5- hmac none
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 24576, crypto-map: SYSTEM DEFAULT_CRYPTO MAP

sa timng: remaining key lifetine (sec): 27255

IV size: 8 bytes
replay detection support: Y

ci scoasa(confi g) #debug icmp trace

! -—— Inbound Nat Translation is shown below for Outside to Inside ICMP echo request
translating Outside:192.168.1.1/768 to inside:172.16.1.2/1
ICWP echo reply frominside:172.16.1.3 to Qutside:172.16.1.2 |1 D=1 seq=7936 | en=3

2

! -—— Inbound Nat Translation is shown below for Inside to Outside ICMP echo reply
untranslating inside:172.16.1.2/1 to Outside:192.168.1.1/768
I CMP echo request from Qutside:192.168.1.1 to inside:172.16.1.3 I D=768 seq=8192

| en=32

| CMP echo request translating Qutside:192.168.1.1/768 to inside:172.16.1.2/1
ICVWP echo reply frominside:172.16.1.3 to Qutside:172.16.1.2 1D=1 seq=8192 | en=3

2

I CMP echo reply untranslating inside:172.16.1.2/1 to Qutside: 192.168.1.1/768

| CVMP echo request from 192.168.1.1 to 172.16.
ICWP echo reply from 172.16.1.2 to 192. 168. 1.
| CVP echo request from 192.168.1.1 to 172.16.
I CWP echo reply from 172.16.1.2 to 192. 168. 1.
| CVP echo request from 192.168.1.1 to 172.16.
I CWP echo reply from 172.16.1.2 to 192. 168. 1.

=X =

ol Aol M= Zm|aBo1M SHIE sHZsts B At

Output Interpreter =7 (&F
show B3 £3{o| EM g FLIC}.

ALO|E ALO|E VPN EX| a2 4ol cHer XEMIEE LI 2 7t
] |

= O
VPN =X sl 2 £F M8 FESHAAIR.

2 He

1
1
1.
1
1
1

.2 1 D=768 seq=8448 | en=32
| D=768 seq=8448 | en=32
2 1 D=768 seq=8704 | en=32
| D=768 seq=8704 | en=32
.2 1 D=768 seq=8960 | en=32
| D=768 seq=8960 | en=32

a

. Cisco ASA 5500 Series Adaptive Security Appliance

. Cisco Adaptive Security Device Manager

. Cisco ASA 5500 Series Adaptive Security Appliances EB{E#E! 8!

. 7|& X|®¥ 8! XM - Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_troubleshoot_and_alerts.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	ASA/PIX:CLI 및 ASDM 컨피그레이션을 사용하는 VPN 클라이언트 트래픽용 인바운드 NAT가 있는 원격 VPN 서버 예
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소
	관련 제품
	표기 규칙

	배경 정보
	구성
	ASDM을 사용하여 ASA/PIX를 원격 VPN 서버로 구성
	ASDM을 사용하여 NAT 인바운드 VPN 클라이언트 트래픽에 ASA/PIX 구성
	ASA/PIX를 원격 VPN 서버로 구성하고 CLI를 사용하여 인바운드 NAT를 구성합니다.

	다음을 확인합니다.
	ASA/PIX Security Appliance - show 명령

	문제 해결
	관련 정보


