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ASA#tconfigure terminal
Enter configuration conmands, one per line. End with

CNTL/ Z.

!--- Creates an object called OBJ_GENERIC_ALL. !--- Any
host IP not already matching another configured !---
object will get PAT to the outside interface IP !--- on

the ASA (or 10.1.5.1), for internet bound traffic.
ASA( confi g) #object network OBJ_GENERIC_ALL
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ASA(confi g- obj ) #subnet 0.0.0.0 0.0.0.0
ASA(confi g-obj ) #exit

ASA(confi g)#nat (inside,outside) source dynamic
OBJ_GENERIC_ALL interface

!--—- The above statements are the equivalent of the !---
nat/global combination (as shown below) in v7.0(x), !---
v7.1(x), v7.2(x), v8.0(x), v8.1(x) and v8.2(x) ASA code:
nat (inside) 1 0.0.0.0 0.0.0.0

global (outside) 1 interface

!--- Creates an object called OBJ_SPECIFIC 192-168-1-0.
!--—- Any host IP facing the the 'inside’ interface of
the ASA !--- with an address in the 192.168.1.0/24
subnet will get PAT !--- to the 10.1.5.5 address, for
internet bound traffic. ASA(confi g)#object network
OBJ_SPECIFIC_192-168-1-0

ASA( confi g- obj ) #subnet 192.168.1.0 255.255.255.0
ASA(confi g-obj ) #exit

ASA(confi g)#nat (inside,outside) source dynamic
OBJ_SPECIFIC_192-168-1-0 10.1.5.5

! --—- The above statements are the equivalent of the
nat/global !--- combination (as shown below) in v7.0(x),
v7.1(x), v7.2(x), v8.0(x), !--- v8.1(x) and v8.2(x) ASA
code: nat (inside) 2 192.168.1.0 255.255.255.0

global (outside) 2 10.1.5.5

ASA 8.3(1) ¥ &2l Hx|aglo|M

ASA#show run
Saved

ASA Version 8.3(1)

|

host nane ASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted

passwd 2KFQnbNI dI . 2KYQU encrypt ed

names

!

I-—-- Configure the outside interface. ! interface

G gabi t Et hernet 0/ 0 nanei f outside security-level 0 ip
address 10.1.5.1 255.255.255.0 /--- Configure the inside
interface. ! interface G gabitEthernet0/1 naneif inside
security-level 100 ip address 192.168.0.1 255. 255. 255.0
I interface G gabitEthernet0/2 shutdown no naneif no

security-level no ip address ! interface
G gabi t Et hernet 0/ 3 shutdown no naneif no security-Ieve
no ip address ! interface Managenent 0/ 0 shut down no

nanei f no security-level no ip address managenent-only !
boot system di skO:/asa831-k8.hin ftp node passive object
network OBJ SPECIFIC_192-168-1-0

subnet 192.168.1.0 255.255.255.0
object network OBJ_GENERIC_ALL

subnet 0.0.0.0 0.0.0.0

pager lines 24

no failover

icnp unreachable rate-limt 1 burst-size 1
asdm i mage di skO:/asdm 631. bin

no asdm history enable

arp timeout 14400




nat (inside,outside) source dynamic OBJ_GENERIC_ALL
interface

nat (inside,outside) source dynamic OBJ_SPECIFIC_192-
168-1-0 10.1.5.5

route inside 192.168.1.0 255.255.255.0 192.168.0.254 1
route outside 0.0.0.0 0.0.0.0 10.1.5.2
timeout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout sip-provisional-nedia 0:02: 00 uauth 0:05: 00
absol ute
ti meout tcp-proxy-reassenbly 0:01: 00

dynami c- access-policy-record Dflt AccessPolicy

http server enable

http 192.168. 0.0 255.255.254.0 inside

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart

crypto ipsec security-association lifetine seconds 28800
crypto ipsec security-association lifetine kil obytes
4608000
telnet tineout 5
ssh timeout 5
consol e tineout O
threat-detection basic-threat
threat-detection statistics access-1list

no threat-detection statistics tcp-intercept

|
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic

|

1

policy-map type inspect dns preset_dns_map

par anet er s

nmessage- | ength maxi mrum client auto
nmessage- | ength maxi num 512

pol i cy-map gl obal _policy

cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect rsh
nspect rtsp
nspect esntp
nspect sql net
nspect skinny
nspect sunrpc
nspect xdnctp
nspect sip
nspect netbi os
nspect tftp
nspect i p-options

!
service-policy global _policy globa

pronpt host nane cont ext

Crypt ochecksum 6f f f bd3dc9chb863f d71c71244a0ecc5f
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Makch Crikeria: Original Packet

Source Inkerface |-- &ny --

;I Destination Interface: |-- Amy --

Source Address:

Destination Address: Iarn;.f

SErvice: |an3-'

[ X1

fckion: Translated Packet

Marne: inside
IP dddress:  192.165.0.1 [ 255,255,255.0
Security Leyel: 100

Source MAT Twpe: ISI:aI:in:

Port: izigabitEthernet0fo

Source Address: I-- Criginal --

Opkions

J Destination &ddress: I-- Criginal --

] 1

[v Enable rule

Description: I

[T | FallEhrough bojinterface PAT Service: I-- Criginal --
[T Translake DMS replies that match this rule
Direction: IB:::I:h ;I

(0] 4 Cancel Help

2l x| 7|Z:Add NAT Rule(NAT 7! &7}
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Makch Crikeria: Original Packeh

Source Inkerface: Iinsiu:le Destination Interface: |-- Amy --

[

Source Address: Iany Destination Address: Iarn;.f

Service! Iam-'

fckion: Translated Packet

[ X1

Source MAT Twpe: ISI:aI:in:

e

Source Address: I-- Criginal -- Destination &ddress: I-- Criginal --

[T | FallEhrough bojinterface PAT Service: I-- Criginal --

Opkions

] 1

[v Enable rule

[T Translake DMS replies that match this rule

Direction: IB:::I:h ;I

Description: I

(0] 4 Cancel Help
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[ e

fckion: Translakted Packet

Source MAT Twpe: |Static ;I

Source Address:  |-- Criginal -- J Destination Address: I-- original -- _I
[T Fallthrough ko interface PAT Service: I-- riginal -- _|
Opkions

[v Enable rule

[T Translake DMS replies that match this rule

Direckion: Bokh ;I

Descripkion:

(0] 4 Cancel | Help |

b) CHat & 2| Translated Packet(f

xtod:Add NAT Rule(NAT 72! 7} st
2&) CH3t 4 XHoll M Dynamic PAT (Hide) &

El I Z) S0l A
Source NAT Type(2&2A NAT MEH

=HEhL|Ch
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Makch Crikeria: Original Packet

Source Inkerface: Iinsiu:le ;I Destination Interface: |-- Amy --

Source Address: IGBJ_GENEF{IC_ALL J Destination Address: Iarn;.f

[ X1

Service! Iam-'

fckion: Translated Packet

IS::Iurn:e MAT Tvpe:l Skakic ;I

Skatic
Crynamic PAT {Hide)

Source Address:

Destination &ddress: I-- Criginal --

] 1

[T Fallthrough to |Dvnamic Service: I-- Criginal --
Opkions
[v Enable rule
[T Translake DMS replies that match this rule
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E= Add NAT Rule

Makch Crikeria: Original Packet

Source Inkerface: Iinsiu:le ;I Destination Interface: |-- Amy --

Source Address: IGBJ_GENEF{IC_ALL J Destination Address: Iarn;.f

Service! Iam-'

fckion: Translated Packet

[ X1

Source MAT Type: ID';.-'namic PAT (Hide) ;I

Source Address: I-- Criginal -- E Destination &ddress: I-- Criginal --

[T | FallEhrough bojinterface PAT Service: I-- Criginal --

Opkions

] 1

[v Enable rule

[T Translake DMS replies that match this rule

Direction: IB:::I:h ;I

Description: I

(0] 4 Cancel Help

Browse Translated Source Address CH&F A Xt 7} LIEFELICEH

ﬁBrnwse Translated Source Address
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Match Criteria: Criginal Packet

Source Inkerface: Iinsiu:le j |Destinati|:|n Interface: |outside

Source Address: IDE!J_GENERIC_P.LL J Destination &ddress: Iam-'

L)<

Service! Ian';.-'

fckion: Translated Packet

Source MAT Type: IDvnamic PAT (Hide) j

Source Address: |i|:|ut5iu:|e |I Destination Address: I-- Criginal --

1

[ | FallEhrough bojinterface PAT Service: I—— Criginal --
Options
[+ Enable rule
[~ Translate DMS replies that match this rule
Direckion: IEh:uI:h j
Descripkion: |
(0] 4 Cancel Help |

& 10 Destination Interface ZET 2|5 QIE{H O|AZ A ELICH A HEHZE 2t 2 E PAT 73
O| CH2 1} Zr o] LIEILF=X| &QlErL|CH k| 7|&:Original Packet(¢42h IHZ!) B0l M CHS
2 EolgtLlct AA QIEHO|A = IR AA F4A = OBJ_GENERIC_ALLCHE =4 = anyM

H|A = anyZ d:Translated Packet(24&HE THZ) °4°401|k| CHe 7te EHQIELICHAA NAT 8
H=SHPAT(E717) A F4 = R0y F4 = HEMHA = HE&QS FEFLICEHA

2 NAT 22 CHS ol0|x|e+ Zro] ASDMO]| LEEFEfLICt



Configuration > Firewall > HAT Rules (m]

(& add |+| B et Modete | + & @3 0L - QFind [ Disgram 7 Packet Trace
- Match Criteria: Original Packet Bction: Translated Packet
Source Intf | Dest Inkf Source Deestinakion Sarvioe Source Destination Servic

|:-_-r.-s|-:|-: A OB GEMER... | % any b vy |E:;-,r_g.j.: iF |--'ZIZ'.-'-;||'EI-- |--"'.Zn-;||'-.'=l--

“Metwork Shject” MAT (Mo rules)

apply | Resst |

2. & Hm NAT/PAT 722 MAd8L|CH ASDMOI M Configuration(Z4IZ| 224/ 0] M) > Firewall('2
3}1) > NAT Rules(NAT TH&))B e85t T Add(R7HE S2I8fLIch Yx| 7|Z:Add NAT
Rule(NAT 72| £7}) ciat 4 K9] Original Packet( 2l ZHZ!) 232304 M Source Interface(A A
RIE{H 0|A) EECHR S 501 M inside(LHF)E MEHEFLICE.Source Address(&A F4) HE
QLEZ0 U= FHolEY|(..) HES E=!ELICt Browse Original Source Address CH3} & X} 7+
LEEFELICH

B= Browse Original Source Address

& add - [ Edit [ Delete | 0, Where Used

Filker: I FiIter|CIear
Marme £ 1| IP Address I Metmask, I Crescripkion I Object NAT Addr.., I
= IPw4 Metwork Objects
@ 10,155 10.1.5.5 255,255, 255,255
- wl OBI_GE... 0.0.0.0 0.0.0.0

£ 0B SP... [192.168.1.0 |255.255.255.0 | ]

@ any 0.0,0.0 0.0.0.0

{| |oB1_SPECIFIC_192-1658-1-0

(04 Cancel |

Browse Original Source Address CH&t 2f AFod| A A5t & B 24X & MEHEEL|CEH. (0] of|of
M= OBJ_SPECIFIC_192-168-1-08 ME4&fL|C}.)Original Source Address(#El &4 FA)E
22/5t11 OK(&2)E Z2IELICHOBJ_SPECIFIC_192-168-1-0 HE 3 2= Match
Criteria®| Source Address Z =01 L}EFZLICHAdd NAT Rule CHSF 4 XFo] 242 Packet &3

. Zrd:Add NAT Rule(NAT T &! F7}) Cigl 4 AtQ| Translated Packet('#48HEl THZ)) F230i| M
Source NAT Type(&A NAT §8) CHsl 4 Xtoi A Dynamic PAT (Hide)E =& LICt Source



Address ZHE Q&
2 XE7F LEFELICH

B Browse Translated Source Address

g add ~ [ Edit ﬁ Celete | 0, Where Used

Filker: I FiIter|CIear
Mame £ 1| IF Address I Metmask. I Descripkion | Cbject NAT Addr... I
¢ == Original -
(= IPv4 Metwaork Objects
B 10,155 [10.1.55 255,255,255, 255 _
B InterFaces
----- - B3 inside
----- ﬂ outside
Selected Translated Source Address
i Translated Source Address -> i |10.1.5.5
I Cancel |

Browse Translated Source Address(248HEl AA FA 3Hot27|) Ci3t 4 X0l M 10.1.5.5 7HA]

E MEigLIC o] QIE{Ho|A = HHel ZE[asolMe| YR 0|22 o|0] WHE[R&LICH
Translated Source Address(HEHEl £ A FA)E 228 CHE OK(EQNE S 2L

10.1.5.5 HEQ|3 Zx|E= Action:(Ef ) 2| Source Address(AA FA4) EEo LIEHSLICH
Add NAT Rule CH3} & At 2| Translated Packet 324.. x| 7|&:Original Packet(®2f %) &
o4 0| Destination Interface(CHA QIE{H|0|A) EECH2 S 2 0{ M outside(outside)S AEHSHL|

C}& T o] 2 Mo Chal o/RE Meistx| Sbo® 4l QIEJT|O|A T} AnyE A= BHL/CH




E= Edit NAT Rule

Makch Crikeria: Original Packet

Source Inkerface: Iinsiu:le ;I Destination Inkerface:
Source Address: I_SF‘ECIFIC_I‘BE-IEEE-I-DJ Destination Address: Iarn;.f _I
Service! Iam-' _I

Action: Translated Packet

Source MAT Type: ID';.-'namic PAT (Hide) ;I

Source Address: |1EI. 1.5.5 J Destination Address: I-- Original -- _|
[ Fall through b interface PAT Service: I-- Original -- _I
Opkions

[v Enable rule

[T Translake DMS replies that match this rule

Direction: IB:::I:h ;I

Description: I

(0] 4 Cancel Help

= Hml 2t 2 E NAT/PAT #30| Ch21t 20| LIEFLH=X] & QIEH LI 2 X| 7|Z&:Original
Packet(?ch THZ!) WA M CFHS 2t 2 HQIFLICHAA QIEHEO|A = LR AA FA =
OBJ_SPECIFIC_192-168-1-0CH & =4 = Q|F MH|A = any®F ]: Translated Packet(24&hEl IH
7)) QHodoi| M CH2 22 =HQIELICEAA NAT 88 = SM PAT(S 717 AL FA =
10.1.5.5CH& =4 = HEAMH|A = HEgels FEELCH 22 E NAT ZHIago|M2 o5
o|O|x|2F Z o] ASDMOI| LIEFSLICH



Configuration > Firewall > NAT Bules (=]
$add ~ EHEd [Joske 4+ & | % Bn 00 - O Find EdDisgram w7 Packst Trace
Match Criteria: Original Packet Action: Translated Packet
Source Inif | DestIntf |  Sowce |  Destnation | Service Source |  Destination | Servic
GUESGE Wl OBJ_GERER... G any P any B cutsde ) — gl — = Crignal -
4 OB1_SPECIF... | %8 any & any ] == Ciriginal
“Metwork Obpect” MAT (o nules)

‘ E [

npplvllﬂeml

A Q1 Zdm| e o|Mofl HE AHEE XM Este{™ Apply HE S Z=IELCH
™ Cisco ASA(Adaptive Security Appliance)0ilM S%4 PAT Z4Z|1gi|o|4M0| &t = ElL|Ct.

Output Interpreter = (S EE T ZHBF SHE)(OIT)E E show BHE K| HELICHOITE A2 5104
show B £3i9| A2 FLICt

QlHl PAT =] &0l

. show local-host—=2Z4 S AEQ| HEL|T AENE EAIFLIC.
ASA#show local-host

Interface outside: 1 active, 2 maxi num active, 0 denied
| ocal host: <125.252.196. 170>
TCP flow count/limt = 2/unlinited
TCP enbryonic count to host =0
TCP intercept watermark = unlimted
UDP flow count/limt = O/unlimted
!--— The TCP connection outside address corresponds !--- to the actual destination of
125.255.196.170:80 Conn: TCP outside 125.252.196.170:80 inside 192.168.0.5:1051,
idle 0:00:03, bytes 13758, flags U O
TCP out side 125.252.196.170:80 inside 192.168.0.5:1050, idle 0:00: 04,
bytes 11896, flags U O
Interface inside: 1 active, 1 maxi mum active, 0 denied
| ocal host: <192.168.0.5>
TCP flow count/limt = 2/unlinited
TCP enbryonic count to host =0
TCP intercept watermark = unlimted
UDP flow count/limt = O/unlimted


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s4.html#wp1519175

!--- The TCP PAT outside address corresponds to the

10.1.5.1.

Xl ate

TCP PAT from inside:192.168.0.5/1051 to outside:10.1.5.1/32988 f| ags

!--- outside IP address of the ASA -

ri idle 0:00:17 timeout 0:00:30
TCP PAT frominside: 192. 168. 0.5/ 1050 to outside: 10.1.5.1/17058 fl ags

ri idle 0:00:17 tineout 0:00:30

Conn:
TCP outside 125.252.196.170:80 inside 192.168.0.5:1051, idle 0:00:03,
bytes 13758, flags U O
TCP outside 125.252.196.170:80 inside 192.168.0.5: 1050, idle 0:00: 04,
bytes 11896, flags U O
- show conn - X|HEl 918 o 148 HEfE EAIFLICEH
ASA#show conn
2 in use, 3 nost used
TCP outside 125.252.196.170:80 inside 192.168.0.5: 1051, idle 0:00: 06,
bytes 13758, flags U O
TCP outside 125.252.196.170:80 inside 192.168.0.5: 1050, idle 0:00:01,
bytes 13526, flags U O
. show xlate - B8t €2 of Ciet HEE E AIELICH
ASA#show xlate
4 in use, 7 nost used
Flags: D- DNS, | - dynamic, r - portmap, s - static, | - identity,
T - twice

TCP PAT frominside: 192. 168. 0.5/ 1051 to outside: 10.1.5.1/32988 fl ags
ri idle 0:00:23 tinmeout 0:00:30

TCP PAT frominside: 192. 168. 0.5/ 1050 to outside: 10.1.5.1/17058 fl ags
ri idle 0:00:23 tinmeout 0:00:30

&lo|

L

B3 PAT 73

. show local-host—=2Zd S AEQ| HEQ|3 AE|E E A|EL|CT.
ASA#show local-host
Interface outside: 1 active, 2 nmaximum active, 0 denied

| ocal host: <125.252.196.170>
TCP flow count/limt 2/unlimted
TCP enbryoni c count to host 0
TCP intercept waternark unlimted
UDP flow count/limt = O/unlimted
!--— The TCP connection outside address corresponds to
125.255.196.170:80. Conn:
idle 0:00:07, bytes 13758, flags U O
TCP outside 125.252.196.170:80 inside 192.168.1.5: 1066,
idle 0:00:03, bytes 11896, flags U O
Interface inside: 1 active, 1 nmaxinmum active, 0 denied
I ocal host: <192.168.0.5>
TCP flow count/limt 2/unlimted
TCP enbryoni c count to host 0
TCP intercept waternark unlimted
UDP flow count/limt = O/unlimted

!-—-—- The TCP PAT outside address corresponds to an
Xl at e:
ri idle 0:00:17 tinmeout 0:00:30

TCP PAT frominside: 192. 168. 1.5/ 1066 to outside: 10.1.5.5/23673 fl ags

ri idle 0:00:17 tinmeout 0:00: 30

Conn:
TCP outside 125.252.196.170:80 inside 192.168.1.5: 1067,
bytes 13758, flags U O
TCP outside 125.252.196.170:80 inside 192.168.1.5: 1066,

!--- the actual destination of
TCP outside 125.252.196.170:80 inside 192.168.1.5:1067,

!--- outside IP address of 10.1.5.5.
TCP PAT from inside:192.168.1.5/1067 to outside:10.1.5.5/35961 fl ags

ide 0:00:07,

idle 0:00:083,


//www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s2.html#wp1437635
//www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s7.html#wp1336424
//www.cisco.com/en/US/docs/security/asa/asa82/command/reference/s4.html#wp1487299

bytes 11896, flags U O
- show conn - X|HEl 918 o 14 HEfE EAIFLICEH
ASA#show conn
2 in use, 3 nost used
TCP outside 125.252.196.170:80 inside 192.168.1.5:1067, idle 0:00:07,
bytes 13653, flags U O
TCP outside 125.252.196.170:80 inside 192.168.1.5:1066, idle 0:00:03,
bytes 13349, flags U O
. show xlate - B8t €2 of Ciet HEE E AIELICH
ASA#show xlate
3 in use, 9 nost used
Flags: D- DNS, | - dynamic, r - portmap, s - static, | - identity,
T - twice
TCP PAT frominside: 192. 168. 1.5/ 1067 to outside: 10.1.5.5/ 35961 fl ags
ri idle 0:00:23 tinmeout 0:00:30
TCP PAT frominside: 192. 168. 1.5/ 1066 to outside: 10.1.5.5/29673 fl ags
ri idle 0:00:23 tinmeout 0:00:30

=X -

24Al o] | goldol A8 E + U B X iE EE 7 ei&Lict

2 HE

- Cisco Adaptive Security Device Manager

- Cisco ASA 5500 Series Adaptive Security Appliance
- RFC(Request for Comments)

. 7|& x| % B M - Cisco Systems
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