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CLI x| o]4d

ol EMoM=E Chg 7 HE AFSELICH

X OIE 1

ci scoasa##show running-config
Saved

ASA Version 8.0(2)

|

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

nanes

!

interface Ethernet0/0

narei f dne

security-level 50

ip address 10.77.241.111 255. 255. 255. 192

|

interface Ethernet0/1

narei f outside

security-level 0O

!--- Specify a VPDN group for the PPPoE client pppoe
client vpdn group CHN

!-—-- "ip address pppoe [setroute]" !--- The setroute
option sets the default routes when the PPPOE client has
I--- not yet established a connection. Wen you use the
setroute option, you !--- cannot use a statically
defined route in the configuration. !--- PPPOE is not
supported in conjunction with DHCP because with PPPoE !-
-- the | P address is assigned by PPP. The setroute

option causes a default !--- route to be created if no
default route exists. !--- Enter the ip address pppoe
command in order to enable the !--- PPPoE client from

i nterface configurati on node.
ip address pppoe

nterface Ethernet0/2

narei f inside

security-level 100

i p address 10.10.10.1 255. 255. 255. 0

nterface Ethernet0/3
shut down

no nanei f

no security-Ieve

no i p address

K"'\-\_
dﬁxxh__ -

.I-_I.I-.\_.

_/

PPPOE Server



i nterface Managenent 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFOnbNI dI . 2KYQU encr ypt ed

boot system di skO:/asa802-k8. bin
ftp node passive
access-list 100 extended pernit ip any any
access-list inside_nat0O_outbound extended permit ip
10. 10. 10. 0 255.255.255.0 10
20.10. 0 255.255.255.0 inactive

pager lines 24

ntu dnz 1500

!--—- The maximum transmission unit (MTU) size is
automatically set to 1492 bytes, !--- which is the
correct value to allow PPPOE transmission within an
Ethernet frame. mtu outside 1492

nmu inside 1500

!--- Output suppressed. global (outside) 1 interface

nat (inside) 1 0.0.0.0 0.0.0.0

!--- The NAT statements above are for ASA version 8.2
and earlier. !--- For ASA versions 8.3 and later the NAT
statements are modified as follows. object network
obj_any

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynamic interface

!-—- Output suppressed. telnet tinmeout 5 ssh tinmeout 5
console timeout 0 /--- Define the VPDN group to be used
for PPPoE. vpdn group CHN request dialout pppoe

!--- Associate the user name assigned by your ISP to the
VPDN group. vpdn group CHN localname cisco

!--- If your ISP requires authentication, select an
authentication protocol. vpdn group CHN ppp
authentication pap

I --- Create a user name and password for the PPPoOE
connection. vpdn username cisco password *****i ik

threat-detection basic-threat
threat-detection statistics access-1list
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net




i nspect

i nspect

i nspect

i nspect
|

: end

ci scoasa#

sunr pc
tftp
sip
xdntp

service-policy global _policy globa

usernane ciscol23 password fflRPGDSQIh9YLQ encrypted
privilege 15
pronmpt hostname cont ext

Crypt ochecksum 3cf 813b751f e78474df b1d61bb88al133

ASDM Z4I|gj|o]M

T

Adaptive Security Appliance?} &7 M&E PPPoE ZZI0|1EE #4524 CHS HHE 22 E

L|C.

& 1: ASDMOIAM ASAE 2 HE = UL E 5123524 ASDMO]| CHEF HTTPS M A
SHAAIL.
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ol
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o
B

1. ASAO| A ASDMOI| M AT LICHERIRXE @1 https:// <ASDM_ASA_IP_ADDRESS>E& ¢l
2{gtLCt.047|H ASDM_ASA_IP_ADDRESSE= ASDM HMAE 2|5l 7+ 4 El ASA QIE{m|0]
AQ|IP FAULICHED: HEIRX{0MH SSL QB M AlZ| Mt BEdEl Z1E &elsoF #LCH
7|2 AHEX} Ol HIZHE = 25 H|0of [ &LICHASDM OZE[F|0| M| CIREEE &8
57| 2l ASA0] O] 20| EAIELICL. ol oo HE 28 2132 24 HFEo| E=5HH

Java OHEE!

ol Al =|x| ef&Lct
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&2, Cisco ASDM 6.1 il

CISCO

Cisco ASDM 6.1(3) provides an intuitive graphical user interface that makes it easy to =&t up,
configure and manage your Cisco Security Appliances.

Cisco ASDM runs as either a local application or Java Web Start.

When you run Cisco ASDM as a local application, it connects to your Security Appliance from
yvour desktop via SSL. Running Cisco ASDM as an application has these advantages:

# You can invoke ASDM from desktop shortcuts. No browser is required.
# One deskitop shoricut allows you to connect to multiple Secunty Appliances.

[:% | Install ASDM Launcher and Bun ASDM |

ou can run Cisco ASDM as Java Web Start that is dynamically downloaded from the device
o which you connect.

& Click Run ASDM to run Cisco ASDM,

e Click Run Startup Wizard to run Startup Wizard .Startup Wizard walks you through,
step by step, the initial configuration of your security appliance.

|  RunAsDM | | RunStartup Wizard |

2. ASDM OofZ2|#H|0o|4M x| =21 E C}2 2 = 624 Download ASDM Launcher and Start
ASDM(ASDM A|ZF A|ZF AlZH) 2 22IgLICtH
3. ASDM Launcher7t CI22EL|MH A X EQ o0& M&|5H7| 2 ZEZE0] ol X|A|E! EHHA|
2t 25l 1 Cisco ASDM LauncherE AlgtigtL|ct.
4. http- HHO 2 7%t CIE{HO|A L IP FAE U5t T AFE X} O|F 1 HIYUHS E K|S
B U=AFLICE o] ool ME cisco1232 ALE AL O|E 22 AFE 35t cisco1232 HIZHE 2




B% Cisco ASDM Launcher, ¥1.5(30)

Cisco ASDM Launcher bl

Device IP Address [ Mame: [10.77.241.111 -
Username: ciscola3
Passwiord: ********l

[ ] Run in Dema Mode

ALSEfLICH

5. Configuration > Device Setup > InterfacesE Ei5t T Q|F QCIE{H|O|AE T X EAIEHCHS

EditE Z=|grct

§% Cisco ASDM 6.1 for ASA - 10.77.241.111

Fle Wiew Took Wizards Window Hep Lock For: | e, bl
@mmkﬁé ah:n|thib:*rg|Qsava@vﬂaﬁ‘em Gmg | ‘D rep l cisco
Device Setup [ 3 1 terfaces | O
@ Startun Wizand - X =
 Sere i Iiter face Name  Enabled = Y IP Address Ed:rnatf-"l-;
3+ Static Routes 80 10.77.241.111  255.255.25
4 v OSPF -m——-_ =N
ol E“'“;RP inside ves 100 10.10.10.1 255.255.2¢
= -}
(- Mualticast Eﬂwmﬂ /0 x
39 Proxy ARPS Managemen
Drevice NamePasswond
System Time
5 x|
[ Enable traffic between two or more interfaces which are configured with same security k
[ | Enable traffic babween two or more hosts connectad 1o the same interface
L sply | [ Reset |
chco1za 15 Ed N B 5/11/09 2:04:42 AM UTG

6. Interface Name Z=01| outsideE 2/2{5t11 Enable Interface 2 2IEH& 4 EH°"I_| C}.

7. 1P Address &30l Use PPPoE ZIC|2 HHES Z=2!FLICt

8. 1E O|&, PPPoE AFEX} 0|8 L HIYHHS E 245l 1 MAHsE PPP QIF %o(PAP CHAP
= MSCHAP) 2IC|Q HES Z2lgtLct



§® Edit Interface

X

General | advanced

1

Hardware Port:  Ethernsti)l [ Configure Hardware Properties...

Interface Name: _;:uEIdE
Sacurity Leval: I:l
[:]Dadh:ata this interface to management only

|w] Enable Interface
IF Address
(D use Static P () Obtain Address via DHCP
Group Name: CHN

PPPOE Username:  |cisco

PFPOE Password: | esesss

Confirm Password: |seswes|

PRP Authentication: (@) PaP  (JCHAP () MSCHAP

[ ] Store username and password in local flash | IP Address and Route Settings... |

| o [ cace |[ Hew |

9. Advanced(L&) B2 225t MTU 27171 14922 MHE|0] /=X &OlgL|cH&n
MTU(Maximum Transmission Unit) 27|= AIS2 2 1492HI0|EZ MHE|H, Ol OIE-UJ =
ol LHol M PPPoE M& 2 5183t SHHE giuct



#% Edit Interface

Mac Address Cloning

example 0123.4567 80948}

Active Mac Addr... |

Enter MAC addresses for the active and standby interfaces in hexadecimal format (for

Standby Mac Add. ..

| ok

Cancel | ] Help

10. OK(&2HE Z=2!stod A& ELICH

11. 28t WEIL SHHEX| &5t Apply(X8)E E=IELICH




I® Cisco ASDM 6.1 for ASA - 10.77.241.111

Fie View Tool Wikaid: Wndow Hep Look For: | |l||rl|l1
@hbma O%Mm[‘jhmm:lrg Gs;ua @mﬂm £ Back 3 "?H&bi cisco
Dt | D e face: Q
.-_i*E-lar Wizard
Sacurity
t Efﬁ Interface Name | Erabled ey IPAddess | Submetbask  MTU R
+le Static Routes Ethernat]/D drriz Ve SO 1077241111 255.255.255.... 1500 W0 | [Tt )
+
#i oy OSPF (Ethernsi/1 Litsics 0| (FPFoE)
o i Erenmilie  fede 7o W I SRaEss0 150N
" ‘ﬁEE'?F : Ethernet/3 No Mo
) Provy ARPs Mansge men iyl T 0]
i Device Mame,Password
Syatem Time
¢ »
& - [ Enable traffic between two or more interfaces which are configured with same seourity k...
L [ Ersablie traffic between two or more hests connectid to the same interface
&Ffewall
— [ sy | Reset
chcolZd 1S =1 (B 571108 2:00:22 AM LUTE

Ol MME AtEstod Zm|aefol4do] McHz & Sste x| & gLt

Output Interpreter TF(SSE T2 1) (OIT)E S show HHES X|HELICLOITE AFE5H0d

show BE £3{9o| EME FLICI

. show ip address outside pppoe - $1X PPPoE Z2}0|01E ZHI|ad|o|M HEE E AI5t2{™ 0]
HHS AFS Lot
- show vpdn M| [I2tp | pppoe] [id sess_id | THZ! | 2 EH | window]—PPPoE A|M9| & EfE 24
™ ol HHES ASELICH
Ctg o= o] BHEolM MBote HES MES ZoiELICt

host nane#show vpdn
Tunnel id 0, 1 active sessions
time since change 65862 secs
Renpte Internet Address 10.0.0.1
Local Internet Address 199.99.99.3
6 packets sent, 6 received, 84 bytes sent, 0 received
Renote Internet Address is 10.0.0.1
Session state is SESSI ON_UP
Ti me since event change 65865 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received

host nane#show vpdn session
PPPoE Session Information (Total tunnel s=1 sessions=1)
Renote Internet Address is 10.0.0.1
Session state is SESSI ON _UP
Ti me since event change 65887 secs, interface outside
PPP interface id is 1
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6 packets sent, 6 received, 84 bytes sent, 0 received

host name#show vpdn tunnel
PPPoE Tunnel Information (Total tunnel s=1 sessions=1)
Tunnel id 0, 1 active sessions

time since change 65901 secs

Renote Internet Address 10.0.0.1

Local Internet Address 199.99.99.3

6 packets sent, 6 received, 84 bytes sent, 0 received
host nane#

244 x|97|

x|zl o] Mol 2= vpdn group BHE S AM745t2{H 22 741|380 ZE0i| A clear
configure vpdn group B AFSEFLICEH

host nane(confi g) #clear configure vpdn group

£ vpdn username WY& K| 7{3t24™ clear configure vpdn username WS AFE EFLICH.

host nane(confi g) #clear configure vpdn username

1 o] BB2 &4 PPPoE HZ0l= &2 OIx|X| A&LICH

=X &

=X sid EH

Output Interpreter _L-TL(%EE.J DAt SHE)(OIT)= §7d show BES X|HELICHOITE AF&3H04
show B& £3o| EME FSLICI

B 1: debug BB S AHEst7| Mol ClHT BHol| et 2 HEE HEAUAL.

0N fo

Ea
=3
=

E O|& H2% [no] C|H pppoe {event | 25 | packet} - PPPoE 2 2+0|1E0i CHEF C|H
M35 Lt "R M3t sted{™ o] BES AFSELICH

Med oiA37} /322 LERSLICE

S|

IP &4 x.x.x.x 255.255.255.240 pppoe setroute 2 AEEE FR IP FA7t SHIEH EFEIX|
ot MEY OtAT = /282 B0 X|IHERKIBH /322 LIEFLL|CH o 0|24 o] gfMstL|7t?

40
]
rSE
o
3%
o>
r
Ll
>
w
>
rr
00k
0%

ol& 2HlE S Lch MEY oA 3 E PPPoe QIE{H 0|A Q| 7
e L
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. Cisco ASA 5500 Series Adaptive Security Appliance
. Cisco 26000{|A{ H| Cisco DSL CPEO]| 21435 =5 PPPoE &CI0|21E 74
. Cisco Adaptive Security Device Manager
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