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B Add IKE Policy

Priority: Authentication: | pre-share W

Encryplion: D-H Group: E W

3 Unlimited

B6400 seconds

Hash: Lifetinne:

OK(&ehet Apply(H8)E S&|grLict
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8% Add Transform Set

Sek Marne: ESP-DES-SHA

Properties

Mode: (*) Tunnel () Transport:

ESP Encrypkion:

ESP Authentication:

| | Cancel

. OK (&
ehet Apply(H&)E E=IErLICt

5. Configuration(4d) > Remote Access VPN(#Z A& VPN) > Network (Client) Access(Ld|
EQ|3(ZI0|HE) HA|A) > Advanced(ZL =) > IPSec > Crypto Maps(&f 28 H) > Add(F
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B Create IPsec Rule

Tunrel Polbcy (Crypto Map) - Basic | Tunnel Policy (Crypto Map) - Advanced || Traffic Sala¢inn|

Interface: | outside W | Pollcy Type: dhnianic W Priarity: 1
Transform Seks
Transform Set to Be Added; ESP-DES-SHA

ESP-DES-MDS w | h

Peer Settings - Optional for Dynamic Crypio Map Entries

The Connechion Type is applicable ko skatic tunnel policies onlby. Uni-directional connection bype policies are used
For Lak-to-LAN redundancy, Tunnel pobicies of the 'Originate Orlby" connection bype may specify up ko 10

redurdant peers,

[ ik H Cancel H Help J

OK(& )2t Apply(H8)E =&rch
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& Add User Account

-

+-YPH Pollcy Lisername! | disco123

Passward, s

Confirm Password: | sxxxxxxs

[] User authenticated using MSOHAR

ACcess Restriction
Sedect one of the options below ko restrick ASDM, 55H, Telnet and Console access,
fMoke: Al users have network access, regardless of these settings,

i) Full access(ASDM, S5H, Telnet and Console)
Privilege lavel is used with command authaorization.
Priviege Level: 2 -

{3 LT login promgt For SSH, Telnet and console (no ASDM access)

This setbing is effective only iIF A8% autherticate conscle command i configured,
(") Mo ASDM, 55H, Telret or Console access

Thi= s=tbing is effective only IF &84 suthenticate console command & configured,

Find: | @res @ previo

e |
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E_% Add IPsec Remote Access Connection Profile

~Basic Global Client Address Assignment Policy
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ASA C|Hto|20iM x| oM

A

ASA# sh run

ASA Version 8.0(2)
!

mask 255.255.255.0

no failover

!--—- Specify the location of the

!--—- Specify the hostname for the Security Appliance.
hostname ASA enable password 8Ry2YjIyt7RRXU24 encrypted
names ! !/--- Configure the outside and inside
interfaces. interface Ethernet0/0 nameif inside
security-level 100 ip address 10.
interface Ethernet0/1 nameif outside security-level 0 ip
address 192.168.1.1 255.255.255.0 ! interface
Ethernet0/2 nameif DMZ security-level 50 ip address
192.168.10.2 255.255.255.0 !--- Output is suppressed.
passwd 2KFQnbNIJI.2KYOU encrypted boot system
disk0:/asa802-k8.bin ftp mode passive access-1list 101
extended permit ip 10.1.1.0 255.255.255.0 192.168.5.0
255.255.255.0 pager lines 24 logging enable logging asdm
informational mtu inside 1500 mtu outside 1500 mtu dmz
1500 ip local pool vpnclientl 192.168.5.10-192.168.5.100

icmp unreachable rate-limit 1 burst-size 1

1.1.1 255.255.255.0 !

ASDM image for ASA to
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fetch the image for ASDM access. asdm image disk0:/asdm-
613.bin no asdm history enable arp timeout 14400 global
(outside) 1 192.168.1.5 nat (inside) 0 access-list 101
nat (inside) 1 0.0.0.0 0.0.0.0 route outside 0.0.0.0
0.0.0.0 192.168.1.2 1 timeout xlate 3:00:00 timeout conn
1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00 timeout sip 0:30:00 sip_media
0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute dynamic-access-policy-
record DfltAccessPolicy http server enable http 0.0.0.0
0.0.0.0 inside no snmp-server location no snmp-server
contact snmp-server enable traps snmp authentication
linkup linkdown coldstart crypto ipsec transform-set
ESP-DES-SHA esp-des esp-sha-hmac crypto dynamic-map
outside_dyn _map 1 set transform-set ESP-DES-SHA crypto
map outside_map 1 ipsec-isakmp dynamic outside_dyn_map
!--- Specifies the interface to be used with !--- the
settings defined in this configuration. crypto map
outside_map interface outside !--- PHASE 1 CONFIGURATION
---! I-—- This configuration uses ISAKMP policy 2. !---
The configuration commands here define the Phase !--- 1
policy parameters that are used. crypto isakmp enable
outside crypto isakmp policy 2 authentication pre-share
encryption des hash sha group 2 lifetime 86400 no crypto
isakmp nat-traversal !--- Specifies that the IP address
to the vpn clients are assigned by the local and not by
AAA or dhcp. The CLI vpn-addr-assign local for VPN
address assignment through ASA is hidden in the CLI
provided by show run command.

no vpn-addr-assign aaa
no vpn-addr-assign dhcp

telnet timeout 5
ssh timeout 5
console timeout 0
threat-detection basic-threat
threat-detection statistics access-list
!
class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512
policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp




service-policy global _policy global

!

group-policy DfltGrpPolicy attributes
vpn-tunnel-protocol IPSec webvpn
group-policy GroupPolicyl internal

!--- In order to identify remote access users to the
Security Appliance, !--- you can also configure
usernames and passwords on the device. !--- specify the
IP address to assign to a particular user, use the vpn-
framed-ip-address command !--- in username mode

username ciscol23 password £fIRPGpDSOJh9YLg encrypted
username ciscol23 attributes

vpn-framed-ip-address 192.168.5.1 255.255.255.0
!--- Create a new tunnel group and set the connection
-- type to remote-access. tunnel-group TunnelGroupl type

I —

remote-access tunnel-group TunnelGroupl general-
attributes address-pool vpnclientl !--- Enter the pre-
shared-key to configure the authentication method.
tunnel-group TunnelGroupl ipsec-attributes pre-shared-
key * prompt hostname context
Cryptochecksum:e0725ca9ccc28af488ded9ee36b7822d : end

ASA#

Cisco VPN &#ct0[|HE Ziu|a o[

ASA7} MEBXo =2 FME|R =X #Ql5t7| 5l Cisco VPN ClientE A2 6104 Cisco ASA0| 422
stE4dm Al ghuct.

1. Start(AlZ) > Programs(Z213&) > Cisco Systems VPN Client(Cisco Systems VPN &£} 0|
¢E) > VPN Client(VPN Z2}0|HE)E MEYEL|CE.

2. New(MZ BHE7|)E £ 2l5l09 Create New VPN Connection Ent Al
Connection Entries  Sktatus  Certificates Log  Options  Help
m{,‘._‘. = ; . “‘-*:.E_ _::;'1:
Connect F e {mport te iy Celete
Connection Entries | Certificates l Log l
Connection Entry Huozt
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# YPN Client | Create New YPN Connection Entry

Connection Entrg: 1854

i
cisco

D egcrption; |vprtunne

Hostk {192.168.1.1
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