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Name) AlA0{ 2= UPN(User Principal Name) E4& Q& 0f AL&3HoF gL|Ct UPN &
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8t F7H Am|adio|M2 B8 AE EXSHAAIL.
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1. Remote Access VPN(&Z4 2M|A VPN) > AAA Setup(AAA &%) > AAA Server Group(AAA
MH 38)S MEiELCY.

2. AAA server groups(AAA MH{ 1&) ElO|2 0| A Add 3(3 F7H)2 =& LIct.

3. MB] 18 0|58 Ystm T2 EZ BHC|Q BIEOIA LDAPE MEigLIC 23 18 &z sl
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4. (=43t 28 B0l Ol MEHOIM AddE 2 2YBILICE 4433t M7} OIF EOIBOIM B E
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5. Edit AAA server(AAA M =78) oM CtE BAHE =t2 g LCH O8] 28 HZESHAAIL.
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a. LDAP7} l= QIE{H|0|AE MEfELICE o] DB Aol = IEH 0|4 LHRE EoiEL
CH.

b. MEHO| IP FAE Ql248tLC}.

c. MH{ ZEE Q|24&tL|Ct 7|2 LDAP ZE & 389¢lL|C}

d. Server Type(AMH R&)S MEHELICY.

e. 7|2 DN2 =FLICt o|2{8t 2t2 AD/LDAP ZE|XtoH Z2lst M A,
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B Add AAA Server Group

Configure an 8484 server group. The Accounting Mode attribute is only applicable
For RADIUS and TACACS+ protocols,

Server Group:

Protocol:

Reactivation Mode: (&) Depletion {3 Timed

e SMoA MHE e S MEdELICE O|= 7|& DN 2t CHEL|CH AD/LDAP £
2R H E8 8 QA AAIL.

. BH K40l M userPrincipalName2 2/23&fL|Ct. AD/LDAP MM ALE R et 04
o A8 El= SELIC

. Login DN(221 2! DN)o| 2t 2|A} DN2 =48 L|Ct.
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B Add AAA Server

Server Group:
Interface Mame:

Server Mame or IP Address:
10

Tirmeouk:
LOAP Parameters
| ] Enable LDWAP owver 551
359
-- Detect Automatically Use Generic Type - W

Server Pork:
CM=Users, DC=ggsgseclab, DiC=org

Server Type:

one level beneath the Base DM

Ease DN:

SCope:
Irninistr akaor, Chl=sers, DiZ=ggsgseclab, DC=org

Marning Attributels): |userPrincipalMarne

Login DM
Login Password; TITIIIILIL
LDAP attribute Map: | -- Mone --

[ ] 3850 MDS authentication
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CIS BAHIE 225 AI2.

1. Remote Access VPN(Z M| A VPN) > Certificate Management(215 A1 £ 2l) > Identity
Certificate(ID 215 M) > Add(F7HE MEHEFLICE

2. Add a new id certificate(M| ID R1E M F7HE EHE CHZ New by the key pair(7| ‘H2= M
2 OEY|) SME MEELICH

3. Add Key Pair(Z| & Z7}) 2toi| 7| O|& DoD-1024E 24gtLIct M 7|18 F£7tsled™ 2ic|2
2 323t |c 02l 32 & X 5 AAIL.
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&= Add Key Pair

Mame: () Use default key pair name

(%) Enter new key pair name: | DoD-1024]

Size: 1024 W

6. Generate Now(X|& MA)E Z =2/}

2 2048H|E F7|E AF2ELICI. O| CAE AI235t2{M 2048H|E 7|
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1. Remote Access VPN(HZ M| A VPN) > Certificate Management(2!5 A ZHE[) > CA
Certificate(CA 215 M) > Add(F7HE MENELICE



B= Install Certificate

Retry Period: H | minukes

Retry Count; {Use 0 ko indicate unlimited retrigs)

| More Cplions. .. |

Install Certificake | | Zancel

4. O] ZO| LIEHLICH I8 58 HESHAAI2.
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ﬁ‘ CA Certificate Installation

i cerkificate installed successiully,
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1. Remote Access VPN(HZ 4 A|A VPN) > Certificate Management(2!5 A & 2]) > Identity
Certificate(ID 2B M) > Add(F7HE ME4EFLICEH

2. Add a new id certificate(Al ID Q1B M F7HE ME4EFLICE.
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3. DoD-1024 7| &g MEdFFL|CH O



O3 7:1D B M o7
& Add Identity Certificate

¢ Import the identity certificate From a file:
Dectyption Passphrase:

File to Import From:

(%) Add a new identity certificate:

Key Pair: DaD-1024 v | Shaw... ] | Mew...

Certificate Subject DM Select...

[ ] Generate self-signed certificate

[ fdd Certificate ] | Cancel | [ Help ]

5. Certificate Subject DN(2!/& M F&| DN) o C|H}o|A XHE
82 A ZSAAIR.
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B Certificate Subject DN

aktribute Walue

Carrmon Marme (CH) - asasi
Cepartment (0L PKI
Attribute: | -- Select Atkribute - % Department (00U Dol

- \Company Mame {2) U.S. Government
Yalue: | Delete

D dkkribite to be Added
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=3 Identity Certificate Request
To complete the enrollment process, please save the PKCS10 enrollment

request (CSR) and send it ko the CA,
You will then need ko install the certificate that is returned From the Ca by

HLch a8 108
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B ASA-2.0 - WordPad
FI|E £-:||l' '-"i-aw inseﬂ: F-:rrrnat Heh
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10. CA HE|XIREE QIS AME B2 %0l = Remote Access VPN(HZ HAM|A VPN) > Certificate
Management(21& M 2t2l) > ID Certificate(ID 215 A) > Install(d k)2 MEELICH T2
112 EXsHAA|L.

21 11:ID 215 M 71K 7|



B Add IP Pool

MNare:

Starking IP Address:

Ending IP Address:

Subnet Mask:

CAC-LISERS

192,165.1.1

192,165.1,254

E‘ Ik J[ iCancel ][ Help ]

11. Install certificate(21 5 A & ) S0 M ID 2IBME &2 CHZ Install Certificate(2!15
)E MEHEILICH | & EMH O3 128 HEsHAAIL
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= Install Identity certificate

Identity Cerkificate

l Install Cettificate j | iZancel | | Help |
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2. AHERt= 8 EEtRME Sdll ASAo| HM|ASt D 2CIO|MEE CIREZEE
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DHCPSH 22 CHE Wig AL sHE 29 M= AtgelLIC,

1. Remote Access VPN(4Zd 2 M|A VPN) > Network (Client) Access(HE X3 (Z2H0|IE)
Ml£) > Address Assignment(F 4 &) > Address Pools(F4 Z)& MEELICE

2. Add(F7hHE =g ct.

3. Add IP Pool(IP &
E MEHdsH|CH O

JZ13: 1P & &7t

B Add IP Pool

Narme: (CAC-USERS
Starking IP Address: 19z.168.1.1 !
Ending IP Address: 192 165.1,254 -

Subnet Mask:

Ik ][ iCancel ][ Help ]

5. Remote Access VPN( 74 HA|A VPN) > Network (Client) Access(LIE /2 (E20|HE) H
M) > Address Assignment(F 4 &) > Assignment Policy(&g """”)% MEdShL|CY.
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1. Remote Access VPN(H4Z4 4 A|A VPN) -> Network (Client) Access(UIE{Z(ECH0|HE) H
M|A) -> Group Policies(2 & HH)E MEHELCY.

2. Add(F7HE Z2!3t 1 Internal Group Policy(LHE 1& XM=& MEfErL|C}
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& fdd Inmternal Group Policy

Mame: AC-SERS
T 2L e W PR W O OO,
- kv anced Banresr: [] Irhesit
Address Pocls: [] Inhent  [CAC-USERS Sedect... |
More Dipkions £
Turneding Protocats; [ ] Inhent [ Clentless 550 WM [+ G50 VER Chenf  [[] IPsec [ JL2TP{IPssc
Fikar: I¥] [rtherit
HAC Palcy: I] Intherit MaiEze
Access Halrs: I Irthierit

Simubanesus Logns: [&] Inherit
Restict access B VLAN; [&] Inherit
Maximum Connect Time: [#] Inherit

Ide Timeous: [#] Inherit

]
-~

H Cancel ] Help ]

a. 2CI0|MEE|A SSLIF 2 CIE T2 EZ 2 ALE3SHX| ot = B2 General( 8 B0l
M Tunneling Protocols(E{2 & Z2E Z) SM0i A SSL VPN Client(SSL VPN £2}0]¢d
E)E MEigLICH

b. Servers(AH{) MMM inherit(& %) & QIEto| MEHS
IP FAE UELCH Y El= <9 DHCP HeE 2

c. Servers(At{) 4lA0f| A Default Domain(7|£ T HIQ)0M inherit(&f <) & QIEHo| AMEH
2 FAstD MEE TH Q! ol§2 Y= ELICH

d. General(th) o] FA E MMoiM inherit(& %) &Ql8to| MEHZ F|A ST 0| EHA|
2 FIIELICH IP FA YOI CIE WHE AIESE B2 445t
xM5| A5t o] A2 a2 Such
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A ﬂeroloﬂza A= FHIH HE = d™-olE F 7HX|7H A& LICH
P2 Cisco.com2 2 0|535t0{ AC ECI0|HEE CIREESH=E AL
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4. CH2 22, Advanced(ZL2) > SSL VPN Client(SSL VPN 22+0|91E) > Login Settings(2 19!
ME)E MEBLICH T8 162 XS AAIL.



& Edit Internal Group Policy: AC USERS

General After successhuly lagaing in, user can have the chaice bo download the chenk softwere, or oo ko clenbess 551 YR
S portal page. The follawing settings decides what wil happen.
= ddvianced | T Inheri
Split Tunneding 2
[E Brewwser Prosey | pogt |ogin Setting
= 550 WPH Cient (e e T -
5 (= B nok prompt user to choase
ey FLegeneration | : :
Dead Peer Detecth 5. TR 0] L'f EFTJM
s Zugbamization
= TPees Client
Defaul Post Login Selection
{130 ba Clisntess 55 YPY portal
() Cowninad S50 ¥EN Chent
% »
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Cliert Addressing
i dwichentication
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| User Name Mapping ———————e
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a. O|7of A
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b. A& X7} 24010k
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Zonfigure a certificate matching rule and assaciate it with a connection profile. The
rule priority uniquely identifies the certificate matching rule and assigns a prioriky
to khe rule with lower values having greater priority. Rules that are nok mapped
will be ignored,

............................................................................ 7

Map: DefaulkCertificateMap

Prioritsy:

Mapped ko Connection Profile: -- Mok Mapped --
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3. Add certificate Matching Rule Criterion(21&5AM Y x| 72 =74 £7}) ol CHS EHHE &=
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Choose a digital certificate

Identification

The Web site you want ko view requests
! identification. Please choose a certificate,

- el R R uip RN oD CLASS 3 EMAIL CA-10
| MCGEINTY MY, 11, DOD JITC CA-15

| POOLE. JUSTIMN.ALLE.., DD CLASS 3 CA-10

| MCGINTY, JIMMY .11, DoD JITC EMAIL CA-15

l More Info... ] ['u'iew CertiFicate...l

]I Cancel ]

a. Field(Z2E) Y2 Subject(M=)2 FXI&LICH.

d. Value &oi & 7He| 2SS E "™E =4ghL|Ct.

e. OK(ZQl) I Apply(X48)E Z2IFLICH oS EH 18 232 XA

OCSP Responder 215 M 74

1. OCSP SEHAIZRH At dd 2B ME 7HX{SLICH.
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1. Remote Access VPN(HZ HM|A VPN) > Certificate Management(2!& A Zt2[) > CA
Certificates(CA QI1& M)E MEHEILICY.

2. OCSPE AM'83I§ T8 CAE MHEstc{T OCSPE ¥ = EAIFLICH

3. Edit§ Z=gfLch

4. Check certificate for revocation(21& M K| 2 Ql)O| MEE|0 Q=K = QIEFLICE
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B Edit Options for CA Certificate

Revocation Check | CRL Retrieval Policy | CRL Retrieval Mathod | OCSP Rules || Advanced
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(%) tChedk certificates For revocation

Revocation Methods
Specify the methods used For revacation checking and their arder. TF both methods are selected, the second
rethod wil be used onby if the first one returns error.
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. Add OCSP Rule(OCSP 7% Z7}) #olM Ch2 BHAIE 22 8fLich 12 258 R X sHAAIR.

2! 25: OCSP 2! 7}

g Add OCSP Rule

Certificate Map: | DefaultCertificateMap W

Zerkificate: [cn=00C5P, ou=AMHS, o=Army, c=us|:[cn=00C5P, ou=aMHS,,.

a. Certificate Map(2!5 A B) & M0f| A DefaultCertificateMap E== O[T 0] A48 g M
EH%I-L_||:|._
=

b. Certificate(215 A1) S0 M OCSP responder(OCSP SEAH)E MEHEFL|CE.

c. index SM0AM 102 2AErLICH
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1. Internet Explorer2 S35 ASAO CHEH @ MIMHE AIRHELICH F
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https://172.18.120.225

Choose a digital certificate

Identification

The Web site you want ko view requests
g ! identification. Please choose a certificate.

- el R R uip RN oD CLASS 3 EMAIL CA-10
| MCGEINTY MY, 11, DOD JITC CA-15

| POOLE. JUSTIMN.ALLE.., DD CLASS 3 CA-10

| MCGINTY, JIMMY .11, DoD JITC EMAIL CA-15

l More Info... ] ['u'iew CertiFicate...]

]I Cancel ]

12| 27: PIN &2



ActivCard Gold - Enter PIN

Enter FIN code:

Lancel

. SSL Login(SSL 21191)
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6. AnyConnect?} 22+0|1E

12| 29: AnyConnect A%

CIRECEE A
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Request Authentication

Identification required. Please select certificate to be
used for authentication.

POOLE, JUSTIN.ALLEN, 1241379293 iFrom browser keyskore)
POOLE, JUSTIM. ALLEM, 1241879298 (From browser keystare)
POCILE, JUSTIM.ALLEM. 1241879293 (From browser keystore)

Cisco AnyConnect VPN Z20|21E A|Z - Windows
S AE PCOIM AlZH > 2 E ZZ 324 > Cisco > AnyConnect VPN ClientE ME{EFL|CH.
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#2 Cisco AnyConnect YPN Client ;__ | [E .

€9 Statistics % .-“J-.I:uznut|

Connect to: 7218120225
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E Select g

YPM session ended.
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=2 Cisco AnyConnect YPN Client

Cornection | € Statistics| =% About

Connect to:

LIzername:

Faszword:

Please enter your username and password,
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B EAAASE R

Server Group: ap-LDAaP

Interface Mame: autside
Server Name or IP Address: (172.18.120.160

Timeouk: 10 seconds

LDAP Parameters
[ ] Enable LDAP over 551

server Pork: 389
Server Type: -- Detect AutomaticallyUse Generic Type --
Base DM: ZMN=|lsers, DiC=ggsgseclab, DC=org

Scope; ione level beneath the Base DR

A1 LDAP HQIZ) U S OHZO0| MOHZ B S3HEK| 2h015t7| 9IsH BlAEsHs S0t LDAP
ClHZig ZLIcH B EHEAT O3 182 28 CB X sAIR
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£ B-ASA CLI Zxz|ago]M

ASA 5510

<#root>
ciscoasa#
show runni ng-config

: Saved

ASA Version 8.0(2)
|
hostname asa80

domain-name army.mil

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address x.x.x.x 255.255.255.128

!

interface GigabitEthernet0/1

nameif inside

security-level 100

no ip address

!

boot system disk0:/asa802-k8.bin

ftp mode passive

dns server-group DefaultDNS

domain-name army.mil

pager Tines 24
Togging console debugging
mtu outside 1500

——————————————— VPN PooT---=--=mmm e e e e e
ip local pool CAC-USERS 192.168.1.1-192.168.1.254 mask 255.255.255.0

no failover

icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-602.bin

no asdm history enable

arp timeout 14400

access-group out in interface outside

route outside 0.0.0.0 0.0.0.0 172.18.120.129 1




timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat
0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect
0:02:00

timeout uauth 0:05:00 absolute

—————————————————————————— LDAP Maps & DAP-----———— e~
Tdap attribute-map memberOf

map-name memberOf Tunneling-Protocols

March 11, 2008 ASA - CAC Authentication for AnyConnect VPN Access
Company Confidential. A printed copy of this document is considered uncontrolled.
49

map-value memberOf CN=_ASAUsers,CN=Users,DC=ggsgseclab,DC=org 20
Tdap attribute-map msNPATTowDialin

map-name msNPATTowDialin Tunneling-Protocols

map-value msNPATTowDialin FALSE 1

map-value msNPATlowDialin TRUE 20

dynamic-access-policy-record CAC-USERS

description "Multi-Group Membership Check"

priority 1

dynamic-access-policy-record DfTtAccessPolicy

action terminate

aaa-server AD-LDAP protocol Tdap

aaa-server AD-LDAP (outside) host 172.18.120.160
Tdap-base-dn CN=Users,DC=ggsgseclab,DC=org

Tdap-scope onelevel

Tdap-naming-attribute userPrincipalName

Tdap-Togin-password *

Tdap-Togin-dn CN=Administrator,CN=Users,DC=ggsgseclab,DC=org

aaa authentication http console LOCAL

http server enable 445

http 0.0.0.0 0.0.0.0 outside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication Tinkup linkdown coldstart

———————————————— CA TrustpointS----—-———--—————— e~
crypto ca trustpoint ASDM_TrustPoint0

revocation-check ocsp

enrollment terminal

keypair DoD-1024

match certificate DefaultCertificateMap override ocsp trustpoint
ASDM_TrustPoint5 10 url http://ocsp.disa.mil

cr1l configure

crypto ca trustpoint ASDM_TrustPointl

revocation-check ocsp

enrollment terminal

fgdn asa80

subject-name CN=asa80,0U=PKI,0U=DoD,0=U.S. Government,C=US
keypair DoD-1024

match certificate DefaultCertificateMap override ocsp trustpoint
ASDM_TrustPoint5 10 url http://ocsp.disa.mil

no client-types

cr1l configure

crypto ca trustpoint ASDM_TrustPoint2




revocation-check ocsp

enrollment terminal

keypair DoD-2048

match certificate DefaultCertificateMap override ocsp trustpoint
ASDM_TrustPoint5 10 url http://ocsp.disa.mil
no client-types

cr1l configure

crypto ca trustpoint ASDM_TrustPoint3
revocation-check ocsp none

enrollment terminal

cr1l configure

crypto ca certificate map DefaultCertificateMap 10
subject-name ne ""

———————————————————— CA Certificates (Partial Cert is Shown)--------—--—-
crypto ca certificate chain ASDM_TrustPoint0

certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609 22864886 f70d0101
05050030

60310b30 09060355 04061302 55533118 30160603 55040al3 0f552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c 300a0603
55040b13

03504b49 311b3019 06035504 03131244 6f44204a 49544320 526f6f74
crypto ca certificate chain ASDM_TrustPointl

certificate 319e

30820411 3082037a a0030201 02020231 9e300d06 092a8648 86f70d01
01050500

305c310b 30090603 55040613 02555331 18301606 0355040a 130f552e
532e2047

67766572 6e6d656e 74310c30 0a060355 040b1303 44614431 0c300a06
0355040b

crypto ca certificate chain ASDM_TrustPoint2

certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609 22864886 f70d0101
05050030

60310b30 09060355 04061302 55533118 30160603 55040al3 0f552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c 300a0603
55040b13

f766e045 f15ddb43 9549d1e9 alea6814 b64bcece 089elbbe 1be959a5
6fc20a76

crypto ca certificate chain ASDM_TrustPoint3

certificate ca 05

30820370 30820258 a0030201 02020105 300d0609 22864886 f70d0101
05050030

5b310b30 09060355 04061302 55533118 30160603 55040al3 0f552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c 300a0603
55040b13

03504b49 31163014 06035504 03130d44 6442052 6617420 43412032
301el70d

30343132 31333135 30303130 5a170d32 39313230 35313530 3031305a
305b310b

30090603 55040613 02555331 18301606 0355040a 130f552e 532e2047
61766572

6e6d656e 74310c30 0a060355 040b1303 44614431 0c300a06 0355040b
1303504b

49311630 14060355 0403130d 446f4420 5266174 20434120 32308201
crypto ca certificate chain ASDM_TrustPoint4

certificate ca 04




30820267 308201d0 a0030201 02020104 300d0609 22864886 f70d0101
05050030

61310b30 09060355 04061302 55533118 30160603 55040al3 0f552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c 300a0603
55040b13

03504b49 311c301a 06035504 03131344 6442043 4c415353 20332052
6617420

|
!
class-map inspection_default
match default-inspection-traffic
|
!

policy-map type inspect dns preset_dns_map
parameters

message-Tlength maximum 512

policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

|

service-policy global_policy global

————————————————————————— SSL/WEBvpn-windows-------——————-——— -
ss1 certificate-authentication interface outside port 443

webvpn

enable outside

svc image disk0:/anyconnect-win-2.0.0343-k9.pkg 1

svc enable

tunnel-group-1list enable

group-policy CAC-USERS internal
ggroup-policy AC-USERS internal
group-policy AC-USERS attributes
vpn-windows-tunnel-protocol svc
address-pools value CAC-USERS

webvpn

svc ask none default svc

tunnel-group AC-USERS type remote-access
tunnel-group AC-USERS general-attributes
authorization-server-group AD-LDAP
default-group-policy AC-USERS
authorization-required
authorization-dn-attributes UPN
tunnel-group AC-USERS webvpn-windows-attributes
authentication certificate

group-alias AC-USERS enable
tunnel-group-map enable rules




no tunnel-group-map enable ou
no tunnel-group-map enable ike-id
no tunnel-group-map enable peer-ip

prompt hostname context

B2 c. 22X &siZ&

A
TT%)I

M|

AAA 2 LDAP E
« debug Idap 255 - LDAP &2 E A|EtL|CH
 debug aaa common 10 - AAA &2 EAIELICE

of 1: 2HE §& EO| U= 5S8E HAZ

Ol ofofl M= B8 Aol EAIE! AlLIE[2 22t2| ¢dZ0i| 438t St debug Idap & debug aaa
common?| E3& Eo04 ELICI.

12| C1: debug LDAP and debug aaa common output - 2HHE O{&

AAA API: In aaa_open

AAA session opened: handle = 39

AAA API: In aaa_process_async

aaa_process_async: sending AAA_MSG_PROCESS

AAA task: aaa_process_msg(la87a64) received message type O
AAA FSM: In AAA_StartAAATransaction

AAA FSM: In AAA_InitTransaction

Initiating authorization query (Svr Grp: AD-LDAP)

AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: 172.18.120.160

AAA FSM: In AAA_SendMsg

User: 1234567890@m1i1

Pasw: 1234567890@mi1

Resp:

[78] Session Start

[78] New request Session, context 0x26flc44, reqType = 0
[78] Fiber started

[78] Creating LDAP context with uri=ldap:// 172.18.120.160:389
[78] Binding as administrator

[78] Performing Simple authentication for Administrator to
172.18.120.160

[78] Connect to LDAP server: ldap:// 172.18.120.160, status =
Successful

[78] LDAP Search:

Base DN = [CN=Users,DC=ggsgseclab,DC=org]

Filter = [userPrincipalName=1234567890@mi1]

Scope = [SUBTREE]

[78] Retrieved Attributes:

[78] objectClass: value = top

[78] objectClass: value = person

[78] objectClass: value = organizationalPerson




[78] objectClass: value = user
[78] cn: value = Ethan Hunt
[78] sn: value = Hunt

[78] userCertificate: value

0..50.......... /2 60...*.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[78] userCertificate: value =

0..'0.cvennn... 2R 50...%.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[78] givenName: value = Ethan

[78] distinguishedName: value = CN=Ethan
Hunt,OU=MIL,DC=1abrat,DC=com

[78] instanceType: value = 4

[78] whenCreated: value 20060613151033.0Z

[78] whenChanged: value 20060622185924.0Z

[78] displayName: value = Ethan Hunt

[78] uSNCreated: value = 14050

[78] memberOf: value = CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org
[78] mapped to cVPN3000-Tunneling-Protocols: value = 20
[78] uSNChanged: value = 14855

[78] name: value = Ethan Hunt

[78] objectGUID: value = ..9...NJ..GU..z.

[78] userAccountControl: value = 66048

[78] badPwdCount: value = 0

[78] codePage: value = 0

[78] countryCode: value = 0

[78] badPasswordTime: value = 127954717631875000
[78] TastLogoff: value = 0

[78] lastlLogon: value = 127954849209218750

[78] pwdLastSet: value = 127946850340781250

[78] primaryGroupID: value = 513

[78] objectSid: value = ................ (o PR myY...
[78] accountExpires: value = 9223372036854775807
[78] logonCount: value = 25

[78] sAMAccountName: value = 1234567890

[78] sAMAccountType: value = 805306368

[78] userPrincipalName: value = 1234567890@mi1

[78] objectCategory: value =

[78] mail: value = Ethan.Hunt@labrat.com
callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback
aaa_backend_callback: Handle = 39, pAcb = 2aell5c
[78] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1
[78] Session End

AAA task: aaa_process_msg(la87a64) received message type 1
AAA FSM: In AAA_ProcSvrResp

Back End response:

Authorization Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_AUTHORIZE, auth_status = ACCEPT
AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_TUNN_GRP_POLICY,

AAA FSM: In AAA_InitTransaction
aaai_policy_name_to_server_id(CAC-USERS)

Got server ID 0 for group policy DB

Initiating tunnel group policy Tookup (Svr Grp: GROUP_POLICY_DB)

AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: <Internal Server>

AAA FSM: In AAA_SendMsg




User: CAC-USER

Pasw:

Resp:

grp_policy_ioct1(12f1b20, 114698, 1a870b4)
grp_policy_ioctl: Looking up CAC-USERS

callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 39, pAcb = 2aell5c

AAA task: aaa_process_msg(la87a64) received message type 1
AAA FSM: In AAA_ProcSvrResp

Back End response:

Tunnel Group Policy Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_TUNN_GRP_POLICY, auth_status =
ACCEPT

AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_DONE,

AAA FSM: In AAA_ProcessFinal

Checking time simultaneous Togin restriction for user 1234567890@miT
AAA FSM: In AAA_Callback

user attributes:

1 Tunnelling-Protocol(4107) 20 20

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 IP: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnelling-Protocol1(4107) 4 4

4 Default-Domain-Name(4124) 10 "ggsgseclab.org"

5 List of address pools to assign addresses from(4313) 10
"CAC-USERS"

Auth Status = ACCEPT

AAA API: In aaa_close

AAA task: aaa_process_msg(la87a64) received message type 3
In aaai_close_session (39)

AAA API: In aaa_send_acct_start

AAA API: In aaa_send_acct_stop

CAC-Test#
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12| C2: debug LDAP and debug aaa common output - 22! Oi&

AAA API: In aaa_open

AAA session opened: handle = 41

AAA API: In aaa_process_async

aaa_process_async: sending AAA_MSG_PROCESS

AAA task: aaa_process_msg(la87a64) received message type 0
AAA FSM: In AAA_StartAAATransaction

AAA FSM: In AAA_InitTransaction

Initiating authorization query (Svr Grp: AD-LDAP)




AAA FSM: In AAA_BindServer
AAA_BindServer: Using server: 172.18.120.160

AAA FSM: In AAA_SendMsg

User: 1234567890@m1i1

Pasw: 1234567890@mil

Resp:

[82] Session Start

[82] New request Session, context 0x26flc44, reqType = 0

[82] Fiber started

[82] Creating LDAP context with uri=ldap://172.18.120.160:389
[82] Binding as administrator

[82] Performing Simple authentication for Administrator to
172.18.120.160

[82] Connect to LDAP server: ldap:// 172.18.120.160:389, status =
Successful

[82] LDAP Search:

Base DN = [CN=Users,DC=ggsgseclab,DC=org]

Filter = [userPrincipalName=1234567890@mi1]

Scope = [SUBTREE]

[82] Retrieved Attributes:

[82] objectClass: value = top

[82] objectClass: value = person

[82] objectClass: value = organizationalPerson

[82] objectClass: value = user

[82] cn: value = Ethan Hunt
[82] sn: value = Hunt

[82] userCertificate: value

0..50.......... /2 60...*.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[82] userCertificate: value =

0..'0.cvnenn... 2R 50...%.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[82] givenName: value = Ethan

[82] distinguishedName: value = CN=Ethan
Hunt,OU=MIL,DC=1abrat,DC=com

[82] dinstanceType: value = 4

[82] whenCreated: value 20060613151033.0Z

[82] whenChanged: value 20060622185924.0Z

[82] displayName: value = Ethan Hunt

[82] uSNCreated: value = 14050

[82] memberOf: value = CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org
[82] mapped to cVPN3000-Tunneling-Protocols: value =
CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org

[82] uSNChanged: value = 14855

[82] name: value = Ethan Hunt

[82] objectGUID: value = ..9...NJ..GU..z.

[82] userAccountControl: value = 66048

[82] badPwdCount: value = 0

[82] codePage: value = 0

[82] countryCode: value = 0

[82] badPasswordTime: value = 127954717631875000
[82] TastLogoff: value = 0

[82] lastlLogon: value = 127954849209218750

[82] pwdLastSet: value = 127946850340781250

[82] primaryGroupID: value = 513

[82] objectSid: value = ................ (o PR my...
[82] accountExpires: value = 9223372036854775807
[82] logonCount: value = 25

[82] sAMAccountName: value = 1234567890

[82] sAMAccountType: value = 805306368

[82] userPrincipalName: value = 1234567890@mil




[82] objectCategory: value =
CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org

[82] mail: value = Ethan.Hunt@labrat.com

callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 41, pAcb = 2aell5c

[82] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1

[82] Session End

AAA task: aaa_process_msg(la87a64) received message type 1

AAA FSM: In AAA_ProcSvrResp

Back End response:

Authorization Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_AUTHORIZE, auth_status = ACCEPT
AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_TUNN_GRP_POLICY,

AAA FSM: In AAA_InitTransaction
aaai_policy_name_to_server_id(USAFE)

Got server ID 0 for group policy DB

Initiating tunnel group policy Tookup (Svr Grp: GROUP_POLICY_DB)
AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: <Internal Server>

AAA FSM: In AAA_SendMsg

User: CAC-USERS

Pasw:

Resp:

grp_policy_ioct1(12f1b20, 114698, 1a870b4)

grp_policy_ioctl: Looking up CAC-USERS

callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 41, pAcb = 2aell5c

AAA task: aaa_process_msg(la87a64) received message type 1

AAA FSM: In AAA_ProcSvrResp

Back End response:

Tunnel Group Policy Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_TUNN_GRP_POLICY, auth_status =
ACCEPT

AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_DONE,

AAA FSM: In AAA_ProcessFinal

Checking time simultaneous Togin restriction for user 1234567890@miT
AAA FSM: In AAA_Callback

user attributes:

1 Tunnelling-Protocol1(4107) 20 0

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 IP: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnelling-Protocol1(4107) 4 4

4 Default-Domain-Name(4124) 10 "ggsgseclab.org"

5 List of address pools to assign addresses from(4313) 10
"CAC-USERS"

Auth Status = ACCEPT

AAA API: In aaa_close

AAA task: aaa_process_msg(la87a64) received message type 3




In aaai_close_session (41)
AAA API: In aaa_send_acct_start
AAA API: In aaa_send_acct_stop
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12| C3: debug DAP

<#root>
#
debug dap errors

debug dap errors enabled at level 1
#

debug dap trace

debug dap trace enabled at level 1
#
The DAP policy contains the following attributes for user:
1241879298@mi 1

1: action = continue

DAP_TRACE: DAP_open: C8EEFA10

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.l = top
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass. person
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.3 =
organizationalPerson

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.4 = user
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.cn = 1241879298
DAP_TRACE: Username: 1241879298@miT,
aaa.ldap.physicalDeliveryOfficeName = NETADMIN

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.givenName = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.distinguishedName =
CN=1241879298,CN=Users,DC=ggsgseclab,DC=org

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.instanceType = 4
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenCreated
20070626163734.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenChanged
20070718151143.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.displayName = 1241879298
DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.uSNCreated = 33691

N
I




DAP_TRACE: Username: 1241879298@mil, aaa.ldap.memberOf.1 = VPNUsers
DAP_TRACE: Username: 1241879298@mi1, aaa.ldap.memberOf.2 = _ASAUsers
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.uSNChanged = 53274
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.department = NETADMIN
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.name = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectGUID =

B Y ST S

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userAccountControl =
328192

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPwdCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.codePage = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.countryCode = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPasswordTime = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogoff = 0O
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogon = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.pwdLastSet =
128273494546718750

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.primaryGroupID = 513
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userParameters = m:
d.

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectSid = ..
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.accountExpires =
9223372036854775807

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.logonCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountName =
1241879298

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountType =
805306368

DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.userPrincipalName =
1241879298@mi 1

DAP_TRACE: Username: 1241879298@miT,

aaa.ldap.objectCategory =

CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org

DAP_TRACE: Username: 1241879298@miT,

DAP_TRACE: Username: 1241879298@miTl, aaa.cisco.username =

1241879298@m1i 1

DAP_TRACE: Username: 1241879298@mil, aaa.cisco.tunnelgroup =
:aaal["ldap"]["objectClass"]["1'
DAP_TRACE: dap_add_to_Tlua_tree: 2"

DAP_TRACE: dap_add_to_Tlua_tree

"person";

DAP_TRACE: dap_add_to_Tlua_tree:

"organizationalPerson";

DAP_TRACE: dap_add_to_Tlua_tree:

nusern;

DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE:

dap_add_to_lua_tree:aaa["Tdap"]["physicalDeliveryOfficeName"] =

"NETADMIN";

aaa["1dap"]["objectClass"][
aaa["1dap"]["objectClass"]["3"]

aaa["1dap"]["objectClass"]["4"]

CA
"]
"]

aaa.ldap.msNPAlTowDialin = TRUE

C-USERS
— lltopll;

aaa["Tdap"]["cn"] = "1241879298";

DAP_TRACE: dap_add_to_Tlua_tree:aaa["Tdap"]["givenName"] = "1241879298";
DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["distinguishedName"] =
"CN=1241879298,(N=Users,DC=ggsgseclab,DC=0rg";

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

"20070626163734.02";

DAP_TRACE: dap_add_to_Tua_tree:

"20070718151143.0Z2";

DAP_TRACE: dap_add_to_Tlua_tree:

"1241879298";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

"VPNUsers";

DAP_TRACE: dap_add_to_Tlua_tree:

"_ASAUsers";

aaa["Tdap"]["instanceType"] = "4

aaa["1dap"]["whenCreated"] =

aaal["1dap"]["whenChanged"]

aaa["1dap"]["dispTayName"]

aaa["1dap"]["uSNCreated"] = "33691";

aaa["ldap"]["memberOf"]["1"] =

aaa["ldap"]["memberOf"]["2"]




binary data

"328192";

"128273494546718750";

binary data
data

"9223372036854775807";

"1241879298";
"805306368";

"1241879298@mi1";

"1241879298@mi1";

"IPSec";

d.

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

DAP_TRACE: dap_add_to_Tua_tree:
"CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org";
DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE: Username: 1241879298@miT,
DAP_TRACE: dap_request: memory usage = 33%

DAP_TRACE: dap_process_selected_daps: selected 1 records

DAP_TRACE: Username: 1241879298@mil, dap_aggregate_attr: rec_count = 1
DAP_TRACE: Username: 1241879298@miT1, DAP_close: C8EEFA10

aaa["1dap"]["uSNChanged"] = "53274";
aaa["1dap"]["department"] = "NETADMIN";
aaa["1dap"]["name"] = "1241879298";

aaa["1dap"]["objectGUID"] contains
aaa["1dap"]["userAccountControl"] =
aaa["ldap"]["badPwdCount"] = "0";
aaa["1dap"]["codePage"] = "0";
aaa["1dap"]["countryCode"] = "0";
aaa["ldap"]["badPasswordTime"] = "0";
aaa["ldap"]["lastLogoff"] = "0";
aaa["1dap"]["TlastLogon"] = "0";
aaa["1dap"]["pwdLastSet"] =

aaa["1dap"]["primaryGroupID"] = "513";
aaa["1dap"]["userParameters"] contains

aaa["1dap"]["objectSid"] contains binary
aaa["ldap"]["accountExpires"] =

aaa["1dap"]["1ogonCount"] = "0";
aaa["1dap"]["sAMAccountName"] =

aaa["1dap"]["sAMAccountType"] =
aaa["ldap"]["userPrincipalName"] =
aaa["1dap"]["objectCategory"] =

aaa["1dap"]["msNPAllowDialin"] =
aaa["cisco"]["username"] =

"TRUE";

aaa["cisco"]["tunnelgroup"] = "CACUSERS";
endpoint["application"]["clienttype"] =

SeTected DAPs: CAC-USERS
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13! C4: debug DAP

<ftroot>
#

debug dap errors

F 2 debug dap F



debug dap errors enabled at level 1
#

debug dap trace

debug dap trace enabled at level 1

#

The DAP policy contains the following attributes for user:
1241879298@mi 1

1: action = terminate

DAP_TRACE: DAP_open: C91154E8

DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.objectClass.l = top
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.2 = person
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.3 =
organizationalPerson

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.4 = user

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.cn = 1241879298
DAP_TRACE: Username: 1241879298@miT,
aaa.ldap.physicalDeliveryOfficeName = NETADMIN

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.givenName = 1241879298

DAP_TRACE: Username: 1241879298@miT, aaa.ldap.

CN=1241879298,CN=Users,DC=ggsgseclab,DC=org

distinguishedName =

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.instanceType = 4
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenCreated =
20070626163734.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenChanged =
20070718151143.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.displayName = 1241879298
DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.uSNCreated = 33691
DAP_TRACE: Username: 1241879298@mi1, aaa.ldap.memberOf = DnsAdmins
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.uSNChanged = 53274
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.department = NETADMIN
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.name = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectGUID =

B Y ST S

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userAccountControl =
328192

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPwdCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.codePage = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.countryCode = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPasswordTime = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogoff = 0O
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogon = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.pwdLastSet =
128273494546718750

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.primaryGroupID = 513
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userParameters = m:

d.
DAP_TRACE: Username:
DAP_TRACE: Username:
9223372036854775807

1241879298@mi1, aaa.
1241879298@mi1, aaa.

ldap.
ldap.

objectSid = ..
accountExpires =

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.logonCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountName =
1241879298

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountType =
805306368

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userPrincipalName =
1241879298@mi 1

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectCategory =
CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org




DAP_TRACE: Username: 1241879298@mil, aaa.ldap.msNPAllowDialin = TRUE
DAP_TRACE: Username: 1241879298@miTl, aaa.cisco.username =

1241879298@mi 1
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
"person";
DAP_TRACE:
"organizationalPerson";

DAP_TRACE: dap_add_to_Tlua_tree:

nusern;

DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE:

Username: 1241879298@miT, aaa.cisco.tunnelgroup
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:

= CAC-USERS
aaa["1dap"]["objectClass"]["1"] = "top";
aaa["1dap"]["objectClass"]["2"] =

aaa["1dap"]["objectClass"]["3"] =

aaa["1dap"]["objectClass"]["4"]

aaa["Tdap"]["cn"] = "1241879298";

dap_add_to_lua_tree:aaa["Tdap"]["physicalDeliveryOfficeName"] =

"NETADMIN";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

aaa["1dap"]["givenName"] = "1241879298";
aaa["1dap"]["distinguishedName"] =

"CN=1241879298,(N=Users,DC=ggsgseclab,DC=0rg";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

"20070626163734.02";

DAP_TRACE: dap_add_to_Tlua_tree:

"20070718151143.0Z2";

DAP_TRACE: dap_add_to_Tua_tree:

"1241879298";
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
binary data
DAP_TRACE:
"328192";
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
"128273494546718750";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

binary data

DAP_TRACE: dap_add_to_Tlua_tree:

data

DAP_TRACE: dap_add_to_Tlua_tree:

"9223372036854775807";

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

"1241879298";

DAP_TRACE: dap_add_to_Tua_tree:

"805306368";

DAP_TRACE: dap_add_to_Tua_tree:

"1241879298@mi1";

DAP_TRACE: dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

aaa["ldap"]["instanceType"] = "4";
aaa["1dap"]["whenCreated"] =

aaal["1dap"]["whenChanged"]

aaa["1dap"]["dispTayName"]

aaa["1dap"]["uSNCreated"] = "33691";
aaa["ldap"]["memberOf"] = "DnsAdmins";
aaa["1dap"]["uSNChanged"] = "53274";
aaa["1dap"]["department"] = "NETADMIN";
aaa["1dap"]["name"] = "1241879298";
aaa["1dap"]["objectGUID"] contains

aaa["1dap"]["userAccountControl"] =
aaa["ldap"]["badPwdCount"] = "0";
aaa["1dap"]["codePage"] = "0";
aaa["1dap"]["countryCode"] = "0";
aaa["1dap"]["badPasswordTime"] = "0";
aaa["ldap"]["lastLogoff"] = "0";
aaa["1dap"]["1astLogon"] = "0";
aaa["1dap"]["pwdLastSet"] =

aaa["1dap"]["primaryGroupID"] = "513";
aaa["1dap"]["userParameters"] contains

aaa["1dap"]["objectSid"] contains binary
aaa["1dap"]["accountExpires"] =

aaa["1dap"]["1ogonCount"] = "0";
aaa["1dap"]["sAMAccountName"] =

aaa["1dap"]["sAMAccountType"] =
aaa["ldap"]["userPrincipalName"] =

aaa["1dap"]["objectCategory"] =

"CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

"1241879298@mi1";

aaa["1dap"]["msNPATlowDialin"] = "TRUE";
aaa["cisco"]["username"] =

DAP_TRACE: Username: 1241879298@miT1, Selected DAPs:




DAP_TRACE: dap_request: memory usage = 33%
DAP_TRACE: dap_process_selected_daps: selected 0 records
DAP_TRACE: Username: 1241879298@mil, dap_aggregate_attr: rec_count = 1
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CRYPTO_PKI: Found a suitable authenticated trustpoint
ASDM_TrustPointll.

CRYPTO_PKI: Allocated OCSP data handle Oxca2d27b8

CRYPTO_PKI: Certificate validation: Successful, status: 0. Attempting
to retrieve revocation status if necessary

CRYPTO_PKI: status = 0: poll revocation status

CRYPTO_PKI: Attempting to find OCSP override for peer cert: serial
number: OF192B, subject name:

cn=MCGINTY.JIMMY.1160139435,0u=USN, ou=PKI,ou=DoD,0=U.S.
Government,c=US, issuer_name: cn=DOD JITC EMAIL CA-

15, 0u=PKI,ou=DoD,0=U.S. Government,c=US.

CRYPTO_PKI: Processing map rules for SSL.

CRYPTO_PKI: Processing map SSL sequence 20...

CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=MCGINTY.JIMMY.1160139435, o0u=USN, ou=PKI, ou=DoD,o0=U.S.
Government,c=US, map rule: subject-name ne ""

CRYPTO_PKI: Peer cert has been authorized by map: SSL sequence: 20.
CRYPTO_PKI: Found OCSP override match. Override URL:
http://198.154.68.90, Override trustpoint: ASDM_TrustPointl2
CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()

CRYPTO_PKI: Destroying OCSP data handle Oxca2d27b8

Crypto CA thread sleeps!

CRYPTO_PKI: Attempting to find tunnel group for cert with serial
number: O0F192B, subject name:

cn=MCGINTY.JIMMY.1160139435,0u=USN, ou=PKI,ou=DoD,0=U.S.
Government,c=US, issuer_name: cn=DOD JITC EMAIL CA-

15, 0u=PKI,ou=DoD,0=U.S. Government,c=US.

CRYPTO_PKI: Processing map rules for DefaultCertificateMap.
CRYPTO_PKI: Processing map DefaultCertificateMap sequence 10...
CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=MCGINTY.JIMMY.1160139435, o0u=USN, ou=PKI, ou=DoD,o0=U.S.




Government,c=US, map rule: subject-name ne
CRYPTO_PKI: Peer cert has been authorized by map: DefaultCertificateMap
sequence: 10.

CRYPTO_PKI: Ignoring match on map DefaultCertificateMap, index 10 for
WebVPN group map processing. No tunnel group is configured.

CRYPTO_PKI: Peer cert could not be authorized with map:
DefaultCertificateMap.

CRYPTO_PKI: Processing map rules for SSL.

CRYPTO_PKI: Processing map SSL sequence 20...

CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=MCGINTY.JIMMY.1160139435, ou=USN, ou=PKI, ou=DoD,o0=U.S.
Government,c=US, map rule: subject-name ne ""

CRYPTO_PKI: Peer cert has been authorized by map: SSL sequence: 20.
CRYPTO_PKI: Ignoring match on map SSL, index 20 for WebVPN group map
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map rule: subject-name ne
CRYPTO_PKI: Peer cert has been authorized by map: DefaultCertificateMap
sequence: 10.

Tunnel Group Match on map DefaultCertificateMap sequence # 10.

Group name is CAC-USERS

CRYPTO_PKI: Checking to see if an identical cert is

already in the database...

CRYPTO_PKI: Tooking for cert in handle=2467668, digest=

CRYPTO_PKI: Cert record not found, returning E_NOT_FOUND

CRYPTO_PKI: Cert not found in database.

CRYPTO_PKI: Looking for suitable trustpoints...

CRYPTO_PKI: Found a suitable authenticated trustpoint trustpointO.
CRYPTO_PKI: Certificate validation: Successful, status: 0. Attempting
to retrieve revocation status if necessary

CRYPTO_PKI: Attempting to find OCSP override for peer cert: serial
number: 2FB5FC74000000000035, subject name: cn=Ethan
Hunt,ou=MIL,dc=ggsgseclab,dc=org, issuer_name:
cn=ggsgseclab,dc=ggsgseclab,dc=org.

CRYPTO_PKI: Processing map rules for DefaultCertificateMap.

CRYPTO_PKI: Processing map DefaultCertificateMap sequence 10...
CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=Ethan Hunt,ou=MIL,dc=ggsgseclab,dc=org, map rule: subject-name

ne "".

CRYPTO_PKI: Peer cert has been authorized by map: DefaultCertificateMap
sequence: 10.

CRYPTO_PKI: Found OCSP override match. Override URL:
http://ocsp.disa.mil, Override trustpoint: OCSP

CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()

CRYPTO_PKI: Found a subject match

ERROR: Certificate validation failed, Certificate is revoked, serial
number: 2FB5FC74000000000035, subject name: cn=Ethan
Hunt,ou=MIL,dc=ggsgseclab,dc=org

CRYPTO_PKI: Certificate not validated
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L., Wap Ciscojan-2 3 labr at . com, 'O =labe st DT =com

CovmCion  Brown e Optiom  (Rilties Hele
1= Do=tabast, Dl Expanding base "CN=Clark Kenl OU=MIL.DC=labraLDC=cam". . ¢
ChisPitiry, DoT mslnbor o, DS mecom e suf €03 fnufl)
Chieel] g Ry, DD wilifor it D wr e Matched DMs:
=Dy Doy oS, D wlabe o, DD oo iGetting 1 entries:
el ormign el yPrmoipal O wlabe ok, [ woon 3 Dns CNeClark Kem, OU =MEL DC=tabrat DCEcaim

e rgrsteiactg, Dol wiader gt DT engoim o ﬂﬂdtﬁtllﬂ-ﬂ; 0 persomn; erganization alferaon; user

Chissd st oond, DOmlsbe sk, Do saton 13 cn; Clark Kenl:
=5 O el Do b it T iy T3 s Kend!
= Rk Kk O I DNC slibor st D ciom 17 phyaicalDelberyOiliceName; Welcome 1o LDAPIE
Mo childenn 23 unerCenificate: {ldp: Hinary Mob>; <ldp: Binary Blab>:
CRiaEthan Hund O bl 00T alabs ok Delagom 1% gluen.ﬂum: Clark:

Pt e Pk Ol kel Celmbsba st Delmoomn 13 distinguishedName: CH=Clark Kent, 0L =MIL.DC=labrat.DC=cam;
3 Gt s Comigbr gl [T ey T instanceType: Ded = [ 1T_WRITE |

1 o, D manof, 12 whenCrented: A6/ 32006 12°50:21 Eastern Standard Thme Eastern Daglight Time:
Chim Sibern, Dl wlab it D miom 1> whenChanged: DEf2 12006 ¥ 3:31:54 Eastern Standard Time Eastern Daylight Time;
Chimctiast, DCmlate af, [ 1 dlsplayName: Clark Kent
“Hes s, D mlofbrgd Dl miom 1% sSHNCreated: T4072:

[ Fror gt DriZorms, [0 miabe gt D mecar 13 uSNChanged: 14701;
D= Oensrrs Tones, DN slabe.st DO oo 12 peame; Clark Kent:
Wl oo ey, D i B G 1 13 ohjectGUID: 8403542l 2a-dlee-3531-3240c2 Bocli 9;

1% uscrhccountControl: Tl B2040 = [ UF_NORAMAL_ACCOUNT | UF_DONT_EXPIRE_PASSWD

1> badPealCount: 12

13 cadePage: 0

13 cnsniryCade: O]

1 brdPaaswardTime: 061 AR2006 15:19:36 Esstern Standard Time Esstemn Daylight Thme:
13 lastogodf: BIATTEEDT 0000200 LINC

T lagtiegon: BETT 2006 16:28:44 Esstern Standard Tine Eastern Daylight Time:
1> pwilastSer BRI 2006 12:50:21 Eastem Standard Time Eastern Dayilght Time:
13 primanyGroupio; 513;

1 userParameters: ms i ;

1> phjectSid: 5-1-5-21-3541 460264-2 450291 B25- 10399 09643-1115;

1 sceaunExpies: 03 4/30828 B2 4005 LUNC

1> logonCount: 11;

1> sAMAccounIName: 12345676 1

1 shbbccountType: BOS306 168

13 usedPrincipaMame: | 23456 TRTO@ abrat.cam;

13 ahisciCategony: CH=PerganCN=Schema CH=Configuration. D C=labral DE =cam;
1> maNPAHrwHalin: TRUE:

1> mail: Clark Kent@iabrat.com;
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C:\Documents and Settings\Al1l Users\Application Data\Cisco\Cisco
AnyConnect VPN Client\Profile

CHE EHAHIE 2t 26t AAIR

1. AnyConnectProfile.tmpl€ ME435l 1 Notepad(HZ2 &) 2 Tt L|Ct
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Cisco AnyConnect VPN 22}0|HE T 21l XML ot o| MZ Q|L|c}.

<ttroot>

xm version="1.0" encodi ng="UTF- 8"

- - <AnyConnectProfile xm ns="http://schemas. xm soap. or g/ encodi ng/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"

xsi : schemaLocati on="http://schenmas. xm soap. or g/ encodi ng/
AnyConnect Profil e. xsd">

!-—- The ClientInitialization section represents global settings !--- for the client. In some cases, ft

<Clientlnitialization>

!--- The Start Before Logon feature can be used to activate !--- the VPN as part of the logon sequence

-—>

<UseSt ar t Bef or eLogon User Control | abl e="f al se">f al se</ UseSt art Bef oreLogon>

I--- This control enables an administrator to have a one time !--- message displayed prior to a users

<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>

I-- This section enables the definition of various attributes !--- that can be used to refine client ce




<CertificateiMatch>

!--- Certificate Distinguished Name matching allows !--- for exact match criteria in the choosing of a¢

- <Di stingui shedName>

- <Di stingui shedNaneDefinition Operator="Equal" W] dcard="Di sabl ed">
<Name>| SSUER- CN</ Nane>

<Pat t er n>DoD- | ssuer - ABC</ Pat t er n>

</ Di sti ngui shedNanmeDefi ni ti on>

</ Di sti ngui shedName>

</CertificateMatch>

</Clientlnitialization>

I-- This section contains the 1ist of hosts from which !--- the user is able to select.

<ServerlList>

!I--- This is the data needed to attempt a connection to !--- a specific host.

-—>

<Host Entry>

<Host Nanme>host - 02</ Host Nane>

<Host Addr ess>host - 02. dod. gov</ Host Addr ess>
</ Host Entry>

- <HostEntry>

<Host Nanme>host - 01</ Host Nane>

<Host Addr ess>192. 168. 1. 1</ Host Addr ess>

</ Host Entry>

</ ServerLi st>

</ AnyConnect Profil e>
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