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CHE2 2 UBELICE same-security-traffic B2 AL 5H0{ EEHE 0| S LU QIEHO|AR E0{21 L}
75 HEF Lt

ci scoasa(confi g) #same-security-traffic permit intra-interface

ME T ME
2T MY

ol Au|aeiolME Alst7| Mol ot g 2dE §Fst= Z0| E&LICH

. 515 ASA Security Appliancei= Release 9.x& A& 35H0F & LICt.

. Cisco AnyConnect VPN Client 3.x&11: AnyConnect VPN 22I0|21E T{7|X| C}RZE
(anyconnect-win*.pkg) Cisco 2L E Q|04 CI2 2 E(SFE 122 3lE) AnyConnect VPN £2+0[¢4
EE Cisco ASA EciA| HZ 2|0l SALEFLICE o] EEiA| [HIEEI“ ASA2t SSL VPN eddE M

M5t7| @5 ¥4 AL A AFE ol ChR2EEELICH AtAIEH LHE2 ASA | 80|M 710|E
9| AnyConnect VPN Z2t0|HE AZ MME FZStAAIR,

ABEIE 78 24

ol EMel &

0
rr

Ct

Ojo

AZEL|0] L FEHNO HHE 7|P2 2 FLIC

r

- AT EQ|0{ HT 9.1(2)2 A& 35t= Cisco 5500 Series ASA

- Windows 3.1.05152& Cisco AnyConnect SSL VPN £2}0|1E M

. X|#El= VPN 3¢ &2l Cisco ASA SeriesOi| [}2} X|#El= OSE_A#5H= PC.

. Cisco ASDM(Adaptive Security Device Manager) %1 7.1(6)
Ol EMo| HEE= 5§ # #32o| C|HI0|AE EOHE HYEIRELICE ol EM0| AAEEl 2& ClHL
OlA= Z7|3HEl(7|2) ZI|ado|MHMe 2 AR ERIELICH 2 HIEXF It 28 &2l d¢ 2E
B o| EAH el J&Z 0|2 =X|5tA|Z| v LICt

i3 EE

@)

Cisco AnyConnect VPN CIient._ HE MEXIE Il 2ot o{E2to|d A0l CHEF 2ot SSL &S

—_==
RIZELICk OlFiof LIl F2f0leist ¢1o™ &2 NBAE SSL VPN LS si8 sz & 2
£ OlE{E| 0|4 ] HEfR X0l IP FAE QJHELICH 2ot ofE 20|91 AT} BICIEIME = P AL

XI ot2 A2 hitp:/t L ntpsu, AS K= FA0 URLS U=A5HOF & LICH hitps://

URLE /25101 HEfRX{7t sHE CIE{H|o[Aof AZE[n 2701 3{710] EAIE/LICE. AFEXIIF 2
229/ LI5S SF510 Bof 0{EC0/2ATF BCI0[MET ER8 ASAIE A HsH 217 Z#F
E{o| 2% M|t Yx|ot= BEIO/HEE CHR2ECEfLIC 22 F BEI0/HEE AHAIE "”X/
5t T&5tH Eot SSL 1S AT ¢iZ0| ZSEEF ICHE R X/ E[7Lf /TfEOE MHEL]
CHE R 0{ZE}0[2iA F&of [If2f CFE). 0| &of Mx|El ZEf0/HEC| BR AFEXLI} CIE6HEH 2
Ot 0{Z2}0[2IA = SCI0|HE S| =& H{AE 2 l5t 1 ERof [fcf SCF0/21EE %JEJIO/’: gt
CHEEF0IHETF EOF 0{Z2F0[2IA9F SSL VPN 9142 2/AME i TLS(Transport Layer
Security) 01 94Z35f 11 DTLS(Datagram Transport Layer Security) = AF&EfLIC}. DTLSE & SSL
0#7*'-'—/‘ 2HEE HO[EIA| & CHIE EXE g X[5f 0 mZ! X[dof BIZfEF AA[ZF of & E’/77’/0/"=/°/ &
s= & AIZLICH AnyConnect ZCI0|IEE 2ot 0{Z2L0/IAVM CIREEE 2 Q1T AlA
g 22X 7 HE PCo| =82 =2 MX[g = AU&LICt. ZEI0/PEE +852 2 ""X/‘f gheoff
E// Bt XtAMlEt L& 2 Cisco AnvConnect Secure Mobility Client 22X} HBME & T 5 AAI2. 2 oF



https://software.cisco.com/download/home/286281283/type/282364313
/content/en/us/td/docs/security/asa/asa914/configuration/vpn/asa-914-vpn-config/vpn-anyconnect.html
/content/en/us/td/docs/security/asa/asa914/configuration/vpn/asa-914-vpn-config/vpn-anyconnect.html
/content/en/us/td/docs/security/asa/asa914/configuration/vpn/asa-914-vpn-config/vpn-anyconnect.html
/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html#pgfId-213802
/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html#pgfId-213802
/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html#pgfId-213802
/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html#pgfId-213802
/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html#pgfId-213802
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10.html

01FBH0IPIA L PIZIS MESH= MG 28 FA T ASAF OF S40f 1j2t F2+0/9EE

C}22CEfLc, F20/9IEE AHEOZ [}2 2L 5E 8 HoF 0fZ20/0IAE P& ALY, 217
AFSA0IH ZEHOIPIE C}H2ZE of 28 B HAIXIE EAISGHE S FLE = USLICH $X19 Z
2 A8XI SEFSIX| &8 TR Azt X1t 7]z $0f Z210|1E & 22 =5t AHLF 229 HO]X]

E EAISHE S Hot 0{Z210/9IAE T4 £ Qe LICk A T: 0] 240 ALSE ofi= IPv4E ALE
BILIC}. IPv6 U-turn EEfElo] Z2 EtAl= SYstX|BH IPva CHA! IPve T8 Atgetict.U-turn
#2Z M A ECHE] T &o ysiol= o £ ol Ms= sls8 57| I B
7} EAIEILICL AT O] HofM ALSE/= H2iof CHE AMIE LIS 22 B2 AX oL HE
A8t &IAI2.Stick 1|22 o[Mo] & 2IE{ VPNE AnyConnect VPN &£} 0[21E
O£ 9] CHolofa 0] BAMolAE of HIERT TS AEEtLICH

PC with Cisco Anyconnect
WPHN Client

Qutside network
1721610

Tunnel I[P
192.168.1.0 192 168101

i

Inside network

10.77.241.128
Client to ASA Tunnel Some Wehserver
Client to Internet via ASA Tunnel In the internet
Internet 10.22.2

ASDM ZI2|A 7.1(6)& AF&3tE= ASA BIEIA 9.1(2) 2T/ 8 o/fd0] BAofiE CIE{H 0|4 741]
adjo|Mat g2 7|2 #Hu(adjoj&o] o0 22 £ M M2 &S Etotn 7FEELICH A 1
ASDMOJA ASAE P& E + QUT & 512{0H 22| HHAL FEE A Z5HAAIL.2f1: EEIA 8.0(2)
0/&tollA| ASAE 2/ QIE|H|0|A 0 ZE 4430/ 4 &2/0/21E2|A SSL VPN(WebVPN) A4 &
ASDM 2| MiE SAlof x|&ELICt. &EIA 8.0(2) OIF HEMAME ZE HEE HE G X A=
Bt 52/3F ASA 2IE{H|0[A 0| A WebVPN % ASDMS &&81 8 + & L|Ct. XLAEFH LIS
ASAS| 52/8t QIE{H|0|A 0| M & 418l El ASDM 2 WebVPNS 2l =51 &I A|2.ASA0A A Elof
SSL VPNE T74&3512{HH OIS BHAHIE 22 5HAIL.

1. ﬁ’il'/ Configuration > Device Setup > Interfaces E-J Enable traffic between two or more hosts connected to the

same interface SSL VPN E2HE/0] 5 Y8F CIEHEHO|AZ E0{2 1 LIJIEE 552171 = OIEF

% ﬁﬂ{E’LL—/ElL. gé/Apply.



https://www.cisco.com/c/ko_kr/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/admin_management.html
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/admin_management.html
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/admin_management.html
https://www.cisco.com/c/ko_kr/support/docs/security/adaptive-security-device-manager/118842-technote-asdm-00.html

[ Canfauration > bevice setup > Interfaces o

Inetfacs zme Srake &L;t';;'f [P Address ;";'::2?;? aroup Type [#I
Gigabitethemetoji —|oside | Enabled | Di72.06.1.1 s || A
GigabitEthernetiyf inside Enablzd 100 10.77 221142 Z55.2585.0295.192 Hardwizre

SigabitEthernstnz Ciszbled Hardwiare L
GigabitEtherneznf3 Cisabled Hardwzra

Managementiyo mamt Ciszblad o HardwaraMd

4 | (2]} | "

|| Enable traffic betwesn buo o more iskerfaces which sre configured with same seeurnity vk

[ [#] Enasle braffic betwesn twa or more hosts connected ko the same htvf‘uct:]

[| sk [ Faset ]

S&2 CLI x|z o]4:

ciscoasa(config) #same-security-traffic permit intra-interface
2. A'/ Conflguratlon > Remote Access VPN > Network (Client) Access > Address Assignment > Address Pools >
Add IP &£ Z2 44352757 vpnpool.

(B Add IPv4 Pool ==

Mame: wpnpool

Starting IP Address: 192.168.10.1

Ending IP Address:  192.165.10.254

&)

Subnet Mask:

| oK, | | iZancel | | Help |

. -
3. 28l apply. & BF CLI T[22 0] A:
ciscoasa(config)#ip local pool vpnpool 192.168.10.1-192.168.10.254 mask 255.255.255.0
4. WebVPNE E'!""'I.-CE/L BtL[C}. 154 configuration > Remote Access VPN > Network (Client) Access > SSL VPN
Connection Profiles £/ OILE//()?’/ Access Interfaces, %"O/E'Lg EEI°"L/E/L Allow Access —’Enable DTLS .9/
._/Efﬂf/O//_&'g %’L—/Ef &e °/' Enable Cisco AnyConnect VPN Client access on the interfaces selected in the
table below 2% PIE{H[O[A0A1 SSL VPNE & &3t5f2{0 B QIEtS AMEHEfLICT.



[l:unr rakiom > Remobe Access ¥PM = Nelwork (Client} Access = AnyConnecl Eme:l:inn:l’ml'iuj |

The securicy applance automaticaly deploys the Cisco ArreConmed: WPH Clent bo remobe usars upon connecton, The initial disnt daployment requires end-usar
admiristrative rights. The Cisco AnvwConnect WP Client supports IPsec (IKEwZ) burnel as wel a5 550 tunn=l with Dsbagram Transpart Layer Secority (DTLS) tunneling
opkions.

Aecess Interfaces
7| Enzblks Gsco AryConnect Y Ciant access on tha inkerfaces selecked in tha bable bakw
SEL acoess musk be enabled IF you ko AryConnect cliank to be launchad from a Browssr (Wel Launch]

551 Aooess 1Psec (IKEvE) Access
[rterfaos 5
Allow Aocoss Enable CTLS Al Acoess Enable Clien: Services Device Certfizate ... |
[[outsude Fl L] 1 Port Settngs ... |
nsde || T

gé/ Apply.ﬁ’s—'y Configuration > Remote Access VPN > Network (Client) Access > Anyconnect Client Software >
Add 2 2/0f ZHo| ASAS| ZEHA| |2 2[0{A{ Cisco AnyConnect VPN ZC2}0/21E O[O|X|E F
JFefLict.

r _
0 UPIosd M52 e —— S

IUpload a file from local computer ta Flash File syskem on the device, The upload process might take a Few minutes,
Plzase wait for the operation to Finish,

Local File Path: _C:'I,Llsers'l,jn:usemed'I,Desktnp'l,anycnnnect-win-S.1.05152-k'9.pkg ’ Browse Local Files, .. ]

Flash File Syskem Path; :diskﬂi,l'an';.fcnnnect-win-S. 1 .D5152-k'§l.p|%g‘| - ’ Browese Flash, .. ]

[ Ipload File ]’ Close ][ Help ]

H v . IF T
T@ Add AnyConnect Client Image
anyConnect Image: anycnnnect-win-S.1.05152-k9.|:|k|ji . | Browse Flash. .. |
| Upload. .. |

1]

Regular expression to match user-agent

| Ik ] | Cancel | | Help |

552 cLI #Hm/ad|o|M:
ciscoasa (config) #webvpn
ciscoasa (config-webvpn) #enable outside
ciscoasa (config-webvpn) #anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1
ciscoasa (config-webvpn) #tunnel-group-list enable
ciscoasa (config-webvpn) #anyconnect enable
.38 B2 FHELIC ME Configuration > Remote Access VPN > Network (Client) Access > Group
Policies LI 2 & HAES M A5215 clientgroup. OF2H General Ef0f/A{ ssL vpPN client B Z2 &£

Z2Z WebVPNE & &3toic{td g 0Igts MEfEfLIC.
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O/ advanced > Split Tunneling £, 2724 Tunnel All Networks 2 OF E{IE &6l 4 PCol ZE mfZ/E
BHE 7| I3 &3] Policy = ECH2 S S0y MEHELICE

i =« = = e e—e—s— | — e
BT - corra Tha UFH rard wakas i hrraling Aecnn o Fis bas s o mrabanrh o s oan Fasrarfiad fednes brp [arakine Fus [arpar e arssbars b Frieg and Tasdrndt L Rmide.
ERlLLHY
fehearanl
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| e | _—
" BT T [LT8 kel |Iuldﬂm J |
4 Argianrel Chad = = -
1 FakotBE L] O Ptk Lk [ Indurd

&8 CLI izt o]:

ciscoasa (config) #group-policy clientgroup internal
ciscoasa(config) #group-policyclientgroup attributes

ciscoasa (config-group-policy) #vpn-tunnel-protocol ssl-client
ciscoasa (config-group-policy) #split-tunnel-policy tunnelall

6. ﬁE—’;’ Configuration > Remote Access VPN > AAA/Local Users > Local Users > Add Al{ Af—ng 74/@% SO0
29 ssiuser1. &2/ ok Z 21 Apply.

EEIERRD s e~ e e m— i % b’
frieri:] |
B VPN Fofey lsmrrara: erhmar]
Emsimrart ]

Conim Pk |14944444]
ke aullutdadin] g PELHS!
Frouzes Bodindean
lart oma rk H npHees Paless b et BTN, T, Trirad and Comends amae.
Pt Al e Dt rtsrark o, o e o U it e rge
) Nl arras 8T, T, Teirak and Conenis)
Frivisns o]
Prtias Lavsd; =
o CLT kg pavangek For 55H , Tedrasd rid nowesndes (i (ra#l scmes ]
This: csdting b activmonty I sas sathantication hitmoooneoks LR codranand i confinumsid

1 Ma RSO, TSH, Tadnet or Corsale arcam
Thinrettirg iv affe:tve anky  “ass sutharlicsdan hitp corsda LOCAL” and “aes ! e arw

S&EF CLI Tm[a3olM:

ciscoasa (config)#username ssluserl password asdmASA@

7. Bl JE8& F&ELIC HE Configuration > Remote Access VPN > Network (Client) Access > Anyconnect
Connection Profiles > Add /W Ef‘é'l 15% g*ggfa#:fl sslgroup.g—/ Basic ﬂ"oﬂ/wf E/L%J_—’IL éﬁg 7_:_"1-’-7/
ool S52 &g + &LICt e 259 O/ £ ssigroup. OF2H Client Address
Assignment T2 Z= MEVEFLICE. vpnpool 0flAf cClient Address Pools E&LCH2 =5 2JL[CF. Of2H
Default Group Policy, & MAS MEHSFL[CF clientgroup 01/A] Group Policy ESLCF2 S5 2/}




[E] Add AnyConnect Connection Profile

i M Plarmie: 5l
;Q:ed : Lﬂ’l

aliases:

Aukhentication
Method: @ ang ) Certificabe ) Both

A& Server Group: :LOCP.I. r. ! Manage...

Use LOCAL F Server Group Falls

Clierk Address Assignment
DHCP Servers:
@ Mome (T DHCP LInk ) DHCP Subnet

Client Address Paals: |\.l|:|np-3dj 11 Seleck...

client IPv6 Address Pools: |_ Select... |

IPw6 address pool is onhy supported for 531,

Defaulk Group Palicy
zroup Policy: cliantgroup - | Manage. . . '
(Folowing Field & an attribute of the group poficy selected above,)

Jf Enable 550 ¥PN disnt |:|rl:t|:u|:|:||__r2

Of2H Advanced >Group Alias/Group URL E{0flA 28 YE O/E S CIS2 2 XIEEfLICE
sslgroup_users L I oK. 555" CLI ?_'II/JEI/O/@

ciscoasa(config) #tunnel-group sslgroup type remote-access
ciscoasa(config) #tunnel-group sslgroup general-attributes
ciscoasa (config-tunnel-general) #address-pool vpnpool

ciscoasa (config-tunnel-general) #default-group-policy clientgroup
ciscoasa(config-tunnel-general) #exit

ciscoasa(config) #tunnel-group sslgroup webvpn-attributes
ciscoasa (config-tunnel-webvpn) #group-alias sslgroup_users enable

. NAT 74 £15H configuration > Firewall > NAT Rules > Add "Network Object” NAT Rule [If 2fA] LHE L/ E £
FoIM L= ECHEE 2IF IP T4 172.16.1.12 Higrg = 2l&LCt.

e Wiew  Tools  Wizards  Windoes  Help

@ Hame | S, Canfiguration Lﬂ hh1bmmu] h:jsm Qﬂnfrash &Qm kqIﬂ;‘l.=:-:wmd| "'l? Fieka |

Device Lisk S S, = Firewall = MAT Rules [}
% add [§ nebre ¥ correc ocd| - F Edr [ owere |+ § | B OB B - | 0 Frd B Dingean G0 Padiet Traon
i @ | Add MAT Ruls Bnfoa “hetwnrk (hjecs SAT Aules... Ackicns Traradabed Packet
B 172,31 ?'1‘ EeH &1'1’5 z -
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- 25 b Ruks
@PLHL Servers
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+ Licknet Traffe lFiker
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Gzl
Unfied Comemuncations
Advanced
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-] Add Network Cbject ﬁ

Mlarne: u:n!:uj-insil:le
Type: il"-h_atwcurk -
IF Address: 10.77.241.129)
Metmask: 235.255,255.192 -
Description:
MAT =
|| Add Automatic Address Translation Rules
Tvpe: _D';.fnarnic - _.
Translaked Addr: outside E]
Fall through to interface PAT(dest intf):  |inside
| Advanced. .. |
| 2K, | | iZancel | | Help |

e ———— 2 Configuration >
Firewall > NAT Rules > Add "Network Object” NAT Rule [[}2fA 2/F HIEQ/F0AM 2= VPN ECHE O/
OIE IP =4 172.16.1.12 EHEHE = Ql&LCH



{ Edit Network Object

Mame: u:nl:uj-.ﬁ.nycnnne-:l:F'cu:nl|
Type: _Netwnrk
IP Address: 192.168,10.0
Metrnask: 255.255,255.0
Descripkion:

MAT

Translated addr: | outside

|| Add Automatic Address Translation Rules

Type: Dynamic PAT (Hide)

Fall through to interface PAT(dest intf):  |inside
| Advanced. .. |
| Ik | [ Cancel | | Help

*

e

M:

ciscoasa(config)# object network obj-inside
ciscoasa(config-network-object)# subnet 10.77.241.128 255.255.255.192
ciscoasa(config-network-object)# nat (inside,outside) dynamic interface

ciscoasa(config)# object network obj-AnyconnectPool
ciscoasa(config-network-object)# subnet 192.168.10.0 255.255.255.0
ciscoasa(config-network-object)# nat (outside,outside) dynamic interface

CLIS| ASA EE|A 9.1(2) x|z o|M

ciscoasa (config)#show running-config
: Saved

ASA Version 9.1(2)
7
hostname ciscoasa
domain-name default.domain.invalid
enable password SRy2YjIyt7RRXU24 encrypted
names
7
Interface GigabitEthernet0/0
nameif outside
security-level 0
Iip address 172.16.1.1 255.255.255.0
/
Interface GigabitEthernet(0/1
nameif inside

&&3tcLI Zm/zdo]



security-level 100

ip address 10.77.241.142 255.255.255.192
/

Iinterface Management(0/0

shutdown

no nameif

no security-level

no ip address

/

passwd 2KFQnbNIdI.2KYOU encrypted

boot system disk0:/asa802-k8.bin

ftp mode passive

clock timezone IST 5 30

dns server-group DefaultDNS

domain-name default.domain.invalid
same-security-traffic permit intra-interface

!/ -—- Command that permits the SSL VPN traffic to enter and exit the same interface.

object network obj-AnyconnectPool
subnet 192.168.10.0 255.255.255.0
object network obj-inside

subnet 10.77.241.128 255.255.255.192

/-—-- Commands that define the network objects we will use later on the NAT section.

pager lines 24

logging enable

logging asdm informational

mtu inside 1500

mtu outside 1500

ip local pool vpnpool 192.168.10.1-192.168.10.254 mask 255.255.255.0

/-—-- The address pool for the Cisco AnyConnect SSL VPN Clients

no failover

Icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-602.bin

no asdm history enable

arp timeout 14400

nat (inside,outside) source static obj-inside obj-inside destination static
ob7j-AnyconnectPool obj-AnyconnectPool

/-—-- The Manual NAT that prevents the inside network from getting translated
when going to the Anyconnect Pool.

object network obj-AnyconnectPool

nat (outside,outside) dynamic interface
object network obj-inside

nat (inside,outside) dynamic interface

/-——- The Object NAT statements rfor Internet access used by inside users and
Anyconnect Clients.
/-—- Note: Uses an RFC 1918 range for lab setup.

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgco-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00



timeout uauth 0:05:00 absolute
dynamic-access-policy-record Df1tAccessPolicy
http server enable

http 0.0.0.0 0.0.0.0 inside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart
no crypto isakmp nat-traversal
telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat
threat-detection statistics access-1ist
7

class-map inspection _default

match default-inspection-traffic

7

7

policy-map type inspect dns preset_dns_map
pbarameters

message-length maximum 512
policy-map global policy

class inspection _default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

Iinspect nethbios

inspect rsh

inspect rtsp

Inspect skinny

Iinspect esmtp

inspect sqglnet

Iinspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

7

service-policy global policy global
webvpn

enable outside

!/-—- Enable WebVPN on the outside interrface

anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1

/--- Assign an order to the AnyConnect SSL VPN Client image

anyconnect enable

/--- Enable the security appliance to download SVC images to remote computers
tunnel-group-list enable

/-—-- Enable the display of the tunnel-group 1list on the WebVPN Login page



group-policy clientgroup internal
/-—-- Create an internal group policy "clientgroup”

group-policy clientgroup attributes
von-tunnel-protocol ssl-client

/-—- Specify SSIL as a permitted VPN tunneling protocol
split-tunnel-policy tunnelall

/-—- Encrypt all the traffic from the SSIL VPN Clients.

username ssluseril password ZRAWS5jZgFaVds5P. encrypted

/--- Create a user account "ssluserl”

tunnel-group sslgroup type remote-access

/-—- Create a tunnel group "sslgroup” with type as remote access

tunnel-group sslgroup general-attributes
address-pool vpnpool

/--- Associate the address pool vpnpool created
derfault-group-policy clientgroup
/--- Associate the group policy "clientgroup” created

tunnel-group sslgroup webvpn-attributes
group-alias sslgroup users enable

/--- Configure the group alias as sslgroup-users

prompt hostname context
Cryptochecksum:afr3cdbfcdffc07414c4drbd29c5262a9
: end

ciscoasa(config)#

TunnelAll Z1Z/22]/0]440] 2= AnyConnect VPN &2} 0|HE 7+o] B4l S{ELES
= cfojo{=z2Y



PC with Cisco Anyconnect
WPM Client

_—-"'--. :
BEA Tunnel [P

@ _ - 192.168.10.1

1T -i '

Inside network WPM Cllent

10.77.241.128
Client to ASA Tunnel I

B

Dutside network
1721610

SR

Client to other Client via ASA Tunnel

Tunnel [P
192.168.10.2
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A2 38 = Qofof 5t EFEPI ALLE[22LICt ASDM BIE|A 7.1(6)2 AFE3t= ASA &)
2 9.1(2) HI/2 3] 0]4£91EY Configuration > Firewall > NAT Rules > Add NAT Rule Before "Network Object” NAT Rules
et 2% IH|E9/3 (Anyconnect &)0A{ E0{211 & /Et E0fA| C} £ Anyconnect &C}0[2E
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Add NAT Rule

Match Criteria: Criginal Packet

Source Interface: _u:uutsiu:le

Source Address:  obj-AnyconnectPool

Ackion: Translated Packet
Source MAT Type: _Statin:

Source Address: obj-AnyconnectPool

Destination Interface:

Destination Address:

Service!

Destination Address:

autside

obj-AnyconneckPoal

any

obj-AnyconnectPoal

@|@|C

Fall through to interface PAT Service: -- riginal -- [:|
Cptions
|| Enable rule
Translate DNS replies that match this rule
Direction:  Bokh -
Descripkion:
| Ik | l Cancel | | Help
5
&&&t cLI Zmzg)olM:

nat (outside,outside) source static obj-AnyconnectPool obj-AnyconnectPool destination

static obj-AnyconnectPool obj-AnyconnectPool

CLIS| ASA EIEIA 9.1(2) 2T/ 0/M

ciscoasa (config)#show running-config
: Saved

ASA Version 9.1(2)

7

hostname ciscoasa

domain-name default.domain.invalid
enable password SRy2YjIyt7RRXU24 encrypted

names

7

Interface GigabitEthernet0/0

nameif outside

security-level 0

Ip address 172.16.1.1 255.255.255.0
/

Interface GigabitEthernetl/1

nameif inside

security-level 100

Ip address 10.77.241.142 255.255.255.192
/

Interface Management0/0

shutdown

no nameif

no security-level




no ip address

/

passwd 2KFQnbNIdI.2KYOU encrypted

boot system disk0:/asa802-k8.bin

ftp mode passive

clock timezone IST 5 30

dns server-group DefaultDNS

domain-name default.domain.invalid
same-security-traffic permit intra-interface

!/ -—- Command that permits the SSL VPN traffic to enter and exit the same interface.

object network obj-AnyconnectPool
subnet 192.168.10.0 255.255.255.0
object network obj-inside

subnet 10.77.241.128 255.255.255.192

/-—-- Commands that define the network objects we will use later on the NAT section.

pager lines 24

logging enable

logging asdm informational

mtu inside 1500

mtu outside 1500

ip local pool vpnpool 192.168.10.1-192.168.10.254 mask 255.255.255.0

/-—-- The address pool for the Cisco AnyConnect SSL VPN Clients

no failover

Icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-602.bin

no asdm history enable

arp timeout 14400

nat (inside,outside) source static obj-inside obj-inside destination static
ob7j-AnyconnectPool obj-AnyconnectPool

nat (outside,outside) source static obj-AnyconnectPool obj-AnyconnectPool
destination static obj-AnyconnectPool obj-AnyconnectPool

/-—- The Manual NAT statements used so that traffic from the inside network
destined to the Anyconnect Pool and trarfrfic from the Anyconnect Pool destined
to another Client within the same pool does not get translated.

object network obj-AnyconnectPool

nat (outside,outside) dynamic interface
object network obj-inside

nat (inside,outside) dynamic interface

/-——- The Object NAT statements rfor Internet access used by inside users and
Anyconnect Clients.
/-—- Note: Uses an RFC 1918 range for lab setup.

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgco-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute

dynamic-access-policy-record DfltAccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 inside



no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart
no crypto isakmp nat-traversal
telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat
threat-detection statistics access-1ist
7

class-map inspection _default

match default-inspection-traffic

7

7

policy-map type inspect dns preset_dns_map
pbarameters

message-length maximum 512
policy-map global policy

class inspection _default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

Iinspect nethbios

inspect rsh

inspect rtsp

Inspect skinny

Iinspect esmtp

inspect sqglnet

Iinspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

7

service-policy global policy global
webvpn

enable outside

!/-—- Enable WebVPN on the outside interrface

anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1

/--- Assign an order to the AnyConnect SSL VPN Client image

anyconnect enable

/--- Enable the security appliance to download SVC images to remote computers
tunnel-group-list enable

/-—-- Enable the display of the tunnel-group 1list on the WebVPN Login page
group-policy clientgroup internal

/-—-- Create an internal group policy "clientgroup”



group-policy clientgroup attributes
von-tunnel-protocol ssl-client

/-—- Specify SSIL as a permitted VPN tunneling protocol

split-tunnel-policy tunnelall

/-—- Encrypt all the traffic from the SSIL VPN Clients.

username ssluseril password ZRAWS5jZgFaVds5P. encrypted

/-—-- Create a user account "ssluserl”

tunnel-group sslgroup type remote-access

/-—- Create a tunnel group "sslgroup” with type as remote access

tunnel-group sslgroup general-attributes
address-pool vpnpool

/--- Associate the address pool vpnpool created

derfault-group-policy clientgroup

/--- Associate the group policy "clientgroup” created

tunnel-group sslgroup webvpn-attributes
group-alias sslgroup users enable

/--- Configure the group alias as sslgroup-users
prompt hostname context
Cryptochecksum:afr3cdbfcdffc07414c4drbd29c5262a9

s end

ciscoasa (config)#

A i 2! E/'SI2 AnyConnect VPN &2L0/HE 7F S&] ${& =93 cloloizE



PC with Cisco Anyconnect

YPN Client
_---_--
QOutside nebwork e
ASA 172.16.1.0 y
Tunnel IP
182168101
S PC with Cisco Anyconnect
Inside network YWPN Client
10.77.241.128
— Client to ASA Tunnel | -
Client to other Client via ASA Tunnel ]
Internet traffic does no through the tunnel -
Tunnel IP

192.168.10.2

Anyconnect &2} 0|2IE 7Fo| S£I0| ER36t 11 AER! E/E0| AEE|= B¢ F&E ol ECHEo] &
& £ NAT 72/0| = Bt e SLIE 5183517 9ld +& NATE EL5X| &Lct a2
Lt Anyconnect VPN &2 A &2! E{'sl ACLo| Z &fk/o{of g L|C}.0/= Anyconnect &Ef0[21IE I}
T8t AMHIA R AFE ST ME &2 8 + 2lofof 3t /Bl AlLf2|2 2/L|CHASDM &2[4
7.1(6)8 A-835H= ASA ZIE|A 9.1(2) 21T/ 0/4d

1. ﬁE—’;’ Configuration > Remote Access VPN > Network (Client) Access > Address Assignment> Address Pools >
Add IP &4 Z£ 4451299 vpnpool.

[B Add IPvd Pool -

Marne: wpnpool

Starting IP Address; 192.168.10.1

Ending IP Address:  192.165.10.254

CJIE)

Subnet Mask:

| 2K, | | Zancel | | Help |

L -

2. 28 apply. &8 CLI Z1m[Z2 8] 0] M:
ciscoasa(config)#ip local pool vpnpool 192.168.10.1-192.168.10.254 mask 255.255.255.0

3. WebVPN= &83FEfL|CF £1EH configuration > Remote Access VPN > Network (Client) Access > SSL VPN
Connection Profiles 2/ OF2HO Access Interfaces, & OIEFS S 2/8fL|CF Allow Access £/ Enable DTLS 2/
—1’='- E/Efﬂ‘llol/_&'g %’L—/Ef. EEE'L Enable Cisco AnyConnect VPN Client access on the interfaces selected in the
table below 2/ QIE{H|O|A0fA SSL VPNE & &5t5t2{0H 2 QIetS MENELCE.



[l:mr rakiom > Remobe Access ¥PM = Nelwork (Client} Access = AnyConnecl Eme:l:innFmI'Ie:J |

The securicy applance automaticaly deploys the Cisco ArreConmed: WPH Clent bo remobe usars upon connecton, The initial disnt daployment requires end-usar
admiristrative rights. The Cisco AnvwConnect WP Client supports IPsec (IKEwZ) burnel as wel a5 550 tunn=l with Dsbagram Transpart Layer Secority (DTLS) tunneling

apHons.

Aecess Tnterfaces

LIEnEbIB Osoo AryConneck WP Jienc aocess on the inkerfaces selected in the table bekow
SEL acoess musk be enabled IF you ko AryConnect cliank to be launchad from a Browssr (Wel Launch]

551 Aooess 1Psec (IKEvE) Access
[rterfaos 5
Allow Aocoss Enable CTLS Al Acoess Enable Clien: Services Device Certfizate ... |
[[outsude Fl L] 1 Port Settngs ... |
nsde || T

aE"’Apply A'/EH Configuration > Remote Access VPN > Network (Client) Access > Anyconnect Client Software >

Add 2 E/13f ZHo]| ASAS| ZEHA| H| 2 2[01A{ Cisco AnyConnect VPN 22} 0/21E 0[O0/ X[&
ZFEtLict.

rl =
B Uploniimege e ————

IUpload a file From local computer ta Flash File system on the device. The upload process might take a Few minutes,
Please wait for the operation ko Finish,

Local File Path: _::'I,Llsers'l,jl:nsemed'l,Desktnp'l,an';.fn:n:nnnect-win-S. 1.05152-43.pkg ’ Browse Local Files, .. ]
Flash File Svstem Path; :diskﬂi,l'anycnnnect.-win-& 1 .D5152-k'9.p|-;g.| ’ Browse Flash. .. ]
[ Upload File ] ’ Close l [ Help ]

= _— P
T@ Add AnyConnect Client Image

anyConnect Image: anycnnnect-win-S.1.05152-k9.|:|kgi . | Browse Flash. .. |

| Upload. .. |

3]

Regular expression to match user-agent

| Ik ] | Cancel | | Help |

&8 2t CcLI ZHx|ad|o|:

ciscoasa (config) #webvpn

ciscoasa (config-webvpn) #enable outside

ciscoasa (config-webvpn) #anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1
ciscoasa (config-webvpn) #tunnel-group-list enable

ciscoasa (config-webvpn) #anyconnect enable

s gi’;’% ;’Hg"'l—/ﬂf A"'EH Configuration > Remote Access VPN > Network (Client) Access > Group

Policies L2 25 HHE 44 5F21H clientgroup. OF2H General Ef0f/A{ ssL vPN client /& E[= Ef
2 ZZEZZ WebVPNE &351C{H & 0IEHS MEIEfLICT
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S8 2 CLI Hxm[a2olM:
ciscoasa(config) #access-list SPLIt-ACL standard permit 10.77.241.0 255.255.255.0
ciscoasa(config) #access-list SPLIt-ACL standard permit 192.168.10.0 255.255.255.0

ciscoasa(config) #group-policy clientgroup internal
ciscoasa(config) #group-policy clientgroup attributes

ciscoasa (config-group-policy) #vpn-tunnel-protocol ssl-client
ciscoasa (config-group-policy) #split-tunnel-policy tunnelspecified
ciscoasa (config-group-policy) #split-tunnel-network-list SPLIt-ACL

. ﬁ"é"/ Configuration > Remote Access VPN > AAA/Local Users > Local Users > Add /(// /‘f'gxf 77’/’8’% g’g’o;f
29 ssiuser1. &2 ok Z2[12 Apply.

T ﬁ = _NE e e — — E | =5
- bl s e—— — F— - — -
frarii]
B VN Py lrarrara: el
ity e

Lo fuspanih |14944449]

Uir odlmidadin] earg PELHA!

ez B
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Thiv awtting iv affective anty F “ass suthariicstdan hitp conede LOCAL" o “es I ch

S8 CLI im|zdo]M:
ciscoasa(config)#username ssluserl password asdmASA@

. E#é-l 15% ;’S’E’LI—/EIL. ’L'IEJ,I Configuration > Remote Access VPN > Network (Client) Access > Anyconnect
Connection Profiles > Add M E{ed 2§ 4/4/5f21P9 ssigroup. 2/ Basic Ef0AM = CFE I} 22 71L/
JE{/O/’SI 55% _'églgl- _Ié /9/\I/E\L—/EIL. EJLé-I 15-9—/ 0/5% sslgroup.olLE” Client Address
Assignment =& Z2 2 MEHSFLICE vpnpool 01/A] Client Address Pools E&LF2 S5 2/L|Ct. of2H
Default Group Policy, 25 &S AMEHEFLICF clientgroup 0fAf Group Policy EELF2 S5 2/L[CF.



[E] Add AnyConnect Connection Profile

“Advanced
aliases:
Aubhentication
Method: @ ang ) Certificabe ) Both
A& Server Group: LonZAL

fze LOCAL T Server Group Fals

iClier Address Assignment
DHCP Servers:

@ Mome (0 DHCP Link ) DHCP Subnet

Client Address Paals: |\.l|:|n|:ml

Client [Pve Address Pools:

IPw6 address pool is only supported for 530,

Defaulk Group Palicy

Group Folicy: | clientgroup

(Folowing Field i an attrioute of the group policy selected above,)
|| Enable 551 ¥PN dient protocal

e —

Of 2 Advanced > Group Alias/Group URL Ef0lA{ 28 YHE O/E S CISLZ X
ssigroup_users 2/ ok. & &t CLI I/ 0|A:

ciscoasa(config) #tunnel-group sslgroup type remote-access
ciscoasa(config) #tunnel-group sslgroup general-attributes
ciscoasa (config-tunnel-general) #address-pool vpnpool

ciscoasa (config-tunnel-general) #default-group-policy clientgroup
ciscoasa(config-tunnel-general) #exit

ciscoasa(config) #tunnel-group sslgroup webvpn-attributes
ciscoasa (config-tunnel-webvpn) #group-alias sslgroup_users enable

CLIS| ASA El2|A 9.1(2) Z4T|2 3 0/A

ciscoasa (config)#show running-config
: Saved

ASA Version 9.1(2)
7
hostname ciscoasa
domain-name default.domain.invalid
enable password SRy2YjIyt7RRXU24 encrypted
names
7
Interface GigabitEthernetl,/0
nameif outside
security-level 0
ip address 172.16.1.1 255.255.255.0
/
Interface GigabitEthernetl/1
nameif inside
security-level 100
ip address 10.77.241.142 255.255.255.192
/
Interface Management(/0
shutdown
no nameifr
no security-level
no ip address

/

passwd 2KFQOnbNIdI.2KYOU encrypted

L

Select...

Select. ..

Manage. ..




boot system disk0:/asa802-k8.bin

ftp mode passive

clock timezone IST 5 30

dns server-group DefaultDNS

domain-name default.domain.invalid
same-security-traffic permit intra-interface

!/ -—- Command that permits the SSL VPN traffic to enter and exit the same interface.

object network obj-inside
subnet 10.77.241.128 255.255.255.192

/-—-- Commands that define the network objects we will use later on the NAT section.

access-1ist SPLIt-ACL standard permit 10.77.241.0 255.255.255.0
access-1ist SPLIt-ACL standard permit 192.168.10.0 255.255.255.0

/-—- Standard Split-Tunnel ACL that determines the networks that should travel the
Anyconnect tunnel.

pager lines 24

logging enable

logging asdm informational

mtu inside 1500

mtu outside 1500

ip local pool vpnpool 192.168.10.1-192.168.10.254 mask 255.255.255.0

/-—-- The address pool for the Cisco AnyConnect SSL VPN Clients

no failover

Icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-602.bin

no asdm history enable

arp timeout 14400

nat (inside,outside) source static obj-inside obj-inside destination static
ob7j-AnyconnectPool obj-AnyconnectPool

/-—- The Manual NAT that prevents the inside network from getting translated when
going to the Anyconnect Pool

object network obj-inside
nat (inside,outside) dynamic interface

/-——- The Object NAT statements rfor Internet access used by inside users.
/-—- Note: Uses an RFC 1918 range for lab setup.

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgco-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute

dynamic-access-policy-record DfltAccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 inside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

no crypto isakmp nat-traversal

telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat



threat-detection statistics access-1ist
7

class-map inspection _default

match default-inspection-traffic

7

7

policy-map type inspect dns preset_dns_map
pbarameters

message-length maximum 512
policy-map global policy

class inspection _default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

Iinspect nethbios

inspect rsh

inspect rtsp

Inspect skinny

Iinspect esmtp

inspect sqglnet

Iinspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

7

service-policy global policy global
webvpn

enable outside

!/-—- Enable WebVPN on the outside interface

anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1

/--- Assign an order to the AnyConnect SSL VPN Client image

anyconnect enable

/--- Enable the security appliance to download SVC images to remote computers
tunnel-group-list enable

/-—-- Enable the display of the tunnel-group list on the WebVPN Login page
group-policy clientgroup internal

/--- Create an internal group policy "clientgroup”

group-policy clientgroup attributes
von-tunnel-protocol ssl-client

/-—- Specify SSIL as a permitted VPN tunneling protocol



split-tunnel-policy tunnelspecified

/-—- Encrypt only traffic specified on the split-tunnel ACL coming from the SSIL
VPN Clients.

split-tunnel-network-1ist value SPLIt-ACL

/--- Defines the previosly configured ACL to the split-tunnel policy.

username ssluseril password ZRAWS5jZgFaVds5P. encrypted

/--- Create a user account "ssluserl”

tunnel-group sslgroup type remote-access

/-—- Create a tunnel group "sslgroup” with type as remote access

tunnel-group sslgroup general-attributes
address-pool vpnpool

/--- Associate the address pool vpnpool created
derfault-group-policy clientgroup
/--- Associate the group policy "clientgroup” created

tunnel-group sslgroup webvpn-attributes
group-alias sslgroup users enable

/--- Configure the group alias as sslgroup-users

prompt hostname context
Cryptochecksum:afr3cdbfcdffc07414c4drbd29c5262a9
: end

ciscoasa(config)#

ClS= & OI8fL|Ct. gxio) gHi=H 55 5H=x] 2olstzis 0] MMS B85 AIAL.

- show vpn-sessiondb svc - 294 SSL 9340f Lt HEE E AIEfL|C

ciscoasa#show vpn-sessiondb anyconnect

Session Type: SVC

Username : ssluserl Index 212

Assigned IP : 192.168.10.1 Public IP : 192.168.1.1
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAl

Bytes Tx : 194118 Bytes Rx : 197448

Group Policy : clientgroup Tunnel Group : sslgroup

Login Time : 17:12:23 IST Mon Mar 24 2008
Duration : Oh:12m:00s



NAC Result : Unknown
VLAN Mapping : N/A VLAN : none

- show webvpn group-alias - CF &F8F T F0f CHall & E EHES FAIZLICS.
ciscoasa#show webvpn group-alias
Tunnel Group: sslgroup Group Alias: sslgroup users enabled

- ASDM 01| A{ Monitoring > VPN > VPN Statistics > Sessions = = =/6F 0 ASAS/ 84Xl MM & + U&
L/t

@ Cisco ASDM 7.1 for ASA - Demo mode

File ‘iew Tools Wizards Window Help

— = O
@ Home G’ié} iZonfiguration D Monitaring Save @ Refresh |H \_‘:j Fr

Device Lisl_: m] Monitoring = ¥YPMN = ¥YPN Skatistics > Sessions

g Add ﬁ Delete ﬁ Conneck

Find: G0 Type Ackive
------ = 172,731,245, 74:544 3

e 3@ localhost:55000

¥PN T
% VPH Statistics

'fléill:er By danwConneck Client a -- all

5 VP Cluster Loads
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ciscoasa#vpn-sessiondb logoff name ssluserl
Do you want to logoff the VPN session(s)? [confirm] Y
INFO: Number of sessions with name "ssluserl" logged off : 1

ciscoasa#Called vpn remove uauth: success!
webvpn_svc _np tear down: no ACL
webvpn_svc _np tear down: no IPvé ACL



np_svc_destroy_session(0xB000)

Of & 7} X[ 2 vpn-sessiondb logoff anyconnect HEE AF& 501 £ AnyConnect MME ZZ gfL|CH.

debug webvpn anyconnect <1-255> - A‘//’ﬁj% ’é”};’o;f7/ 7Q/5// ’é’/ﬂ/Zf Webvpn O/H,_'//EE x-'//2'3_" ZFI—/E/L.
Ciscoasa#debug webvpn anyconnect 7

CSTP state = HEADER_PROCESSING
http_parse cstp_method()

..input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()

..Ilnput: 'Host: 10.198.16.132"

Processing CSTP header line: 'Host: 10.198.16.132'
webvpn_cstp_parse_request_field()

..input: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 3.1.05152'
Processing CSTP header line: 'User-Agent: Cisco AnyConnect VPN Agent for Windows
3.1.05152"

Setting user-agent to: 'Cisco AnyConnect VPN Agent for Windows 3.1.05152'
webvpn_cstp_parse_request_field()

..input: 'Cookie: webvpn=146E70@20480@567F@50A0DFF04AFC2411E0DD4F681D330922F4B21F60"'
Processing CSTP header line: 'Cookie: webvpn=
146E70@Q20480@567F@50A0DFF04AFC2411E0DD4F681D330922F4B21F60"'

Found WebVPN cookie: 'webvpn=146E70@20480@567F@50A0DFF04AFC2411E0DD4F681D330922F4B21F60"'
WebVPN Cookie: 'webvpn=146E70@20480@567F@50A0DFF04AFC2411E0DD4F681D330922F4B21F60"'
webvpn_cstp_parse_request_field()

..Ilnput: 'X-CSTP-Version: 1'

Processing CSTP header line: 'X-CSTP-Version: 1'
Setting version to '1'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Hostname: WCRSJOW7Pnbc038'

Processing CSTP header line: 'X-CSTP-Hostname: WCRSJOW7Pnbc038'
Setting hostname to: 'WCRSJOW7Pnbc038'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-MTU: 1280'

Processing CSTP header line: 'X-CSTP-MTU: 1280'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Address-Type: IPv6,IPv4d’

Processing CSTP header line: 'X-CSTP-Address-Type: IPv6,IPv4'
webvpn_cstp_parse_request_field()
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Base-MTU: 1300’

Processing CSTP header line: 'X-CSTP-Base-MTU: 1300'
webvpn_cstp_parse_request_field()
webvpn_cstp_parse_request_field()

..Iinput: 'X-CSTP-Full-IPv6-Capability: true'

Processing CSTP header line: 'X-CSTP-Full-IPvé6-Capability: true'
webvpn_cstp_parse_request_field()

..Ilnput: 'X-DTLS-Master-Secret: F1810A764A0646376F7D254202A0A602CF075972F91EAD1
9BB6BE387BB8C6F893BFB49886D47F9A4BE2EA2A030BF620D'

Processing CSTP header line: 'X-DTLS-Master-Secret: F1810A764A0646376F7D254202A0
A602CF075972F91EAD19BB6BE387BB8C6F893BFB49886D47F9A4BE2EA2A030BF620D"'
webvpn_cstp_parse_request_field()

..Ilnput: 'X-DTLS-CipherSuite: AES256-SHA:AES128-SHA:DES-CBC3-SHA:DES-CBC-SHA'
Processing CSTP header line: 'X-DTLS-CipherSuite: AES256-SHA:AES128-SHA:DES-CBC3
-SHA :DES-CBC-SHA'
webvpn_cstp_parse_request_field()

..Iinput: 'X-DTLS-Accept-Encoding: 1zs'

Processing CSTL header line: 'X-DTLS-Accept-Encoding: 1lzs'
webvpn_cstp_parse_request_field()

..Iinput: 'X-DTLS-Header-Pad-Length: 0'
webvpn_cstp_parse_request_field()

..Iinput: 'X-CSTP-Accept-Encoding: lzs,deflate'’

Processing CSTP header line: 'X-CSTP-Accept-Encoding: lzs,deflate’
webvpn_cstp_parse_request_field()

..Ilnput: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'



Processing CSTP header line: 'X-CSTP-Protocol: Copyright (c¢) 2004 Cisco Systems, Inc.'
Validating address: 0.0.0.0

CSTP state = WAIT FOR_ADDRESS

webvpn_cstp_accept_address: 192.168.10.1/255.255.255.0
webvpn_cstp_accept_1ipvé_address: No IPv6 Address

CSTP state = HAVE_ADDRESS

SVC: Sent gratuitous ARP for 192.168.10.1.

SVC: NP setup

np_svc_create_session (0x5000, 0xa930al80, TRUE)
webvpn_svc_np_setup

SVC ACL Name: NULL

SVC ACL ID: -1

vpn_put_uauth success for ip 192.168.10.1!

No SVC ACL

Iphdr=20 base-mtu=1300 def-mtu=1500 conf-mtu=1406

tcp-mss = 1260

path-mtu = 1260 (mss)

mtu = 1260 (path-mtu) - 0(opts) - 5(ssl) - 8(cstp) = 1247
tls-mtu = 1247 (mtu) - 20(mac) = 1227

DTLS Block size = 16

mtu = 1300 (base-mtu) - 20(ip) - 8(udp) - 13(dtlshdr) - 16(dtlsiv) = 1243
mod-mtu = 1243 (mtu) & O0xfff0(complement) = 1232

dtls-mtu = 1232 (mod-mtu) - 1(cdtp) - 20(mac) - 1(pad) = 1210
computed tls-mtu=1227 dtls-mtu=1210 conf-mtu=1406

DTLS enabled for intf=2 (outside)

tls-mtu=1227 dtls-mtu=1210

SVC: adding to sessmgmt

Unable to initiate NAC, NAC might not be enabled or invalid policy
CSTP state = CONNECTED

webvpn_rx_data_cstp

webvpn_rx_data_cstp: got internal message

Unable to initiate NAC, NAC might not be enabled or invalid policy
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