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ATHAH. . CISM SES MMELICE
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ASDM A%}

1. Configuration(Z1Z| 12 0|M)S 22!%t Tt S Properties(54)E = ELICH.

2. Device Administration(C|HIO|A #E[)Z 2F &5t 1 Clock(AlA)2 MHENEFLICE
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sonfiguration = Properties = Device Administration = Clock

- Startup Wizand |4 Clock
¥l ALA Setup
; Arti-Spoating

Lize thiz z=creen to configure the ASA clock.

+ T arp
coaB st Upcate
o2 Client Updste Dste

Time Zone:  |(GMT+D5:30) Calcutta

#-[E) Cerfificate
) iﬁ Device Access December :I S007 -
;I @ Device Adminisiration
- [ Banner
5 Boot ImsyeConic
o |
: "ﬁ Conzole

Lol Sep 5 10 11 12 13 14 15
= Dieylice

-~k FTP Made 1§ 17 18 13 w2 2
[ P Fules
2 Management Acc 22 24 23 2 7 EE o

O wre
- Paggword 30 Y|
- [} Secure Copy

E ShTP

ik SIBMP
sl TFTP Server

User Accourts

Apoly

~Time

o F

Upclate I3

Reszet

HHE o
CiscoASA

Ci scoASA#show clock
16:25:49.580 I ST Fri Dec 28 2007

2E7|. RSA 7| & MM

MAMZEIRSA 271 7|= ASAS| ID HEQF 2
O

=
£ ME X|™E AL83to] 7| 0| S BE ot H A&l ok grLICt

ASDM F#}

1. Configuration(Z1I| 12| 0| )2 E2!%t C}S Properties(54)E =& LICH.

2. Certificate(IBM)E & &5t Key Pair(7| )& MEIELICE.
3. Add(F7hHE ZF=IgfLct

t0d PKCS#10 QIS QXS FAIsHLCt 7| 42 ot
|



Configuration = Propedies = Cedificate = Key Pair
Stariup Wizord -] : Key Pair
* AR Setup ; . .
Con the to be used in cedificales.
&) Anti-Spoofing figure the key pairs in 7
= [ amp
2 suto Update Mote: Operations on this screen ane sppled immediately upon completion and are irreversible,
= Clent Upciate
= &) Certincate
E3 suthentication

Ey Envolimert . | | :
£ Impart Cedificate ey Pak Heme I I Sae I ot

L ng&d‘-d Wil o T LR S
CRFER TR ] I Add Key Pair x|
i Device Acc [l
= 88 Device Admi
) Barner [Tr— " Uza detaul key name

Tz Bocd Ima
% ELI Fron o F:;’:”‘“Tl
£ Clock

B Conzale Size: 1024 -

Bicsosa

@ Device Usage: GeneralPupose  ( Spacisl
g FTP Mioc

b ICMP R

23 Manage:

E:::,w Generate Mow Cancel [ Help |

4. 7| O|§2 Ystn BEHA A 7|& ME4E Ot
71 1024 L}
5. Generate Now(X|Z 44)E S =[EfLICL M8t 7| ‘&2 Key Pair Name(7| 4 0I&) 4o Lt
A z|ofof &fLct.
HHEE of

Reirazh

A 8

0%

S MeEfErLIChAD: ME 7| % 2

il

CiscoASA

Ci sCoOASAtconfigure terminal

Ci scoASA(confi g) #crypto key generate rsa label my.CA.key
modulus 1024

!--- Generates 1024 bit RSA key pair. "label" defines
the name of the key pair. |NFO The name for the keys
will be: my.CA key Keypair generation process begin.
Pl ease wait... ciscoasa(config)#

3EtA. A= x[F MM
AZ| X|HE ASAOIM ALE E CA(RIB 7|EHE MRSt ol Lot
ASDM A%t
1. Configuration(Z1Z| 12 0|M)S E2!%t Tt S Properties(54)E &= ELICH.

2. Certificate(QIBM)E & &t CI2 Trustpoint(&E| X|H)E & & ErLICE.
3. Configuration(Z1I| 22| 0|M)2 MEHEH C}S Add(F7HE SEIELICH



Canfiguration = Properies = Ceéfificate = Trusipaint = Canfiguratian

-7 Startup Wizsrd =] 4 Configuration

o g AAA Setup : " .
Configure & Certificate Autharity (CA) as & trustpoint.

: %ﬂmmllﬂﬂ ' :

=B arp
g Auto Update
2} Cliert Update

- Cerfificate

B Authentication
- £y Envciiment

3 Import Certiticate
H Hey Pair
5}3 fanage Cenifical [relete

= [ Trustpaint -
5 e S—
(5% Export —
& Import

4. O+ 2 FEELICHAR XM o|&: &lZ| X[ o0l 2

Trustpomn Pame Device Certificate Subject

CA Certificate Subject | Add

Edit

A& 8o 2r7d0] lofof FFLict (O

ool ME CA1E ALSELICH)F| ¥2Et Al M UM E 7| ¥ S L=IFLICEH (my.CA key)

5. 45 S50| MEI= x| 2QIFLIC

6. Certificate Parameters® & 2|8 L|C}.Certificate Parameters CH3} 2 X} 7} LFEFSL|C.
7. ““’é."é 2215t O] E|o|E20f| LIYEE &8 FHELICHolg{8t gte +d
2 S50l gt2 MElst D gf2 =dE Ol F£IHE Z=2FLICH

AN - o i S |

J5ted 9 E&C

8. MM gte =

FQDNE =%

Jtet = gels
9. Certificate Parameters(@!3 A Oi7H¥d) CHEt & AF2| Specify FQDN(FQDN X|%
g FQDNzt Zrotof g LCt

LICt.Ol Zf2 CN(¥

=gk

gk o|&

=)0l A2

Attribute Walue
. Cormnean Mane (Ch) CiscoASA cisco.com
) Cormpany Mame (O] Cizoo Systems
Attribate; |- Select Attribuge .- W ad Counlry (C) us
State (Sh Morth Caroling
Nl Location (L)
Ok Cancel Help
2

d) 2eof




@& Certificate Parameters

Erter the walues for the parameters that are to be included in the certil

Subject D

watems C=U%S St=Morth Caroling L=Raleigh

—=ubject Afternative Mame (FRDM)

™ Usze FQDM of the device

[‘F Specify FQDN CiscoldSA cisco.com J

i Usze none

E-rrail;

IP Address:

|_ Include device serial number

0] 4 I Cancel Help

10. &Qls S&|ghuct.
11. 2HHE 7| 40| MEHE|I=X| &Ql5t D =8 S& A8 2iC|2 HES S 2 FLICH
12. OK(&2HE 22!t CI2 Apply(H)E E=I8rLct



% Add Trustpoint Configuration

Trustpoint Mame: [ ICM ]

[~ Generste & zelf-zighed cerificate on enrollment

If thiz option iz enabled, only Key Pair and Cedificate Parameters can be specified.

Enralimert Seftings I Revocation Chec:kl CRL Retrieval F'ElliD':.-'I CRL Retrieval Methn:udl QCEH

Key Pair: [ my CA key 1' shovy Details | Meswy Key Pair ...
Challenge Confirm Challenge
Pazsword: Pazsword: I

Enrollment Mode can only be zpecified if there are no cerificates azzocisted with this trust

Enrollimert Moce

[ﬁ' Uze manual Enrnllment:l

™ Usze automatic enrallmert

Enraollment LRL: hittpo: or I

Fetry Period: |1 minutes
Fetry Count: IIII (Uze 010 indicate unlimited retries)

Cerificate Parameter

04 I Cancel Help

HUF of

CiscoASA

Ci scoASA(confi g) #crypto ca trustpoint CaAl

!--- Creates the trustpoint. Ci sCOASA(confi g-ca-
trust poi nt) #enrollment terminal

I--- Specifies cut and paste enrollment with this
trustpoint. C sCOASA(confi g-ca-trustpoint)#subject-name
CN=wepvpn.cisco.com,OU=TSWEB,

O=Cisco
Systems,C=US, St=North Carolina,L=Raleigh

!--- Defines x.500 distinguished name. Ci sCOASA(confi g-




ca-trust poi nt) #keypair my.CA.key

!--- Specifies key pair generated in Step 2.
Ci scoASA(confi g-ca-trustpoi nt)#£gdn CiscoASA.cisco.com

!--- Specifies subject alternative name (DNS:).
Ci scoASA(confi g- ca-trust poi nt) #exit

487H. QIZN S8 44
ASDM HE#}

1. Configuration(Z1IL| 22| 0| )2 2 =!8t C+= Properties(& )& = & LICH.
2. Certificate(RIEM)E & &35t Enroliment(S5)E M= grL|CH.

3. 3EtAIM MMHE AMZ| X|HO| MEHE|R=X| & QRIS Enroll(S5)2 FR|EILIC IS S
E QHEOIEM MY o2l ghE LIYEst= chat X7 LEEFSLICH

B Enrollment Request

To complete the enrallment process, please paste the followwing PRCS10 enroliment regquest into the
management interface of the CA.

Yo will need to install the cedificate after receiving it.

=0 to Configuration = Properties = Cedificate = Import Cetificate to do =0,

Cettificate Reguest:

hrcHAQECFhtDaxN hOFTOS St aWRBrb W Fphi 5]
AQEEEI TOAMTGIRAOGEALSYNIx1zk
ps E

w2H4 0N i 1 2EH ]
LgMBALGHRIBEE ok -_Ilﬂ-‘lli' SwiBC IJ-I tM=h

ghtDa-M1bOFTOS
gmoBms P
JEJWABVhE YHNicl
gontlZTJ1 1y

———End - Thi=s line not part

Ik

4. PKCS#10 52 Q&S HAE I 28 S XA E CSRE EFAF 22 Y (0dl: Microsoft
CAYM|A| CtS H&toi 2t MEFLIChvpn MO MSE AFE X At SHES AL 35104 CA
MH 172.16.5.10 22 QI&FL|C}



File Edit Miew Favorites  Tools  Help

dm Back - = - @ ﬁ | @_Search (3] Favorites @Media ®| %v 5 g !
Address I@j:http:,l',l'l?l 16.5.1 cerksry)

Enter Metwork Password : ﬂi[

? Fleaze type vour uger name and paszword.

Site: 17216.51

Uszer Mame | YPOM=E!

KKKKKKKﬂ

Faz=zword

Crarmain

[T Save this password in your password list

] 4 Cancel

£ I: CA M2t B7H ASA(vpn AEH)0f| CHEH ALE X HITH 0| U=K| 2215 M A2 .Request a
certificate(21& A %) > advanced certificate request(L2 QISM QH)E 228t =
Submit a certificate request by using a base-64-encoded CMC or PKCS#10 file(base-64 213
= CMC £ PKCS#10 It E AE35l04 Q1M % XM E)8 MEHS 7Lt base-64 Q12T
PKCS#7 It &l& Ar&3to il ¥ & MEBLICH

Address @] hebn:ff172.16.5. 1 feerterviosrtroad.asp -] @6 | Ln

Microsoft Cetifcale Serdces

Advanced Certificate Request

The policy of the CA determines the types of cerificates you can request. Click one of the following oplions to
n mit & is CA

( Submit a certificate request by using 8 base-64-encoded CHWC or PECS #10 file. or submit @ renawal request by um
| & base-6d-encoded PKCS #7 file

Eequest a cerificate for & smart card on behalf of another user by using the smar card certificate enrollment station
Mote: You musi hawe an enrollmend agent cerificate o submd & request on bahal of another wser.

QI YE HHEE SA5t0d Saved Request A E L= of E04€ 1 Submit(XMZ)2 =&




Submit a Certificate Request or Renewal Reguest

To submit a saved request to the CA, paste a base-64-encoded
source (such as aVyveb server) in the Saved Eequest box,

Saved Request:

[ OVNE Lnd po 2 v Lulvh TANEgkghk i 59w0 BAQOF AL} |
Base-64-encoded| |4BfcEd20LChXA0PSL1EbPaEeaCkfN,/ PpomATASGS
cerificate request [DEMEGECu?Ex ]/ K1Z6MxafTwCHE OP TV T 1wgRIGh+

(CMC ar SUx9emhFHpGHnO/ Mp 3£ U0AQ==

PKCS #10 or

PRCS #7: not part of the certificate reguest—--—-—
Kl |

Browse for a file to inserd.

Certificate Template:
PSEC |

Additional Aftributes:

-]
Attributes: -
4] b

submit =
C} Base

Certificate Issued

The certificate you requested was issued to you.

" DER encoded or & Base 64 encoded

s Dowvinload cerfificate
e==xd Donwnload cerificate chain

File Download(T
U CtR2ZE) chgt & XF7F LIEFLFH cert_client_id.cerO|2t= O|1§ 22 XMEELICE ol
ASAO0]| Mx|g ID 213 A LCt




@ Some files can harm pour computer. IF the file information below

zave this file.

File name:; certnew.cer
File tppe:  Secunty Certificate
From: 1721651

&, Thiz type of file could harm your computer if it containz
malicious code.

Wiould you like to open the file aor zave it to pour computer?

Open | Save Cancel tare [nfo

lookz suzpicious, or pou do not fully trust the zource, do not open or

¥ Always ask befare opening this tupe of file

HUF of

CiscoASA

Ci scoASA(confi g) #crypto ca enroll CaAl

!--— Initiates CSR. This is the request to be submitted
!-—- via web or email to the 3rd party vendor. % Start
certificate enrollment .. % The subject nanme in the
certificate will be: CN=C scoASA. ci sco. com OUE=TSVEB,

O=Ci sco Systens, C=US, St=North Carolina, L=Ral ei gh % The
fully-qualified domain nane in the certificate will be:
Ci sCOASA. ci sco. com % I ncl ude the device serial nunber in
the subject nane? [yes/no]: no

!-—— Do not include the device's serial number in the
subject. Display Certificate Request to termnal?
[yes/ no]: yes

!-—-—- Displays the PKCS#10 enrollment request to the
terminal. !--- You will need to copy this from the
terminal to a text !--- file or web text field to submit
to the 3rd party CA. Certificate Request follows:

M | CH CCAYcCAQAWgaAx EDAOBgNVBACTB1JhbGVpZ2gxFz AVBgNVBAGT
Dk5venRo

I ENhc nmBs aWshMQs wCQYDVQQGEWI VUz EWWBQGALUEChIMNQ2I zY28gU3I z
dGvt czEO

MAWGAL UECX MFVFNXRUI x Gz AZBgNVBAMIEniNpc 2Nv YXNhLmNpc 2 Nv Limi\v
bTEhMBBG

CSqGS| b3DQEJAhYSY2] zY29hc2EuY2l zY28uY29t M G MAOGCSqGSI b3
DQEBAQUA

A4GNADCBI QKBgQCnM! 2Vt eHnhi hS1uQ 0+hVWASKnOPpl 6Y/ MMV gBaB
9IMAy Tx5b

Fn886s8F73Wsf QPynBDf BSsej DOnBpFYzKsGF 7TUMB2n2RFaqf y Nx Yt
30MXSNPO

mMLdZ0xJVnRI p9cyQo/ 983pnbPf DD6/ hoOnTkt x0i +1cEXOl uBvh7oKar
gwl DAQAB

o DOWOWYJKoZI hv c NAQk OvB4wl. DAL Bg NVHQ@B EBAMCBa AWHQYDVRORBBYw




FI 1 SY2| z
Y29hc2EuY2l zY28uY29t MAOGCSqGS| b3DQEBBAUAA4GBABr xpY0(q7SeO

Hzf 3yEJq
po6wGtoZpsvpY!l / HenKU aRc783w4BMO5I1 ul | EnHgRgAxr ThQnOB7JPI

bkc2ykkm
bYVRt / wi Kc8Fj pvPpf Okj MKOT3t +HeQ@ 5Q Kx2Y/ vr qs+Hg5SLHpbhj /
Uol13yWCe 0Bzg59cYXqg/ vkoqzV/ t BUACr ---End - This line not
part of the certificate request--- Redisplay enroll nent
request? [yes/no]: no

ci scoasa(config)#

S5 &= X|H 2IF

METE| {2 RE{ 1D QB ME we Fol= o B

ASDM A%}

1. 24 HFE{ol ID IS ME MEFLICH.
2. base64E QAL E QB M7t IHUZE NS E[X| 2E2 B base64 HA|X|E At BHIAE
utloi| g o4go{oF gFLct.
5

3. EEHO| .cer@! TS| O|F 2 HIELICHET: T O|F 0| .cer HYHOZ H

0

™ oel of

.|.
.u.

O|20| ZAIE T2 B M= FE AlZ[o0k BfLICE.
B 2215 |}

4. 915 TS £ ¢ 2
Certificate

General | Details | Certification Path |

bt i
! =-1 Certificate Information

Thi%ertiﬁcate is intended for the following purpose(s):

sEnsures the identity of a remote cormputer
*Proves your identity ko a remote computer
+2,16.840,1,113733.1.7.21

At 71- QlHt Efof

"Windows0il Of Q15 A& BQIgr 4 9l M7t S25tX| 03" HIAIXI7} LIEFLIH O] HxHE
A4 T#sty| Mol ELAl B2 A RE CA = B7H CA QB AE Hojo HLICLYE RE
CAEE 57 CA ABME RO EFAL ZZ UK E= CA BEIRIOH 2ol5tAIAIL.

.I
5. Certificate Path &2 22!&L|C}.

r
6. Y2 E ID 2B M 2lof U= CA CIBEMHE Z=I5t 1 View Certificate(Q1Z M E7)E 2 =2IFL



Certificate

General | Detsils  Certification Path |

—Zertification path

Ciscof5a, cisco,com OU=TSWEE

Yiew Certificate

Certificate status:

This certificate is Ok,

Ct

ik

eF REMIet HE 7t LEEFELICH

.ID 2B Mof| CHEt REM[EF L& S 2B Details& 2

2ErLict

CA

0
Ol

r

Aof| cH



Certificate EE:

ieneral Details |CertiFicatiDn Path I

Shi: -=::;:-.||::=- j
Field Walue -
E'-.-'ersi::un W3
ESErial nurmber &11E ES9E 0000 Q000 0007
Eﬁignature algarithm shalRaa s
Elssuer ZA1, TaWeb, cisco, com
E'-.-'aliu:l From Saturday, December 15, 2007...
E'-.-'alil:l ko Monday, December 14, 2009 ..,
ESuhject CiscofSs, cisco,com OU=T3W, .,
[FPublic key RS54 (1024 Eits) hd

Edit Properkies. .. iZopy ko File, ..

ik,

8. 1D PIE ME Mx|5t7| Foil CA MEH{O|A CA RIS AME CRE =304 ASA0| Adx|aHoF &Lt
.CA10|2IE= CA MHOAM CA QIZMHE CIRZE5tEdH CI HHE 2FZ EfL/C.vpn Ao
MBE AIZX XA SHS ALE6104 CA A 172.16.5.10]| 22 1&L|CH



a about:blank - Microsoft Internet Explorer

File Edit Miew Favorites Tools  Help

kg Back = £3 = |ﬂ @ h:‘] | }-_J Search f? Favarites &= | (
fddress @] hitp:/{172.16.5.1 certsry

Connect ko 172.16.5.1

[

1 '.I

Connecting bo 172.16.5.1

User name: € wprserver i | o |

Password: TTITIIL

[ Remember my password

QK I Zancel

Download a CA
certificate, certificate chain or CRL(CA 2I& A, 218 A #|¢! E= CRL CIREE)E /8 Ct
= Base 64 ZIC|2 HE S MEI5to{ QIFE Y E X[ LICt.Download CA certificate(CA

elEM ORr2E)E =




Download a CA Cerdificate, Certificate Chain, or CRL

[0 trust certificates issued from this certification authority, install this CA cer

[0 download a CA certificate, certificate chain, or CEL, select the certificate

CA certificate:

rncoding method:

.............................

Download CA cerdificate ]

Download CA cedtificate chain

Download latest base CRL

Download latest delta CEL

certnew.cerct= O|ES 2 CA QIEME AFEH HEFLLCH

Do you want to open or save this file?

Mame: certnew.cer
Type: Security Certificate, 1.64 KB
From: 172.16.5.1

'.'.e-..-».g'!-..

Open Save

While files from the [nternet can be ugeful, thig fle type can
o potentially harm your computer. [F you do nat truzt the source, do not

open of zave thiz zoftware, What's the nsk?

9. CA IZBME K&t fIxIE &&LC.

10. HEE I 22 HAE HE7J|IE TS YLICH (T YUS 01RA LEFR H
Send To(2L{7]) > Notepad(H 2 &) E MEELICH)

11. baseb4 2 QI E HA|X|= CHg 0|0|X|Q] Q1B Mt RASHAH E A|Z[o{ofF &LCt

rim

oz 2851



12.
13.
14.
15.
16.

] certnew.cer - Notepad

File Edit Format Help

————— BEGIM CERTIFICATE-——--
MIIENTCCAdwawIBAgIacInxmUdkd IxGUdgaowt OnDAaNBgk ghk 1 G9wiBAQGUFADER
MRMWECY KCZIm 1 ZPyLGOEGRY DY 2 STMRUwEWY KCZIm1 2Py LGOBGRYFY 2 1 2 28xFTAT
Fgodkialk, /TsZaEZFgvuuld ]y | EMMADGALUEAXMDGOE xMES XD TASMT I xNDAZMDED
M1 OXDTEYMT IxMNDAZMT AXNYOWUTETMEEGCgm=JomT 81 xk ARk wWAZ NwbTEVMEMGC gms
0omT 87 xk ARk WEWNPCZ MyMRUWE WY KCZImT ZPyLGREGRY FWFNZWI xDDAKEQNVEAMT
A ONBMTCCASIwDOY JK0ZIhy CNAQEBBQADHUERPADCCACQDC QUEBAQLPY S eLVYy T LMAS
FSGEMZ3 sCTROTCMWO X 7 grEmmi o070k GApAYMTHr K4 31 TMuaekBposZdd TMOhT
bt ACZaHpBUYI SywoZ00ULPmwAMUiMAD+mLSI gThndos 1Ty 7y hh2wwem i | conwdog+
f x+swaeNC]slrxeuaHpIBTuanockueBUE] xgpIuNPaklGEywBTaTvdmM A kZzF4 dbgT
W 3GOFGMhE8ZGx6ys 1 DEaUdxRvwhDbhM Ivwoy Bxdwk hd uC 04 xxomr /S sctltdwocvk 2w
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————— EMD CERTIFICATE---—-—

ASDMO{| M Configuration(Z4Z|12{|0|A)2 223t CHS Properties(%4)E @2/ 8fLICt
Certificate(R1&AM)E & & 511 Authentication(@1&)& MEHEHLICH.

Enter the certificate text in 16 %I+ =& base64 format 2IC|2 HE& 2 =/&LICt
SHIAE HE 7|0 base64 A0 CA QIBAE HAE ¥Hof Eo{gd&LC.
AuthenticateE 2 =|gfL|C}




Configuration = Properiies = Cerdificate = Authentication

G- Startup Wizard - : ~ Authentication
g A Sehp Authenticate a CA cerificate. As the resuk of authentication, the CA certificate will be assod
i i;“;smm'"g rustpaint and instalied on the device.
o4
g Ei:tlt:]j;; Trustpoint MName; Cad - Exlit... Blewy...
= Centificate
i | therdication Fingerprint (optional]:
& Enroliment
% Inpart Certificate The cerfificate text can be specified if the selected trustpaint is configured for manus|
Key Pair
£y Manage Certificat ~Certificate Text
=@ Trustpoint B
53 contiguration € Import from & file: S
ﬁ Export
: Eﬂ! Irapcrt (% Enler the certificale text in hexadecimal or basebd format;

ii' Device Access

[-H

88 pevice Administration
(= Barner % Authentication Successful
&3 Boot knage/Confic
53 cul Pramt

O cock i @ The trustpoint ©&1 has been authenticated.

'-h Console

B s setup
@ Device

w4 FTP Mode
E® |ChP Rules

EEEEE..E-‘-I‘-H Rbtsy Y nl TraRyEHEalrdUScHHUC DB DS g iU+ Hidljr? :|

x|

g [ AT ALY |

MGy Pyt
\WiGPR149zp

s Managerment Ace
MTF
&L Password
3 Secure Copy

@ SHITP <l

Suthenticate

17. &elg =g},
HAE of

CiscoASA

Ci scoASA(confi g) #crypto ca authenticate CAl

!--- Initiates the prompt to paste in the base64 CA root
!--- or intermediate certificate. Enter the base 64
encoded CA certificate. End with the word "quit" on a
line by itself ----- BEGIN CERTIFICATE-----
MIIEnTCCA4AWgAwIBAgIQcInxmUdk4JIxGUAgAoWt OnDANBgkghkiG9w0B
AQUFADBR
MRMwEQYKCZImiZPyLGQBGRYDY29tMRUWEwWYKCZImiZPyLGQBGRYFY21lz
Y28xXFTAT
BgoJdkiaJdk/ISZAEZFgVUU1ldlYjEMMAOGA1UEAXMDQOExMB4XDTA3MTIx
NDA2MDEO
M1oXDTEYMTIxNDA2MTAXNVowUTETMBEGCgmSJomT 8 ixkARKWA2NVbTEV
MBMGCgmS

JomT 8 ixkARKWBWNpc2NVMRUWEwWYKCZImiZPyLGQBGRYFVFNXZWIxDDAK
BgNVBAMT
AONBMTCCASIwWDQYJKoZIhvcNAQEBBQADggEPADCCAQOCggEBAOQP7 seu
VvyiLmA9

BSGzMz3sCtRITCMWOx7gM8mmiD0070kGApAvmt HrK431iMuaeKBpo5zd
ATNgNt3jX

bt 6czaHpBuyIsyoZOOUlPmwAMuiMAD+mL9 IgTbndosJfy7Yhh2viweMij




cQnwdoqg+
Kx+sWaeNCjslrxeuaHpIBTuaNOckueBUBjxgpJuNPAk1G8YwBfaTV4M7
kZ£f4dbQI
y3GoFGmh8zGx6ys1DEaUQxRVwhDbMIvwqYBXWKh4uC04xxQmr//Sctlt
dwQcvk2Vv
uBwCsptW7ClakTqgfm5XK/d//z2eUuXrHYySQCfoFyklvE6/Qlo+£fQeSS
z+T1DhXx
wPXRO18CAwWEAAaOCAW8S8wggFrMBMGCSsGAQQBgjcUAgQGHgQAQwBBMASG
AlUdDwQE
AwIBhjAPBgNVHRMBAfSEBTADAQH/MBOGA1UADgQWBBTZrb8I8jgI8RRD
L3mY£NQJ
PAP1WDCCAQMGA1UdHwSB+zCB+DCB9aCB8gCB74aBtWxkYXA6Ly8vQ049
QOEXLENO

PVRTLVcySzMt QUNTLENOPUNEUCxDT]j 10dWJsaWM1MjBLZXk1MjBTZXJ2
aWNlcyxD
Tj1TZXJ2aWN1lcyxDTj1lDb25maWdlcmF0aW9uLERDPVRTV2ViLERDPWNpD
C2NVLERD

PWNvbT93jZXJ0aWZpY2F0ZVJ1ldm9 jYXRpb25MaXNOP2Jhc2U/b2JgZWNO
Q2xhc3M9
Y1JMRG1zdHIpYnV0aW9uUG9pbnSGNWhOdHA6LyY90cyl13MmszLWFjcy50
c3d1vYi5j

aXNjby53ib20vQ2VydEVucm9 sbCIDQTEUY3JsMBAGCSsGAQQBgjcVAQQD
AgEAMAOG
CSQGSIb3DQEBBQUAA4IBAQAavFpPASYESItgA+7sii/5L+KUV34/DoE4M
icbXJeKr
L6Z86JGW1Rbf5VYnlTrqRy6HE0olrdU6cHgHUCDY / BZWAG £fmGUm++HM1 j
nw8liyIF
DcNwx1lQxsDT+n9YOk6bnG6uOf4SgETNrNS8EYYVrSGKO1lE+OC5L+ytJvw
19GZhlzE
10VUfPA+PT47dmMAR6UO2V2ZDW5KGAVLU8GsSrFA8wZDPBVMKCgFWNCNIt
cufulxlb
1XXc68DKoZY09pPg877uTaou8cLtuiiPOmeOyzgJON+xaZx2EwGPnl149
zpXv5tqgT

9Ms7ABAu+pRIoi/E£fjQgMSQGF1457cIH7dx1VD+p85at

----- END CERTIFICATE-----

quit

!-—-- Manually pasted certificate into CLI. | NFQO
Certificate has the following attributes: Fingerprint:
98d66001 f65d98a2 b455f bce d672c24a Do you accept this
certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

% Certificate successfully inported

Ci scoASA(config)#

6Er7l. IS A MR

ASDM AR}
EtAt IS YA M MBstE ID B ME A8 5t0o4 CHE EAE +-ELICH

1. Configuration(Z1Z| 12| 0|M)E Z2!%t CtF Properties(54)E S=|ELICH

2. Certificate(RIBM)E & &t CH2 Import Certificate(21B M 7HH 27 |)& MEHELIC.

3. Enter the certificate text in 1624 == base64 format ZIC|2 HHEE 225t 1 base64 ID Q!
SME HIAE ECof 2oig&Lct



Configuration » Properiies » Certificate » Import Certificate
~ Startup \Wizard -~ : Import Certificate
[F-mE AL Selup
3 anti-Spocting
= A arp
=) Sata Update
=) Clhertt Update
= [ cedificate
3 Authentication
By Ervclimert | Certificate Text

enraliment reguest.

Trustpoint Name:

% Manage Certific:
= (B2 Trustpoint

! @ Configuratio % @ Cenlificate impart succesded.

- [ Export
~ gy mport

Install an iderdity cerificate that was received from & Certificate Authority (CA) in response lo

|CA1

] fF Device Aocess

& Bariner

- 88 Device Administratio Ol —

% Boot ImageiCont

Edit... Mewy ..

tothe

et

AERANY it O o km |
ArhjiFERMDdTagE Dk
. yrib0 2R sEfiztiF
Ea ool vKHEnm2
[BAELSTED Y wikmsB0s
CIvy==

4. Import(7t XM 27()& 228t CtS OK(EHE S &LCt.

BHEE o

CiscoASA

Ci scoASA(confi g) #crypto ca import CAl certificate

!--- Initiates prompt to paste the base64 identity
certificate !--- provided by the 3rd party vendor. % The
fully-qualified domain nane in the certificate will be
Ci scoASA. ci sco. com Enter the base 64 encoded
certificate. End with the word "quit" on a line by
itself !--- Paste the base 64 certificate provided by
the 3rd party vendor. ==-=---= BEGIN CERTIFICATE-----
MIIFpzCCBI+gAwIBAgIKYR7 lmwAAAAAABzANBgkghkiGO9wOBAQUFADBR
MRMwEQYK
CZImiZPyLGQBGRYDY29tMRUWEWYKCZImiZPyLGQBGRYFY21zY28XFTAT
BgoJdkiad
k/ISZAEZFgVUU1ldlYjEMMAOGA1UEAXMDQOEXMB4XDTA3MTIXNTA4MZzUZ
OVOXDTAS
MTIxXNDA4MzUzOVowdjELMAkKGA1UEBhMCVVMxFzAVBgNVBAgTDk5vcnRo
IENhcm9s
aW5hMRAWDgYDVQQHEwASYWx1aWdoMRYwFAYDVQQKEw1DaXNjbyBTeXNO
ZW1zMSQw
IgYDVQQDExtDaXNjbOFTQS5jaXNjby5ib20gT1UIVFNXRUIwgZ8wDQYJ
KoZIhvcN
AQEBBQADgYO0AMIGJAOGBALJiCqgzIla3W2YAC1AI03NAI8UPpWSJHK14C
gB93j3HpX
BmfXVF5/mNPUI5tCq4+vC+il05T4DQGhTMAAMLEYDp/0SQVauUsY7zCO
sS8igxqgO
2z3jwLCz3jgcZfylS08tzkanMstkDI9YK9QUsKMgWgBT7EXiRkgGBvikF/
CaegnGRN
AgMBAAGjggLeMIIC2jALBgNVHQSEBAMCBaAwWHQYDVRORBBYWFIISQ21z
Y29BUOEu
Y21zY28uY29tMBOGA1UADgQWBBQsJC3bSQzeGv4tY+MeH7KM10xXCFJjAf
BgNVHSME
GDAWgBTZrb8I8jgI8RRDL3MYfNQIpAP1WDCCAQMGA1UdAHWSB+zCB+DCB
9aCB8QCB

74aBtWxkYXA6Ly8vQ049Q0EXLENOPVRTLVCYSzMt QUNTLENOPUNEUCXD
T51Q4WJs




aWM1MjBLZXk1MjBTZXJ2aWNlcyxDTj1lTZXJ2aWNlcyxDTj1Db25mawdl
cmF0aWw9u
LERDPVRTV2ViLERDPWNpc2NvLERDPWNvVbT9jZXJ0aWZpY2F0ZVJ1dm9j
YXRpb25M
aXNOP2Jhc2U/b2JgZWN0Q2xhc3MI9Y1IMRG1zdHIpYnV0aWwouUG9pbnsG
NWhOdHA6
Ly90cyl3MmszLWFjcy50c3dlYi5jaXNjby5ib20vQ2VydEVucm9sbC9D
QTEuY3Js
MITBHQYIKwYBBQUHAQEEggEPMIIBCzCBQQYIKwYBBQUHMAKGgZxXSZGFw
0i8vLONO
PUNBMSxDT3j1BSUEsQ049UHVibGljIJTIwS2V5JTIwU2VydmljZXMsQ049
U2Vydmlj
ZXMsQ0490Q029uZmlndXJhdGlvbixEQz1UU1dlYixEQzljaXNjbyxEQz1]j
b20/YOFD
ZXJ0aWZpY2F0ZT9iYXN1P29iamVjdENsYXNzPWN1cnRpZmljYXRpb25B
dXRob3Jp
dHkwXQYIKwYBBQUHMAKGUWhOJHAG6Ly90cyl13MmszLWFjcy50c3dlYi5j
aXNjby53j
b20vQ2VydEVucm9sbC9UUy1XMkszLUFDUy5UU1dlYi5jaXNjby5jb21f
QOEXLmMNY
dDAhBgkrBgEEAYI3FAIEFB4SAFCAZQBiAFMAZQBYAHYAZQBYMAwWGA1Ud
EwEB/wQC
MAAWEWYDVRO01BAwwCgYIKwYBBQUHAWEWDQYJKOZIhvcNAQEFBQADggEB
AIgCaA9G
+8h+3IS8REVAGZCWAEVRXCyBlx0ONpPR/jlocGJI7QbQxkjKEswXqg/02xDB
7TwXQaGph
ZRQ4dxALl111JkIjhfeQY+7VSkZ1GEpuBnENTohdhthz5vBjGlcROXIsS8
+3Ghg8hy
YZZEM73e8EC0sEMedFb+KYpAFy3PPy418EHe4MJbdjUp/b901516IzQP
5151YB0y
NSLsYWqgjkCBg+aUO+WPFk4jICr2XUOK74oWTPFNpfv2x4VFI/Mpcs87y
chngKB+8
rPHChSsZsw9upzPEH2L/034wm/dpuLuHirrwWnFlzCnqfcyHcETieZtS
tlnwLpsc

1L5nuPsd8MaexBc=

INFO. Certificate successfully inported
Ci scoASA(config)#

7EAH. M2 Mx|E QIS ME A3 =2 IPSec(Remote Access VPN)S TFAI8HLICE.

ASDM Hxt
7 HMA VPNE 7524 M O S BHAHE 2t2 ot

1. 0] o|0|X|of]l EAIEI CHE ISAKMP X2 655355 A A
Policies > AddE MEHEHL|C}

5t24™ Configuration > VPN > IKE >



@ Add IKE Policy
Priority: 63333 Avthentication: Irsa-sig hd
Encryption: Ades - D-H Graoup: E -
Hazh: tnclS - Lifetifne: " Unlimited
 |a6400 |3.3mnd3 >
‘ | Cancel | Help |
2. OK(&ehE S 2 Apply(HE)E S&8EHLICH

3. 0| O|O|X|of| ZEAIE CHE HHF 'E(myset)é M435t24™ Configuration(Z1Z| 224 0|M) > VPN
EHSrL|CH

£
IPSec > Transform Sets(H& &) > Add(F7HE M
@ Add Transform Set

Zet Marme: triyset
Properties
Mlocde: * Tunnel " Transport
EZP Encryption: 3DES -

ESP Avuthentication;

| 2k | Cancel | Help

4. OK(&QhE 228t Ct= Apply(H8)E E&IerLCt.
5. Ct= o|O|x|of EAIEI EHE M= 109 85 7‘**“% Arg-%m Asst s M

Configuration > VPN > IPSec > IPSec Rules > Add&




B Create IPSec Rule

Tunnel Policy (Crypto Mag) - Basic | Tunnel Palicy (Crypto Map) - Advanced I Traffic Selection

Interface: out=ide ll Palicy Type: Idynamic i l

Priarity: IH

—Tranzform Sets

Transform Set to Be Added:

fowe g

IESF‘-DES-SHA ﬂ

Remowve

e Dawven

6. OK(&E2HE E25t Ct= Apply(HS)E S=ELICEH

7. 25 S Defaultgroup® 43524 Configuration > VPN > General > Group Policy > Add

Internal Group PolicyE MEiEL|CHO[2{3t o|O|X|ol EAIE

f& Add Internal Group Policy

Matme: | IDefauﬂgrDupi

 General | IPSec | Client Configuration | Cliert Fireweall | Hay

Check an Inherit checkbox to let the correzponding settin

Tunneling Protocols: [ Inherit [ P54

Fitter: F Inkierit I

Connection Settings

Access Hours: F Inkbierit I

) —




#= Add Internal Group Policy

Mame: IDefaurtgrnup

General | PSec (Cliert Canfiguratior | Client Firewvall | Hardware ciert | Mac | wieb

Check an Inherit checkbox to et the correzponding zefting take tz value from the def

>eneral Client Parameters | Cizco Client Parameters I Micrasoft Client Parameters I

Banher: |7 Inherit

Defautt Daormain: ™ Inkerit | Iciscu::.n::n:nm|

K&EeHE 228t CH2 Apply(H2)E F=IELICH
Moz e VPN 20| E ALE R0 CHEt F4 & vpnpoolE T+445t2{H

Configuration > VPN > IP Address Management > IP Pools > AddE MEHgFL|CH
A= Add IP Pool

oH10

8.
9.

Marme: vhhpool

=taring IP Address: 10.5.5.10

Ending IP Address: 105520
Subnet Mask: o5 2552550 -
8,8 I Cancel Help

10. OK(EehE 225t Ct= Apply(H8)E =&t
11. VPN 22 0|HE HMAE 28t AFE X H™E vpnuserE A 4d5t2424 Configuration > VPN >

General > Users > AddE AMENSHL|C}



B Add User Account
Identity b P Paicy | ke |

Lzername: | YRAEEr |

Itttttttt

Faz=ward:

Confirm Password; Innnn

[T User autherticated uzing M=CHAP

Priviege level iz uzed with command authorization.

Frivilege Level: lZ ;,|

12. O] AF2 A}2 DefaultRAGroup0l FE7FeHLICE

= Add User Account

Ity Wik Ph |
Check an Inherit checkbox to et the correzponding zetting take itz walue from the groug
Group Paolicy: v |”h'3”t I
Tunneling Protocols: IV Inkerit [T Psec [T wekiyvEN
Filter: [V Irkerit
Tunnel Group Lock: [ Inkerit [ DefaultRAGroup J
Store Password on Client System: ¥ Inkerit { es { o

13. OK(EI'°|)§ 22l Ot =S Apply(H8)E S=8Lict.
14. CtS Mol dHE CHE DefaultRAGroup= & & LIC}.Configuration > VPN > General >
Tunnel Group > Edit& M= & L|C} Group Policy E&LH2 550 A DefaultgroupS MEHE



= Edit Tunnel Group

Marme: IDEfaurtHAGrnup Tvpe: Iipﬂec-ra

| Psec | pre |

Configure general access aftributes from the following sub-tabs.

| Puthenticstion | Authorization | Accaurting | Client Address

5
L|CF. Sl Pl [ Detaultgroup ;J Authentication
Server Group EECH2 S50{|A{ LOCALS MEASFL|CH

= Edit Tunnel Group

Marme: IDefaurtH.ﬂ.Grnup Tvpe: Iipsec-ra
IF‘SE:: | prr |

Configure general access attributes from the following sub-tabs.
Bazic | Authentication | a) thaorization I Acoourting I Client Addrezs Assig

To zet authertication zerver group per interface, go to the Advanced ta

Luthertication Server Group: | ILI:IC.-ERL | |
Client Address

Assignment E&CH2 =504 A vpnpoolZ MEHELICH




E= Edit Tunnel Group

Marne: IDEfaurtHa'J«Grnup

| psec| pee |

DHCP Servers

IP Address;

Address Pools

Availahle Poals

Type: lipsec-ra

Configure general access aftributes from the following sub-tabs.

. . -\\'
Basic | Authentication | Authorization | Accourtingl Client Address Assignmer

Add ==

Lelete

Add ==

To zpecify whether 1o uze DHCP or address poolz for address assignms
= IP Addrezzs Management = Azsignment.

To configure interface-specific address poolz, go to the Advanced ta

Azzigned

| vhnpool

15. OK(& Q)2 22I8F C} 2 Apply(H2)B S=LICH

HEE o

CiscoASA

Ci scoASA(confi g) #crypto isakmp enable outside

Ci scoASA(confi g) #crypto isakmp policy 65535

Ci scoASA(confi g-i saknp- pol i cy) #authentication rsa-sig
Ci scoASA(confi g-i saknp- pol i cy) #encryption 3des

Ci scoASA(confi g-i saknp- pol i cy) #hash md5

Ci scoASA(confi g-i saknp- pol i cy) #group 2

Ci scoASA(confi g-i saknp-policy)#lifetime 86400

Ci scoASA(confi g-i saknp-pol i cy) #exit

Ci scoASA(confi g) #crypto isakmp identity auto

!--- Phase 1 Configurations C sCOASA(confi g)#crypto
ipsec transform-set myset esp-3des esp-md5-hmac
Ci scoASA(confi g) #crypto dynamic-map outside_dyn_map 10




set transform-set myset

Ci scoASA(confi g) #crypto map outside_map 65535 ipsec-
isakmp dynamic outside_dyn map

Ci scoASA(confi g) #crypto map outside map interface
outside

!--- Phase 2 Configurations C SCOASA(confi g) #group-
policy defaultgroup internal

Ci scoASA(confi g) #group-policy defaultgroup attributes
Ci scoASA(confi g-group-policy)#default-domain value
cisco.com

Ci scoASA(confi g-group-policy)#exit

!--- Create a group policy "Defaultgroup" with domain
name !--- cisco.com C scOASA(confi g)#username vpnuser
password passwordl23

Ci scoASA(confi g) #username vpnuser attributes

Ci scoASA(confi g- user nane) #group-lock value
DefaultRAGroup

Ci scoASA(confi g- user name) #exit

! --- Create an user account "vpnuser" and added to
"Defaul tRAGroup" C sCOASA(confi g)#tunnel-group
DefaultRAGroup general-attributes

!--- The Security Appliance provides the default tunnel
groups !--- for remote access (DefaultRAGroup).
Ci scoASA(confi g-tunnel - gener al ) #address-pool vpnpool

!--- Associate the vpnpool to the tunnel group using the
address pool. Ci scoASA(confi g-tunnel -general )#default-
group-policy Defaultgroup

!--- Associate the group policy "Defaultgroup" to the
tunnel group. C SCOASA(config-tunnel -general)#exit

Ci scoASA(confi g) #tunnel-group DefaultRAGroup ipsec-
attributes

Ci scoASA(confi g-tunnel -i psec) #trust-point CAl

Ci scoASA(confi g-tunnel -i psec) #exit

!--- Associate the trustpoint CAl for IPSec peer
authentication

ASA 718 RF

CiscoASA

Ci scoASAf#fshow running-config
Saved

ASA Version 7.2(2)
!
host name Ci sCOASA
dommi n- nane ci sco.com
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanmes
!
interface Ethernet0/0

nanei f outside

security-level 0O

i p address 192.168.1.5 255. 255.255.0




interface Ethernet0/1

shut down

namei f inside

security-level 100

i p address 10.2.2.1 255.255.255.0

nterface Ethernet0/2

nanei f DVZ

security-level 90

i p address 10.77.241. 142 255. 255. 255. 192

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenent 0/ 0
shut down
no nanei f
no security-1Ieve
no i p address
|
passwd 2KFQhbNI dI . 2KYQU encrypt ed
boot system di skO:/asa722-k8. bin
ftp node passive
dns server-group Defaul t DNS
donai n- nane ci sco.com
access-list 100 extended pernmit ip 10.2.2.0
255. 255, 255. 0 10. 5. 5.0 255. 255. 255.0
pager lines 24
ntu outside 1500
nmu inside 1500
ntu DMZ 1500
ip local pool vpnpool 10.5.5.10-10.5.5.20 nask
255. 255. 255. 0
no fail over
icnp unreachable rate-limt 1 burst-size 1
asdm i mage di skO:/asdm 522. bin
no asdm hi story enabl e
arp timeout 14400
nat (inside) O access-list 100
route outside 10.1.1.0 255.255.255.0 192.168.1.1
route outside 172.16.5.0 255.255.255.0 192.168. 1.
route DMZ 0.0.0.0 0.0.0.0 10.77.241.129 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
group-policy Defaul tgroup interna
group-policy Defaultgroup attributes
def aul t - domai n val ue ci sco.com
user nane vpnuser password TXttW eFqbHusJQM encrypted
usernane vpnuser attributes
group-1 ock val ue Defaul t RAG oup
http server enable
http 0.0.0.0 0.0.0.0 outside
http 0.0.0.0 0.0.0.0 Dwvz
no snnp-server | ocation

1
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no snnp-server contact
snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart
crypto ipsec transformset nyset esp-3des esp-nd5-hnac
crypto dynami c-map outside_dyn_nap 10 set transformset
nyset
crypto map outside_nmap 65535 ipsec-isaknp dynam c
out si de_dyn_map
crypto map outside_nap interface outside
crypto ca trustpoint CAl
enrol | nrent term nal
subj ect - name cn=Ci scoASA. ci sco. com OQU=TSWEB, O=Ci sco
Syst ens,
C=US, St =North Carolina, L=Ral ei gh
keypair ny. CA key
crl configure
crypto ca certificate chain CAl
certificate 3f14b70b00000000001f
308205eb 308204d3 a0030201 02020a3f 14b70b00
00000000 1f300d06 092a8648
86f 70d01 01050500 30513113 3011060a 09922689
93f 22c64 01191603 636f 6d31
15301306 0a099226 8993f22c 64011916 05636973
636f 3115 3013060a 09922689
93f 22c¢64 01191605 54535765 62310c30 0a060355
04031303 43413130 1e170d30
37313232 37313430 3033365a 170d3038 31323236
31343030 33365a30 67311330
11060a09 92268993 f22c6401 19160363 6f6d3115
3013060a 09922689 93f 22c64
01191605 63697363 6f 311530 13060a09 92268993
f22c6401 19160554 53576562
310e300c 06035504 03130555 73657273 31123010
06035504 03130976 706e7365
72766572 30819f 30 0d06092a 864886f7 0d010101
05000381 8d003081 89028181
00b8e20a a8332356 b75b6600 735008d3 735d23c5
295b9247 2b5e02a8 1f 63dc7a
570667d7 545e7f 98 d3d4239b 42ab8faf 0be8a5d3
94f 80d01 al4cc01ld 98b1320e
9f e84905 5ab94b18 ef 308ebl 2f 22abla 8edb38f0
2c2cf 78e 07197f2d 52d3ch73
91a9cch2 d903f 722 bd414b0a 3205aa05 3ec45e24
6480606f 8e417f09 a7aadc64
4d020301 0001a382 03313082 032d300b 0603551d
0f 040403 02052030 34060355
1d11042d 302ba029 060a2b06 01040182 37140203
a01b0c19 76706e73 65727665
72405453 5765622e 63697363 6f2e636f 6d301d06
03551d0e 04160414 2c242ddb
490cdela fe2d63e3 1lelf b28c 974c4216 301f 0603
551d2304 18301680 14d9adbf
08f 23a88 f114432f 79987cd4 09a403e5 58308201
03060355 1d1f 0481 fhb3081f8
3081f 5a0 81f2a081 ef 8681b5 6c646170 3a2f 2f 2f
434e3d43 41312c43 4e3d5453
2d57324b 332d4143 532c434e 3d434450 2c434e3d
5075626c 69632532 304b6579
25323053 65727669 6365732c 434e3d53 65727669
6365732c 434e3d43 6f6e6669
67757261 74696f6e 2c44433d 54535765 622c4443
3d636973 636f 2c44 433d636f
6d3f 6365 72746966 69636174 65526576 6f636174
696f 6ed4c 6973743f 62617365




3f 6f 626a 65637443 6¢617373 3d63524c 44697374
72696275 74696f 6e 506f 696e
74863568 7474703a 2f 2f 7473 2d77326b 332d6163
732e7473 7765622e 63697363
6f 2e636f 6d2f 4365 7274456e 726f 6c6¢c 2f 434131
2e63726¢ 3082011d 06082b06
01050507 01010482 010f 3082 010b3081 a906082b
06010505 07300286 819c6c64
61703a2f 2f 2f 434e 3d434131 2c434e3d 4149412c
434e3d50 75626c69 63253230
4b657925 32305365 72766963 65732c43 4e3d5365
72766963 65732c43 4e3d436f
6666967 75726174 696f 6e2c 44433d54 53576562
2c44433d 63697363 6f2c4443
3d636f 6d 3f 634143 65727469 66696361 74653f 62
6173653f 6f 626a65 6374436¢C
6173733d 63657274 69666963 6174696f 6e417574
686f 7269 7479305d 06082b06
01050507 30028651 68747470 3a2f2f74 732d7732
6b332d61 63732e74 73776562
2e636973 636f 2e63 6f 6d2f 43 65727445 6e726f 6¢
6c2f 5453 2d57324b 332d4143
532e5453 5765622e 63697363 6f 2e636f 6d5f 4341
312e6372 74301506 092b0601
04018237 14020408 1e060045 00460053 300c0603
551d1301 01ff 0402 30003015
0603551d 25040e30 0c060a2b 06010401 82370a03
04304406 092a8648 86f 70d01
090f 0437 3035300e 06082a86 4886f 70d 03020202
0080300e 06082a86 4886f 70d
03040202 00803007 06052b0e 03020730 0a06082a
864886f 7 0d030730 0d06092a
864886f 7 0d010105 05000382 010100bf 99b9daf 2
e24f 1bd6 ce8271eb 908f adb3
772df 610 0e78b198 f945f 379 5d23al120 7c38aebd
8f 91b3ff 3da5d139 46d8f b6e
20d9a704 b6aa4113 24605ea9 4882d441 09f 128ab
4c51a427 fal01189 b6533eef
adc28e73 fcfed3fl f4e64981 0976b8al 2355c358
a22af 8bb e€5194b42 69a7c2f6
c5all6f6 dod77f b3 a7f3d201 e3cff 8f 7 48f 8d54e
243d2530 3l1a733af 0e1351d3
9c64a0f 7 4975fc66 a017627c cfdOea22 2992f 463
9412b388 84bf 8b33 bd9of 589a
e7087262 a4472e69 775ab608 e5714857 4f 887163
705220e3 aca870be b107ab8d
73f af 76d b3550553 1a2b873f 156f 9dff 5386c839
1380f da8 945a7f 6¢c c2e9d5c8
83e2e761 394dd4da 63eaefc6 ad44df5
qui t
certificate ca 7099f 1994764e09c4651da80al6b749c
3082049d 30820385 a0030201 02021070 99f 19947
64e09c46 51da80al 6b749c30
0d06092a 864886f 7 0d010105 05003051 31133011
060a0992 268993f2 2c640119
1603636f 6d311530 13060a09 92268993 f22c6401
19160563 6973636f 31153013
060a0992 268993f2 2c640119 16055453 57656231
0c300a06 03550403 13034341
31301el7 0d303731 32313430 36303134 335al170d
31323132 31343036 31303135
5a305131 13301106 0a099226 8993f22c 64011916
03636f 6d 31153013 060a0992
268993f 2 2c640119 16056369 73636f 31 15301306




0a099226 8993f 22c 64011916

05545357 6562310c 300a0603 55040313 03434131
30820122 300d0609 2a864886

f70d0101 01050003 82010f 00 3082010a 02820101
0Oea8f ee c7ae56fc a22e603d

0521b333 3decO0ad4 7d4c2316 3bleea33 c9a6883d
28ece906 02902f 9a dleb2b8d

f588ch9a 78a069a3 965del33 6036d8d7 6ede9ccd
ale906ec 88b32al19 38e5353e

6c0032e8 8c003f a6 2fd22a4d b9dda2c2 5fcbb621
876bd678 c8a37109 f074eabe

2bl1f ac59 a78d0a3b 35af 17ae 687a4805 3b9a34e7
24b9e054 063c60ad4 9b8d3c09

351bc630 05f 69357 833b9197 f875b408 chb71a814
69alf 331 bleb2b35 0c469443

1455¢210 db308bf 0 a9805758 a878b82d 38c71426
af f fd272 dd6d7564 1lcbe4d95

b81c02b2 9b56ec2d 5a913a9f 9b95cafd dfffcf67
94b97ac7 63249009 faO5ca4d

6f 13af dO 968f 9f 41 e492cfed e50e15f1 cOf 5d13b
5f 020301 0001a382 016f 3082

016b3013 06092b06 01040182 37140204 061e0400
43004130 0b060355 1d0of 0404

03020186 300f 0603 551d1301 01ff 0405 30030101
ff301d06 03551d0e 04160414

d9adbf 08 f23a88f1 14432f79 987cd409 a403e558
30820103 0603551d 1f0481fb

3081f 830 81f5a081 f2a08lef 8681b56c 6461703a
2f 2f 2f 43 4e3d4341 312c434e

3d54532d 57324b33 2d414353 2c434e3d 4344502c
434e3d50 75626c69 63253230

4b657925 32305365 72766963 65732c43 4e3d5365
72766963 65732c43 4e3d436f

6666967 75726174 696f 6e2c 44433d54 53576562
2c44433d 63697363 6f 2c4443

3d636f 6d 3f 636572 74696669 63617465 5265766f
63617469 6f 6e4c69 73743f 62

6173653f 6f 626a65 6374436¢c 6173733d 63524c44
69737472 69627574 696f 650

6f 696e74 86356874 74703a2f 2f74732d 77326b33
2d616373 2e747377 65622e63

6973636f 2e636f 6d 2f 436572 74456e72 6f 6¢c6¢2f
4341312e 63726c30 1006092b

06010401 82371501 04030201 00300d06 092a8648
86f 70d01 01050500 03820101

00labc5a 40b32112 22da80fb bb228bfe 4bf8a515
df 8f c3a0 4e0c89c6 d725e2ab

2f a67ce8 9196d516 df e55627 953aead7 2e871289
6b754e9c 1e01d408 3f 7f 0595

8081f 986 526f belc c9639d6f 258b2205 0dc370c6
5431b034 f e9f d60e 93a6e71b

ab8e7f 84 a011336b 37c13261 5ad218a3 a513e382
edbf b2b4 9bf 0d7d1 99865cc4

94e5547c f03e3d3e 3b766011 e94a3657 6cc35b92
860152d4 f06b2b15 df 306433

clbcc282 80558d70 d22d72e7 eed3195b d575dceb
cOcaal96 34f 693ea f 3beeedd

aa2ef 1c2 edba288f 3a678ecb 3809d0df b1699c76
13018f 9f 5e3dce95 ef e6da93

f4cb3b00 102ef a94 48a22fc4 7e342031 2406165e
39edc207 eddc6554 3fa9df 396 ad

qui t

crypto isaknp enabl e outside
crypto isaknmp policy 65535




authentication rsa-sig
encryption 3des
hash md5
group 2
lifetine 86400
crypto isaknp identity auto
tunnel - group Defaul t RAG oup general -attributes
addr ess- pool vpnpoo
def aul t - gr oup- pol i cy Def aul t group
tunnel - group Defaul t RAG oup ipsec-attributes
trust-point CA1l
telnet tineout 5
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
1
policy-map type inspect dns preset_dns_nap
par anet er s
message- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

|

service-policy global _policy gl oba

pronpt host nane cont ext

Crypt ochecksum e150bc8bab11b41525784f 68d88c69b0
end

Ci sSCOASA#
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1. VPN Z2I0|¢E A Z EQJo{E A& 5t2{™ Start > Programs > Cisco Systems VPN Client >

VPN ClientE MEiEL|CH



e EEL

s

Windows 2000 Pro
&

(5} Accessories *
& Internet Explorer
Documents A G PV e Y B ininstall vPH Client
#  WPN Chienk

Cisco Systems Inc, VPN Client

Frogr ams

Sektings g

Search [

Shut Dowam...

Astart || (7] @ VE [ | @CwINTIsys...| Cypraby | & mcrosoft carti...| SF)untitied - pant |
2. CA10|2}= CA AMH{0oiA CA 215 ME Ct2 2 E 504 Cisco VPN Clientod| A x|st2{H Ct= c
HE 2tZ & LICvpnuserdl MBS E! AL X} AH2H SHE AFE510{ CA AH 172.16.5.10 21
I daDpoucCcioiank - rFNUCrosorc INCErNeEC cHPIOrer provioed oy LISCO 3 sSCETnS, 11

QIghL|ct

File  Edit Miew  Favorites  Tools  Help

= Eack -~ = - @ it | aﬁearch (3] Favarites @Media $|

ddress @ http:ff172.16.5.1 ) certsry

Enter Network Password

? Pleaze type pour uzer name and pazzword.

Site: 172.16.5.1
User Mame | |YPNUEET
Fazsword i -
Domain

[T Save thiz pazsword in your password list

ak. Earg-:y_:

CA M7t 4= VPN Z2t0[AE ALZRto CHEE A X HHO| UEX| ERISHAAIR
.Download a CA certificate, certificate chain or CRL(CA 2/ M, 15 M #|Ql EE& CRL CI2
BC)E 228 O} S Base 64 2tC|2 HHE S ME45t0{ 13 E WS x| & LIt Download
CA certificate(CA Q1& M CHREE)E S2|#FLct



Download a CA Cerdificate, Certificate Chain, or CRL

[0 trust certificates issued from this certification authority, install this CA cer

[0 download a CA certificate, certificate chain, or CEL, select the certificate

CA certificate:

rncoding method:

.............................

Download CA cerdificate ]
Download CA cedtificate chain
Download latest base CRL
Download latest delta CEL

certnew.cerzt= O|§2 2 CA QIEME HAFH MEELCHZ[2XMo 2 T2 C:\Program
Files\Cisco Systems\VPN Client0|

Some files can harm pour computer. [F the file information belaw
lookz suzpicious, or you do not fully trust the zource, do not opern or
zave this file.

File name: certnew, cer

File tppe:  Secunty Certificate
From: 1721651

,fi\, This type of file could harm wour computer if it containz
malicious code.

Wiould you like to open the file or zave it to your computer?

Qpen | © Cave I Cancel tare [nfo

.................................

. VPN 220 E o A
Certificates 22 2 2!8t CtS Import(7t X2 7()& MESEFLICH Import from File(Zt 20 A 7+x4
Q7)) 2|2 HES =!8t O3 Browse(® 0t 27[)E E2/5t04 M{EE /Xl C:\Program
Files\Cisco Systems\VPN Clientoll A CA QIZEAME 71X 7|E FE|ELICHAIBMHE HEX
S & 7tX2Ch= Chgt & RE7t LEEHE LICH




# status: Disconnected | ¥PN Client - Yersion 4.8.02.0010

Conneckion Entries  Skatus  Cerkificates Log Ophions  Help

LTI Irnipork E:-:|:n:|rt E nrall "-.-"E.'rlf_lrl Delete

Connection Entries | Certificates ILDg |
Mumber Certificate Stare F.ey Size

0 —ur - = e

# YPNClient | Impor

" Impaort frorm File

[rpuort Eatl{lram FileshCizco SystemzWFN Elienthcertnew.ceﬂ Browze

Irmport Pazzword: I

# ¥PN Client x|
€ Import from Micre \il) iZertificate successfully imported.
Mok e Ll — —
............... oK
Entering a new pa Ezword protect

identity certificates.

Mew Paszword:

LConfirm Pazswaord:

|rpork I Cancel |CA

QIZ M CA10| Q1B A EHoi| LIEFLFLICH

Connection Entries  Status Certificates Log Options Help

5 & & &

FF* lllhlll

Impot Export Erirod Wesify Dielete CISCO
Connection Entries | Cestificates IL:-g ]

umber Ceitificate Store Ke_l.l Slze W alidity

2048 untlDec14,2012174

£ 11: Show CA/RA Certificates =4 0| MEHE[I=X| & QIEFLICH 2 X| 228 CA 1B M7t
1E M Eoil LIEtLEX| SE &L



# status: Disconnected | ¥PN Client - ¥Yersion 4.8:02:0010

Conneckion Entries 5tatus|n:§rtificates Log Ophions Help

Wiew, .,

Imnpoark. ..

[rnpiart

Connection Entries | Certif Export...

Enrall. .. i
Mumber Cerhif L
Yerify I

Deleke

iChange Certificate Password, ..

Retrieve Spproved Certificate. ..

[ v Show CASRA Certificates J

3.1D QIBME CH2E L5t VPN 22H0|Eof AX|5HE4H CFS BAHE 225t MAI2.CA MH
CA10{ M Request a Certificate(21&5 Al 2%) > advanced certificate request( = 21F5A &
) > Create and submit a request to this CA to enroll for the identity certificate(ID 2!5 A0l &
£517| 2lel 23S MMst 1 o] CAMl MEELICH Submit(M &) F2IELICH



Lertificate lemplate:

Usar j

hey Options:

@ Create new key st © Use existing key set
CaP: IMicrnsnﬁ Enhanced Cryptographic F'rn:widerv“l.[lj
Key Usage: & Exchange

. hin: 224 N
I«{E'_.l.' SiFe: I“II:IE:.l S (common key sizes: 512 1024 2042 4006 2192 162384

& Automatic key container name T User specified key container na
W tark keys as exportable

™ Export keys to file
I” Enable strong private key protection

I Store cerificate in the local computer cerificate store
Stares the certificate in the local computer staore
mnstead of n the user's cerbificate store. Doss not
install the root CA's cerificate. You must be an
administrator to generate or use a key in the local
maching store.

Additional Options:
Request Format: & CMC & PRCS10

Hash Algorithm: |MD5 'I

Cindy used to sigh request.

™ Save request to a file

A& steds ol =g LCH

*otential Scripting Yiolation

.-’:l' This Wb site 15 requesting & new certificate on your behalf. You should allow onky trsted Web sites to request a certificate for you
- [0 you want to request a certificate now?

ves | ho

o| I& M MxIE = ELiCt
Microsoft Cenificate Services - CAT

Certificate Issued

[he certificate you requested was issued to you

i 21 Install this certificate

Al&stedH o & S=IELICH




PFobential Scripting Wiol athon

/ This Web site is adding one or more cer:ficates to this computer, Allowing an unirusted Web site bo update your certificakes is 2
/ ! caourity rick. The Wab cite cowld install zertificabes you do nok truct, wwhich could allow progeams that wow do not trust bo rum on thig
compuber and gan access toyour data

Cho yeon weant bhis progeam bo add the certificates nowd Click Yes if weu brust this Web sike. Otherwise, dick: Mo,

JET | -

CHE o|O|x|of| EA|E EHE °._|§A-I xl EI1IAI7<IE grolof grL|Ct
Microsoft Certificate =

Certificate Installed

our new certificate has been successfully installed.

ChHS olOlx|of EAIE CH
Z VPN 22}0|E 9| Certificates(R1 B A) B0l Ax[E! ID QIEM7F EAEIEE 3t2{™H VPN
ZCI0|MEE SE5HDT CHA| AZFEFLICEH

Fonnection Entries  Status  Certficates Log Opbons  Help

[%Jg El m o],

View Innpcnt Export Er‘m:lll Werify Delete CISCO

Connection Eniries | Certifizates | Log ]
Humber | Certificate [ store | Key Size | alicity
Al LA, 2048 until Dec 14, 20121140
Users + vpnuser Microsaft 1024 unkil Dec 26, 200318 27
.2 S (vpnuser)2 MASHEdH CIS BHIE 22 &fL/CF.Connection Entries(1 4 & 5) &4
2 228 CHE New(ME BtE7()E FEIELICHHost 2=0 4 T|of IP FA(2HRE 7ts
)& BT LIC Certificate Authentication(@1& M QI&) 2iC|2 HES MEiStD EECIR S
E0iM ID QB ME MEiELICHXE S EE|ELCH




Connection Entopb) vpriuser )

Drezcription:

CISCO

IHDst:I1HE.1EE.1.5 J

" Group Authentication

Authentication ITran&pn:urt I Backup Servers | Dial-Up |
i Mutual Group Authentication

M anne:

Fazzwaord:

LCanfirm Pagsword:

&+ Certificate Authentication

WETEAE D - Uzers + wpnuzer [Microsoft)

[T Send Ca Certificate Chain

Eraze Uzer Fazsword

5. ¢dds S=FUC

Save

Cancel

status: Disconnected | YPN Client - Yersion 4.8.020010 08 =10 x
Connection Entries  Status  Certificates Log Options Help
S 5 B XA b,
Cancel Connect Mew | st Modify Delete CISCO
Connection Entiies | Cestifcates | Log |
Hest Trarepat

Conrechar Erliy
YRRUser

192.168.1.5

IPSec/UDP

iConkacking the security gateway at 192.168.1.5...

6. TEZEJ} E AL xauthol CHEE A2 X} 0|
74 HE Q30 edZELICt

gl H|aHHs &

=




Enter Uzermame and Password.

Cisto SYSTEMS || ... ——

o Pazsword; [
F. Cancel
7. VPN 22t0|ME & Ct S O|0|X|of| E A|E CHE ASAO| QZEL|CH

# status: Connected | ¥PN Cliend - Yersion 4.8.01.0300

Connection Entries  Status Certificates Log Options Help
CISS =elghLct.
ASAOIM Q15 Mol HEHS 2015t7| LI5H BHZIM 0421 show HHES ALSE % 9
Ol Mg AHg3tod ZAT|IR|0l440] MCHE S 3Ho K| Shelgtict.

- show crypto ca trustpoint - 8 El 42| X|HS E AIFLIC.

Ci scoOASAf#fshow crypto ca trustpoints

Trust poi nt CAL:
Subj ect Nane:
cn=CAl
dc=TSWeb
dc=ci sco
dc=com

Serial Nunmber: 7099f 1994764e09c4651da80al6b749c

Certificate configured

- show crypto ca certificate - A|AEl0| Mx|E ZE QI

Ci scoASA#show crypto ca certificates
Certificate
Status: Avail able

Certificate Serial Nunber: 3f14b70b00000000001f

Certificate Usage: Encryption
Public Key Type: RSA (1024 bits)
| ssuer Nane:

cn=CAl

dc=TSWeb

dc=ci sco

dc=com
Subj ect Nane:

cn=vpnserver

cn=Users

dc=TSWeb

dc=ci sco

dc=com
Princi pal Nane: vpnserver @SWb. ci sco. com
CRL Distribution Points:

[1] ldap:///CN=CALl, CN=TS- WV2K3- ACS, CN=CDP, CN=Publ i c%20Key%20Ser vi ces,

CN=Ser vi ces, CN=Configuratio

n, DC=TSWeb, DC=ci sco, DC=con®certi fi cat eRevocati onLi st ?base?obj ect Cl ass=

cRLDi stri butionPoi nt

[2] http://ts-w2k3-acs.tsweb. cisco.com CertEnrol|/CAL. crl

Validity Date
start date: 14:00:36 UTC Dec 27 2007
end date: 14:00:36 UTC Dec 26 2008



Associ ated Trustpoints: CAl

CA Certificate
St atus: Avail abl e

Certificate Serial Nunmber: 7099f 1994764e09c4651da80al6b749c

Certificate Usage: Signature
Public Key Type: RSA (2048 b
| ssuer Narme:

cn=CAl

dc=TSWeb

dc=ci sco

dc=com
Subj ect Nane:

cn=CAl

dc=TSWeb

dc=ci sco

dc=com
CRL Distribution Points:

its)

[1] ldap:///CN=CAl, CN=TS- WV2K3- ACS, CN=CDP, CN=Publ i c%20Key%20Ser vi ces

CN=Ser vi ces, CN=Configuratio

n, DC=TSWeb, DC=ci sco, DC=conf®?certi fi cat eRevocati onLi st ?base?obj ect Cl ass=

cRLDi stri buti onPoi nt

[2] http://ts-w2k3-acs.tsweb. ci sco.com CertEnrol|/CAL. crl

Validity Date

start date: 06:01:43 UTC Dec 14 2007
end date: 06:10:15 UTC Dec 14 2012

Associ ated Trustpoints: CAl

. show crypto ca crls - 7§ A| £l CRL(certificate revocation list)2 & A| g LICH.
- show crypto key mypubkey rsa - ¥ E 2E 2535} 7| 42 EAIELICH

Ci scoASA#tshow crypto key mypubkey rsa

Key pair was generated at: 01:43:45 UTC Dec 11 2007

Key nane: <Defaul t - RSA- Key>
Usage: GCeneral Purpose Key
Modul us Si ze (bits): 1024
Key Dat a

30819f 30 0d06092a 864886f 7 040010101 05000381 8d003081

99e95d6¢c b5bdaa25 777aebbe 6ee42c86 23c49f 9a bea53224

f5a66ebl 6d337c70 29031b76 e58c3c6f 36229b14 fefd3298

4f 8384c4 a736426d 45765cca 7f04cbal 29295890 84d2c5d4

2f e4b9bl 5fal2d0e 7789ce45 55190e79 1364aba4 7b2b2lca
Key pair was generated at: 06:36:00 UTC Dec 15 2007

Key name: nmy. CA key

Usage: GCeneral Purpose Key
Modul us Si ze (bits): 1024
Key Dat a

30819f 30 0d06092a 864886f 7 040010101 05000381 8d003081

a8332356 b75b6600 735008d3 735d23c5 295b9247 2b5e02a8

545e7f 98 d3d4239b 42ab8faf 0beB8a5d3 94f80d01 al4ccOld

5ab94b18 ef 308ebl 2f 22abla 8edb38f0 2c2cf78e 07197f 2d

d903f 722 bd414b0a 3205aa05 3ec45e24 6480606f 8e417f 09
Key pair was generated at: 07:35:18 UTC Dec 21 2007

Ci sCOASA#H

- show crypto isakmp sa - IKE 1 E{'&

Ci sCcoOASAf#fshow crypto isakmp sa

Active SA 1
Rekey SA: 0 (A tunnel will
Total IKE SA: 1

1 | KE Peer: 10.1.1.5
Type 1 ouser

HE EAIFLCH

89028181
0234b843
69f 9123c
adeeb248
de3af 74d

89028181
1f 63dc7a
98b1320e
52d3ch73
a7aadc6b4

00d4a509
1c0c8541
37f 6¢43b
alObif 68
b7020301 0001

00b8e20a
570667d7
9f e84905
91a9cch2
4d020301 0001

report 1 Active and 1 Rekey SA during rekey)

Rol e

r esponder



Rekey > no State : MM_ACTI VE

- show crypto ipsec sa - IPSec E{e HEE E AIFLICH
Ci scoASA#show crypto ipsec sa
interface: outside
Crypto map tag: dynnap, seq num 10, |ocal addr: 192.168.1.5

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port): (10.5.5.10/255.255.255.255/0/0)
current_peer: 10.1.1.5, usernane: vpnuser

dynam c al | ocated peer ip: 10.5.5.10

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O

#pkts decaps: 144, #pkts decrypt: 144, #pkts verify: 144

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conp failed: O, #pkts deconp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragnents created: O
#PMIUs sent: 0, #PMIUs rcvd: O, #decapsul ated frgs needi ng reassenbly: 0
#send errors: 0, #recv errors: O

local crypto endpt.: 192.168.1.5, renpte crypto endpt.: 10.1.1.5

path ntu 1500, ipsec overhead 58, nedia mu 1500
current outbound spi: FF3EEE7D

i nbound esp sas:
spi: OxEFDF8BA9 (4024404905)
transform esp-3des esp-nd5- hmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4096, crypto-map: dynnap
sa timng: remaining key lifetine (sec): 28314
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: OxFF3EEE7D (4282314365)
transform esp-3des esp-nd5- hmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4096, crypto-map: dynnap
sa timng: remaining key lifetine (sec): 28314
IV size: 8 bytes
replay detection support: Y
Output Interpreter (S5 E! D20 i) (OIT)= S show BHS X|HELICLOITE AHE3t0d
show BHE £3{9| M E FLICt

=X &4

ol dMoiM= Hm|aelolM BXE sidste ol M8E + = HEE MSELICH

SHAEE 4 QlaLin

T

H K| F7
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Ct

0jo

oz

rlo

Kl

- LFIIMR2 QB ME T E E45 L s R| 2¥&LICH.0| 2R = ID QB AME HXIS
o AME| X|HO R QIBSE SHIE F7H £= FE CAQIBSM7I IS M Y ME = U&LICHS
HIE 57 = FE CA QUBME M35t ChA| Q1B 5Hok &fLICH2HHE CA IBMHE Ete
x| 2 Ql5tE{™ EtAL S S UAof| 22|t A,

. CIE MO HE 37 7|7}t elgL|Cl.ol 2LF = ID 2IBME ERE AE X|™Hoi| dx|5t2{n &
[ 2 aigh = A&LICHLEZE D QIBME MRISteD A=REAHL A2 X|™Hat AZE 7| &
0| ID QB Mol =& El 74 7|2k Y X|5tX| et & L|Ct.show crypto ca certificates
trustpointname BHE2 AL&35104ID QIS MHE 2HIE A=E X[™Hol| IxIFI=X| =elgtL|cedZa
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#Ed e

. Cisco Adaptive Security Appliance X|#{ H 0| X|
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