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&LiCh.
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EXM TtElof CHEt REMIEH LI 2 Cisco 7| Bl #EIE FARSHAAIR,
o| Mo ME ol EMol|l dHE 7|sE T dstes HEE MSELICH
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Zoll M A+EE RFC 1918 A ]LCE.

T4
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- ASA ZdT|Tefo|M
- ASA 7 29
- VPN 22I0|ME Zu|agjo|H

ASA Zd1| g o|M

ASAO EtAH S S YA CIXIE B MHE MRlsted® oS BHE 2tzst AL

< ACHA. R, AlZE S A[ZHCH gEol K| = oIgtL|Ct
C2CHAL PIBM ME H M

. 3EHA| AZ| X[ 215

. 4EHA|. QIB M M|

. 5Bt M2 Mx|=El QIZEME A5 E E IPSec(Remote Access VPN)S FAIstL|CE.

160 S, Alzh S A[ZECH 2o| & x| S QIRfLICE.

ASDM HE#}

1. Configuration(Z1I| 124 0| )2 2 2!Ft C}= Device Setup(CIHIO|A A&\ =IELICH.

2. System Time(AMA® AlZhHE =& 5t Clock(AlA)S ME{EFLICE.

3. LIYE HE T Yetstx| #lgL|CH2HIE Q185 AM ZAE0| O|Fo{XK|2{H Im, AlZH H EF
AlZtcH gtol =t of gLict

ﬁ Home !{}%} CDnFiguratiDn! @ Monitaring ! - Ii Save @ Refresh | c Back \_)II Farward |

Device Setup o R Configuration > Device Setup = System Time = Clock

g Shartup Wizard
- H Interfaces

[ﬂ *J* Fouting ;
----- (}G Device MamePassword i SRS

[J @ Swstem Time

@ m Drate
5 TP |Dec 21, 2007 |

Tirme

Configure the A58 date and clock.

| f] Device List

Time; IIIIS :135 :ISB hhirnmn: ss (24-bour)

IUpdate Displaved Time

HBE o

CiscoASA

CiscoASA#show clock
05:37:37.904 UTC Fri Dec 21 2007




28t 2l ME 23 M

METI}E| CAZt ID Q1B ME Y= 3tE{8 CSR(Certificate Signing Request)0| 2 E. L|Ct.CSRAM=
ASAOA M8t Z7H 7|2t &1 ASAS| DN(Distinguished Name) EA+40| Z &HE[LICI ASAE A
ME 712l 7|8 AF83t0od CSRof| CIX|E MES §huct.

ASDM A&l
1. Configuration(Z1Z| 2 2{|0|MH)2 £ 2!t Ct= Device Management(C|HO|A #E)&E 22/ &L
Ct.
2. Certificate Management(21& A & 2|)E = &5t Identity Certificates(ID 2IEAM)E M= EL
Ct.

3. Add(F7hE = Euct

A= Add Identity Certificate

(P9

" Import the idenkity certificate From a File:

Decryption Passphrase: I

File to Impoart From: I Browse;

f+ Add a new identity certificate:

ey Pair: }ny.C.ﬁ..keﬂ ;l Shaw. ., Mew, .,

iCertificate Subject DM: ICN=Ci5cD.ﬁ.S.ﬁ. Select. ..

[T Generate self-signed certificate

[T Act as local cerbificate autharity andissue dynamic cerificates bo TLS-Proxy

Advanced. ..

#dd Certificate I Cancel Help

4. Add a new identity certificate ZtC|2 HHE& E=IgrLIC}.
5.7| 4ol 42 MZ BtE7|8 SEELCH



ﬁ Add Key Pair E]

Mame: { Use defadlt key pair name

f+ Enker new key pair name: lmy.C.ﬁ..ke';.-'

Size: 1024 (i
Usage: {+ General purpose (™ Special
iaenerake Mow I Cancel Help
6. Enter new key pair name(Mf 7| & O|& &|&]) 2iC|2 HES S EELICL. QA SXHo=2 7| %

O|& 2 Y5t AH AlwdsHoF g LICt.
7. Generate Now(X|& d4)& F=|&fLCH O|A| 7| 42 Bt=o040F &LCt,
8. Certificate Subject DN2 2|5t2{4 Select(41EH)E E=2/5t 1 O] X0 LI Y E
LICt. o248t gt2 7 MH5ie{MH SH EJOR SFolM g2 &
g 22Ut

% Certificate Subject DN T — X|

akkribute

Yalue
Mame(CM)  CiscodSA cisco. I
DN Attribute to be Added - A S e

Departrment (0L TSWEE
Attribute: |-- Select attribute - - | frdd == Company Name (0} Cisco Systems
I Caunkry (C) s
Sl I Delete Skake (SE) Morth Carolina
Location (L) Raleigh
] 4 Cancel | Help |
AT U EHAF BUAME ID ABME UT3H7| Tol SH SHS Tersiok gLIC TR
sS4 ¥ 22t 2 STUM RME LISS HolstAAlL.
9. M8t g2 F7I8t = &el2 2=/ LICHAdd Identity Certificate CHEH & XH 7t LIEFLE T

Certificate Subject DN =7} & & LIC}.
10. Advanced(Z )& &{grLict.
11. FQDN Z =0 IE{Hof A ClHfO|A 0| HAM|ASHE Of AL E FQDNS U=4FLICH O 2t2
CN(Common Name)0f| At& & FQDNx Zrofok g L|ct



% Advanced Options

Enrollment mode parameters and SCEP challenge password are not available For self-signed certificate

Certificabe Parameters I Enrallment Made | SCEP Challenge Passward |

FODM: ICiscD.ﬁ.S.ﬁ..ciscD.cDm

E-mail: I

IP Address: l

[ Include serial number of the device

QK I Cancel Help |

12. OK(&el)y& =!8t CtZ Add Certificate(RI1E5AM F7HE FRIELICHEEZA A|AR Q| Tt o
CSRS X{& et HIAIXI7H & AJELICH -
g% Identity Certificate Request = E!

To complete the enrollment process, please save the PECS10 enrollment
request (C5R) and send it to the CA,

You will then need ko install the certificate that is returned From the Ca by
clicking the Install butkon in the Identity Certificates panel,

Sawve C5R ko File: I.;;f.;ert_client_t}[t Browse, ..
i iZancel Help
13. Browse(§¢°¥E7I)§ 225t CSRE MEE {IXE M=istD = &AIIF ixtRl IS ME
SLCHED: ixt HERE IUS XMEYSHHAE HET|(O: HEF)E oY % =l

PKCS#10 R’g; £ £ U&Lch



ﬂ cert_client.txt - Notepad

File Edit Format Help

MIICKZCCAZOCAGAWDA0XEDADBYNVEACTELIhDGVRZ2 gxF ZAVEQMNVEAGTL
IEMhCmSs aw 5 hMo s wZGv DVOOEEw VU ZEWMBOGAT UEChMNG2 T2y 2 Bgu3 T zc
MCIGATUEAXMbhGZ 12y 29BU0EUY 2 1 2v 28Uy 2 ST TESWVPVRTWOWVCMT UwE oy D
TUEWDTMISEAlNDﬂngkqhkiGQWDBCQIWEkNpCENUQVNELmNpCENULmNUk
Bgkohk 1G9wlBAQEFAADE ] QAW Y KCOYEAUOT KgDM v dbZgBzUa] TC10]
¥OKoOHZPCalcEZodUxn+y 090 i moKr ] 68L6K>T IPQMNAAFMWE 2 Y s TION+h1E
MIGxLykKrGo7hoPASLPe0Bx ] LVLTY 30ROy Y2OP3IrlESwoyEaOFPSREL
CxBIpHgCZEOCAWEAAAASMDS GCSgESI b3 DOEID] ELUMCwwtwy DVR OPBEAQDS
A1 UAEQCWMEBSCEK MoC 2 v HELMMpC 2 v Lmiw b T ArEgk ghk 1 G 5wl BAQOF £
STZyADT0AR e SEWTE 4 B Cxd20LChxaoPSL 1 KbPaEeaCk T,/ PpimAaT As
bexsvljssx0sQ15h84 ZDBMEGECUZEX] A 1 Z6Mxaf UvCHr OP YW L LwioR J¢
189,74 S8 xhg 7ot wBwhREUxSemhFHpGHNG, MpsTuddg==

—-——End - This 1ine not part of the certificate reguest---

14. M El CSRE Microsoft CA} 22 EtAL S 2 Aol A& & LICt.vpnserverol CHEH XS E
MEX Xt3 ZHo| =2 2ot CA ME{ 17 | ¥l 23218 &gt
= TS g o T T iy

o
- MICFD BF Drovide

OO Sy sEen

File Edit Mew Favorites Tools  Help

dm Eack, = mp - @ ﬁ- | @Search @Favnrites @Media @ ||E;[

Address |:Ejihttp:,n',n‘1?2. 16.5. 1 jcertsry)

Enter Network Password _ 2| x|

Fleaze type pour uzer name and pazsword.

Site: 1721651

User Mame | YPNUEEr

Faszword S J
Domair

[ Save thiz password in your password list

ak I Cancel

. #uo:cA M
EHet B7H ASA(vpn AMEH)oll CHEH AFERE AHH 0| A=K & 2l5H A AI2.Request a
certificate(21& A 2%) > advanced certificate request(L= /A RH)E 2 2!5l04
Submit a certificate request by using a base-64-encoded CMC or PKCS#10 file(base-64 2!
T2 CMC E= PKCS#10 It &l & Ar835t0 2IEM 23 X|&)& =5t 7L} base-64 212
PKCS#7 It & Ar&35t0o] Al &S MESLICH



Aldress |-’£| htkpe /i1 72, 16,5, 1 cartary foartrgad. asp _I-:J (";)Gu | Ll

Microsoft Cetificate Services — CAT

Advanced Certificate Regquest

The policy of the CA determines the types of cemficates vou can request. Click one of the follovang opbons to;
Create and submit & redquest i this CA.

Nl:ie '|'|:|u "IL51 have an enroliment agent cerf fll:ata tu:l thmll A requasi an behalr fanl:lther USEL
QIZTYE M E ZAF5H0] Saved Request 40 B0iLl2 T+ Submit(M=)2 F AL
Ct

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-Bd-encoded
source (such as a Web server) inthe Saved Kequest box,

Saved Request:

er‘i.i'NBLIrE'Jpn::EI'JvLmI'Jv]:::TENBg}{qh}{iGSHDBAQQFAAD?ﬂ
Base-bd-encoded| |4BfcEd20LChXAoPSL1ELPaEeaCkEN,/ PpSmATASGE
cettificate request [DEMEGEzU?EBx] /K1 Z6Muaf vCHE OP YV 1wgRIGh+

(CMC ar §UxSemhFHpGHnO/ MpS3£U0d0==
PRCS #10 or
PRCS #7): not part of the certificate regquest——-—

Kl |

Browse for a file to insert.

Certificate Template:
PSEC |

Additional Attributes:

Attributes: v
K b

submit = I

Base



Microsoft Cerificate Semvices - CAT

Certificate Issued

The certificate you requested was issued to you.

" DER encoded or & BEase 64 encoded

ol Download cerdificate
=== owinload cerificate chain

O| LIEFLICt cert_client_id.cer O|2 22 X{&t&tL|CH ASAO| Ax|& ID QIZE MY

File Download = x|

rfﬁ Some filez can harm your computer. IF the file information below
g look.z sugpicious, or pou do not fully trust the zource, do not opern ar
zave thiz file.

File mame: certnew. cer
File type:  Security Certificate
From: 1¥21E.5.1

& Thiz type of file could harm paur computer if it contains
ralicious code.

Wiould you like to open the file ar zave it to pour computer’?

Open | Save Cancel tare Info

W | flways aslk before opening this tvpe of file

HBE o

CiscoASA

CiscoASA# configure terminal

CiscoASA (config) #crypto key generate rsa label my.ca.key
modulus 1024

!--- Generates 1024 bit RSA key pair. "label" defines
the name of the Key Pair. INFO: The name for the keys
will be: my.CA.key Keypair generation process begin.
Please wait... ciscoasa(config) #crypto ca trustpoint CAl
ciscoasa(config-ca-trustpoint)# subject-name
CN=CiscoASA.cisco.com, OU=TSWEB,

0=Cisco
Systems, C=US, St=North Carolina,L=Raleigh

!--- Defines x.500 distinguished name. Use the




attributes defined in table as a guide. CiscoASA(config-
ca-trustpoint) #keypair my.CA.key

!--- Specifies key pair generated in Step 3
CiscoASA (config-ca-trustpoint) #£fgqdn CiscoASA.cisco.com

!--- Specifies the FQDN (DNS:) to be used as the subject
alternative name CiscoASA (config-ca-
trustpoint) #enrollment terminal

!--- Specifies manual enrollment. CiscoASA (config-ca-
trustpoint) #exit

CiscoASA (config) #crypto ca enroll CAl

!--—- Initiates certificate signing request. This is the
request to be !--- submitted via Web or Email to the
third party vendor. % Start certificate enrollment .. %
The subject name in the certificate will be:
cn=CiscoASA.cisco.com OU=TSWEB, O=Cisco Systems,

C=US, St=North Carolina,L=Raleigh % The fully-qualified
domain name in the certificate will be:
CiscoASA.cisco.com % Include the device serial number in
the subject name? [yes/no]l: no

!--- Do not include the device's serial number in the
subject. Display Certificate Request to terminal?
[yes/nol: ¥

!--- Displays the PKCS#10 enrollment request to the
terminal. You will need to !--- copy this from the
terminal to a text file or web text field to submit to
!--—- the third party CA. Certificate Request follows:
MIICKzCCAZQCAQAWgaOxEDAOBgNVBACTBl1IhbGVpZ2gxFzAVBgNVBAGT
Dk5vcnRo
TIENhcm9saW5hMQswCQYDVQQGEwWIJVUZEWMBQGA1UEChMNQ21zY28gU31z
dGVtczEk
MCIGA1lUEAXxMbQ21zY29BUOEUY21zY28uY29tIE9VPVRTVOVCMTUWEgYD
VQQFEwWtK
TVgwOTM1SzA1INDAfBgkghkiGO9w0OBCQIWEKNpc2NvQVNBLMNpc 2NvLmNv
bTCBnzAN
BgkghkiG9wOBAQEFAAOB]QAWgYkCgYEAUOIKGDMjVrdbZgBzUAjTcl1l0]
xS1bkkcr
XgKoH2PcelcGZ9dUXn+Y09QjmOKrj68L6KXT1PgNAaFMwB2YsTIONn+hd
BVg5Sxjv
MI6xLyKrGo7bOPAsLPeOBx1/LVLTy30Rqcyy2QP3Irl1BSwoyBaoFPsRe
JGSAYG+O0

QX8Jp6gcZEOCAWEAAaAIMDSGCSAGSIb3DQEJID] EuMCwwCwYDVROPBAQD
AgWgMBOG

A1UJEQQWMBSCEKNpc2NvQVNBLmNpc 2NvLmNvbTANBgkghkiGO9w0OBAQQF
AAOBgQBM
3tzyAD706R5e]9EW7EJ4BfcXd20LCbXA0P5L1KbPaEeaCkEN/Pp5SmATA
sG832TBm

bsxSv1jSSXQsQ1Sb842D6MEG6HCcU7Bx] /K1Z6MxafUvCHrOPYWVU1wgRJ
Gh+ndCZK 3j89/Y4S8XhQ79fvBWbR8Ux9emhFHpGHNQ /MpSfU0dQ== --
-End - This line not part of the certificate request---
Redisplay enrollment request? [yes/nol: n
CiscoASA(config)#

3. ¢z X|H 2IF

MELE| HEHZFE ID 2I5ME &2 Fol= ol BHHE T™de

ASDM A%}



base64 HA|X|E £ Al5Hoq &

olo 74
LS - O
HYBez HEL|H ot of0|

td= XS E K]

ESH 7"""'E-|0-|| ID O|7<A-|E X.|Xl-ol-|_||:|.
AYE IB M7t
HbZL|CH 2T 1t O|20] .cer

01|A‘| base64Z QI
AE melof '='04'-"0'|0|: grL|Ct.
i.?: HO| .cer?l Il O|EE

K| L B0l EAIE =X 890l H
E CAEE 7t CAQRBSME Ho{of EL|CL.YZ FE CAE
A EE= CA ZEIXHol| Al 22fst &l Al

ol‘LIEI-
AZAE CA QIZME 22lstn

0104
EHS = 2|
H= =2 /1 -d
—

7t

3.
cert_cliertt_id.
20| IS ME EA|ELICE :F
4. QBN U £ F2FLIC
Certificate po
General | Details | Certification Path |
Bocin
! =1 Certificate Information
Thlhertiﬁcate is intended for the following purpose(s):
*Ensures the identity of a remote compuker
#Proves your identity ko a remoke compuker
ﬁ'__'L: Windows O'" D'”Al
| MAE HlE5H7| Mol EfAF S S A =
= S CARABAME UopdH
SEIFL

+2,16.840.1,1153733.1.7.21

Ol= X{d

=
(@)
—_—r

_I_ AR O~
View Certificate(215M E7|)&

EtAl S =2

5. Certificate Path
6. == ID IS M2} ¢



Certificate EE

General | Details  Certification Path |

—Certification path

CiscofSa, cisco,com OU=TSWEE

Yiew Certificake

Certificake status:

This certificate is Ok,

i

0
Ol

Ct. |
Bt XEAIEH HE T LFERSL|CH,

.ID 1B Mol gt REM|EF LIS S 22 Details& 2 =& LI

CA Aoi| Y

r




Certificate . 7| x

ieneral Details |CertiFicatiDn Path I

Shi: -=::;:-.||::=- L‘
Field Walue -
E'-.-'ersi::un W3
ESErial nurmber &11E ES9E 0000 Q000 0007
Eﬁignature algarithm shalR5a T
Elssuer ZA1, TaWeb, cisco, com
E'-.-'aliu:l From Saturday, December 15, 2007...
E'-.-'alil:l ko Monday, December 14, 2009 ..,
ESuhject Ciscofss, cisco.com OU=T3W, .,
[EPublic key RS54 (1024 Eits) hd

Edit Properbies. .. iZopy ko File, ..

ik,

8. 1D Q1B ME MxI5t7| Toil CA MM CA RQIZAME CtRE2E=35t0f ASAO] Mx|5HoF g LICtH
(23 & ZX).CA10|2h= CA AH{0I|A CA RQIBME CHRECSt2{HM Ch3 HH E 2 §fLc
VPN Mt{oll S E At ZHo| =22 drol CA M 172.16.5.101 & 20l $+&FhLIct



a abhout:blank - Microsoft Internet Explorer

File: Edit Miew Favorices Tools: Help

(M Back «~ €93 + |x a ,"~] ' Search - Favorites ', [
L L |
Address I@ hktkpiff172.16.5.1 /certsry

Connect ko 172.16.5.1

Connecting Fo 172.16.5.1

User name: € prserver bl | L |

Password: T TITITIL

I Remember my password

QK I Zancel

. Download a CA
certificate, certificate chain or CRL(CA 2I1& A, I8 M #|Ql === CRL CIHREE)2 83|50
Y2 ALCH R FZX).Q 2T YHOZ Base 64 2IC|2 HES 225t CARISMOIRE
EE ZEFu



Jownload a CA Certificate, Certificate Chain, or CRL

T'otrust certificates issued from this certification authority, install this CA cert

[o dowinload a CA certificate, certificate chain, or CEL, select the certificate

A certificate:

-ncoding method:

.............................

Jownload CA cerificate ]
Jownload CA certificate chain
Jownload latest base CEL
Jownload latest delta CREL

ZFE{0l| certnew.cer O|E2Z CA QIS ME XMEELICH
File Download - Security Warning E4

Do you want to open or save this file?

— Mame: certnew.cer
Type: Security Certificate, 1.64 KB
From: 172.16.5.1

Open Save Cancel

While files from the [nternet can be ugeful, thiz fle type can
o potentially harm your computer. [F you do nat truzt the zource, do not

open of zave thiz software, What's the nsk?

9. CA RIS ME XEE |E 3t&LCt
10. HIZ& O Z2 HAE HETIZ oS YLUICH O U2 0IRA LEZ HELSRE 22|51
Send To(ELH7|) > Notepad(H 2 &) E ME{EFLICH
11. 0| o|O|X|2] Q1B Mt S ALSt base64 Q1A M|A|X|7F LIEFSLICH

m 40
H >



12.

13.

14

15.

16.

i certnew.cer - Motepad

Eile Edit Format Help

F-—--BEGIMN CERTIFICATE-----—
MIIENTCCAdwgawIBAQIQCInxmUdkd IxGUdgaowt OnDAarEgk ghk 1GSwlBAQUFADER,
MRMWECY KCZIMTZPyLGOEGRY DY 2 STMRUWEWY KCZIMIZPyLGOBGRYFY 2 12Y 2 BxFTAT
Bgolkialk /IsZaAEZFogvuuld ]y | EMMADGALUEAXMDOOE xMES XD TAZMT IxNDAZMDED
M1OxDTEYMT I xMNDAZMT AXNYOWITETMEESCgmMSJomT 81 xk ARk WAZ NwhTEVMBEMSECgmS
1omT 81 xk ARk WEWNPCZ MyMRUWE WY KCZIm ZPyLGOEGRY FWFNZWI xDDAKEQNVEAMT
AQNBMTCCASIwDQY JK0ZIhv CNAQEEBCQADYYEPADCCAQDCHYEBADGRY S eLUVY Yy TLMAS
BSGEMZ3 sCTRATCMWO X 7 grMEmmi o070k GApAYMTHr K4 31 TMuaekBposZdd TMOhT x
bt ACzaHpBUYI SwoZ00ULPmwaAMUiMAD+mLSI gThndos 1Ty 7y hh2wwem i § conwdog+
Kx+swaeNC]slrxeuaHpIBTuanockueBUE] xgpIuNPaklGEywEBTaTvdmM A kZzT4dbgT
w3IGOFGMhBZGxEy =1 DEaUd xRvwhDhM I vwy Bxdwkhd uZ 04 woxomr /St ltdwqovk 2w
UBwCsptw7ClakTofmsxk, ds /22 aluxrHyysoCToFyk 1vES, Qo+ T0essz4T 1 Dhxx
wPXROLBCAWEAAIOC AWEBWCQF rMEMECSSGAQOED | CUAQOGHOQADWEEMASGAL UdDwWOE
AWIEhjAPEgNVHRMEAFBEBTADAQHIMEDGAlUdDgQWEBTEFEBIBjqIERRDLEmeNQJ
AP TwDCCA0ME Al UdHWS B+ ZCB+DCEYACBEEqCE 74 aBTwxk vab L ywBvi0d SO0Ex L ERO
PYRTLWVCYSZMTQUNTLENOPUNEUC xDT j1lodwls aw IM]BELZ=k TM]BTZx12 awN1 CyxD
TI1TZx32 awN 1 oy xDTi10b2 SmawdlcmFOawSULERDPVRT W2 VI LERDPWHNPDCZ N LERD
PWHYhTS]Z=10awzZpy 2F0ZvI TdmS] vxRph2 SMaxNOP2 The2 U D2 JgZwWN002 xhe3me
¥1IMRGT ZdHIpy mvOawsuUuESpbnsGNwhodHAB Ly S0yl 3Mms ZLWF J oy 0c3d v 5]
axMbyiib2 ova2vydEvucm9shCSDOTEUY 3 JsMBAGC S5GAQOED] CWAQQDAGEAMAQG
CSqGSIbEDQEEBQUAA&IBAQA&UF?AsyESIth+?SiiﬁSL+HUU3dKDDEdMiCbKJEKP
LEZE6IGWLRhT Svvn 1 TrgRy&HED 1 rdUScHgHUC DS BZwWAgTmGUm++HM 1 nwE 1w IF
DCMwx TOxsDT+nSY 0k 8hnGouoTd SQETHr NBEy YW SGROTE+OC SL+yT Jwwl SsZh | ZE
TowUFPA+PTA 7dmARGUOZ2VZE ZDwW S KGAVLUBGSr FAdBwWZDPEVMECgFWHCNIT cufudx]h
1 CBBDKOZY 09pPOE7 7UTA0USCLTUT TPOMedyZg 0N+ X aZ x 2 EwGPNL1d 9z 0w 5T OT
Gp= FABALH+PRIOT ETJOgMSOGF 1457 CIH7dx 1 vD+pE5at

————— EMD CERTIFICATE---—-—

ASDMO1| A Configuration(Z1Z|12{|0|44)& & =8t C}Z Device Management(C|HFO|A &2
)& =g

Certificate Management(215 M #2])E £ %5t I CA Certificates(CA 215 M)E MEHEFLICE.
.Add(F7hHE E=ELc
Paste certificate in PEM Format(PEM 84|22 QIS M 0{'d7|) 2lC|2 HES E2l5l1

METIIE| HIE{ 7 N2 8t base64 CA RQIZME E—*léE Zic o 2oigd&LCt
Install Certificate & & =!8L|C}



= Install Certificate

™ Install From a File: I

(+ Paste certificate in PEM Formnat:

e

Browse,

VR TLVCySzMEQUNTLENOPUNELC:DTi1 QdW IsaWMIMIBLZZHMIBTZ: 12l =D _:l

i1 TZx1zaw Moy xDTil DbZSmaw'd 1 crmFoaw uLER DPYR TY2VILER DPWNpcZMyLERD
Wb TIiZE I0aWZpY 2F0ZY Ndm9j¥ xR pb2 SMaxMOP2 JheZU b2 Jg2W k02 xhc3Me

1 IMR.GlzdHIpY R 0a IuUEIpbnsGMWhOdHAGL w90y 1 3Mmsz LW FicwS0c3dlYis)

s MibySib2 v 2y dEYUCSsbC DO TELY 31sMBAGC SsGAQOETICYAQODAGE AMADS
5qGSIb3DOEBECUAAIBACAaYFDASYESIE QA+ TSiiSL+KUY 34/ DoE4Michi ek
62363W 1REFSYYnlTrgRvEHE olrdiUUecHgHUC DS BZW A gfrGUm++HMlne 3liv IF

chwxCres DT 409y OkabnEEUOF4S0E THNrMGE Y Y YrSGEOIE+OCSL 4wt vin 1 9GZHIZE
CYUFPA+P T4 7dmARELoZY 2200 Sk GAYLUBG s FdSwZ DPBY MEZgPWhchItcufulxlb
1XXce3DKoZY09pPaa 7 uT aoudcLiuiPOme Oy ag JOMN+xaZ < 2ZEwGPn 1 49zpHvakgT
O 7 ABAU+pR I0iEFQOQMSQGFI4S 7 cIHT dx WD +piESat

J

| of

" Use SCEP:

SCEP URL: http:j)

Retry Period: 1
Fetry Counk: II.'I
Install Certificate iZancel

minutes

(Use 0 to indicate unlimited retries)

More Oplions...

Help

x7t dE3sEE #Qlst= Thst 4RI LEEHELICEH

CiscoASA

CiscoASA (config) #crypto ca authenticate CAl

!-—-—- Initiates the prompt for paste-in of base64 CA
intermediate certificate. ! This should be provided by
the third party vendor. Enter the base 64 encoded CA
certificate. End with the word "quit" on a line by

itself ----- BEGIN CERTIFICATE-----
MIIEnTCCA4WgAwIBAgIQcInxmUdk4 IJxGUAgAoWt OnDANBgkgqhkiG9w0B
AQUFADBR

MRMwEQYKCZImiZPyLGQBGRYDY29tMRUWEWYKCZImiZPyLGQBGRYFY21z
Y28xXFTAT
BgoJdkiaJdk/ISZAEZFgVUU1ldlYjEMMAOGA1UEAXMDQOEXMB4XDTA3MTIX
NDA2MDEO
M1oXDTEYMTIXNDA2MTAXNVOowUTETMBEGCgmSJomT 8 ixkARKWA2NVbLTEV
MBMGCgmS
JomT8ixkARKWBWNPC2NVMRUWEWYKCZImiZPyLGQBGRYFVFNXZWIXDDAK




BgNVBAMT
AONBMTCCASIwDQYJKoOZIhvcNAQEBBQADggEPADCCAQOCggEBAOQP7 seu
VvyiLmA9

BSGzMz3sCtRITCMWOx7gM8mmiD0070kGApAvmt HrK431iMuaeKBpo5zd
4TNgNtjX

bt6czaHpBuyIsyoZOOUl1PmwAMuiMAD+mL9 IgTbndosJfy7Yhh2vieMij
cQnwdoqg+
Kx+sWaeNCjslrxeuaHpIBTuaNOckueBUBjxgpJuNPAk1G8YwBfaTV4M7
kZ£f4dbQI
y3GoFGmh8zGx6ys1DEaUQxRVwhDbMIvwqYBXWKh4uC04xxQmr//Sctlt
dwQcvk2Vv
uBwCsptW7ClakTqgfm5XK/d//z2eUuXrHYySQCfoFyklvE6/Qlo+£fQeSS
z+T1DhXx
wPXRO18CAwWEAAaOCAW8S8wggFrMBMGCSsGAQQBgjcUAgQGHgQAQwBBMASG
AlUdDwQE
AwIBhjAPBgNVHRMBAfSEBTADAQH/MBOGA1UADgQWBBTZrb8I8jgI8RRD
L3mY£NQJ
PAP1WDCCAQMGA1UdHwSB+zCB+DCB9aCB8gCB74aBtWxkYXA6Ly8vQ049
QOExXLENO

PVRTLVcySzMt QUNTLENOPUNEUCxDT]j 10dWJsaWM1MjBLZXk1MjBTZXJ2
aWNlcyxD
Tj1TZXJ2aWN1lcyxDTj1lDb25maWdlcmF0aW9uLERDPVRTV2ViLERDPWNpD
C2NVLERD
PWNvbT93jZXJ0aWzZpY2F0ZVJI1ldm9jYXRpb25MaXNOP2Jhc2U/b2JgZWNO
Q2xhc3M9
Y1JMRG1zdHIpYnV0aWw9uUG9pbnSGNWhOdHA6LyY90cyl13MmszLWFjcy50
c3d1vYi5j

aXNjby53ib20vQ2VydEVucm9 sbCIDQTEUY3JsMBAGCSsGAQQBgjcVAQQD
AgEAMAOG
CSQGSIb3DQEBBQUAA4IBAQAavFpPASYESItgA+7sii/5L+KUV34/DoE4M
icbXJeKr
L6Z86JGW1Rbf5VYnlTrqRy6HE0olrdU6cHgHUCDY / BZWAG £fmGUm++HM1 j
nW8liyIF
DcNwx1lQxsDT+n9YOk6bnG6uOf4SgETNrNS8EYYVrSGKO1lE+OC5L+ytJvw
19GZhlzE
10VUfPA+PT47dmMAR6UO2V2ZDW5KGAVLU8GsSrFA8wZDPBVMKCgFWNCNIt
cufulxlb
1XXc68DKoZY09pPg877uTaou8cLtuiiPOmeOyzgJON+xaZx2EwGPnl149
zpXv5tqgT

9Ms7ABAu+pRIoi/E£fjQgMSQGF1457cIH7dx1VD+p85at

----- END CERTIFICATE-----

quit

! --- Manually pasted certificate into CLI. INFO:
Certificate has the following attributes: Fingerprint:
98d66001 f£65d98a2 b455fbce d672c24a Do you accept this
certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

% Certificate successfully imported

CiscoASA (config)#

487, OlZ M MR

ASDM A&}
Ctg EHAHE 2t25tedH METE| HIEH7E XS ID Q1B ME AFSStA AL,
1. Configuration(Z1IL|212|0|M)2 & =!8 Ct= Device Management(C|HFO|A & 2|)& 2 =/gHL

Ct.
2. Certificate Management(2!& A #E2)E = & & C}= Identity Certificates(ID 1S AM)E MEd g



L]Ct.

3. 2Bt A0l M HEEHID QIZSME MEBILICHET: Btz M7 2R S22 EA|IFLICH

4. Install(dxl)2 S={ELICH

Configuration = Device Management = Certificate Managenent > dentity Certificates

Issued To Issued By Expiry Date Usage
[CiecoasSs, cisco.com OLI=TS, ., [[Mok Svailable] Pending.. Unknowvan
§% Install Identity certificate - X

Identity Certificate

(% Paste the certFicate data In base-64 format: -:I

SEFIE PRy PPy ATHEFe 0T & '
ISLsYWigikiCB g oW PR RATIC 20K AW TPFNp 2 VF I MpecsB T ychrigk B8
HPHCHSSZ 5w upzPEHEL 034wy dpul ubHirrs W nF LeCnof ey HeETieZESt 1 L pse
LSnuPsdBMasfc=

L —END CERTIFICATE-—|
w
4| | ¥

| Instal Certificats | cancel | Help

Add

Shiows Detalls

Delste

XL

" Install From a file: | Bromese e
[ Insal

|
Paste the certificate data in base-64 format 2IC|2 HHE S 2&!5t 17 METlE| HIH7} N3 &

&=L|C

D QIEME HAE ool 2o

g% Information x|

@ i_ertificate import succeeded.

5. Install Certificate® 2 =|gfL|C}.
717} MEMEX| ZQlste chel AXE7F LIEFSLICEH

BHE o

CiscoASA

CiscoASA (config) #crypto ca import CAl certificate

!--- Initiates prompt to paste the base64 identity !---
certificate provided by the third party vendor. %The
fully-qualified domain name in the certificate will be:
CiscoASA.cisco.com Enter the base 64 encoded
certificate. End with the word "quit" on a line by
itself !--- Paste the base 64 certificate provided by
the third party vendor. ==-=--= BEGIN CERTIFICATE-----
MIIFpzCCBI+gAwIBAgIKYR7 lmwAAAAAABzANBgkghkiG9wOBAQUFADBR
MRMwEQYK
CZImiZPyLGQBGRYDY29tMRUWEWYKCZImiZPyLGQBGRYFY21zY28XxFTAT
BgoJdkiaJd
k/ISZAEZFgVUU1ldlYjEMMAOGA1UEAXMDQOEXMB4XDTA3MTIXNTA4MZzUZ
OVOXDTAS
MTIxXNDA4MzUzOVowdjELMAKGA1UEBhMCVVMxFzAVBgNVBAgTDk5vcnRo
IENhcm9s

72



aW5hMRAwWDgYDVQQHEwdSYWx1laWdoMRYwFAYDVQQKEwl1lDaXNjbyBTeXNO
ZW1zMSQw
IgYDVQQDExtDaXNjbOFTQS57aXNjby5jb20gT1U9VFNXRUIwgZ8wDQYJ
KoZIhvcN
AQEBBQADgYO0AMIGJAOGBALjiCqgzIla3W2YAclAIO3NAI8SUpW5JHK14C
qgB9j3HpX
BmEXVF5/mNPUI5tCqg4+vC+il05T4DQGhTMAAMLEYDp/0SQVauUsY7zCO
sS8igxqgOo
2zjwLCz3jgcZfylS08tzkanMstkDIYKIQUsKMgWgBT7EXiRkgGBvikF/
Cae@nGRN
AgMBAAGjggLeMIIC2jALBgNVHQS8EBAMCBaAWHQYDVRORBBYWFIISQ21z
Y29BUOEu
Y¥21zY28uY29tMBOGA1UdDgQWBBQsJC3bSQzeGv4tY+MeH7KM10xCFjAf
BgNVHSME
GDAWgBTZrb8I8jqgqI8RRDL3MYENQIJpAP1WDCCAQMGA1UdHwSB+zCB+DCB
9aCB8QCB

74aBtWxkYXA6Ly8vQ049Q0EXLENOPVRTLVCcYSzMt QUNTLENOPUNEUCXD
Tj1QdWJTs
aWM1MjBLZXk1MjBTZXJ2aWNlcyxDTj1lTZXJ2aWNlcyxDTj1Db25mawdl
cmF0aWw9u
LERDPVRTV2ViLERDPWNpc2NvLERDPWNvbT9jZXJ0aWZpY2F0ZVJ1dm9j
YXRpb25M
aXNOP2Jhc2U/b2JgZWN0Q2xhc3MI9Y1IMRG1zdHIpYnV0aWwouUGO9pbnsG
NWhOdHA6
Ly90cyl3MmszLWFjcy50c3dlYi5jaXNjby5ib20vQ2VydEVucm9sbC9D
QTEuY3Js
MITBHQYIKwYBBQUHAQEEggEPMIIBCzCBQQYIKwYBBQUHMAKGgZxXSZGFw
0i8vLONO
PUNBMSxDT3j1BSUEsQ049UHVibGljIJTIwS2V5JTIwU2VydmljZXMsQ049
U2Vydmlj
ZXMsQ0490Q029uZmlndXJhdGlvbixEQz1UU1dlYixEQzljaXNjbyxEQz1]j
b20/YOFD
ZXJ0aWZpY2F0ZT9iYXN1P29iamVjdENsYXNzPWN1cnRpZmljYXRpb25B
dXRob3Jp
dHkwXQYIKwYBBQUHMAKGUWhOJHAG6Ly90cyl13MmszLWFjcy50c3dlYi5j
aXNjby53j
b20vQ2VydEVucm9sbC9UUy1XMkszLUFDUy5UU1dlYi5jaXNjby5jb21f
QOEXLmMNY
dDAhBgkrBgEEAYI3FAIEFB4SAFCAZQBiAFMAZQBYAHYAZQBYMAwWGA1Ud
EwEB/wQC
MAAWEWYDVRO01BAwwCgYIKwYBBQUHAWEWDQYJKOZIhvcNAQEFBQADggEB
AIgCaA9G
+8h+3IS8REVAGZCWAEVRXCyBlx0ONpPR/jlocGJI7QbQxkjKEswXqg/02xDB
7TwXQaGph
ZRQ4dxALl111JkIjhfeQY+7VSkZ1GEpuBnENTohdhthz5vBjGlcROXIsS8
+3Ghg8hy
YZZEM73e8EC0sEMedFb+KYpAFy3PPy418EHe4MJbdjUp/b901516IzQP
5151YB0y
NSLsYWqgjkCBg+aUO+WPFk4jICr2XUOK74oWTPFNp£fv2x4VFI/Mpcs87y
chngKB+8
rPHChSsZsw9upzPEH2L/034wm/dpuLulHirrwWnFlzCnqfcyHcETieZtS
tlnwLpsc

1L5nuPsd8MaexBc=

INFO: Certificate successfully imported
CiscoASA (config)#

S5EAH. M2 Mx|E CQISME A3 =2 IPSec(Remote Access VPN)S FAI8HLICE.




ASDM Hx}
7 HMA VPNE 7A5t2{H CFS BHAHE =gt

1. Configuration(T+4J) > Remote Access VPN(¥Z 4 AlA VPN) > Network (Client) Access(L|
EQ{3(Ect0|HE) HAM|L) > Advanced(TL =) > IPSec > IKE Policies(IKE %3l > Add(F7}
)B M=5104 ISAKMP & 655358 A A48t

B Add IKE Policy

Prioriky; EE535 Authentication: Irsa-sig b
Encrvption: 3des - D-H Group: IE b
Hash: b Lifekime: " Unlimited
{s |BE-4IIIIII lsecu:uru:ls hd
QK Cancel | Help |

OK(E2l)et Apply(H8)E =g,

2. Configuration(T4J) > Remote Access VPN(#Z 2 A|A VPN) > Network (Client) Access(Ld|
E Q3 (Z2t0|HE) HAH|A) > Advanced(LE) > IPSec > IPSec Transform Sets(IPSec ¥
EIgh > Add(F7HE =15t0 myset H4& ZEHs Mgt

O HH 2



= Add Transform Set

Sek Mame; mysek
-Properties -
Mode: f* Tunnel " Transport
ESP Encryphion: ISDES o

ESP Authentication: =

2K, I iZancel Help

OK(&rel)2t Apply(:18)&

=2[gfLct.

3. Configuration(74d) > Remote Access VPN(#Z 2 MH|A VPN) > Network (Client) Access(Ld|
EQ|3(ZEI0|HE) HA|A) > Advanced(11 =) > IPSec > Crypto Maps(&f 23 H) > Add(F
7HE MEfsto] M= 102 X HMo = 535 WS MY LICH

@ Create IPsec Rule

Tunnel Policy (Crypta Map) - Basic i Tunnel Policy (Crypta Map) - Advanced | Traffic Selection |

Interface: ||:|L|I:5ide :J Policy Type: Idynamic Tl Pricrity: |1III

~TransfFarm Sets —

Transform et ko Be Added:
fdd == Mavelp

ESP-AES-128-5HA :j

Remove Mo Dawn

rPeer Settings - Cptional for Dynamic Crypto Map Entties -

The Connection Tvpe is applicable ta static tunnel policies only, Uni-directional connection type policies are us
For LAMN-to-LARK redundancy. Tunnel policies of the 'Originate Onky' conneckion bype may specify up bo 10
redundant peers,

OK(&2l)%t Apply(HE)E F=IErLICH A 1: ASA 8.02 SHA 28 X|5HX| of&LICt EBt
256 SHAI2t &7 QIZEME M85t IPSec ECI0|UEE X[HME[X| oE&LICH



4. Configuration(T+4J) > Remote Access VPN(#Z 2 AlA VPN) > Network (Client) Access(L|
E Q|3 (Zct0|HE) HA|A) > Advanced(TL =) > Group Policies(2 & HA) > Add(F7HE M
EH 5104 Defaultgroup group policy(7|2 1& H&)E MMsL|ct

rAdd Internal Group Policy

[ DRIVErS
+- Advanced

el

Mame: |dl:Fau|l:|;-:hup|

Banner! [+ Inkwesit

Address Pools: [V Inherit |

More Dptions

Tunneling Protocols: ¥ Inherk [ Clientless 550 WPA [T S5L ¥PM Clent [T IPsec [T L2

Filk e = Trherd | = I

OK(& 2ot Apply(Xi8)E F=IgrL]ct.

5. Configuration(T4d) > Remote Access VPN(#Z 2 M|A VPN) > Network (Client) Access(L|
E Q|3 (Z2I0|HE) HAH|A) > Address Assignment(F2 E'E) > Address Pools(F4& &) >
Add(F7HE AE45t0 VPN 22t0|HE A8X7H SMo 2 ST E|T = vpnpool T4 ES

@& Add IP Pool

dgfuct.

£ #=ighch

6. VPN 22t0|HE MM A

Marne:

vpnpool

Starting IP Address: 10.5.5.10

Ending IP Address: 10.5.5.20
Subnet Mask: 55, 255,255.0 w
(] o iZancel Help

OK(&E2het Apply(H&

B <8t vpnuser At %} AHHE 4445t24H Configuration(Z4I| 22| O

) > Remote Access VPN(£{Z 4 AIA VPN) > AAA Setup(AAA &) > Local Users(2Z At

X > Add(F7H)

£ MEdst|C} e O] AF2 KIE DefaultRAGroup 2| HEHZ A& etL|Ch



L

[F-¥PMN Policy I EemiaTs: (w

Password: f***“***

Confirm Password: |z =+ xx=x2

™ User authenticated using MSCHAP

Member-of

Member-of: |

Access Restriction

Select one of the options below ko restrick ASDM, S5H, Telnet and Console access,
Mote: Al users have network access, regardless of these settings,

(' Full access(ASDM, S5H, Telnet and Console)

Privilege level is used with command authorization,

Priviege Level: [2 ~|
" CLI login prompt For S5H, Telnet and console (no ASOM access)

This setting is effective only IF 484 authenticake console command is configured,
" Mo &SDM, 55H, Telnet or Console access

Thiis setting is effective only IF 84848 authenticate console command is configured,

7. Configuration(4J) > Remote Access VPN(#Z 2 A|A VPN) > Network (Client) Access(Ld|
EQ|3(Zct0o|HE) HAM|A) > IPSec Connection Profiles(IPSec 44 Z 2 1} 2l) > Edit(HE
)E ME3}10{ DefaultRAGroup2 EA|E CHZ TEIELICHIKE Peer Authentication(IKE |04
ClE) EHEO| EECIR0M MAHE ID QIS ME MEHEILICE User Authentication(AF& X} 215)
Zieof chalf M 282 LOCALE MERFLICt Client Address Assignment(Z2H0|HE F4
&) 2o CHEt Client Address Pool(22H0|HE 4 )2 MEELICHYE 28 E3 2
ol cigt 28 YMo=2 7|8 O82 MEFLIC

H= - T1-d



emore

_E Marme: IDeFauItR.ﬁ.GrDup

=-Advanced

teizeneral IKE Peer Authentication

lient .ﬁ.u?ldrelssmg i |

--futhentication

Authorization Identity Certificate; I[cn=Ciscn.ﬁ.S.ﬁ..ciscn.cum OLN=TSWEE, o=Cisco Systems,. .. ;l

Accaunting 1

(#-IPsec User Authentication

.. PRP
Server Group; ILDC.C'.L ;!
Fallback; [ lUse LoCal if Servet Group Fails

Zlient dddress Assigment

DHCP Servers: I

Cliznt Address Poals: vanpn:ncll

Default Group Policy

Client Protocals: [+ IPsec

OK(& 22t Apply(H8)E =gt
HHE of

Group Palicy: |deFauItgrDup

[+ L2TP over IPsec

CiscoASA

CiscoASA (config) #crypto isakmp enable outside
CiscoASA (config) #crypto isakmp policy 65535

CiscoASA (config-isakmp-policy) #authentication rsa-sig
CiscoASA (config-isakmp-policy) #encryption 3des

(
(
(
(
CiscoASA (config-isakmp-policy) #hash md5
CiscoASA (config-isakmp-policy) #group 2
CiscoASA (config-isakmp-policy) #lifetime 86400
CiscoASA (config-isakmp-policy) #exit
(

CiscoASA (config) #crypto isakmp identity auto

!--- Phase 1 Configurations CiscoASA (config) #crypto
ipsec transform-set myset esp-3des esp-md5-hmac
CiscoASA (config) #crypto dynamic-map dynmap 10 set
transform-set myset

CiscoASA (config) #crypto map mymap 10 ipsec-isakmp
dynamic dynmap

CiscoASA (config) #crypto map mymap interface outside

!--- Phase 2 Configurations CiscoASA (config) #group-
policy defaultgroup internal

CiscoASA (config) #group-policy defaultgroup attributes
CiscoASA (config-group-policy) #default-domain value
cisco.com

CiscoASA (config-group-policy)# exit

!--- Create a group policy "defaultgroup" with domain
name !--- cisco.com CiscoASA (config)#username vpnuser
password Ciscol23

CiscoASA (config) #fusername vpnuser attributes

CiscoASA (config-username) #memberof DefaultRAGroup
CiscoASA (config-username) #exit




! --- Create a user account "vpnuser" and added to !---
"DefaultGroup" CiscoASA (config) #tunnel-group
DefaultRAGroup general-attributes

!--- The Security Appliance provides the default tunnel
groups !--- for remote access (DefaultRAGroup).
CiscoASA (config-tunnel-general) #address-pool vpnpool

!--- Associate the vpnpool to the tunnel group using the
address pool. CiscoASA(config-tunnel-general) #default-
group-policy Defaultgroup

!--- Associate the group policy "Defaultgroup" to the
tunnel group. CiscoASA(config-tunnel-general)# exit
CiscoASA (config) #tunnel-group DefaultRAGroup ipsec-
attributes

CiscoASA (config-tunnel-ipsec) #trust-point CAl
CiscoASA (config-tunnel-ipsec) #exit

!--- Associate the trustpoint CAl for IPSec peer !---
authentication

ASATE

CiscoASA

CiscoASA#fshow running-config
Saved

ASA Version 8.0(2)

!
hostname CiscoASA
domain-name cisco.com

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface Ethernet0/0

nameif outside

security-level 0

ip address 192.168.1.5 255.255.255.0
1

interface Ethernet0/1

shutdown

nameif inside

security-level 100

ip address 10.2.2.1 255.255.255.0

1

interface Ethernet0/2

nameif DMZ

security-level 90

ip address 10.77.241.142 255.255.255.192
1

interface Ethernet0/3

shutdown

no nameif

no security-level

no ip address




interface Management0/0
shutdown
no nameif
no security-level
no ip address
1
passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive
dns server-group DefaultDNS
domain-name cisco.com
access-list 100 extended permit ip 10.2.2.0
255.255.255.0 10.5.5.0
255.255.255.0
pager lines 24
mtu outside 1500
mtu inside 1500
mtu DMZ 1500
ip local pool vpnpool 10.5.5.10-10.5.5.20
no failover
icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-602.bin
no asdm history enable
arp timeout 14400
nat (inside) 0 access-1list 100
route DMZ 0.0.0.0 0.0.0.0 10.77.241.129 1
route outside 10.1.1.0 255.255.255.0 192.168.1.1 1
route outside 172.16.5.0 255.255.255.0 192.168.1.1 1
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute
dynamic-access-policy-record DfltAccessPolicy
http server enable
http 0.0.0.0 0.0.0.0 DMZ
http 0.0.0.0 0.0.0.0 outside
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup
linkdown coldstart
crypto ipsec transform-set myset esp-3des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
crypto map mymap 10 ipsec-isakmp dynamic dynmap
crypto map mymap interface outside
crypto ca trustpoint CAL
enrollment terminal
subject-name cn=CiscoASA.cisco.com OU=TSWEB, O=Cisco
Systems, C=US,
St=North Carolina,L=Rale
serial-number
keypair my.CA.key
crl configure
crypto ca certificate chain CAl
certificate 611ee59b000000000007
308205a7 3082048f a0030201 02020a61 1lee59b00
00000000 07300406 092a8648
86£70401 01050500 30513113 3011060a 09922689
93f22c64 01191603 636£6d31
15301306 0a099226 8993f22c 64011916 05636973
636£3115 3013060a 09922689
93£22c64 01191605 54535765 62310c30 0a060355




04031303 43413130 1el170d30
37313231 35303833 3533395a
30383335 33395a30 76310b30
09060355 04061302 55533117
Oede6f72 74682043 61726f6¢C
696e6131 10300e06 03550407
68311630 14060355 040al130d
43697363 6£205379 7374656d
0403131b 43697363 6£415341
2e636973 636f2e63 6£6d204f
819£300d 06092a86 4886£70d
01010105 0003818d 00308189
332356b7 5b660073 5008d373
5d23c529 5b92472b 5e02a81f
5e7£98d3 d4239b42 ab8faflb
e8ab5d394 £80d0lal 4cc01d98
b94bl8ef 308ebl2f 22abla8e
db38£f02c 2cf78e07 197£2d52
03£722bd 414b0a32 05aal53e
c45e2464 80606£8e 417£09a7
01238202 de308202 da300b06
03551d0f 04040302 05a0301d
14821243 6973636f 4153412e
63697363 6f2e636f 6d301d06
2c242ddb 490cdela fe2d63e3
lelfb28c 974c4216 301£0603
14d9adbf 08£23a88 £114432f
79987cd4 09a403e5 58308201
fb3081£8 3081f5a0 81£f2a081
ef8681b5 6c646170 3a2f2f2f
4e3d5453 2d57324b 332d4143
532c434e 34434450 2c434e3d
304b6579 25323053 65727669
6365732c 434e3d53 65727669
6£6e6669 67757261 74696f6e
2c44433d 54535765 622c4443
433d636f 6d3£6365 72746966
69636174 65526576 6£636174
62617365 3f6f626a 65637443
6c617373 3d63524c 44697374
506£696e 74863568 7474703a
2£2£7473 2d77326b 332d6163
63697363 6f2e636f 6d2£4365
7274456e 726f6c6c 2£434131
06082b06 01050507 01010482
010£3082 010b3081 a%906082b
819c6c64 61703a2f 2£f2f434e
3d434131 2c434e3d 4149412c
63253230 4b657925 32305365
72766963 65732c43 4e3d5365
4e3d436f 6e666967 75726174
696f6e2c 44433d54 53576562
6£2c4443 3de636f6d 3£634143
65727469 66696361 74653f62
6374436c 6173733d 63657274
69666963 6174696f 6e417574
06082b06 01050507 30028651
68747470 3a2f2£f74 732d7732
73776562 2e636973 636f2e63
6£6d2£43 65727445 6e726f6¢
332d4143 532e5453 5765622e
63697363 6f2e636f 6d5£4341
092b0601 04018237 14020414
1e120057 00650062 00530065

17043039

30150603

13075261

73312430

553d5453

02818100

63dc7a57

b1l320e9f

d3cb7391

aa9c644d

0603551d

03551d0e

551d2304

03060355

434e3d43

5075626c¢c

6365732c

3d636973

696f6edc

72696275

732e7473

2e63726¢C

06010505

434e3d50

72766963

2c44433d

6173653fF

686£7269

6b332d61

6c2£5453

312e6372

00720076

31323134

55040813

6c656967

22060355

57454230

b8e20aal8

06674754

e849055a

a9ccb2d9

02030100

11041630

04160414

18301680

1d1£0481

41312c43

69632532

434e3d43

636f£2c44

6973743f

74696f6e

7765622e

30820114

07300286

75626c69

65732c43

63697363

6£626a65

74793054

63732e74

2d57324b

74302106

00650072




300c0603 551d1301 01££0402
30003013 0603551d 25040c30
07030130 0d06092a 864886£f7
04010105 05000382 0101008a
84bc45£f5 401b3716 0045515c
2c¢81971d 0dab5lfe3 96870627
S5eafcedb 10clef05 d0686a6l
cdlab877 100b965d 499088el
46129081 9c4353a2 1761b6lc
f9bcl8c6 95c44e5c 8b3cfb7l
bddef040 b4b0431le 7456fe29
8a40172d cf3f2e25 £041deel
97997a23 340fe65e 75601d32
3522ec6l 6aa39020 60£f9a50e
9750e2bb e285933c 53697efd
blel5148 fccabcb3 cef27219
2b19b30f 6ea733c4 1£f62ff3b
7e309b£f7 69b8bb87 8abafl5a
7044e279 9b52b759 £02e9blc
94be67b8 fbldf0c6 9ecdl?
quit

0a06082b 06010505

82680£46 fbc87edc

b41b4319 23284b30

7ded418fb b5529199

al83c872 61964433

c25b7635 29fdbf74

£963c593 88c80abd

e0281fbc acflc285

7175cc29 ea7dcc87

certificate ca 7099£f1994764e09c4651da80al6b749c

3082049d 30820385 a0030201
64e09c46 51da80al 6b749c30
0d06092a 864886f7 04010105
060a0992 268993f2 2c640119
1603636f 64311530 13060a09
19160563 6973636f 31153013
060a0992 268993f2 2c640119
0c300a06 03550403 13034341
31301el7 04303731 32313430
31323132 31343036 31303135
5a305131 13301106 0a099226
03636f6d 31153013 060a0992
268993f2 2c640119 16056369
02099226 8993f22c 64011916
05545357 6562310c 300a0603
30820122 30040609 2a864886
£7040101 01050003 82010£00
0OeaB8fee c7aeb56fc a22e603d
0521b333 3declOad4 7d4c2316
28ece906 02902f9%a dleb2b8d
£588cb9%a 78a069a3 965del33
ale906ec 88b32al9 38e5353e
6c0032e8 8c003fa6b 2fd22a4d
876bd678 c8a37109 f074eabe
2blfac59 a78d0a3b 35afl7ae
24b9%e054 063c60ad 9b8d3c09
351bc630 05£69357 833b9197
69alf331 bleb2b35 0c469443
1455¢c210 db308bf0 a9805758
afffd272 dded7564 lcbedd95
b81c02b2 9b56ec2d 5a913a9f
94b97ac7 63249009 fal5cadd
6£13afd0 968£9f41l ed92cfed
5£020301 0001a382 016£3082
016b3013 06092b06 01040182
43004130 0b060355 1d4d0£0404
03020186 300£0603 55141301
££301d06 03551d0e 04160414
d9adbf08 £23a88fl1 14432f79
30820103 0603551d 1£0481fb
3081£830 81f5a081 f2a08lef
2f2f2f43 4e3d4341 312c434de

02021070 99£19947

05003051 31133011

92268993 £22c6401

16055453 57656231

36303134 335al70d

8993f22c 64011916

73636£31 15301306

55040313 03434131

3082010a 02820101

3bleea33 c9a6883d

6036d8d7 6ede9ccd

bSdda2c2 5fcbb621l

687a4805 3bY%a34de?

£875b408 cb71a814

a878b82d 38c71426

9b95cafd dfffcf6e?

e50el5f1 c0£5d13b

37140204 061e0400

01££0405 30030101

987cd409 a403e558

8681b56c 6461703a




3d54532d 57324b33 2d414353 2c434e3d 4344502c
434e3d50 75626c69 63253230
4b657925 32305365 72766963 65732c43 4e3d5365
72766963 65732c43 4e3d436f
6666967 75726174 696f6e2c 44433d54 53576562
2c44433d 63697363 6f2c4443
3d636f6d 3£636572 74696669 63617465 5265766fF
63617469 6f6edc69 73743£62
6173653f 6f626a65 6374436¢c 6173733d 63524c44
69737472 69627574 696£f6e50
6£696e74 86356874 74703a2f 2£74732d 77326b33
2d616373 2e747377 65622e63
6973636f 2e636f6d 2£436572 74456e72 6f6c6c2f
4341312e 63726c30 1006092b
06010401 82371501 04030201 00300406 092a8648
86£70401 01050500 03820101
00labc5a 40b32112 22da80fb bb228bfe 4bf8a515
df8fc3al 4e0c89c6 d725e2ab
2fa67ce8 91964516 dfe55627 953aead7 2e871289
6b754e9c 1e01d408 3£7£0595
8081£986 526fbelc c9639d6f 258b2205 0dc370c6
5431b034 fe9fd60e 93abe7lb
ab8e7£84 a011336b 37cl13261 5ad218a3 a513e382
edbfb2b4d 9bf0d7dl 99865cc4
94e5547c £03e3d3e 3b766011 e94a3657 6cc35b92
860152d4 f06b2bl5 df306433
clbcc282 80558470 d22d72e7 eed3195b d575dceb
cOcaald96 34f693ea f3beeedd
aal2eflc2 edba288f 3a678ecb 3809d0df bl699c76
13018£f9f 5e3dce95 efebda9d3
f4cb3b00 102efa94 48a22fcd 7e342031 2406165e
39edc207 eddc6554 3fa9£f396 ad
quit
crypto isakmp enable outside
crypto isakmp policy 65535
authentication rsa-sig
encryption 3des
hash md5
group 2
lifetime 86400
crypto isakmp identity auto
telnet timeout 5
ssh timeout 5
console timeout 0
threat-detection basic-threat
threat-detection statistics access-list
!
class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny




inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
!
service-policy global_policy global
group-policy defaultgroup internal
group-policy defaultgroup attributes
default-domain value cisco.com
username vpnuser password TXttW.eFgbHusJQM encrypted
username vpnuser attributes
memberof DefaultRAGroup
tunnel-group DefaultRAGroup general-attributes
address-pool vpnpool
tunnel-group DefaultRAGroup ipsec-attributes
trust-point CAl
prompt hostname context
Cryptochecksum:dd6£2e3390b£f5238815391cl3e42cd21
: end
CiscoASA#

VPN #2}0|HE x| T2fo|M

VPN 2EI0|AEE F4stt{™ CFS BHE 2= &L

1. VPN E2I0|E AZ EQ|o{F Al&52{™ Start(AlZ}) > Programs(Z 21 3]) > Cisco
Systems VPN Client(Cisco Systems VPN Z2+0|HE) > VPN Client(VPN ZZ0|HE)E M=
ghoict

Programs

Dacurents Ly

Settings b

Ciscn Systems Inc. VPR Client

Search L

Help

T @& &L

R, ..

1| Windows 2000 Professional

&) shutDown..
;ga.t IJ H 8 Ve |J ﬂc:xwmtsys..] —JPrabu | £ Microsoft Ceu'ti...I S untitled - Paint I E
2. CA10|2t= CA ME{0|M CA RQIBSMHE CIREES I C sco VPN ZClo|Eo| Mx|5tE{H C}
= E+74IE 2t2 e L|Chvpnuserol| M3 E A3 5HO| = F S Brot CA A 172.16.5.104 &

20l ~AeLIc



Sile.  Edit Miew  Favorites.  Tools  Help

e=Eack v =p - @ ol | aﬁearch (3] Favorites @Media QB ||E;[

ddress I@ htkpiff172.16.5. 1 certsry

Enter Network Password

? Fleaze type pour uzer name and password.

Site: 172.1E6.5.1
User Mame | | YPNMEET
Fazzword R -
Dornain

[ Save thiz pazzword in pour password list

. ook | Caratm: CA MH

7t /= VPN 22t0|UE ArgRtof| ChEt AL Xt HIH 0| U=X| & elst &l A|2.Download a CA
certificate, certificate chain or CRL(CA 218X, 21&M #Ql E= CRL OI2EE)E &8|5}0d

g Guicha® &=x).013 2 4o 2 Base 64 2IC|2 HES 22/5t1 CAQIBAMCIRE
EE S8#Lct



Jownload a CA Certificate, Certificate Chain, or CRL

T'otrust certificates issued from this certification authority, install this CA cert

[o dowinload a CA certificate, certificate chain, or CEL, select the certificate

A certificate:

-ncoding method:

.............................

Jownload CA cerificate ]
Jownload CA certificate chain
Jownload latest base CEL
Jownload latest delta CREL

ZFE{0d| certnew.cer O|§ 22 CA Q1B ME XMEFLICL 7|22 2 C:\Program Files\Cisco
Systems\VPN Client 01 A{ZHg/L|C}
File Download

"’#'-'-; Some files can harm pour computer. [F the file information belaw
lookz suzpicious, or pou do not fully trust the zource, do not open or
zave this file.

File name: certnew, cer

File tppe:  Secunty Certificate
From: 1721651

,fi_"_', Thiz type of file could harm wour computer if it containz
malicious code.

YWiould vou like to open the file or zave it to your computer’?

Open i f Save ] Cancel tare [nfo |
................................. IVPN E_El.olodEo{lA—I

Certificates(2/& A1) B > Import(7t K L271)& MBSt Import from Fileradio(Tt Ao 71X 2
7|) HES 2= & LICt.Browse(30tE7))& 2 2l5t04 X% E 2|X| C:\Program Files\Cisco
Systems\VPN Client0l A CA Q15 AM 7IMHSLICHIIX 7|8 SRIELICHEAIE CHZ2 M3 &
Of LIEFEFLICH




# status: Disconnected | ¥PN Client - Yersion 4.8.02.0010

Conneckion Entries  Skatus  Cerkificates Log  Ophions Help

YR - =
Wi trnpork E wport E rrall Werify Delete
Connection Entries | Certificates I Log |
Mumber Certificate Stare F.ep Size
I:I = _..- == _- r: = :_'_c.'_.. T -.\, == SSS

&+ Impaort fror File

[rpuort Eatl{lram FileshCizco SystemztWFM Elienthcertnew.ceﬂ Browze

Irmport Pazzword: I

# ¥PN Client -3 x|

€ Import from hicre i iZertificate successfully imported.

rPEtE Impart Certiicate:; LI

Entering a new pa

Ezword protect
identity certificates.

MNew Paszword:

LConfirm Pazswaord:

) | Irnpaort I Cancel  Certi
ficates(2!8 M) B0 A CA Certificates CA10| L}E}ZL|CHOA|
).

Zonnection Entries  Status  Cerkificates Log Options  Help

..

- : .. lllllllll
e | mport E=port E nirall Delete CISCO

Connection Entries | Certificates |L|:ug |

Certifizate KepSize W alidity

............................................................................................................................................................................................................................................................... TR '1'_': v
# 11: Show CA/RA Certificates(CA/RA 215 M EA|) S MH0| MEE|o QI=X] =0l
ZX| pfoH CA 1B M7t QB M Foll EAIE[X| 2fotok gLt




# status: Disconnected | ¥PN Client - Yersion 4.83.02.0010

Conneckion Entries 5tatus|n:§rtificates Log Ophions Help

Wigw, .,

Imnpork. ..

Wig [rmpart

Connection Entries i Certif Export...

Enrall. ..
Mumber Cerhif L
Yerify I

Deleke

iChange Certificate Password, .,

Retrieve Approved Certificate. .

[ v Show CASRA Certificates J

3.1D QIBME CH2EESHT VPN 220U Eof dXIstedH CHS BHAE 2t 2 & LICHCA MH
CA10{ M Request a Certificate(21&5 Al 2%) > advanced certificate request( = 21F5A &
) > Create and submit a request to this CA to enroll for the identity certificate(ID 2!5 A0l &
£517| 2lel 23S MMst 1 o] CAMl MEELICH Submit(M &) F2IELICH



Certificate Template:

|Uaer j

Hey Options:

* Create new key set € Use existing key set
ik |Mi|:r|:|5|:|ﬁ Enhanced Cryptographic F'rn:widerv“l.[lj
Key Usage: & Exchange

o hin: 224 Lt
I«{E'_.l.' SiFe: I“II:IE:.l - (common key sizes: 512 1024 20428 4096 2192 162384

& Automatic key container name T User specified key container na
W tark keys as exportable
™ Export keys to file

I” Enable strong private key protection

I Store cerificate in the local computer cerificate store
Stares the certificate in the local computer staore
nstead of n the user's cerbificate store. Doss not
install the root CA's certificate. You must be an

administrator to generate or use a key in the local
maching store.

Additional Options:

Request Format: © CMC & PRCS10

Hash Algorithr: |MD5 'I

Cindy used to sigh request.

™ Save request to a file
H&5tedH ol & =g c

otential Scripting Wiolation

I

J This Web site is requesting a new certificate on your behalf, You should allow ordy trusted Web sibes to request & certificate for you

[ . Do you wank ko request & certificate now?
Yes I Mo |
Install this Certificate® & =/ & L|C}

Microsoft Cedificate Services - CAT

Certificate Issued

The certificate you requested was issued to you.

i 21 Install this certificate

A& stedH o & S=IFfLICH



otential Scripting Wiolation

I

sacurity rick, The Web zite could inskall zarbFicates you do mok brusk, whech could sllow programes that vou da mok Erusk te rum on this

."-! This Web site is adding one or more carificates to this compater, Allowing an unfrusted Web site bo update your certificates is a
/ E
computer and gan access to your data

Do you wank Ehis program bo add the certificates now? Click Ves iF yoi brust Ehis Web sike . Othenvice, click Na.

o (]

EAE CHZ Q215 AX| HAIXIE 2ofoF TrL|Ct

Microsoft Certificate Semices - CAl

—erificate Installed

four new certificate has been successfully installed. _
EAIE CHZ VPN E210]

B M ol dx[El ID Q& M7} LIELIE 5§ Sl2i™ VPN Z2I0|AEE Z =5t CHA|

= B X alial

Wi Impoet Ele:lrt Enrn:ull Werify Dielete CISCO
Connection Enties | Cesificates | Log I

Mumber | Certificate | Store | Key Size | vakicity
CA 2045 :
USETE + Wpnuser ¥ 2
LA S Bl ME EP=7I Z2l5to{ 2 &= vpnuserE M FLICHHost ZE0f 7
I|o4 IP FA(BHRE 7Hs)E =B LICt Certificate Authentication(21& A 1F) tC|2 HE
g 28/t EAE 02 E%EF—E— SE0iM D ABAME MEHELICLXE S B=ELCH



I 5¢

Create Mew ¥YPN Connection Entry

¥PN Client
Connection Entrybd vpnuzer )
oo ol I el I I
ezcriphion:
CISCO

IHDst:I1HE.1EE.1.5 J

Authentication |Tran3|:n:|rt I Backup Servers | Dial-Up |
{7 Mutual Group Authentication

™ Group Authentication

Manme:

Pazzwaord:

Eanfirmn Password:

i+ Certificate Authentication

0 - Uzers + vpruszer [Microsoft)

M ame:
[T SendCA Certificate Chain

Save Cancel

Eraze Uzer Pazsword

5. (izd2 FFLIC

=101 %]

# status: Disconnected | ¥PN Client - Yersion 4.8.02.0010

Conneckion Entries  Status  Certificates Log Optlons Help

£ N~
E - alial,
S = A L

Cancel Carnect Mew I ripeciet Madify Dalete

TH %

Connection Enines I Cesbificates | Log I
Connechion Entry Host Tranzport
<] | W
Contacting the security gateway at 192.168.1.5...  NEEEEEEEEEEEE ]
Qs HEE U5t OKE 2250

6. ZEZE7} EAIE/E xauthol CHEt AL X} O1F I b
2474 =g 20l HPELIC



Enter Uzemame and Fassword.

Cisto SYSTEMS || ... ——

HEHEEEEE

« FPazzword:

QFE. Cancel

7. EAIEl 2 VPN 22t0[1E = ASA0| dAE L|Ct
# status: Connected | ¥PN Cliend - Yersion 4.8.01.0300

Connection Entries  Status Certificates Log Options Help

CtSS & OIgLICt.

ASAOIA RIB Mol HEE & lotT| 2la BEE0iM 0424 show BHE A + U

O| Mg AtEstod Hm|ago|40| M2 % Sste x| I LCt.

- show crypto ca trustpoint BE 2 FHE 42| X|HS EAIFLIC.
CiscoASA#show crypto ca trustpoints

Trustpoint CAl:
Subject Name:
cn=CAl
dc=TSwWeb
dc=cisco
dc=com
Serial Number: 7099£1994764e09c4651da80al6b749c
Certificate configured.
- show crypto ca certificate FZ2 A|AHE| HX|E ZE ABSAE EAIELICH
CiscoASA# show crypto ca certificate
Certificate
Status: Available
Certificate Serial Number: 3f14b70b00000000001f
Certificate Usage: Encryption
Public Key Type: RSA (1024 bits)
Issuer Name:
cn=CAl
dc=TSWeb
dc=cisco
dc=com
Subject Name:
cn=vpnserver
cn=Users
dc=TSWeb
dc=cisco
dc=com
PrincipalName: vpnserver@TSWeb.cisco.com
CRL Distribution Points:
[1] ldap:///CN=CAl,CN=TS-W2K3-ACS, CN=CDP,CN=Public%$20Key%20Services,
CN=Services,CN=Configuration, DC=TSWeb, DC=cisco,
DC=com?certificateRevocationList?base?objectClass=cRLDistributionPoint
[2] http://ts-w2k3-acs.tsweb.cisco.com/CertEnroll/CAl.crl
Validity Date:
start date: 14:00:36 UTC Dec 27 2007
end date: 14:00:36 UTC Dec 26 2008
Associated Trustpoints: CAl



CA Certificate
Status: Available
Certificate Serial Number: 7099f1994764e09c4651da80al6b749c
Certificate Usage: Signature
Public Key Type: RSA (2048 bits)
Issuer Name:
cn=CAl
dc=TSwWeb
dc=cisco
dc=com
Subject Name:
cn=CAl
dc=TSwWeb
dc=cisco
dc=com
CRL Distribution Points:
[1] 1dap:///CN=CAl,CN=TS-W2K3-ACS,CN=CDP, CN=Public%20Key%20Services,
CN=Services,CN=Configuration, DC=TSWeb, DC=cisco,
DC=com?certificateRevocationList?base?objectClass=cRLDistributionPoint
[2] http://ts-w2k3-acs.tsweb.cisco.com/CertEnroll/CAl.crl
Validity Date:
start date: 06:01:43 UTC Dec 14 2007
end date: 06:10:15 UTC Dec 14 2012
Associated Trustpoints: CAl

Certificate
Subject Name:
Name: CiscoASA.cisco.com
Status: Pending terminal enrollment
Key Usage: General Purpose
Fingerprint: 1a022cf2 9771e335 12c3a530 1£9a0345
Associated Trustpoint: CAl
- show crypto ca cris HE2 7HA|E! CRL(certificate revocation list)& A& LICH.
- show crypto key mypubkey rsa FE2 MHEl 2ZE 253t 7| ‘&S EAIELICE
CiscoASA# show crypto key mypubkey rsa
Key pair was generated at: 01:43:45 UTC Dec 11 2007
Key name: <Default-RSA-Key>
Usage: General Purpose Key
Modulus Size (bits): 1024
Key Data:

30819£f30 0d406092a 864886f7 04010101 05000381 84003081 89028181 00d4a509
99e95d6c bSbdaa25 777aebbe 6eed2c86 23c49f9%a beab3224 0234b843 1c0c8541
f5a66ebl 6d337c70 29031b76 e58c3c6f 36229bl4d fefd3298 69£9123c 37f6c43b
4f8384cd a736426d 45765cca 7f04cbal 29a95890 84d2c5d4 adeeb248 allblf68
2fedb9bl 5fal2dle 7789ced5 55190e79 1364abad 7b2b2lca de3af74d b7020301 0001
Key pair was generated at: 06:36:00 UTC Dec 15 2007
Key name: my.CA.key
Usage: General Purpose Key
Modulus Size (bits): 1024
Key Data:

30819f30 0406092a 864886f7 04010101 05000381 8d003081 89028181 00b8e20a
a8332356 b75b6600 735008d3 735d23c5 29509247 2b5e02a8 1f63dc7a 57066747
545e7£98 d3d4239b 42ab8faf 0beB8a5d3 94£80d01 aldcc0ld 98bl320e 9fe84905
5ab94b18 ef308ebl 2f22abla 8edb38f0 2c2cf78e 07197£2d 52d3cb73 9la9ccbh2
d903£722 bd414bl0a 3205aa05 3ecd5e24 6480606f 8e417f09 a7aa9c64 44020301 0001

Key pair was generated at: 07:35:18 UTC Dec 21 2007

CiscoASA#

- show crypto isakmp sa BH2 IKE 1 E{'d WEE EAIFLICH

CiscoASA#show crypto isakmp sa



Active SA:
Rekey SA:
Total IKE SA:

10.1.1.5
user

1 IKE Peer:
Type
Rekey

- show crypto ipsec sa

CiscoASA#show crypto ipsec sa

Role
no State

Od2i=
oo

interface: outside
Crypto map tag: dynmap, seq num:

local ident

remote ident (addr/mask/prot/port):

10.1.1.5,
dynamic allocated peer ip:

current_peer:

#pkts
#pkts
#pkts
#pkts 0,
#pre-frag successes: 0,
#PMTUs sent: 0, #PMTUs rcvd: O,
#send errors: 0, #recv errors:

0,
144,
compressed:

encaps:
decaps:
0,

not compressed: #pkts

IPSec E{&

(addr /mask/prot/port) :

username:
10.5.5.10

#pkts encrypt:
#pkts decrypt:
#pkts decompressed: 0

1
0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
1

responder

10,

vpnuser

0,
144,

comp failed:
#pre-frag failures:
#decapsulated frgs needing reassembly:

0

local addr:

#pkts verify:

MM_ACTIVE

MEE EAIE
o-l-= 1 =

gLich

192.168.1.5

(0.0.0.0/0.0.0.0/0/0)
(10.5.5.10/255.255.255.255/0/0)

#pkts digest: 0

144

0,
0,

#pkts decomp failed: 0
#fragments created: 0

local crypto endpt.: 192.168.1.5, remote crypto endpt.: 10.1.1.5

path mtu 1500, ipsec overhead 58, media mtu 1500

current outbound spi: FF3EEE7D

inbound esp sas:

spi: OxXEFDF8BA9 (4024404905)
transform: esp-3des esp-md5-hmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4096, crypto-map: dynmap
sa timing: remaining key lifetime (sec): 28314
IV size: 8 bytes
replay detection support: Y

outbound esp sas:

spi: OxXFF3EEE7D (4282314365)
transform: esp-3des esp-md5-hmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4096, crypto-map: dynmap
sa timing: remaining key lifetime (sec): 28314
IV size: 8 bytes
replay detection support: Y
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https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

x| 2 Qlst2{™ EtAI S S YA 22|t MAIL.

. QIS MOl HE 37 7|7t eigLIChol LF = ID IS ME HRE AME| X|™Hol| k|52 &
[ 2 2E = AELICHEZE D QIBME MxIStET A=RE AL, A2 X|Hat HAZE 7| &
0| ID 2IE Mol Z&El 7K 712t UX[GHX| t&LICHID QIEME SHHE AZ| X[™Hol| MX[RH=
X| & Q13 7| 2|3l show crypto ca certificates trustpointname H& S A&t |CH IZAE AlZ|
X|HE LIEtl= &8 #&LICLEZE AE X|-o| LtdE d< sie &z X[™H2 AM7AHstD
Al Ax|5tE{H O] EAo| MHEE HRIE AFSSIAAIL.EES CSRO| dME F 7| 40| HAE|
x| et k=X| =Qlgtct,

- LR/ :ASA/PIX.Sev=Z11/3 IKE/OXE3000081 B E #ZH B M ID:21EMof| 215 EX7} U=
A2 0| 2F HA|X|7I VPN EEI0|HE LIEHE &= JI&LICLEXE sHZA5tE{™ ASA/PIX 7
| 28|00l M crypto isakmp identity auto RIS AFEEHLICH.

#ed HE

. Cisco Adaptive Security Appliance X|¢ H 0| X|

. Cisco VPN EZIO0|HE x| HO|X]

- Microsoft & CA(Certificate Authority)2 T4
. 7|& X[ 2 F£M - Cisco Systems

ol



//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav
http://technet.microsoft.com/en-us/library/cc756120(WS.10).aspx?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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