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CiscoASA#Show running-config
: Saved

ASA Version 8.0(2)

!
hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface Ethernet0/0

nameif outside

security-level 0

ip address 192.168.1.2 255.255.255.0
!
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interface Ethernet0/1
nameif inside
security-level 100
ip address 10.1.1.1 255.255.255.0
!
!I--- Output suppressed access-list outside_access_in
extended permit icmp any any
access-list outside_access_in extended permit udp any
host
192.168.1.5 eq 1755
!--- Command to open the MMS udp port access-list
outside_access_in extended permit tcp any host
192.168.1.5 eq 1755
!--- Command to open the MMS tcp port access-list
outside_access_in extended permit udp any host
192.168.1.5 eq 5005
!--- Command to open the RTSP udp port access-list
outside_access_in extended permit tcp any host
192.168.1.5 eq www
!--- Command to open the HTTP port access-list
outside_access_in extended permit tcp any host
192.168.1.5 eq rtsp
! -—- Command to open the RTSP tcp port !--- Output
suppressed static (inside,outside) 192.168.1.5 10.1.1.5
netmask
255.255.255.255
! --- Translates the mapped IP 192.168.1.5 to the
translated IP 10.1.1.5 of the MMS. access-group
outside_access_in in interface outside
!--—- Output suppressed telnet timeout 5 ssh timeout 5
console timeout 0 threat-detection basic-threat threat-
detection statistics access-list ! class-map
inspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map parameters
message-length maximum 512 policy-map global_policy
class inspection_default inspect dns preset_dns_map
inspect ftp inspect h323 h225 inspect h323 ras inspect
netbios inspect rsh inspect rtsp
!--- RTSP inspection is enabled by default inspect
skinny inspect esmtp inspect sglnet inspect sunrpc
inspect tftp inspect sip inspect xdmcp ! service-policy

global_policy global

CtSS &QlgrL|Ct.
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Output Interpreter _._-_rL(% El D0 SHEN(OIT)E & show B2 X|RHELICHOITE AH8 35104

=
—
show B £240| EMg FLIC}

- Show access-list — ASA/PIX0l £ El ACLS EA|EFLC}.
ciscoASA#show access-list
access-list outside_access_in; 6 elements
access-list outside_access_in line 1 extended permit
icmp any any (hitcnt=0) O0x7laf8lel
access-list outside_access_in line 2 extended permit
udp any host 192.168.1.5 eg 1755 (hitcnt=0) 0x4
2606263
access-list outside_access_in line 3 extended permit
tcp any host 192.168.1.5 eqg 1755 (hitcnt=0) Oxa
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0161e75

access-list outside_access_in line 4 extended permit
udp any host 192.168.1.5 eqg 5005 (hitcnt=0) 0x3

90e9949

access-list outside_access_in line 5 extended permit
tcp any host 192.168.1.5 eq www (hitcnt=0) 0xeb5

dbOefc

access-list outside_access_in line 6 extended permit
tcp any host 192.168.1.5 eq rtsp (hitent=0) 0x5

6fa336f

. Show nat - NAT & Ol 7t 2E{& EA[FLICH
ciscoASA (config) #show nat
NAT policies on Interface inside:
match ip inside host 10.1.1.5 outside any
static translation to 192.168.1.5

translate_hits = 0, untranslate_hits = 0
= -
AER|Y HIC|IREX| 5HE
O| MMol M= Hu|2elolM 2XME sHEste ol A8 = U= HEE M3 gLCt

Inspect RTSP= ASAQ| 7|2 ZAm|aao|MUL|c Z & El IP F47FHTTP & RTSP HIA|X[S] &
Hz gpp 0ol ZE |22 2o 04Z 20|21 A0 M RTSP EHIAIXIOH CH3H NATE g =
22 MMS EcfZl0o| SHELICH IS ZejOHESHE = /e, 2ot o{ZEEt0|HAE ZEja™
EZ miZlof CHsH NATE £8le £ daLch

87 WS 1t 20| Ol S5 MMS E2{Zlof CHah RTSP ZAHE HIZ 4/5t6tH ol 2ME HEE

= A&LIch

access-1list rtsp-acl extended deny tcp
any host 192.168.1.5 eqg 554
access-list rtsp-acl extended permit tcp any any eq 554
class-map rtsp-traffic
match access-list rtsp-acl
policy-map global_policy
class inspection_default
no inspect rtsp
class rtsp-traffic
inspect rtsp
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