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/content/en/us/td/docs/security/asa/asa93/configuration/general/asa-general-cli/ha-failover.html

FirePOWER modulel

0,7

0/8

FirePOWER module2

ASA-FPWR/Primary ASA-FPWR/Secondary

74

O| ZAx|gflo|M2 =Y
du|agjolder et ELICE ol E30] YF A2 WEFELICH

ASA Version 9.3(3)

!

hostname ASA-FPWR

!

interface GigabitEthernet0/0
nameif outside
security-level 0

ip address 10.88.247.5 255.255.255.224 standby 10.88.247.6
1

interface GigabitEthernet0/1
nameif inside

security-level 100

ip address 192.168.10.111 255.255.255.0 standby 192.168.10.112
!

!

interface GigabitEthernet0/6
description LAN Failover Interface
!

interface GigabitEthernet0/7

description STATE Failover Interface
!

failover

failover lan unit primary

failover lan interface folink GigabitEthernet0/6
failover link statelink GigabitEthernet0/7

= C|HtO|20M O] EAof A= E ZLIE 7SS Al
A

failover interface ip folink 1.1.1.1 255.255.255.0 standby 1.1.1.2
failover interface ip statelink 2.2.2.1 255.255.255.0 standby 2.2.2.2

15t O AtSEL|ChH 2
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class-map SFR

match any

class-map inspection_default

match default-inspection-traffic

1

!

policy-map type inspect dns migrated_dns_map_1
parameters

message-length maximum client auto
message-length maximum 512
policy-map global_policy

class inspection_default

inspect dns migrated_dns_map_1
inspect ftp

inspect h323 h225

inspect h323 ras

inspect ip-options

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

class SFR

sfr fail-open

!

service-policy global_policy global
prompt hostname context priority state
no call-home reporting anonymous
Cryptochecksum:b268e0095£175a26aa94d120e9041c29
;e

A ZUEEEE 7Y 24 E Helgfuc

ASA7L Foll Zx| 220 US W MR MHIA ZES {E
Exioz DL|EZIELICHO| WS AE5lod DLIE{RIE x| 7

ASA-FPWR/pri/act# show run all monitor-interface
monitor-interface outside

monitor-interface inside

monitor-interface service-module

ASA E x| MH|& ZE YEIE & IRfLICH.

show failover 2340l = Zf X ZE 9| T JEN7F HA[ELICH

ASA-FPWR/pri/act# show failover

Failover On

Failover unit Primary

Failover LAN Interface: folink GigabitEthernet0/6 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maximum



MAC Address Move Notification Interval not set
Version: Ours 9.3(3), Mate 9.3(3)
Last Failover at: 14:30:44 UTC Aug 6 2015
This host: Primary - Active
Active time: 85 (sec)
slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Normal (Monitored)
Interface inside (192.168.10.111): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-152) status (Up/Up)
ASA FirePOWER, 5.3.1-152, Up
Other host: Secondary - Standby Ready
Active time: 396 (sec)
slot 0: ASAS5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Normal (Monitored)
Interface inside (192.168.10.112): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-155) status (Up/Up)
ASA FirePOWER, 5.3.1-155, Up
E7
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fail-openpolicyE AtE5t0{ ZEE EZiLE &5t 82 ECfEH2 MHIA BEE MEE[X| i1
ASAE H& SoELCHO|lE (M ElE 2E CH2 HEE 25517 @8 o FHE S0l 2 = U
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A E M2 MEHE =152 show service-policy [sfricx|ips|csc] BS Alg&rLICt.

ASA-FPWR/pri/act# show service-policy sfr

Global policy:

Service-policy: global_policy

Class-map: SFR

SFR: card status Up, mode fail-open

packet input 0, packet output 0, drop 0, reset-drop 0

MPF(Modular Policy Framework) 71|12 0|ME &Qlg o= l&LCt.

ASA-FPWR/pri/act# show run policy-map
1

policy-map type inspect dns migrated_dns_map_1
parameters

message-length maximum client auto
message-length maximum 512

policy-map global_policy

class inspection_default

inspect dns migrated_dns_map_1
inspect ftp

inspect h323 h225

inspect h323 ras

inspect ip-options

inspect netbios

inspect rsh



inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
class SFR

sfr fail-open
1

ASA-FPWR/pri/act#

MH|A& & ZLIEZE HIg g3 gt

Ol HHS AH8stH Zoll x| ZZMATL MHH|IA REQ| ZLIERIZ BX|ELICLZEO0|"AE &
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no monitor-interface service-module

Ct&& & elgrot.

MHl& 2§ ZUE{>o| HI# J3 x|} = x| & elguct.

& 501 741|280 4404 A monitor-interface E&30| £ =E|L|C}.

>

ASA-FPWR/pri/act(config)# show run all monitor-interface
monitor-interface outside

monitor-interface inside

no monitor-interface service-module

#d fAMM 2AESE RE= CHA| 2ESE 5 BIAE S EH

2822 0| #'X2| FirePOWER 2= 0| CHA| 2EE|0{ HE|E Folf ZX| FK0| 0| 0| HE = A
& s™stEX| FlF Lo

ASA Primary/Active &% 2| FirePOWER Z & &3

Sourcefire ASA5545 v5.3.1 (build 152)

Last login: Thu Aug 6 14:40:46 on ttySl

>

>system reboot

This command will reboot the system. Continue?
Please enter 'YES' or 'NO': YES

Broadcast message from root (Thu Aug 6 14:40:59 2015):
The system is going down for reboot NOW!

Escape Sequence detected
Console session with module sfr terminated.

2 EO0| CtA| REE|= S9F ASA Primary/Active 12| £24Q]|L|C}
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ASA-FPWR/pri/act# show failover

Failover On

Failover unit Primary

Failover LAN Interface: folink GigabitEthernet0/6 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maximum

MAC Address Move Notification Interval not set

Version: Ours 9.3(3), Mate 9.3(3)

Last Failover at: 14:30:44 UTC Aug 6 2015

This host: Primary - Active

Active time: 616 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Normal (Monitored)
Interface inside (192.168.10.111): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-152) status (Unresponsive/Down)
ASA FirePOWER, 5.3.1-152, Not Applicable

Other host: Secondary - Standby Ready

Active time: 396 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Normal (Monitored)
Interface inside (192.168.10.112): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-155) status (Up/Up)
ASA FirePOWER, 5.3.1-155, Up

2 E0| CtA| ZEE|E S92 ASA Secondary/Standby ®%/2] &24:

AEHHEO| R HOIME Ol SEHE QR Z A X|stK| Rotn &€ HAE S s~ otx| ef&LICH

ASA-FPWR/sec/stby# show failover

Failover On

Failover unit Secondary

Failover LAN Interface: folink GigabitEthernet0/6 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maximum

MAC Address Move Notification Interval not set

Version: Ours 9.3(3), Mate 9.3(3)

Last Failover at: 14:30:59 UTC Aug 6 2015

This host: Secondary - Standby Ready

Active time: 396 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Normal (Monitored)
Interface inside (192.168.10.112): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-155) status (Up/Up)
ASA FirePOWER, 5.3.1-155, Up

Other host: Primary - Active

Active time: 670 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Normal (Monitored)
Interface inside (192.168.10.111): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-152) status (Unresponsive/Down)
ASA FirePOWER, 5.3.1-152, Not Applicable

MH|A 2& ZUEES &85 gL
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monitor-interface service-module

MH|& ZEo| &88tE|o] [UeX| Felgfuo

MHIA 28 0| of ol4 RHEIX| k&Lt

ASA-FPWR/pri/act (config)# show run all monitor-interface
monitor-interface outside

monitor-interface inside

monitor-interface service-module

= e e

EMH 1. ASATI A& Foll ZXI=|D "CHE R o] MHIA FtE7} Mg ol2tE H
MZ|7t B AIELCE

StLt O|&ro| o = x| O|HIE T} BFX||T show failover historyE A& 3104 7ts8 Hel2 & = QU

14:38:58 UTC Aug 5 2015
Bulk Sync Standby Ready Detected an Active mate

14:39:05 UTC Aug 5 2015
Standby Ready Bulk Sync No Error

14:39:17 UTC Aug 5 2015
Bulk Sync Standby Ready No Error

14:48:12 UTC Aug 6 2015
Standby Ready Just Active Service card in other unit has failed

14:48:12 UTC Aug 6 2015
Just Active Active Drain Service card in other unit has failed

14:48:12 UTC Aug 6 2015
Active Drain Active Applying Config Service card in other unit has failed

14:48:12 UTC Aug 6 2015
Active Applying Config Active Config Applied Service card in other unit has failed

14:48:12 UTC Aug 6 2015
Active Config Applied Active Service card in other unit has failed

O|A| CH7| R%ofl ChS HIAIX|7} EAIELICH

14:47:56 UTC Aug 6 2015
Standby Ready Failed Detect service card failure



"Service card in other unit has failed(EHE 722l MH|A FHE7H AIiE)" HIAIX|7} EA|IZ|H RE|
H SSO| XA ZES SHEHSX| gte HWo2 AXF7| MEol &oi Zx|7h w47 &LICt.

2 E0| "Unresponsive(8E 813)" 4EIE |FX|E[H JEFS U= ASAT Failed(AlT) 2EE R K|
Euc.

ASA-FPWR/sec/stby# Waiting for the earlier webvpn instance to terminate...
Previous instance shut down. Starting a new one.

Switching to Active

ASA-FPWR/sec/act#

ASA-FPWR/sec/act# show failover

Failover On

Failover unit Secondary

Failover LAN Interface: folink GigabitEthernet0/6 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maximum

MAC Address Move Notification Interval not set

Version: Ours 9.3(3), Mate 9.3(3)

Last Failover at: 14:24:23 UTC Aug 6 2015

This host: Secondary - Active

Active time: 38 (sec)

slot 0: ASAS5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Normal (Waiting)
Interface inside (192.168.10.111): Normal (Waiting)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-155) status (Up/Up)
ASA FirePOWER, 5.3.1-155, Up

Other host: Primary - Failed

Active time: 182 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Normal (Waiting)
Interface inside (192.168.10.112): Normal (Waiting)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-152) status (Unresponsive/Down)
ASA FirePOWER, 5.3.1-152, Not Applicable
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0| 2 o] HI|a3|o|M2 FirePOWER 2 E 2| Eg{T

class-map SFR
match any
class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns migrated_dns_map_1
parameters
message-length maximum client auto
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns migrated_dns_map_1
inspect ftp
inspect h323 h225
inspect h323 ras
inspect ip-options
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
class SFR

sfr fail-open
|

22| M7Hst= ol AEELICH

show service-policy [csc|cxsclips|sfr] BEE ALE 50 FeiA 2 L XY &f

Ct.

ASA-FPWR/pri/act# show service-policy sfr

Global policy:

Service-policy: global_policy

Class-map: SFR

SFR: card status Up, mode fail-open

packet input 0, packet output 0, drop 0, reset-drop

DEol it E2NE 2|C|3ME HIg SR

20| MHE Fol= ASAOIM 2EE Cf 0|4 E2HT

ASA-FPWR/pri/act# conf t

ASA-FPWR/pri/act (config)# policy-map global_policy
ASA-FPWR/pri/act (config-pmap)# class SFR
ASA-FPWR/pri/act (config-pmap-c)# no sfr fail-open
ASA-FPWR/pri/act (config-pmap-c)# end



ASA-FPWR/pri/act#
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ASA-FPWR/pri/act# show service-policy sfr
ASA-FPWR/pri/act#

DE0| SHotx| St &d A2 SUe A S RKIFLICH

ASA-FPWR/pri/act# show module sfr

Mod Card Type Model Serial No.

sfr FirePOWER Services Software Module ASA5545 FCH18457CNM
Mod MAC Address Range Hw Version Fw Version Sw Version

sfr 74a0.2fad.6c7a to 74a0.2fad.6c7a N/A N/A 5.3.1-152

Mod SSM Application Name Status SSM Application Version
sfr ASA FirePOWER Not Applicable 5.3.1-152

Mod Status Data Plane Status Compatibility

sfr Unresponsive Not Applicable

ASA-FPWR/pri/act# show failover

Failover On

Failover unit Primary

Failover LAN Interface: folink GigabitEthernet0/6 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maximum

MAC Address Move Notification Interval not set

Version: Ours 9.3(3), Mate 9.3(3)

Last Failover at: 14:51:20 UTC Aug 6 2015

This host: Primary - Active

Active time: 428 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Normal (Monitored)
Interface inside (192.168.10.111): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-152) status (Unresponsive/Down)
ASA FirePOWER, 5.3.1-152, Not Applicable

Other host: Secondary - Standby Ready

Active time: 204 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Normal (Monitored)
Interface inside (192.168.10.112): Normal (Monitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-155) status (Up/Up)
ASA FirePOWER, 5.3.1-155, Up
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ASA-FPWR/pri/act (config)# policy-map global_policy
ASA-FPWR/pri/act
ASA-FPWR/pri/act
ASA-FPWR/pri/act (config-pmap-c)# end
ASA-FPWR/pri/act#

config-pmap)# class SFR

(
(
(config-pmap-c)# sfr fail-open
(
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