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'l Active Firewall

failover

failover lan unit primary

failover lan interface LAN_FAIL GigabitEthernet0/3

failover link LAN_FAIL GigabitEthernet0/3

failover interface ip LAN_FAIL 10.1.1.1 255.255.255.252 standby 10.1.1.2
failover group 1

failover group 2

'l Secondary Firewall

failover

failover lan unit secondary

failover lan interface LAN_FAIL GigabitEthernet0/3

failover link LAN_FAIL GigabitEthernet0/3

failover interface ip LAN_FAIL 10.1.1.1 255.255.255.252 standby 10.1.1.2
failover group 1

failover group 2
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class resource02
limit-resource VPN AnyConnect 4000
limit-resource VPN Burst AnyConnect 2000

class resource(Ol
limit-resource VPN AnyConnect 4000
limit-resource VPN Burst AnyConnect 2000
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context admin
allocate-interface GigabitEthernet0/0
config-url diskO:/admin

context contextl
member resourcell
allocate-interface GigabitEthernet0/0
allocate-interface GigabitEthernet0/1
config-url diskO:/contextl
join-failover-group 1

context context2
member resourcel2
allocate-interface GigabitEthernet0/0
allocate-interface GigabitEthernet0/2
config-url diskO:/context2
join-failover-group 2
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1l Create a directory in the system context.
ciscoasa(config)# mkdir private_contextl

1l Define the directory as private storage url in the respective context.

ciscoasa(config)# context contextl ciscoasa(config-ctx)# storage-url private
disk0O:/private_contextl contextl

'l Transfer the anyconnect image in the sub directory.
ciscoasa(config)# copy flash:/anyconnect-win-4.2.01035-k9.pkg flash:/private_contextl/contextl

37 ML 3hE MY 7Y

'l Create a directory in the system context.

ciscoasa(config)# mkdir shared

'l Define the directory as shared storage url in the respective contexts.

ciscoasa(config)# context context2 ciscoasa(config-ctx)# storage-url shared disk0:/shared shared

'l Transfer the anyconnect image in the shared directory.
ciscoasa(config)# copy diskO:/anyconnect-win-4.3.05019-k9.pkg disk0:/shared

Zt HEAEol A o|OIX|E &l

'l Custom Context 1 configured for private storage.

ciscoasa(config) #changeto context contextl

ciscoasa/contextl (config)# show contextl:

213 19183882 Jun 12 2017 13:29:51 contextl:/anyconnect-win-4.2.01035-k9.pkg

'l Custom Context 2 configured for shared storage.

ciscoasa (config) #changeto context context2



ciscoasa/context2 (config)# show shared:
195 25356342 May 24 2017 08:07:02 shared:/anyconnect-win-4.3.05017-k9.pkg
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context contextl

member resourcell

allocate-interface GigabitEthernet0/0
storage-url private diskO:/private_contextl contextl

config-url diskO:/contextl.cfg
join-failover-group 1

!

context context2

member resource(2

allocate-interface GigabitEthernet0/1
storage-url shared disk0O:/shared shared

config-url diskO:/context2.cfg
join-failover-group 2
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'l Enable WebVPN on respective interfaces

webvpn

enable outside

anyconnect image contextl:/anyconnect-win-4.2.01035-k9.pkg 1
anyconnect enable

tunnel-group-1list enable

1l TP pool and username configuration

ip local pool mypool 192.168.1.1-192.168.50.1 mask 255.255.0.0
username cisco password cisco

'l Configure the required connection profile for SSL VPN
access-list split standard permit 192.168.1.0 255.255.255.0

group-policy GroupPolicy_MC_RAVPN_1 internal
group-policy GroupPolicy MC_RAVPN_1 attributes
banner value "Welcome to Contextl SSLVPN"
wins-server none

dns-server value 192.168.20.10
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
split-tunnel-network-list value split
default-domain value cisco.com

tunnel-group MC_RAVPN_1 type remote-access
tunnel-group MC_RAVPN_1 general-attributes
address-pool mypool

default-group-policy GroupPolicy_ MC_RAVPN_1
tunnel-group MC_RAVPN_1 webvpn-attributes
group-alias MC_RAVPN_1 enable
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'l Enable WebVPN on respective interfaces

webvpn

enable outside

anyconnect image shared:/anyconnect-win-4.3.05017-k9.pkg 1
anyconnect enable

tunnel-group-1list enable

1l TP pool and username configuration

ip local pool mypool 192.168.51.1-192.168.101.1 mask 255.255.0.0
username cisco password cisco

'l Configure the required connection profile for SSL VPN
access-list split standard permit 192.168.1.0 255.255.255.0

group-policy GroupPolicy MC_RAVPN_2 internal
group-policy GroupPolicy MC_RAVPN_2 attributes
banner value "Welcome to Context2 SSLVPN"
wins-server none

dns-server value 192.168.60.10
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
split-tunnel-network-1list value split
default-domain value cisco.com

1

!

tunnel-group MC_RAVPN_2 type remote-access
tunnel-group MC_RAVPN_2 general-attributes
address-pool mypool

default-group-policy GroupPolicy_ MC_RAVPN_2
tunnel-group MC_RAVPN_2 webvpn-attributes
group-alias MC_RAVPN_2 enable
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! AnyConnect package is available in contextl



ciscoasa/contextl (config)# show contextl:
213 19183882 Jun 12 2017 13:29:51 contextl:/anyconnect-win-4.2.01035-k9.pkg

ciscoasa/pri/contextl/act# show run webvpn

webvpn

enable outside

anyconnect image contextl:/anyconnect-win-4.2.01035-k9.pkg 1
anyconnect enable

tunnel-group-1list enable
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'l One Active Connection on Contextl
ciscoasa/pri/contextl/act# show vpn-sessiondb anyconnect
Session Type: AnyConnect

Username : cisco Index : 5

Assigned IP : 192.168.1.1 Public IP : 10.142.168.102

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium, AnyConnect for Mobile

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAL
Bytes Tx : 3186 Bytes Rx : 426

Group Policy : GroupPolicy MC_RAVPN_1 Tunnel Group : MC_RAVPN_1

Login Time : 15:33:25 UTC Thu Dec 3 2015

Duration : 0Oh:00m:05s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 0a6a2c2600005000566060c5

Security Grp : none

'l Changing Context to Context2
ciscoasa/pri/contextl/act# changeto context context?2

'l One Active Connection on Context2
ciscoasa/pri/context2/act# show vpn-sessiondb anyconnect
Session Type: AnyConnect

Username : cisco Index : 1

Assigned IP : 192.168.51.1 Public IP : 10.142.168.94

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)AES256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHAl DTLS-Tunnel: (1)SHAl

Bytes Tx : 10550 Bytes Rx : 1836

Group Policy : GroupPolicy MC_RAVPN_2 Tunnel Group : MC_RAVPN_2



Login Time 15:34:16 UTC Thu Dec 3 2015

Duration 0h:00m:17s

Inactivity 0h:00m:00s

VLAN Mapping N/A VLAN none

Audt Sess ID 0a6a2c2400001000566060£8

Security Grp none

'l Changing Context to System
ciscoasa/pri/context2/act# changeto system
11

Notice total number of connections are two (for the device)

ciscoasa/pri/act# show vpn-sessiondb license-summary

Status Capacity Installed Limit
AnyConnect Premium ENABLED 10000 10000 NONE
Other VPN (Available by Default) ENABLED 10000 10000 NONE

AnyConnect for Mobile ENABLED (Requires Premium or Essentials)
Advanced Endpoint Assessment
AnyConnect for Cisco VPN Phone
VPN-3DES-AES ENABLED

VPN-DES ENABLED

ENABLED (Requires Premium)
ENABLED

All Peak
In Use

Eff.
In Use

Shared
In Use

Local
In Use
AnyConnect Premium
AnyConnect Client
AnyConnect Mobile
Other VPN 0
Site-to-Site VPN

0

'l Notice the resource usage per Context

ciscoasa/pri/act# show resource usage all resource VPN AnyConnect
Resource Current Peak Limit Denied Context

AnyConnect 1 1 4000 0 contextl
AnyConnect 1 1 4000 0O context2
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ciscoasa(config)# show flash:

195 25356342 May 24 2017 08:07:02 anyconnect-win-4.3.05017-k9.pkg
5.2EtA|. Anyconnect O|0|X| 44 Admin(&2l) ZHEIAER 0|S&rLCt.

e HEAE:

webvpn
anyconnect image disk0:/anyconnect-win-4.3.05017-k9.pkg 1
anyconnect enable
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'l Shared interface configuration - OUTSIDE (GigabitEthernet0/0)
interface GigabitEthernet0/0
nameif OUTSIDE
security-level 0
ip address 10.106.44.38 255.255.255.0 standby 10.106.44.39
'l Enable WebVPN on respective interfaces
webvpn
enable OUTSIDE
anyconnect enable

'l TP pool and username configuration

ip local pool mypool 192.168.1.1-192.168.50.1 mask 255.255.0.0



username cisco password cisco
'l Configure the require connection profile for SSL VPN

group-policy GroupPolicy_ MC_RAVPN_1 internal
group-policy GroupPolicy MC_RAVPN_1 attributes
banner value "Welcome to Contextl SSLVPN"
wins-server none

dns-server value 192.168.20.10
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
split-tunnel-network-list value split
default-domain value cisco.com

tunnel-group MC_RAVPN_1 type remote-access
tunnel-group MC_RAVPN_1 general-attributes
address-pool mypool

default-group-policy GroupPolicy_ MC_RAVPN_1
tunnel-group MC_RAVPN_1 webvpn-attributes
group-alias MC_RAVPN_1 enable

group-url https://10.106.44.38/contextl enable
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'l Shared interface configuration - OUTSIDE (GigabitEthernet0/0)

interface GigabitEthernet0/0

nameif OUTSIDE

security-level 0

ip address 10.106.44.36 255.255.255.0 standby 10.106.44.37

'l Enable WebVPN on respective interface

webvpn
enable OUTSIDE
anyconnect enable

1l TP pool and username configuration

ip local pool mypool 192.168.51.1-192.168.101.1 mask 255.255.0.0
username cisco password cisco

'l Configure the require connection profile for SSL VPN

group-policy GroupPolicy_MC_RAVPN_2 internal
group-policy GroupPolicy MC_RAVPN_2 attributes
banner value "Welcome to Context2 SSLVPN"
wins-server none

dns-server value 192.168.60.10
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
split-tunnel-network-list value split
default-domain value cisco.com

tunnel-group MC_RAVPN_2 type remote-access
tunnel-group MC_RAVPN_2 general-attributes
address-pool mypool

default-group-policy GroupPolicy_MC_RAVPN_2
tunnel-group MC_RAVPN_2 webvpn-attributes
group-alias MC_RAVPN_2 enable

group-url https://10.106.44.36/context2 enable
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'l AnyConnect package is installed in Admin Context

ciscoasa/pri/admin/act# show run webvpn

webvpn

anyconnect image disk0:/anyconnect-win-3.1.10010-k9.pkg 1
anyconnect enable

ciscoasa/pri/admin/act# show webvpn anyconnect

1. disk0O:/anyconnect-win-3.1.10010-k9.pkg 1 dyn-regex=/Windows NT/
CISCO STC win2k+

3,1,10010

Hostscan Version 3.1.10010

Wed 07/22/2015 12:06:07.65

1 AnyConnect Client(s) installed
'l AnyConnect package is available in contextl
ciscoasa/pri/admin/act# changeto context contextl

ciscoasa/pri/contextl/act# show run webvpn
webvpn

enable OUTSIDE

anyconnect enable

tunnel-group-1list enable

ciscoasa/pri/contextl/act# show webvpn anyconnect

1. disk0O:/anyconnect-win-3.1.10010-k9.pkg 1 dyn-regex=/Windows NT/
CISCO STC win2k+

3,1,10010

Hostscan Version 3.1.10010

Wed 07/22/2015 12:06:07.65

1 AnyConnect Client(s) installed

- Cisco ASA 5500 Series Adaptive Security Appliance

- AnyConnect VPN Z2I0|HE EA 54 7I0|= - B2l A

- AnyConnect MM #2|, ZUEE 3 22X 4
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- https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asa_new_features.pdf



/content/en/us/td/docs/security/asa/asa95/release/notes/asarn95.html#pgfId-155850
/content/en/us/td/docs/security/asa/asa96/release/notes/asarn96.html
http://www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100597-technote-anyconnect-00.html#anc89
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect30/administration/guide/anyconnectadmin30/ac12managemonitortbs.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
/content/en/us/td/docs/security/asa/roadmap/asa_new_features.pdf
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