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Firepower Z=2| 2Z S =& 3t24™ Configuration(+4d) > ASA Firepower
Configuration(ASA Firepower Z1I| 12| 0|4d) > Tools(2&) > Backup/Restore(2{d/5 ) > Backup
Management(2i2] #2|)£ 0|S 31 Device Backup(C|HFO|A Q)& 22l |C}.

O|&: 2] O|& 2 XIGELICt.
XME A /%|: ASDM /var/sflbackup?! 24 AEE|X|B X|#MEFLICE
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Firepower Configuration > SystemPolicy)2 T +33f0oF & L|C}.
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~ ) Configuration > ASA FirePOWER Configuration > Tools > Backup Restore

[ Backup Management I Backup Profiles l

Create Backup

Name Production_backup
Storage Location /var/sf/backup/
Email Not available. You must set up your mail relay host.
Copy when complete
Host 192.168.1.10
Path /var/backup
User admin
Password Y

SSH Public Key
To use ssh keys place this public key in ssh-rsa AAAAB3NzaClyc2EAAAADAQ.
your authorized_keys file.

Start Backup Save As New Cancel
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Email Status To: Email Relay =4

) Configuration > ASA FirePOWER Configuration > Tools > Scheduling

=2 Add Task “| Today
New Task
Job Type Backup [T
Schedule task to run Once o Recurring
Start On April ﬁ 24 ﬁ 2016 d America/New York
A
Repeat Every 1 Hours Days o Weeks Months
¥
Run At 12:00 & Pm [
Repeat On Sunday Monday Tuesday Wednesday Thursday Friday Saturday
Job Name Production Backup Weekly
Backup Profile Production_backup d
Firepower Backup of
Datacenter ABC
Comment
4
Email Status To Not available. You must set up your mail relay host by editing the System Policy using the Remote Manager.
Save Cancel
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BHoiE 5 245+24™ Configuration(7*43) > ASA Firepower Configuration(ASA Firepower Z1I| 18| O|
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_ ) Configuration > ASA FirePOWER Configuration > Tools > Backup Restore

Backup Management l Backup Profiles

=2 Device Backup 4 Upload Backup

Device Backups

System Information Date Created File Name VDB Version Location Size (MB)

i'gi';—g—‘g’:\“{s 0.0 2016-04-24 23:13:10  Test backup-2016-04-25T03-10-32.tgz  build 252 Local 50

& Restore £ Download {5 Delete Storage Location: /var/sf/backup/ (Disk Usage: 16%)
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_ [ Configuration > ASA FirePOWER Configuration > Tools > Import Export

) Upload Package

= Access Control Policy

Default Allow All Traffic Access Control Policy 2016-04-23 08:29:03
= SSL Policy
Ll BRI Ll SSL Policy 2016-04-23 00:28:10

SSL Policy

(= System Policy

Default

Default System Policy System Policy 2016-04-23 08:29:02

Export
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Configuration(ASA Firepower Z1II| 18| 0|4) > Tools(&) > Import/Export(ZH M7 l/LHELHZ)E O]
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™ Configuration > ASA FirePOWER Configuration > Tools > Import Export
Package Name

Choose File | ObjectExport...5031205.sfo

Upload Cancel

Ct2 Ol x|l MHE 7HK{2 T (*.sfo)0l| M Firepower ZE A 7tX42
_ ) Configuration > ASA FirePOWER Configuration > Tools > Import Export

(= Access Control Policy

Default Allow All Traffic Access Control Policy 2016-04-23 08:29:03
(= SSL Policy
Default SSL Policy SSL Policy 2016-04-23 00:28:10

SSL Policy

(= System Policy

g:::u"l,:tsystem Policy System Policy 2016-04-23 08:29:02

Import Cancel
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_ ™ Configuration > ASA FirePOWER Configuration > Tools > Import Export

Import Manifest

Objects with duplicate names are imported as new objects with a number appended to the name

Default Allow All Traffic (Access Control Policy)
Default SSL Policy (SSL Policy)

Default (System Policy) (group action) ﬂ

(2> Access Control Policy

Access Control Policy Keep existing _ﬂ 2016-04-23 08:29:03 2016-04-23 08:29:03

(2> SSL Policy Replace existing
Keep newest

SSL Policy Keep existing a 2016-04-23 00:28:10 2016-04-23 00:28:10
SSL Policy
(= System Policy

System Policy Keep existing ﬂ 2016-04-23 08:29:02 2016-04-24 23:42:33
Default System Policy

Import Cancel
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) Monitoring > ASA FirePOWER Monitoring > Task Status
Task Status

Job Summary Remove Completed Jobs || Remove Failed Jobs
Running 0
Waiting 0
Completed 5
Retrying 0
Failed 0
Jobs
Task Description Message Creation Time Last Change Status

(= Default Group
0 Running 0 Waiting 3 Completed 0 Retrying 0 Failed

Backup: Test_backup - . o .
Backup / On Demand Backup complete 2016-04-23 08:57:38 2016-04-23 09:01:52 Completed a
Backup: test Backup complete 2016-04-23 09:18:39  2016-04-23 09:50:42 Completed o
Backup / On Demand P P 1ot :50: p a
Backup: Test_backup Backup complete 2016-04-24 23:10:28  2016-04-24 23:13:26  Completed |

Backup / On Demand

2EtA|. Configuration(Z1Z| 224 0|) > ASA Firepower Configuration(ASA Firepower 711|212 0] M)
> Tools(&) > Backup/Restore( /5 ¢) > Backup Management(8i% #2|)£ 0|5 3t0{ 2] u}l
O| ¥ EE|R=X| =elgfLct.
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