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#" Getting started
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Manage
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8BS Organizational relationships
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&  Administrative units (Preview)

i Enterprise applications

Kl Devices
i App registrations
(&} Identity Governance

' Application proxy

@ Switch directory  [i] Delete directory - Create a directory [ What's new 7 Got feedback?

@ Azure Active Directory can help you enable remote work for your employees and partners. Learn more

Overview
rchoga-azure-ad
Your role Global administrator More info
Tenant ID Azure AD Premium P2

@ Azure AD Connect

Status Mot enabled

Last sync Sync has never run
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Add an application
Cisco Systems, Inc.
@ cick here o try aut the new and impraved app gallery. —
Empower your employees to work from anywhere, on company
laptops or personal maobile devices, at any time. AnyConnect
simiplifies secure endpoint access and provides the security

Add your own app
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H Application On-premises Egra Non-gallery necessary 1o help keep your organization safe and protected.
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developing
. Configure Azure AD Integrate any other
lizgws_t-er 2an app you're Application Proxy to application that you Use Microgoft Azune AD 1o énable user access 1o Cisco
werking on to integrate enable secure remote don't find in the gallery AnyConnect
it with Azure AD r—— -
Requires an existing Cisco AnyConnect subscription.
Add from the gallery
Name O
Category ) Cisco AnyConnect
All (3422) et
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Ciszo Systems, Inc.
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D Single sign-on Getting Started
D Provisioning
B Application proxy a 1. Assign users and groups —3 2. Set up single sign on :{?J 3. Provision User Accounts
C  Self-service Pravide specific users and groups access Enable users to sign into their application Automatically create and delete user

to the applications using their Azure AD credentials accounts in the application

Security Assign users and groups Get started Get started
% Conditional Access
e Permissions
© Token encryption ‘E- 4. Conditional Access (5. Self service

Secure access 1o this application with a Enable users to request access to the
Activity customizable access policy. application using their Azure AD
o Create a policy credentials
D sign-ins Get started

il Usage & insights (Preview)
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Select a single sign-on method  Help me decide

B Overview

m Deployment Plan

A Diagnose and solve problems Disabled 4:3 SAML ( (_)) Linked

User must manually enter their Rich and secure authentication to Link to an application in the Azure

Manage username and password, applications using the SAML (Security Active Directory Access Panel and/or
Assertion Markup Language) protocal. Office 365 application launcher.
I Properties
&& Owners

& Users and groups

2 Single sign-on
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<#root>
a. Identifier (Entity ID) - https://<VPN URL>/saml/sp/metadata/<TUNNEL-GROUP NAME>
b. Reply URL (Assertion Consumer Service URL) - https://<VPN URL>/+CSCOE+/saml/sp/acs?tgname=<TUNNEL-G

ExampTle: vpn url called
asa. exanpl e. com
and tunnel-group called

AnyConnect VPN- 1

Basic SAML Configuration V4
Identifier (Entity ID) Required
Reply URL (Assertion Consumer Service URL) Required
Sign on URL Optional
Relay State Optional
Logout Url Optional
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SAML Signing Certificate 4

Status Active

Thumbprint

Expiration 5/1/2023, 4:04:04 PM

Notification Email _

App Federation Metadata Url ' https://l _ ) ‘
ICertiﬁcate (Baseb4) Download I

Certificate (Raw) Download

Federation Metadata XML Download
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- Login URL(229! URL) - URL 29le]L]c}
- Logout URL(2 10+ URL) - URL 210+ LI}

Set up AnyConnectVPN

You'll need to configure the application to link with Azure AD.

Login URL https.// E
Azure AD Identifier https://
Logout URL https:.// E

View step-by-step instructions
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Users and groups
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config t

crypto ca trustpoint AzureAD-AC-SAML
revocation-check none
no id-usage
enrollment terminal
no ca-check
crypto ca authenticate AzureAD-AC-SAML
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webvpn

saml idp https://xxx.windows.net/xxxxxxxxxxxxx/ - [Azure AD Identifier]

url sign-in https://login.microsoftonline.com/XXXXXXXXXXXXXXXXXXXXxX/sam12 - [Login URL]

url sign-out https://login.microsoftonline.com/common/wsfederation?wa=wsignoutl.0 - Logout URL
trustpoint idp AzureAD-AC-SAML - [IdP Trustpoint]

trustpoint sp ASA-EXTERNAL-CERT - [SP Trustpoint]

no force re-authentication

no signature

base-url https://asa.example.com
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tunnel-group AnyConnectVPN-1 webvpn-attributes
saml identity-provider https://xxx.windows.net/XXXXXXXXXXXXX/
authentication saml

end
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debug webvpn saml 255
debug webvpn 255

debug webvpn session 255
debug webvpn request 255
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https://learn.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-configure-single-sign-on-on-premises-apps
https://learn.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-configure-single-sign-on-on-premises-apps
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