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+ Cisco FMC 6.4
+ Cisco FTD 6.3
* AnyConnect 4.7

0| £ Mol AHE FMC(Firepower Management Center)0i| A # 2|5t = FTD(Firepower Threat
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1. 0|0/ x|0of| EAIE! CHZ Devices(C|HFO|£A) > Certificates(21E M)Z 0|85t Add(F7HE MEHE
L|C}.

Overview Analysis Policies I3[0 Objects = AMP Intelligence @, System Helpv admin ¥

Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates

Name Domain Enrollment Type Status

Add Certificates
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Add Cert Enrollment

Name*

Description

XTI oo rannas_ o

Enroliment Type: SCEP

Enroliment URL:* http:/f

Challenge Password:

Confirm Password:

Retry Period: i Minutes {Range 1-60)
Retry Count: 10 (Range 0-100)

Fingerprint: Ex: e67d542 e355586¢ a758e7ch bdcdddS2

Allow Overrides

3. 45 58 982 M™stn CA 2

0l

M(CSR| MEE 2B AM)E E0{d&LICH



Add Cert Enrollment T X

Mame* Arryoonnect -oertifhcate
Decriphion
ICXIEETT) certificate Parameters  Key  Revocation
Ennalimnant Ty Marniual L
O, Certificate: ® WWI
S kS TUR YRR bW ARG DREVEIEZ | ovkTohDI Bagkl Eaub
BgwesGHETED
S g TS kRS R U DO P E FERSTATO + %
VLS v
grewE FskuZay 2 7 rBe/ 1 )G 2LgRDrADKT + b ST DGSKAmIZ s ghFg P
LhBSFoyBYDa

BOjURrndSvz( DR S50+ HINEmMIER g2 0wrtiZpD4Mpaabyhr + hEper

NMYHIVBOTER

FeeMSOIGhh Py mMORGA TBEERTY Ivb4CLAWB Heg DDy
TPOcHS

SO IRMWRzEA] 1 HEImHOHR j6D0nmgudx+ TZRY enowmSKILL PLEW
[AA2 et Yerdalal

W2 cTUBRCH Y DC v S E BT S SrAD Tirdk 2 nfir JT 1 SLgARLL)
LK TGH]

EAVKEYACKVYETwe =
wesesEND CERTIFICATE e

Alicrw Choprridies

Save  Cancel
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Add Cert Enrollment ? X

Mame* Anyconnect-certificate
Description
CA Information el il i 8 FATRT TN Key  Revocation
Include FQDN: Use Device Hostname as FQDM hd

Include Device's IP Address:

Common Name (CN): VPN.CISCo.Com
Organization Unit {OU): TaC
Organization (0): Cisco
Locality (L): [

State (ST): Mexico
Country Code (C): M

Ernail {E):

Include Device's Serial Number

Allow Overrides

Save | | Cancel

6. TS Mot TRIE HUEH = 2UBM SHolM L5 ddeh M= x|HE ME¥stu F:IHE
MEstod QIS ME HZ EFLICH




Add New Certificate ? X

Add a new certificate to the device using cert enrollment object which is used to generate CA and
identify certificate.

Device™*: FTD-Virtual w

Cert Enrollment®*: Anyconnect-certificate b l@

Cert Enrollment Details:

Mame: Anyconnect-

certificate
Enrollment Type: Manual
SCEP URL: MA

7. & Lol M ID ofo|22 =St o & 4dEHStoq O|O|X|ol EA|E CSRE A HELICH

Warning

“p 4 This operation will generate
Certificate Signing Request do you
want to continue?

v ()

8. CSRE S Alst #5t= CAR MBELICHOH: GoDaddy = DigiCert).

9. CAM|M ID QIBEME groM(base64 & 4/0[0{0F &) Browse Identity Certificate(ID 215 A &ot
H27)E MEistn 24 AFEUM /B ME H&LICH Import(7tHKAR27])E MEHEFLCY.



Import Identity Certificate ? X

Step 1
Send Certificate Signing Request {CSR) to the Certificate Authority.

Certificate Signing Reguest [(Copy the CSR below and send to the Certificate Authority):

----- BEGIN CERTIFICATE REQUEST-----
MIICSTCCADOCAQAwWe]ELMAKGAILUEBRMCTVgxDzANEgNVEAGT Bk1leGljbzELMAKG
ALUEBxMCTVgxFAUBgNVEAMTDXZwhisjaxNiby5ib20xDiAMBgNVEACTBUNDPCZ N
MOwwCgYDVOQLEWNUQUM=FzAVEgkahkiGIwWIBCQIWCGNpc2ZNWYXNhMIIBIjANBgkg
hkiGSwWiBAQEFAAQCAQEAMIIBCgKCAQEAZgnRRUSLjeufjMoVwlulFx5CPRpTICRR
gQTldekUallDdMBYqD208CeXLVSsYMLIKEY 2)gsb kX, +uGzg4Cld34T1Wabs 1iml
9dS0IE3bkpY +VWVEQKvd2PRdIXrSW 7 EQIFUZfiS7uQzioZ uLFCGo2be T 3UL 4V

HUXEzuwHsTMERgZSBK18CTILESaMImiPwWIUXSI/MUNNh=SIR7UNISCEj7UdYV+dv
ink FERMARERI IvE 772 1EY A SRl MEazEH 7Y TTAYR FhOid b EURH TuaERM A ed SEW

Step 2
Once certificate authority responds back with identity certificate file, import it to device.

Identity Certificate File: | Anyconnect-Document.pem Browse Identity Certificate

Impaort Cancel
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10. 7}X42 CA 2 ID QB M MIFALE

Overview Analysis Policies JeISUIEER Objects = AMP  Intelligence Deploy ., System Helpv admin ¥

Device Management NAT VPN * Qos Platform Settings FlexConfig Certificates

& Add
Name Domain Enrollment Type Status
4 &l FTD-Virtual
Anyconnect-certificate Global Manual LCa| [&1D 20 @

2CHA|. RADIUS AH{ F4d

FMCO|AM ZH2|5t= FTD C|HIO|AMIME 2Z A2 A} O|o|E{H|0|A 7 X E|X| ko { RADIUS
L= LDAPSF &2 CHE 215 W E AFg3HoF & LCH

1. 221} Z 0| Objects(7H&ll) > Object Management(7H&i| £ 2l) > RADIUS Server Group(RADIUS
ME &) > Add RADIUS Server Group(RADIUS MHH 1& F7hH2e 2 o|s gLt



Add RADIUS Server Group

t Name:*
| Description:
Group Accounting Mode:

Retry Interval:*

' Realms:

I Enable authorize only

1 Enable interim account update
1

1 Enable dynamic authorization

Radius-server

Single

10

RADIUS Servers (Maximum 16 servers)

| IP Address/Hostname

2. Radius A 21 &0i 0|8 xI™H
(FTDZ Radius AE%} Ho{25
=™ Save(ME)E MEAEIL|C

(1-10) Seconds

Save

Cancel



New RADIUS Server

IP Address/Hostname: * 192.168.10.34|
Configure DINS at Threat Defense Platform Settings to resolve hostname

Authentication Port:* 1812 {1-65535)

Key:* Il

Confirm Key:* I

Accounting Port: 1813 (1-65535)

Timeout: 10 (1-300) Seconds

Connect using: © Routing ~ Specific Interface ()

Default: Diagnostic Interface

Redirect ACL:

3. O|A| o|O|X|ol EAIE CHE RADIUS M ME E Radius M SE0|AM AL E £ §)

o
o>
r
n



Add RADIUS Server Group 7 X

MName:* Radius-server

Description:

Group Accounting Mode: Single B

Retry Interval:* 10 (1-10) Seconds
Realms: v

Enable authorize only

Enable interim account update

Enable dynamic authorization

RADIUS Servers (Maximum 16 servers)

IP Address/Hostname

192.168.10.34 &

Save Cancel

3CHAH|. IP = M

1. Objects(7HAl) > Object Management(7HA| £ 2l) > Address Pools(F 4 &) > Add IPv4
Pools(IPv4 & F7I)Z O|SgfLCt.

2. 1P FAa0o| o|F1 HRIE XIGFLICH OfA3 HE= Hestx| o x|E o|O|x|of EA|E CHZ X|
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Add IPv4 Pool ? X
Name* vpn-pool

IPv4 Address Range* | 192.168.55.1-192.168.55.253
Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150

Mask 255.255.255.0

Description

Allow Overrides

@ Configure device overrides in the address pool object to avoid IP address conflicts in case of object is
shared across multiple devices

Save Cancel
ATHA| XML T2 Z| = 7|
1. Cisco.comOM Z2 0 WRIJ| EF ECIRZCESD 88 T2 S A#MELICH
2. Z 20t WEI7| oHEEIAH O|Mo| A, o|O|X[o] ZEA|E CHE M S{2S 2 0|S35t04 FIIHE MEH
gruict

. VPN -
- Server List
{8} Preferences (Part 1)
+* Preferences (Part 2)
Backup Se
G Bac _up nr_ers. Hostname Host Address User Group Backup Server List SCEP Mobile Settings  Certificate Pins
B Certificate Pinning
E Certificate Matching
,Q, Certificate Enrollment
[ Mobile Policy
25 Server List
Note: it is highly recommended that at least one server be defined in a profil Delete
Edit... Details
i = =| = — = = = =
3. ZA| O|&, FQDN(HE &t El =M@l 0|§) E= IP FAE XI™Hst1 o|0]|X[of| EA|E! CHE OK(&f
O



Server List Entry
Server  Load Balandng Servers SCEP Mobile  Certificate Pinning

Primary Server Connection Information

Display Mame (reguired) Corporate - FTD {SSL}| Primary Protocol 350 v
FQDM or IP Address |ser Group ASA gateway

wpn. cisco.com | sl Auth Method During IKE Megotiation
Group URL IKE Identity (IOS gateway only)

Backup Servers

EAP-AnyConnect

Host Address Add
Mowve Up
Mowe Down
Delete
K Cancel
_ =
4. O|M| MH =5 olwol &=0| EAELICH
g\l | Server List
i Preferences (Part 1) . .
3 preferences (vart 2) Profile: Untitled
Backup Servers
/7 Certificate Pinning Hostname Host Address User Group Backup Server ... SCEF Mobile Settings Certificate Fins

=a Certificate Matching
= Certificate Enrollment
Mobile Palicy

Corporate - FTD (S5L) wpn. Gisco. com sl -~ Inherited --

- aiel Server List

MNote: itis highly recommended that at least one server be defined in a profile.

Edit...

Delete

Details



1. FMCO{| X Objects(7H#ll) > Object Management(7HA| & 2l) > VPN > AnyConnect
File(AnyConnect It 1) > Add AnyConnect File(AnyConnect It 712 0|SgLCt.

2. ZiA[of O|§ 2 XI5t BrowseE 225t1 2Z A|AROIM 2t0|ME Z20UE 2 CHS
SaveE MEHFILIC
/N 0l Anyconnect 2210|91E T2 12 Y Ko = Medslof BLCH
Add AnyConnect File ?
Name:* Corporate-profile(SSL)
File Name:* FTD-corp-ssl.xml Browse.. :
File Type:*
Description:
Save Cancel
6C=t7|. AnyConnect O|0|X| 2=
1. Cisco CHH2 2= ¥ 1 0| X0l A webdeploy(.pkg) OIO|X|E CI2ZE=8L|C
AnyConnect Headend Deployment Package (Mac 26-Jun-2019 51.22 MB + .

0s)

anyconnect-macos-4.7.04056-webdeploy-k9.pkg
2. Objects(7HAll) > Object Management(7H&{| Zt2[) > VPN > AnyConnect File(AnyConnect I+ &) >
Add AnyConnect File(AnyConnect I}l £7HZ 0|5 & L|CH.

3. Anyconnect TH7 | X| TH0] 0|8 X|Z3h 1 Tlo| MEEl % 22 AATOIA pkg THUE 12
gk
= .



Add AnyConnect File

Mame:* MAC4.7

File Type:*

Description:

File Name:* anyconnect-macos-4.7.04056-webdeploy-k9 || Browse..

| Save | | Cancel

o T Aol el F7F HZ|XIE YE2EEF = A& LICHWindows, Mac, Linux).

77| 73 HMA VPN OFE AL
O|F HHAE J|Hto 2 2474 HMA OFHALE el 38 4= laLch
1. Devices(C|HFO|A) > VPN(VPN) > Remote Access(®Zd HMA)Z O|SEFLICEH

2. M HM|A Yol 0| FE X|Het AL 7hs et CIHHO|A0|M FTD ClHIOIAE

. System Help v

admin v

Overview Analysis Policies JLEWEETN Objects = AMP  Intelligence

Device Management MNAT VPN » Remote Access Qos Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

€ Policy Assignment (2) Connection Profile > (3, AnyConnect > (4) Access & Certificate > (5) Summary

Targeted Devices and Protocols

Thig wizard will guide you through the required minimal steps te configure the Remote Access VPN palicy with () Before You Start

a new user-defined connection profile.
Before you start, ensure the following

configuration elements to be in place to

Name:® TaC eomplete Ramate Access VPN Poliey.

B . Authentication Sarver
escription:
B Configure Regim or RADIUS Server Groyp
to authenticate VPN clients.

AnyConnact Cliant Package

WPN Protocols: SSL 8 1Psec-1KEV2
Make sure you have AnyConnect package
Targeted Devices; Avallable Devices Salected Devices for VPN Client downloaded or you have
the relevant Cisco eredentials to downioad
, Search gl FTD-Virtual | it during the wizard,

Daevice Interface
Interfaces should be already configured on
targeted govices so that they can be used
as a security zone of interface group to
enable VPN access.

Next

Cancel
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Overview Analysis Policies gl Objects AMP Intelligence Deploy

., System Help admin v

Device Management NAT VPN » Remote Access QoS Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment €) Connection Profile (3) AnyConnect > (4) Access & Certificate > (5) Summary
Y
—— bl o T ——
ynnect Client Internet - ke

Remote User

VPN Device

5

AAA

Corporate Resou

Connection Profile:

Connection Profiles specify the tunnel group policies for a VPN connection. These policies pertain to creating the tunnel itself, how AAA is
accemplished and how addresses are assigned. They also include user attributes, which are defined in group policies.

Connection Profile Name:*  TAC

This name is configured as a connection alias, it can be used to connect to the VPN gateway

Authentication, Authorization & Accounting (AAA):
Specify the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN connections.

Authentication Method: AR Only v

Authentication Server:* Radius-server ¥ | @@~ (Realm or RADIUS)
Authorization Server: Use same authentication server ¥ @ (RADIUS)
Accounting Server: v @ (raDIUS)

Client Address Assignment:

Client 1P address can be assigned from AAA server, DHCP server and [P address pools. When multiple options are selected, 1P address
assignment is tried in the order of AAA server, DHCP server and IP address pool.

Use AAA Server (RADIUS only) @
Use DHCP Servers
Use IP Address Pools

IPv4 Address Pools:  vpn-pool
IPvE Address Pools:

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN connection is established. Select
or create a Group Policy abject.

Group Policy:* RemoteAccess-GP-55L v @
Edit Group Policy

Back Next Cancel




Add Group Policy

Name:* RemoteAccess-GP

Description:

m AnyConnect  Advanced

VPN Protocols VPN Tunnel Protocol:

IP Address Pools Specify the VPN tunnel types that user can use. At least one tunneling mode must be
Banner configured for users to connect over a VPN tunnel.

DNS/WINS SsSL

Split Tunneling IPsec-IKEv2

E2 08 MY J|HoR THE 4 ABLICH PHEX| o2 3
=] A



Add Group Policy

? X

Name:* RemoteAccess-GP

Description:

m AnyConnect  Advanced

VPN Protocols 1P Address Poals: L+

IP Address Pools Name IP Address Range

Banner .
vpn-pool 192.168.55.1-192.168.55.253 & O

DNS/WINS

Split Tunneling

6. 0l AlLtEI0IM 2E ERfT2 EidS Sof 2L YELICH IPv4 AES B2 A2 o|n|x|of
EAE 12 Eige So) 25 E34TS 5185 C 8 MM



Edit Group Policy

Name:* RemoteAccess-GP-550L

Description:

L0 AnyConnect  Advanced

VPN Protocols IPv4 Split Tunneling: Allow all traffic over tunnel v
IP Address Pools ) )

IPv6 Split Tunneling: Allow all traffic over tunnel b
Banner
DNS/WINS Split Tunnel Network List Type:

Split Tunneling Standard Access List:

DNS Request Split Tunneling

DNS Requests: Send DNS requests as per split tunnel policy v

Domain List:

| Save | Cancel

7. Anyconnect ZE2IUO| xml ZE2 Ut US MEHS T O|O|X|of EAIE CHE KT S MEdEL|CY.

—_ =1
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Add Group Policy

Name:* RemoteAccess-GP-5S5L

Description:

Profiles
SSL Settings

AnyConnect profiles contains settings for the VPN client functionality and optional
features. FTD deploys the profiles during AnyConnect client connection.

Connection Settings Client Profile: Corporate-profileS5L v \.:;)

Standalone profile editor can be used to create a new or modify existing AnyConnect
profile. You can download the profile editor from Cisco Software Download Center.

| Save | | Cancel

25 QI AlAH 23 Abgof 2t #45HE AnyConnect O|0|X|E MEHSI T o|0|X|ofl EAIE C}
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Overview Analysis Policies gelUT<-I-8 Objects = AMP Intelligence

Deploy o System Help v admin v

Device Management NAT VPN » Remote Access Qos Platform Settings FlexConfig Certificates
Remote Access VPN Policy Wizard
" z —.
(1) Policy Assignment > (2) Connection Profile €© AnyConnect (4) Access & Certificate > (5) Summary
L_JE|E|S|
L [ O M- ="
Remote User AnyConnect Client nbame TS VPN Device Corporate Resources
%Q
AAA
AnyConnect Client Image
The VPN gateway can automatically download the latest AnyConnect package to the client device when the VPN connection is
initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.
Download AnyConnect Client packages from Cisco Software Download Center.
Show Re-order buttons o)
[/} AnyConnect File Object Name AnyConnect Client Package Name Operating System
v MAC4.7 anyconnect-macos-4.7.04056-webdeploy-k9...  Mac oS v
Back Next Cancel

- 0| ZI|7ef|o[d2 VPNO| SR = E{H[0|A 2 SSL 44 Al MBEl=E 2IEME e

— o

1o

L

21 O ALtE|20iAM FTD= VPN Es{EE ZASHR| &t 5 FE|H, ACP(Access Control
Policies) =40| MetELICt,



Overview Analysis Policies grlAUTL-T-8 Objects = AMP i Deploy , System Help v admin v

Device Management NAT VPN » Remote Access QoS Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment > (2) Connection Profile > (3) AnyConnect (5) Summary
L U 4
Internat

Remote User AnyConnect Client

Outside VPN Device

.

AAR

Network Interface for Incoming VPN Access
Select or create an Interface Group or a Security Zone that contains the network interfaces users will access for VPN
connections.

Interface group/Security Zone:* outside > | -

Enable DTLS on member interfaces

Device Certificates
Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access clients. Select a
certificate which is used to authenticate the VPN gateway.

Certificate Enrollment;* Anyconnect-certificate v @

Access Control for VPN Traffic
All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select this option to
bypass decrypted traffic from the Access Control Policy.

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
This option bypasses the Access Control Policy inspection, but VPN filter ACL and authorization ACL downloaded from
AAA server are still applied to VPN traffic.

Back Next Cancel
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AMP
VPN » Remote Access Qos

Deploy admin v

Overview Analysis Policies JEYLE0 Objects Intelligence System Help

Device Management NAT Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment > (2) Connection Profile > (3) AnyConnect > (4) Access & Certificate
T =
| © o

Remote User Outside  ypy Device

AnyConnect Client Internet

Remote Access VPN Policy Configuration

Firepower Management Center will configure an RA VPN Policy with the following settings

MName:
Device Targets:
Connection Profile:
Connection Alias:
LLEH
Authentication Method:
Authentication Server:
Authorization Server:
Accounting Server:
Address Assignment:
Address from AAA:
DHCP Servers:
Address Pools (IPvd):
Address Pools (IPvG):
Group Policy:
AnyConnect Images:
Interface Objects:

Device Certificates:

TAC
== FTD-Virtual
TAC
TAC

AAA Only
=0 Radius-server

=a Radius-server

.IH vpn-pool

=8 RemoteAccess-GP-SSL
| MAC4.7
IS outside

[T Anyconnect-certificate

5
AAR

Additional Configuration Requirements

After the wizard completes, the following
configuration needs to be completed for VPN to
work on all device targets.

@ Access Control Policy Update

An Access Control rule must be defined to
allow VPN traffic on all targeted devices.

(L) NAT Exemption

If NAT is enabled on the targeted devices, you
must define a NAT Policy to exempt VPN
traffic.

) DNS Configuration

To resolve hostname specified in AAA Servers
or CA Servers, configure DNS using FlexConfig
Policy on the targeted devices.

@ Port Configuration

S5L will be enabled on port 443.

IPsec-IKEv2 uses port 500 and Client Services
will be enabled on port 443 for Anyconnect
image download.NAT-Traversal will be enabled
by default and will use port 4500.

Please ensure that these ports are not used in
NAT Policy or other services before deploying
the configuration.

., Network Interface Configuration

Make sure to add interface from targeted
devices to SecurityZone object "outside’

Device Identity Certificate Enrollment

Certificate enroliment object ‘Anyconnect-certificate’ is not installed on one or more targeted devices.
Certificate installation will be initiated on the targeted devices on finishing the wizard. Go to the Certificates
page to check the status of the installation.

Back Finish Cancel
NAT of| 2| ! 5flo4{&l
1EHA|. NAT od|| ZHx|2eo|M
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1. O|0|X|ofl ZAIE CHE A > HERT > HERXT F7I > A FIIE O|SELICE
New Network Object ? X
Name vpn-pool
Description
Metwork Host Range O Network FQDN
192.168.55.0/24
Allow Overrides
Save Cancel
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Add NAT Rule ? X
NAT Rule: Manual NAT Rule n Insert: In Category ¥ | NAT Rules Before v
Type: Static v | | @ Enable
Description:

(1 el Translation  PAT Pool  Advanced

Available Interface Objects & Source Interface Objects (1) Destination Interface Objects (1)
, Search by name =» inside-zone o a» Outside-zone )
=w calo-internal-outside
a= inside-zone Add to
Source
aa Outside-zone
: : T r—
aa /% outsideFW { Destination.
OK Cancel
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Add NAT Rule ? X
NAT Rule: Manual NAT Rule v Insert: In Category ¥ | MAT Rules Before v
Type: Static v|| Enable
Description:
Interface Objects PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* FTDw-Inside-SUPERNE v 2 Translated Source: Address b
FTDv-Inside-SUPERNE v
Original Destination: Address w
vpn-pool v @ Translated Destination: vpn-pool v
Original Source Port: v Translated Source Port: v 2
Original Destination Port: v Translated Destination Port: v
0K Cancel
— o =L = = (=
4. SM(0|0|x|ofl ZAIE CHE)S TEHSHOF NAT 20 M "no-proxy-arp” & "route-lookup"S &

stotedH olO|x|ofl ZAIE CHZ OKE MEiEfLICH

Edit NAT Rule ?
NAT Rule: W Insert: In Category v N
Type: Static hd Enable
Description:
Interface Objects  Translation  PAT Pool [0 TE (=T
IPvE
o not proxy ARP on Destination Interface
@erﬁ:}rm Route Lookup for Destination Interface
Unidirectional
OK Cancel
5. NAT of| Q| Zdm|zglo|Me| AntelL|ct.
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Name FTDv-Inside-SUPERNE

Description

Network () Host (O Range (® Network () FQDN

10.124.0.0/16

Allow Overrides [}

Name vpn-pool|
Description
Network O Host () Range (® Network (O FQDN

192.168.55.0/24

Allow Overrides [ ]
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Add NAT Rule ?

NAT Rule: Auto NAT Rule v
Type: Dynamic v
' OiC e e TS B Translation  PAT Pool  Advanced
Available Interface Objects © Source Interface Objects (1) Destination Interface Objects (1)
, Search by name san Outside-zone o .aw Outside-zone |

.= calo-internal-outside

a% inside-zone Add to

Source

; i | Addto
sum ' outsideFW el

OK Cancel

3. Translation('24&) B0l M vpn-Z& Z4&| 2| Original Source2 ME43} 11 Destination Interface IPE
Translated Source(fHEHEl AA)2 MEHSH CHZ 0|0|X|2F 20| OK(ER)E MEHFFLICEH.

Add NAT Rule ?
NAT Rule: Auto NAT Rule b
Type: Dynamic v

Interface Objects [ ,t 01010 PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* vpn-pool v D Translated Source: Destination Interface IP v
@T‘he values selected for Destination Interface
Objects in 'Interface Objects' tab will be used
Original Port: hd

OK Cancel
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8 Filter by Device = Filter Fulo W hdd Rule
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sh crypto ca 215 A

show running-config ip local pool
» show running-config webvpn

» show running-config tunnel-group
» show running-config group-policy
» show running-config ssl

» show running-config nat

=X sz

.

X of | AL E = U= §H =X Sl



o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



