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webvpn

enable outside

AnyConnect -customattr dynam c-split-exclude-domains description Dynamic Split Tunneling

hsts
enable

max-age 31536000

include-sub-domains

no preload
AnyConnect image disk0:/AnyConnect-win-4.7.04056-webdeploy-k9.pkg 1
AnyConnect enable

tunnel-group-1list enable

cache

disable

error-recovery disable

AnyConnect - cust om dat a dynamni c-split-excl ude-donai ns cisco-site ww. ci sco. comtools.cisco.comcomunity.

group-policy GroupPolicy_AnyConnect-01 internal

group-policy G oupPolicy_AnyConnect-01 attributes

wins-server none

dns-server value 10.0.0.0
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
split-tunnel-network-1ist value Spl1itACL
default-domain value cisco.com

AnyConnect - cust om dynanmi c-split-excl ude-domai ns val ue cisco-site
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Virtual Private MNetwork (VPN

Preferences  Statistics I Route Details | Firewall | Message History
I |~
Connection Information =
Skate: Connecked
Tunnel Made (IPw4): Tunnel All Traffic
Tunnel Made (IPwa): Drop &l Traffic
Cryniamic Tunnel Inclusion:
Duration: 00:00:43
Session Disconneck: Mone
Management Conneckion Skate: Disconnected (user tunnel active)
Address Information =
Clienk (IPw4): 1.176.100.101
Clienk (IPwa): Mot fyvailable
Server: 100.0.0,254
Bytes = ll
Resek Export Stats. .. |
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Virtual Frivate Metworl (VRN

Preferences | Statistice Route Details | Firewmall I Meszage Hiztory

Mon-Secured Routes (IPw4) =

72.163.4.38/32 (toals, cisco.com)
173,37, 145,84)32 (v, cisco, cam)
208,74, 2059, 244)32 {community  cisca,com)

Secured Routes (IPv4) =

0.0.0.0/0
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17 I 991100000 100.0.0.1 56319 100 0.0, 254 443 569 CID 254 SerEn

145,84
2084 173.37.145.84
20093 173.37.145.84
2084 175.37.145.84

128848000
22 3.,128886000
23 3.129667000
24 5.150045000

54 2093-443 [Ack] Seg=1
54 2094-443 [Ack] Seg=1
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<GroupPolicy_AnyConnect-01>
inbound TCP connection 8570
<GroupPolicy_AnyConnect-01>
<GroupPolicy_AnyConnect-01>
<GroupPolicy_AnyConnect-01>
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L_—|' show vpn-sessiondb anyconnect filter name

<{froot>

ASAv10# show vpn-sessiondb anyconnect filter name cisco
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Session

Session Type: AnyConnect

Username : cisco Index : 7

Assigned IP : 172.16.0.0 Public IP : 10.0.0.0

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384

Bytes Tx : 7795373 Bytes Rx : 390956

G oup Policy : G oupPolicy_AnyConnect-01

Tunnel Group :
: 13:20:48 UTC Tue Mar 31 2020
: 20h:19m:47s

Login Time
Duration

AnyConnect-01
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Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none
Audt Sess ID : 019600a9000070005e8343b0
Security Grp : none
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