23| H|ZHHE 2 AnyConnect Secure Mobility
Client 74

H=9{3 ctoloiaH

CtESS #fQIsLc.

E M| M= ASA(Adaptive Security Appliance) Cisco AnyConnect Secure Mobility Client 4 M| A
2?2t x| aeio|4 o & dEELICEH

mn ©

ME T M
2T AY

CC =
(=

ol EMolME ASA7I 2tF15| 2t & 8HH Cisco ASDM(Adaptive Security Device Manager) EE
CLI(Command Line Interface)0llA ZAZ[2i|0|ME HAE = JUTF 7T E[o] JUCk 7 FLICEH

Ct2 FAlof chet x|Alg ERStD Qlo™ f8tLct.
. ASAQ| CLI 2! ASDMO]| CHEt 7|2 K|Al
. Cisco ASA &l|lE = 9| SSLVPN 1|10l M
. 2CHA| Q15 of CHEt 7|8 K|A

AEElE 7HE 24

Ol EMe| HE = Chg 2ZEY o A stESo{ HHE 7[8te = FLCH

. Cisco Adaptive Security Appliance ASA5506



. Cisco Adaptive Security Appliance Software H{%& 9.6(1)
- Adaptive Security Device Manager EHH{7 7.8(2)
- AnyConnect H{7 4.5.02033

211 Cisco Software Download(o = El o Z4ok =)ol A AnyConnect VPN Client I 7| X|
(anyconnect-win*.pkg)E CFHR2 2 =& L|Ct ASA2FC| SSL VPN 122 MH5H7| {5 1 At
2xF HAEE o] E}—-—EEEI ASAS| ZcHA| M2 E2l0l AnyConnect VPN ZCI0|HHEE SALE
LICH REMIEH LI 2 ASA Z1T|1240]|4M 710|= 2] AnyConnect 22I0|HE Mx| MME XX
SHAMAIL.

O 2Mol HE= §Y & 32| C|Hto|AE ECHZ AEEIi&LITH Ol EM0 AL8E 2 ClHt
olaE Z7|3HE(7|8) HulaBlol/Me 2 AFE[&LICH A LIEQRI &8 B0 B 2E
BE| HAMRl BEE 0I2] SX|stA|7| i LC

i3 EE

ASA(Adaptive Security Appliance) Cisco AnyConnect Secure Mobility Client 24| A= OTP(One-
Time Password)2 &3l 2EHH| © _o 2 MEFLIC AnyConnect AFEXI7H 3 M2 d8E = U
T 5 SHE A4 380 EES ®M35Hok guct.

2EHA QB2 F 7IX| 215 YHE AASELICE 0| & F 71X 15 Y¥HE AISE &+ UA&LICH

. G 4lo| of= F A7t
- 7bR|3 A A A
. ErAlo| &7kl

LMo 2 AHEX7H 21 U= J(ALE AL O|F & HIZE#HEZ) ot AL A7} 7HX|D e [0l EE
O[L} RIB et Z 0| 7HlEt AR e HE 9 o”EIEI)OE TEELICH Ol AFEAE7F ASAS| 24 O
O|E{H|O|A == ASASF S&HEl AD(Active Directory) ME{0| ME E X123 SHE S5 QFsHE 7|
Eel5 AE*7=|I_‘?'_IZP OFHMEFLICE OTP(One-Time Password)= WERT HMAE E53517| 2t 7t
& et 7Y HEl A8l 2EAH elE ‘é'*—l S StLtLCt ol & S04, CH7 || B2
VPN(Virtual Private Network) M AE 2[5l &7 ALE X} 215 E 2[5 OTP(One-Time Password)
EZE M3slok st E27t BE&Lct

O| AlL}2|20MHE ASAL AAA MEH ZHe| EAl0f radius Z2EEZ2E AIE5HE AAA AHZ
OpenOTP 215 MHHE AF2EILICH AFEAL R SH2 2EHH 2152 Yt AZE EESZ MH|
ASt= Google Authenticator O Z 2|71 0|44t 242 El OpenOTP AME{0f| A T 4ELC}.

OpenOTP 5"|TLI:LEHIOI .j% Ol 22| ol Hotx| 222 0{7|0| M CHFEX| ei&LICH =T} ¢
(@)

7|& <lsfl o] 22 E Hg = AU&LICH

OpenOTP M™
https://www.rcdevs.com/docs/howtos/openotp quick_start/openotp quick start/

OpenOTP 2158 <8t ASA 74
https://www.rcdevs.com/docs/howtos/asa ssl vpn/asa/

7 229


http://www.cisco.com/cgi-bin/tablebuild.pl/anyconnect
http://tools.cisco.com/RPF/register/register.do
/content/en/us/td/docs/security/asa/asa91/configuration/vpn/asa_91_vpn_config/vpn_anyconnect.html
https://www.rcdevs.com/docs/howtos/openotp_quick_start/openotp_quick_start/
https://www.rcdevs.com/docs/howtos/asa_ssl_vpn/asa/

O| IHZ! ZHX = 10.106.50.202] AAA MH{0f @12 E ASAL| 2|5 QIE{H|O|A A & A& LI}
1. AnyConnect A& At7F ASAE &8t 22t0|UE ZAE AlE st F+4E group-url 2 group-
aliasoll 2t ¢1Z20| §H E{d 28(HZE T2t )of HIELICE Ol AFE Rt A X4 5

£ Y™siete ZEZEJ EAIELICH

2. A8X7F At H 5HE LUHstH 215 LE(HMA 2F mZ!) 0] ASAMAM AAA HEHE TEE

LICtH
923 2917-18-21 ©8:20:87.184621 16.106.48.191 18.186.56.28 RADIUS 222 UDP Access-Request(1) (id=9, 1=18@8)

+ 924 2017-18-21 ©08:20:87.264108 18.186.50.20 16.1086.48.191 RADIUS 122 UDP Access-Challenge(11) (id=9, 1=88)
947 20917-18-21 ©8:20:13.996393 18.186.45.191 1le.186.50.28 RADIUS 248 UDP Access-Request(l) (id=10, 1=-198)
948 2017-18-21 ©98:208:14.865258 18.1686.56.28 16.186.48.191 RADIUS 86 uopP Access-Accept(2) (id=18, 1=44)

il ]

Frame 923: 222 bytes on wire (1776 bits), 222 bytes captured (1776 bits)
Ethernet II, Src: Ciscolnc_f@:3e:e2 (54:75:d8:f0:3e:e2), Dst: Ciscolnc_3c:96:7f (80:23:5e:3c:96:7F)
Internet Protocol Version 4, Src: 10.106.48.191, Dst: 10.186.58.28
User Datagram Protocol, Src Port: 13512 (13512), Dst Port: 1645 (1645)
4 RADIUS Protocol
Code: Access-Request (1)
Packet identifier: 8x9 (9)

Length: 188
Authenticator: 8befbdbaflBedfelbe8S5dcdcb5d1522¢
[The o v his reqg is in fram 4

[

Attribute Value Pairs
4 AVP: 1=7 t=User-Name(l): cisco
4 AVP: 1«18 teUser-Password(2): Encrypted
User-Password (encrypted): 6e315c38033f3832236b3137944127a8

3. 21E REO| AAA Mo =2 5tH Xt ZBE ASELICH AAA M7 SHFE T Access-
ChallengeZ SE&LICE 07| AFZXRFol|A Y3 HIZHS E =45t Et= HIAIXI7F ZAIE
LICk Xt 5HO0| AR E 2 Access-Reject I 20| ASAZ S ELICH.

1 923 2017-10-21 @8:20:07.184621 10.106.48.191 16.196.50.28 RADIUS 222 uop Access-Request(1) (id=9, 1-180)
924 2017-18-21 @8:20:07.264100 18.106.58.20 16.186.48.191 RADIUS 122 upp Access-Challenge(11) (id=9, 1=89)
947 2017-10-21 08:20:13.996393 18.106.48.191 18.196.50. 28 RADIUS 248 UDP Access-Request(l) (did=1@, 1-198)
948 2017-18-21 @58:20:14.865258 18.106.58.20 18.186.48.191 RADIUS 86 upp Access-Accept(2) (id=10, 1=44)

Frame 924: 122 bytes on wire (976 bits), 122 bytes captured (976 bits)
Ethernet II, Src: Ciscolnc_3c:96:7f (B@:23:5e:3c:96:7f), Dst: Ciscolnc_f8:3e:e2 (54:75:d8:f@:3e:e2)
Internet Protocol Version 4, Src: 10.106.50.20, Dst: 10.186.48.191
User Datagram Protocol, Src Port: 1645 (1645), Dst Port: 13512 (13512)
4 RADIUS Protocol
Code: Access-Challenge (11)
Packet identifier: 8x9 (9)
Length: 3@
Authenticator: 291ef37118¢398ae35187b27252dcc74
[This is a response to a reguest in frame 923
[Time from request: ©.87947900@ seconds]
4 Attribute Value Pairs
AVP: 1=18 t=State(24): 626557357a6d625a6749326531664134
4 AVP: 1=36 t=Reply-Message(18):|Enter your TOKEN one-time password |
Reply-Message: Enter your TOKEN one-time password
AVP: 1=6 t=Session-Timeout(27): 98

4. ArER7F L2[E HIZPHE E 225t HMA 2 T HEjo| 215 2% 0| ASANIA AAA
MHZ S EL|CH



923 2017-10-21 08:208:87.1845621 18.106.48.191 16.186.58.26 RADIUS 222 une Access-Request(1l) (id=9, 1=188)

924 2017-10-21 ©8:20:87 264100 18.106.50.28 18.106.48.191 RADIUS 122 upp fccess-Challenge(11) (id=9, 1=88)
947 2017-18-21 ©8:208:13.996393 18.106.45.191 18.186.58.28 RADIUS 248 [ Access-Request(l) (id=1@, 1-198)
* 948 2017-18-21 ©8:28:14.865258 18.106.58.28 18.186.48.191 RADIUS 86 (] Access-Accept(2) (id=18, 1=44)

Fl nl

Frame 947: 248 bytes on wire (1928 bits), 248 bytes captured (1928 bits)
Ethernet II, Src: Ciscolnc_f@:3e:e2 (54:75:d@:¥0:3e:e2), Dst: Ciscolnc_3c:96:7F (88:23:5e:3c:96:7F)
Internet Protecol Versicn 4, Src: 10.106.48.191, Dst: 10.106.58.20
User Datagram Protocol, Src Port: 13512 (13512), Dst Port: 1645 (1645)
« RADIUS Protecol
Code: Access-Request (1)
Packet identifier: @xa (18)
Length: 198
Authenticator: BbeGbdbablBedfebbed5dcdch5dl522c
[The response to this request is in frame 948]
Attribute Value Pairs
4 AVP: 1=7 t=User-Name(1): cisco
[Drme: cisco]
& AyP; 1=18 t=lsor-Pgssword(2Y; Encrvoted
User-Password (encrypted): 3b6f1e69bdB63832226b3£37944127a0 I

5. AAA MEHHOM 3|8 H|ZHE It 3o 2 HBE[M Access-Accept THZ! O] A{H{04 A
ASAZ MEE|H, AH8XI7F MBHMoZ QB L1 2B A Q15 T2 AMA 7 22 ELCH

[

923 2817-18-21 88:20:87.184621 16.186.48.191 16.186.58. 20 RADIUS 222 upp Access-Request(1l) (id=9, 1=188)

924 2017-18-21 98:20:07. 264100 108.186.58. 20 10.186.48.191 RADIUS 122 upp Access-Challenge(11) (id=9, 1=88)
+ 947 2817-108-21 @8:20:13.996393 108.186.48.191 18.186.58. 20 RADIUS 248 LD Access-Request(l) (id=1@, 1=198)

948 2817-18-21 98:28:14.865258 168.1@6.58. 20 168.186.48.191 RADIUS 36 Upp Access-Accept(2) (id=18, 1=44)

4 m

Frame 948: B6 bytes on wire (688 bits), 86 bytes captured (688 bits)
Ethernet II, Src: Ciscolnc_3c:96:7f (B8:23:5e:3c:96:7f), Dst: Ciscolnc_f@:3e:e2 (54:75:d8:f0:3e:e2)
Internet Protocol Version 4, Src: 10.106.50.20, Dst: 10.106.48.191
User Datagram Protocol, Src Port: 1645 (1645), Dst Port: 13512 (13512)
4 RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: Bxa (18) .
Length: 44
Authenticator: d36bS4ccaf53lefefcllecfblldaldis
[This is a response to 3 request in frame 947]
[Time from request: @.868865088 seconds]
« Attribute Value Pairs
4 AYP: 1=24 t=Reply-Message(18): Authentication success
Reply-Message:] Authentication success |

Anyconnect ZtO|MIA HE

CHZ 2 Cisco AnyConnect Secure Mobility Client 2F0|MlA 0] CHEH R 38 MEZ HAZAR|E 213l
L|Ct.

- X3 =& AnyConnect 20[4ld] 224 R 2 0| EAME BESMUARL.

- AnyConnect Apex & Plus 2O A off CHEF XFA|EH LHE 2 Cisco AnyConnect && 7t0|=
EEIIMAIL.

7

O| MMof M= ASAMIM Cisco AnyConnect Secure Mobility Clientg T35t= &0l CHal - g
LICH.

#3: o] Mol M AFEE B0 CHEt REMIEH L& 2 2248 Command Lookup Tool(SEE!
40 )2 AFESHAAIL.

HE<|3 ctolo{1®Y


https://www.cisco.com/c/ko_kr/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html
/content/en/us/products/collateral/security/anyconnect-secure-mobility-client/secure-client-og.html
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

AAA Server

Tunnel Traffic

LAN Segment Internet

H
Internal Host ASA Anyconnect Client
10.0.0.0/24 WAN IP 10.106.49.11

ASDM AnyConnect Z1X| 120/ OFH A

AnyConnect Secure Mobility ClientE T35t 7| 2|51l AnyConnect ZII|12]0|4 OHHALE AISE
T A& LCt A &S| 0ol AnyConnect 22H0|1E THZ|X|7F ASA &3EtEIo| ZEHAl/C|AT o &
ECE|R=X| #elghot

Au|ago|M obHAFHE S35H Anyconnect Secure Mobility ClientE T433t2dH CHS EHAHIE 2235
AMAI2.

ASDME S8t AZE3! BE{d Au|ag|o|Me| B2 AnyConnectE CIREZE35tD Mx|5iEd™H Ol EM

= 2 E5AAL.

AnyConnect Secure Mobility 220|1E

ASA CLI Zix| 12 o] M

o] MMoME &= E 23l Cisco anyConnect Secure Mobility Clientod] CHet CLI Z1Z|2d|o|ME
X-"_l_ol'l__ll:l..

ip |ocal pool ANYCONNECT-POOL 192.168. 100. 1-192. 168. 100. 254 mask 255. 255. 255.0

!
interface G gabitEthernetl/1
nanei f outside

security-level 0


https://www.cisco.com/c/ko_kr/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html#anc8

i p address dhcp setroute

access-1ist SPLIT-TUNNEL standard permit 10.0.0.0 255.255.255.0

pager lines 24

| oggi ng enabl e

| oggi ng ti nestanp

ntutftp 1500

ntu outside 1500

icnp unreachable rate-linmt 1 burst-size 1
icnp pernmit any outside

asdm i mage di sk0:/asdm 782. bi n
no asdm hi story enabl e

arp tineout 14400

no arp permt-nonconnected

route outside 0.0.0.0 0.0.0.0 10.106.56.1 1

aaa- server RADI US_OTP protocol radius
aaa- server RADI US_OTP (outside) host 10.106.50. 20

key *kkk*k

R Configure Trustpoint containing ASA lIdentity Certificate ------

crypto ca trustpoint ASDM Trustpoint 0

enrol I rent self

subj ect - name CN=bgl anyconnect . ci sco. com



keypair self

ssl trust-point ASDM Trustpoint0 outside

I Enabl e AnyConnect and configuring AnyConnect | nage------

webvpn
enabl e outsi de
anyconnect image di sk0:/anyconnect-w n-4.5.02033-webdepl oy- k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

group- policy G oupPolicy_ANYCONNECT- PROFI LE i nt er nal
group- policy G oupPolicy_ ANYCONNECT- PROFI LE attri butes
dns-server val ue 10.10.10. 99
vpn-tunnel - protocol ssl-client
split-tunnel -policy tunnel specified
split-tunnel - network-1ist val ue SPLI T- TUNNEL

def aul t -domai n val ue ci sco.com

tunnel - group ANYCONNECT_PROFI LE type renot e- access
tunnel - group ANYCONNECT_PROFI LE general -attri butes
addr ess- pool ANYCONNECT- POOL
aut henti cation-server-group RADI US_OTP

def aul t - group-policy G oupPolicy_ ANYCONNECT- PROFI LE



t unnel

-group ANYCONNECT_PROFI LE webvpn-attri butes

group-al i as ANYCONNECT- PROFI LE enabl e

end

AnyConnect 22I0|HE 9448

oA,

£ floll ASAN| MELIE| QIZME g5t DXIstedH O EME &

ASA SSL C|X|EH QIS M 74

Ch&

70| SHZA &

§:I-O|'§-|_||_'_|.

Sot=X| & elsted

2

ol Mg

—

& 1: Output Interpreter Tool(SSEl 1240 32 £ show BHE2 K| & LICH show &
HEO| BEME HE{H ol RE QEZZ|E E2 ASELICH

0|2{¢t show HH

=
=

Al&5104 AnyConnect 2210|1E 9| 4

ASA(config)# show vpn-sessi ondb anyconnect

Sessi on Type:

User nane
Assigned I P
Pr ot ocol

Li cense
Encryption
Hashi ng

Bytes Tx

Group Policy :

Tunnel
Login Tinme
Duration

Inactivity

VLAN Mappi ng :

Audt Sess ID :

G oup :

AnyConnect
ci sco | ndex 1
192. 168.100.1 Public IP 10. 106. 49. 111

AnyConnect - Par ent DTLS- Tunnel

AnyConnect Prem um

AnyConnect - Parent: (1)none DTLS-Tunnel: (1)AES256
AnyConnect - Parent: (1)none DTLS-Tunnel: (1)SHAlL
15122 Bytes RX 5897

G oupPol i cy_ANYCONNECT- PROFI LE

ANYCONNECT _PRCFI LE

14:47: 09 UTC Wed Nov 1 2017

1h: 04m 52s

Oh: 00m 00s

N A VLAN none

000000000000100059f 9de6d


https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do

Security G p : none

ASA(confi g)# show vpn-sessiondb detail anyconnect filter name cisco

Sessi on Type: AnyConnect Detail ed

User nane : cisco I ndex 1

Assigned |P : 192.168.100.1 Public I P : 10. 106. 49. 111
Pr ot ocol . AnyConnect - Par ent DTLS- Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect - Parent: (1)none DTLS-Tunnel: (1)AES256
Hashi ng : AnyConnect - Parent: (1)none DTLS-Tunnel: (1)SHAL
Bytes Tx : 15122 Byt es Rx . 5897

Pkts Tx : 10 Pkts Rx : 90

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : G oupPolicy_ANYCONNECT- PROFI LE

Tunnel G oup : ANYCONNECT_ PROFI LE

Login Tinme : 14:47:09 UTC Wed Nov 1 2017

Dur ati on : 1h: 04m 55s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess I D : 000000000000100059f 9de6d

Security G p : none

AnyConnect - Parent Tunnels: 1

DTLS- Tunnel Tunnels: 1

AnyConnect - Par ent :

Tunnel D 1.1
Public IP : 10. 106. 49. 111
Encryption I none Hashi ng : none

TCP Src Port : 53113 TCP Dst Port : 443



Aut h Mode
Idle Tine Qut:
Cient CS
Cient OS Ver:
Client Type
Cient Ver
Bytes Tx

Pkts Tx

Pkts Tx Drop :

DTLS- Tunnel :
Tunnel D
Assigned | P
Encryption
Ci phersute
Encapsul ati on:
UDP Dst Port
Idle Tine Qut:
Cient OS
Client Type
Cient Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

A%} 2

user Passwor d

30 M nutes Idle TO Left : 1 Mnutes
win

6.1.7601 Service Pack 1

AnyConnect

Ci sco AnyConnect VPN Agent for W ndows 4.5.02033

7561 Bytes Rx 00
5 Pkts Rx 0
0 Pkts Rx Drop : O
1.3
192. 168.100. 1 Public IP : 10. 106. 49. 111
AES256 Hashi ng : SHA1
AES256- SHA
DTLSv1.0 UDP Src Port : 63257
443 Aut h Mode : user Password
30 M nutes Idle TO Left : 0 Mnutes
W ndows

DTLS VPN Qi ent

Ci sco AnyConnect VPN Agent for W ndows 4.5.02033

0 Bytes Rx : 5801

0 Pkts Rx . 88

0 Pkts Rx Drop : O
74

0



= A

o MMofME HT|adolMd 2ME sHZste ol AH8E 4 Q= MEE MZ gL

21 debug BHEZ A2 37| Foll Debug H&dod| Cf

rok
of
X0}
03
HL
[ ]
i
B
9'|_|
| el
>
to

F9|: ASAIME P et ClHa Bildle d8E = U&LICH 7IEH2 2 Bl 10 ALSEL
Ch CIHT &S HEotH ClHI S| T HIt E7HE =~ &
Me ol HYs t%ﬂﬂl —~dstioF ZLict.

0{2 = AnyConnect 22t0|1E dZ0] CHEF Al Q1E Z2MA X E siZst2{™ CFg Cle{a

. S RADIUS C|lHH
. aaa 218 C|lHO
- wrbvpn anyconnect C|HH
O| BHE2 ALE Xt At ZEHO| SHHEX| = lgLct,

ElAE aaa-server 218 <aaa_server_group> [<host_ip>] At& Xl O|& <user> &% <password>

SHHE MEX} Ol HIZHS o B2


https://www.cisco.com/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

ASA(config)# test aaa authentication RADI US_OTP host 10.106.50. 20

User nane: cisco

Password: *****

INFO Attenpting Authentication test to | P address <10.106.50.20> (timeout: 12 seconds)

ERROR Aut hentication Chall enged: No error

OFX|2f 2 7= AAA AEH7H AL X} O|F & 2 Z 9| 015 83 & AIEA7H 28 HIFHEE 2™
& o2 ofl435tH, Ol ElAEo|= ALEXL7E OTPO M3 Mo ste= 20| ZEEX| fonz
ASAO| @F7I EA|EIX| ot= SHSZ AAA M7t EiH Access-Challenge7t I A& LICEH.

LS

AtE%t ol H/E= HIEH

ok

7 ERE ER

ASA(config)# test aaa authentication RADI US_OTP host 10.106.50. 20

User nane: cisco

Password: ***

INFO Attenpting Authentication test to | P address <10.106.50.20> (timeout: 12 seconds)

ERROR Authentication Rejected: AAA failure
& d™HoM ClHZ st LI 2 Ch&t &L

]

AnyConnect 22H0|91E AIX| IP: 10.106.49.111

ASA IP: 10.106.48.191

ASA(confi g)# debug radius all
ASA(confi g)# debug aaa authentication
debug aaa authentication enabled at level 1
radi us mkreq: 0x8
alloc_rip 0x74251058

new request 0Ox8 --> 7 (0x74251058)
got user 'cisco'
got password
add_req 0x74251058 session 0x8 id 7
RADI US_REQUEST
radi us. c: rad_nkpkt

rad_nkpkt: ip:source-ip=10.106.49.111



RADI US packet decode (authentication request)

Raw packet data (length = 180).....

01 07 00 b4 b6 c2 bf 25 c¢f 80 53 a9 a2 3d c8 ca
74 05 27 5¢c 01 07 63 69 73 63 6f 02 12 d7 99 45
6e Of 46 71 bc 52 47 b0 81 b4 18 ae 34 05 06 00
00 40 00 1le Of 31 30 2e 31 30 36 2e 34 38 2e 31
39 31 1f Of 31 30 2e 31 30 36 2e 34 39 2e 31 31
31 3d 06 00 00 00 05 42 Of 31 30 2e 31 30 36 2e
34 39 2e 31 31 31 04 06 Oa 6a 30 bf 1a 22 00 00
00 09 01 1c 69 70 3a 73 6f 75 72 63 65 2d 69 70
3d 31 30 2e 31 30 36 2e 34 39 2e 31 31 31 1a 1la
00 00 Oc 04 92 14 41 4e 59 43 4f 4e 4e 45 43 54
2d 50 52 4f 46 49 4c 45 l1la Oc 00 00 Oc 04 96 06

00 00 00 02

Par sed packet data.....
Radi us: Code = 1 (0x01)
Radi us: ldentifier = 7 (0x07)

Radi us: Length = 180 (0x00B4)

Radi us: Vector: B6C2BF25CF8053A9A23DC8CA7405275C

Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 7 (0x07)

Radi us: Value (String) =

63 69 73 63 6f

Radi us: Type = 2 (0x02) User-Password

Radi us: Length = 18 (0x12)

Radi us: Value (String) =

d7 99 45 6e Of 46 71 bc 52 47 b0 81 b4 18 ae 34

Radi us: Type = 5 (0x05) NAS- Port

n.Fq.RG ....4...
.@..10.106.48.1
91..10.106.49.11
1=..... B. 10. 106.
49.111...j0.."..
....ip:source-ip

=10. 106. 49. 111. .

ci sco

..En.Fq.RG ... .4



Radi us: Length = 6 (0x06)

Radi us: Val ue (Hex) = 0x4000

Radi us: Type = 30 (Ox1E) Called-Station-1d
Radi us: Length = 15 (O0xOF)

Radi us: Value (String) =

31 30 2e 31 30 36 2e 34 38 2e 31 39 31

Radi us: Type = 31 (O0x1F) Calling-Station-1d
Radi us: Length = 15 (0xOF)

Radi us: Value (String) =

31 30 2e 31 30 36 2e 34 39 2e 31 31 31

Radi us: Type = 61 (0x3D) NAS- Port-Type

Radi us: Length = 6 (0x06)

Radi us: Val ue (Hex) = 0x5

Radi us: Type = 66 (0x42) Tunnel -d i ent - Endpoi nt
Radi us: Length = 15 (0xOF)

Radi us: Value (String) =

31 30 2e 31 30 36 2e 34 39 2e 31 31 31

Radi us: Type = 4 (0x04) NAS-I| P- Address

Radi us: Length = 6 (0x06)

10. 106. 48. 191

10. 106. 49. 111

10. 106. 49. 111

Radi us: Val ue (1P Address) = 10.106.48. 191 (0x0A6A30BF)

Radi us: Type = 26 (0x1A) Vendor- Specific
Radi us: Length = 34 (0x22)

Radi us: Vendor 1D = 9 (0x00000009)

Radi us: Type = 1 (0x01) Cisco-AV-pair
Radi us: Length = 28 (0x1C)

Radi us: Value (String) =

69 70 3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e
31 30 36 2e 34 39 2e 31 31 31

Radi us: Type = 26 (0x1A) Vendor-Specific
Radi us: Length = 26 (0x1A)

Radi us: Vendor I D = 3076 (0x00000C04)

Radi us: Type = 146 (0x92) Tunnel - G oup- Name

i p: source-ip=10.

106. 49. 111



Radi us: Length = 20 (0x14)

Radi us: Value (String) =
41 4e 59 43 4f 4e 4e 45 43 54 2d 50 52 4f 46 49 |  ANYCONNECT- PROF
4c 45 | LE

Radi us: Type = 26 (0x1A) Vendor-Specific

Radi us: Length = 12 (0x0C)

Radi us: Vendor |ID = 3076 (0x00000C04)

Radi us: Type = 150 (0x96) Cient-Type

Radi us: Length = 6 (0x06)

Radi us: Val ue (Integer) = 2 (0x0002)
send pkt 10.106.50. 20/ 1645

rip 0x74251058 state 7 id 7

rad_vrfy() : response nessage verified

rip 0x74251058

chall _state '

state Ox7

reqaut h:

b6 c2 bf 25 cf 80 53 a9 a2 3d c8 ca 74 05 27 5¢
i nfo 0x74251190

session_id 0x8

request _id Ox7

user 'cisco

response ' ***'

app O

reason 0O

skey 'testingl23

sip 10.106. 50. 20

type 1

RADI US packet decode (response)



Raw packet data (length = 80).....

Ob 07 00 50 ed 7a 06 92 f7 18 16 6b 97 d4 83 5f
be 9b d7 29 18 12 75 6b 35 36 58 49 4f 6e 35 31
58 36 4b 75 4c 74 12 24 45 6e 74 65 72 20 79 6f
75 72 20 54 4f 4b 45 4e 20 6f 6e 65 2d 74 69 6d

65 20 70 61 73 73 77 6f 72 64 1b 06 00 00 00 5a

Par sed packet data.....
Radi us: Code = 11 (0xOB)
Radi us: ldentifier = 7 (0x07)

Radi us: Length = 80 (0x0050)

Radi us: Vector: ED7A0692F718166B97D4835FBE9BD729

Radi us: Type = 24 (0x18) State
Radi us: Length = 18 (0x12)
Radi us: Value (String) =
75 6b 35 36 58 49 4f 6e 35 31 58 36 4b 75 4c 74
Radi us: Type = 18 (0x12) Reply-Message
Radi us: Length = 36 (0x24)
Radi us: Value (String) =
45 6e 74 65 72 20 79 6f 75 72 20 54 4f 4b 45 4e
20 6f 6e 65 2d 74 69 6d 65 20 70 61 73 73 77 6f
72 64
Radi us: Type = 27 (0x1B) Sessi on-Ti neout
Radi us: Length = 6 (0x06)
Radi us: Val ue (Hex) = Ox5A
rad_procpkt: CHALLENGE
radi us mkreq: 0x8
old request Ox8 --> 8 (0x74251058), state 3
wait pass - pass '***'. make request
RADI US_REQUEST
radi us. c: rad_nkpkt

rad_nkpkt: ip:source-ip=10.106.49.111

...)..uk56XI On51
X6KuLt . $Enter yo
ur TOKEN one-tim

e password. .. .. z

uk56XI ON51X6KuLt

Enter your TOKEN
one-tinme passwo

rd



RADI US packet decode (authentication request)

Raw packet data (length = 198).....

01 08 00 c6 b6 c2 bf 25 cf 80 53 a9 a2 3d c8 ca
74 05 27 5¢c 01 07 63 69 73 63 6f 02 12 83 c4 00
3e 56 73 71 bc 52 47 b0 81 b4 18 ae 34 05 06 00
00 40 00 1le Of 31 30 2e 31 30 36 2e 34 38 2e 31
39 31 1f Of 31 30 2e 31 30 36 2e 34 39 2e 31 31
31 3d 06 00 00 00 05 42 Of 31 30 2e 31 30 36 2e
34 39 2e 31 31 31 04 06 Oa 6a 30 bf 18 12 75 6b
35 36 58 49 4f 6e 35 31 58 36 4b 75 4c 74 la 22
00 00 00 09 01 1c 69 70 3a 73 6f 75 72 63 65 2d
69 70 3d 31 30 2e 31 30 36 2e 34 39 2e 31 31 31
la 1a 00 00 Oc 04 92 14 41 4e 59 43 4Af 4e 4e 45
43 54 2d 50 52 4f 46 49 4c 45 l1la Oc 00 00 Oc 04

96 06 00 00 00 02

Par sed packet data.....

Radi us: Code = 1 (0x01)

Radi us: ldentifier = 8 (0x08)
Radi us: Length = 198 (0x00C6)
Radi us: Vector: B6C2BF25CF8053A9A23DC8CA7405275C

Radi us: Type = 1 (0x01) User-Nane
Radi us: Length = 7 (0x07)

Radi us: Value (String) =

63 69 73 63 6f

Radi us: Type = 2 (0x02) User-Password
Radi us: Length = 18 (0x12)

Radi us: Value (String) =

83 c4 00 3e 56 73 71 bc 52 47 b0 81 b4 18 ae 34

| >Vsq.RG....4...
| .@..10.106.48.1
| 91..10.106.49.11
| 1=..... B. 10. 106.
|  49.111...j0...uk
| 56Xl On51X6KuLt . "
| i p: source-

| ip=10.106.49. 111

| cisco

| ...>Vsq.RG....4



Radi us: Type = 5 (0x05) NAS- Port

Radi us: Length = 6 (0x06)

Radi us: Val ue (Hex) = 0x4000

Radi us: Type = 30 (Ox1E) Called-Station-1d

Radi us: Length = 15 (O0xOF)

Radi us: Value (String) =

31 30 2e 31 30 36 2e 34 38 2e 31 39 31 | 10.106.48.191
Radi us: Type = 31 (O0x1F) Calling-Station-Id

Radi us: Length = 15 (0xOF)

Radi us: Value (String) =

31 30 2e 31 30 36 2e 34 39 2e 31 31 31 | 10.106.49.111
Radi us: Type = 61 (0x3D) NAS-Port-Type

Radi us: Length = 6 (0x06)

Radi us: Val ue (Hex) = 0x5

Radi us: Type = 66 (0x42) Tunnel -d i ent-Endpoi nt

Radi us: Length = 15 (0xOF)

Radi us: Value (String) =

31 30 2e 31 30 36 2e 34 39 2e 31 31 31 | 10.106.49.111
Radi us: Type = 4 (0x04) NAS-I P- Address

Radi us: Length = 6 (0x06)

Radi us: Value (1P Address) = 10.106.48. 191 (0x0A6A30BF)

Radi us: Type = 24 (0x18) State

Radi us: Length = 18 (0x12)

Radi us: Value (String) =

75 6b 35 36 58 49 4f 6e 35 31 58 36 4b 75 4c 74 |  uk56XI On51X6KulLt
Radi us: Type = 26 (0x1A) Vendor- Specific

Radi us: Length = 34 (0x22)

Radi us: Vendor 1D = 9 (0x00000009)

Radi us: Type = 1 (0x01) Cisco-AV-pair

Radi us: Length = 28 (0x1C)

Radi us: Value (String) =

69 70 3a 73 6f 75 72 63 65 2d 69 70 3d 31 30 2e | ip:source-ip=10.



31 30 36 2e 34 39 2e 31 31 31 | 106.49.111
Radi us: Type = 26 (0x1A) Vendor- Specific
Radi us: Length = 26 (0x1A)
Radi us: Vendor I D = 3076 (0x00000C04)
Radi us: Type = 146 (0x92) Tunnel - G oup- Name
Radi us: Length = 20 (0x14)
Radi us: Value (String) =
41 4e 59 43 4Af 4e 4e 45 43 54 2d 50 52 4f 46 49 |  ANYCONNECT- PROF
4c 45 | LE
Radi us: Type = 26 (0x1A) Vendor- Specific
Radi us: Length = 12 (0x0C)
Radi us: Vendor I D = 3076 (0x00000C04)
Radi us: Type = 150 (0x96) Cient-Type
Radi us: Length = 6 (0x06)
Radi us: Val ue (Integer) = 2 (0x0002)
send pkt 10.106.50. 20/ 1645
rip 0x74251058 state 7 id 8
rad_vrfy() : response nmessage verified
rip 0x74251058
chal |l _state ' uk56XI On51X6KulLt"’
state 0Ox7
reqaut h:
b6 c2 bf 25 cf 80 53 a9 a2 3d c8 ca 74 05 27 5¢
i nfo 0x74251190
session_id 0x8
request _id 0Ox8
user 'cisco'
response ' ***'
app O
reason 0O
skey 'testingl23

sip 10.106. 50. 20



type 1

RADI US packet decode (response)

Raw packet data (length = 44).....

02 08 00 2c c0 80 63 1c 3e 43 a4 bhd 46 78 bd 68 | ...,..c.>C..Fx.h
49 29 23 bd 12 18 41 75 74 68 65 6e 74 69 63 61 | 1)#. ..Authentica
74 69 6f 6e 20 73 75 63 63 65 73 73 | tion success

Par sed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 8 (0x08)

Radi us: Length = 44 (0x0020C)

Radi us: Vector: C080631C3E43A4BD4678BD68492923BD

Radi us: Type = 18 (0x12) Reply-Message

Radi us: Length = 24 (0x18)

Radi us: Value (String) =

41 75 74 68 65 6e 74 69 63 61 74 69 6f 6e 20 73 | Authentication s
75 63 63 65 73 73 | uccess
rad_procpkt: ACCEPT

RADI US_ACCESS_ACCEPT: nornal term nation

RADI US_DELETE

renove_req 0x74251058 session 0x8 id 8

free_rip 0x74251058

radi us: send queue enpty

o e

. ASAHIM AEZE E{d2l© 2 AnyConnect Secure Mobility Client A%



 https://www.cisco.com/c/ko_kr/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html#anc18
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https://www.cisco.com/c/ko_kr/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/ko_kr/support/docs/security/anyconnect-secure-mobility-client/118778-configure-securid-00.pdf
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/secureid-sdi/116304-technote-rsa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/ko_kr/support/index.html
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