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Settings

GENERAL SETTINGS

Dizable Roaming Client when on an Umbrella Protected Metwork

ANYCONNECT ROAMING CLIENT SETTINGS

Dizable Roaming Client when on a Cisco Trusted Metwork

Disable Roaming Client while full-tunnel VPN sessions are active

Automatically update AnyConnect, including VPN module, whenever new
versions are released. Updates will not happen whean VPN is active,
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Path: disk0:
1
it FileMName Size (bytes) Date Modified Status View
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Flash Space: Soript_OpenDMS. bat 168 08/12/16 17:17:08
Total: 8,238,202,880 bytes secondary. xml 2,416 08/24/15 15:40:46
Available: 3,773,140,992 bytes server_capture.zip 116,888  0B/04/16 13:43:34 v
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VPN:
Ready to connect.
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Roaming Security:
You are protected by Umbrella.
DMNS queries are encrypted.
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!--- ip local pool for vpn
ip local pool vpn_pool 198.51.100.1-198.51.100.9 nask 255. 255. 255. 224

I--- Optional NAT Hairpin configuration to reach OpenDNS servers through VPN tunnel
obj ect network OpenDNS

subnet 198.51.100.0 255.255.255.0

nat (outside, outside) source dynam c OpenDNS interface

!

sanme-security-traffic permt intra-interface

l--- d obal Webvpn Configuration

webvpn

enabl e outsi de

anyconnect image di sk0:/anyconnect-w n-4.3.01095-k9. pkg 1

anyconnect profiles Anyconnect diskO:/anyconnect. xm
anyconnect profiles OpenDNS disk0:/OrgInfo.json

anyconnect enabl e

tunnel -group-1ist enable

I--- split-include Configuration
access-list Split_lnclude standard permt <host/subnet>

group-policy OpenDNS_Split_Include internal
group-policy OpenDNS_Split_Include attributes
Wi Ns- server none

dns-server value 198.51.100. 11

vpn-tunnel - protocol ssl-client ssl-clientless



split-tunnel-policy tunnelspecified
split-tunnel-network-list value Split_Include
split-dns value

(Optional Split-DNS Configuration)
webvpn
anyconnect profiles value AnyConnect type user

anyconnect profiles value OpenDNS type umbrella

1
tunnel - group OpenDNS_Split_Include type renote-access
tunnel - group OpenDNS_Split_Include general -attributes
addr ess- pool vpn_pool
def aul t - gr oup-policy OpenDNS_Split_Include
tunnel - group OpenDNS_Split_Include webvpn-attributes
group-alias OpenDNS _Split_Include enabl e

l--- Split-exclude Configuration
access-list Split_Exclude standard permt <host/subnet>

group- policy OpenDNS_Split_Excl ude internal

group-policy OpenDNS_Split_Exclude attributes

Wi Ns- server none

dns-server value 198.51.100. 11

vpn-tunnel -protocol ssl-client ssl-clientless
split-tunnel-policy excludespecified
split-tunnel-network-list value Split_Exclude

webvpn

anyconnect profiles value AnyConnect type user
anyconnect profiles value OpenDNS type umbrella

1

tunnel - group OpenDNS_Split_Excl ude type renote-access

tunnel - group OpenDNS_Split_Exclude general -attributes

addr ess- pool vpn_pool

def aul t - gr oup-pol i cy OpenDNS_Split_Excl ude

tunnel - group OpenDNS_Split_Excl ude webvpn-attributes

group-alias OpenDNS_Split_Excl ude enabl e

1--- Tunnel all Configuration

group- policy OpenDNS_Tunnel _All internal

group- policy OpenDNS_Tunnel _All attributes

Wi Ns- server none

dns-server value 198.51.100. 11

vpn-tunnel -protocol ssl-client ssl-clientless
split-tunnel-policy tunnelall

webvpn

anyconnect profiles value AnyConnect type user
anyconnect profiles value OpenDNS type umbrella

1

tunnel - group OpenDNS_Tunnel _All type renote-access

tunnel - group OpenDNS_Tunnel _All general -attri butes

addr ess- pool vpn_pool

def aul t - gr oup-pol i cy OpenDNS_Tunnel _Al |

tunnel - group OpenDNS_Tunnel _All webvpn-attributes

group-alias OpenDNS_Tunnel _Al'l enabl e

Ct&& &lghct.

23Kl o] 8ol Chall ALE 7tSE &

e
2!
>
N
50
o>
L
ful



X &

AnyConnect OpenDNS &1 EX|& sliZdst7| «Iet BAl= ChrE&a Z &Lt

1.

AnyConnect Secure Mobility Client2} & 74l Umbrella Roaming Security 2 & 0| A %|Z|0{ Q=
x| golgrL|ct.

. OrgInfo.jsonO| 2 MM E 7[gte 2 SHIE BE2o| Ad=ZQIE0] T o] EMol X|HEl &8

AlQIx| BQIgtLICt

. OpenDNS 2 QIx}oi| CHEF DNS # 2|7} AnyConnect VPN E{2 S5t 5§ o|TEl B2,

OpenDNS & QIXtol| AZE = UL F ASA0 &f|o{El0| A |0 U=K| B St A2,

. AnyConnect 7+&f 0{E{E{et = 2% o{RIE oA EE g0 T HAE SAlol =&st1, &l

of dufst MRS 7S ELICH

EZEYU2E0| AE5EE HEfZ A Sste 32 X 22 IsHAE UDP 4432 ZH = AtE

=
F M HAME =EEFLICHOIZH otTd DNS EZAMof| CHEt 7HAM o] XS ElLCH.

. AnyConnect DART, Umbrella RIEt Z2 342 A5t DNS &0l AlZHE 7|S & LICHARA

2t LI 2 Anyconnect& DART HE S +E5t=E WS HESMAR.

.Umbrella It 215 £Z5l10 20} URLE OpenDNS # 2[Rt Al EHL|CHAIE XL}

OpenDNS 2 Z|AtEF o] HE | BMAE = AU&LICEH Windows2| Z:C:\Program Files
(x86)\Cisco\Cisco AnyConnect Secure Mobility Client\UmbrellaDiagnostic.exe
Mac OSX2| 732 :/opt/cisco/anyconnect/bin/UmbrellaDiagnostic

i e

. Cisco HH1 ID CSCvb34863: A & %!-Z & E{'d=!0f| Ci5H AnyConnect7} 2 8E Z< DNS &l

CHZ| AlZk
7Zl& X|§d 8 X - Cisco Systems



https://supportforums.cisco.com/document/12747756/how-collect-dart-bundle-anyconnect
https://tools.cisco.com/bugsearch/bug/CSCvb34863
https://www.cisco.com/c/ko_kr/support/index.html

	AnyConnect OpenDNS 로밍 보안 모듈 구축 설명서
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소

	배경 정보
	OrgInfo.json
	DNS 탐색 동작
	AnyConnect 터널링 모드의 DNS 동작
	1. Tunnel-All(또는 tunnel-all-DNS 사용)
	2. 스플릿-DNS(tunnel-all-DNS 사용 안 함)
	3. 스플릿-포함 또는 스플릿-제외 터널링(스플릿-DNS 및 tunnel-all-DNS가 비활성화되지 않음)


	Umbrella Roaming 모듈 설치 및 구성
	사전 구축(수동) 방법
	OpenDNS 로밍 모듈 구축
	OrgInfo.json 구축

	웹 구축 방법
	OpenDNS 로밍 모듈 구축
	OrgInfo.json 구축


	구성
	다음을 확인합니다.
	문제 해결
	관련 정보


