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xsi:noNamespaceSchemaLocation="NVMProfile.xsd">
-<CollectorConfiguration>

<CollectorIP>192.0.2.123</CollectorIP>

<Port>2055</Port>

</CollectorConfiguration>

<Anonymize>false</Anonymize>

<CollectionMode>all</CollectionMode>

</NVMProfile>
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[} AnyConnect Profile Editor - NVM Profile i [o][ ===
File Help

NVM Profile
Profile: Untitled

Collector Configuration

IP Address/FQDN 192.0.2.123

Port 2055

User Anonymization False -

Collection Mode All Networks -

o |

Anyconnect ZZ2 It Y WE| 7|0 CHE XtA[EFH LIE2 TS 2 B ZSHMAIL.

OII

AnyConnect Z 21}l T{E|7|

Cisco ASAOI A €| 1= 4

O| E|3 = 0{ A= AnyConnect7t ASAO] O|0| F+M [0 U2 NVM 2 & Z4x[ i 0|4 F=7}&H of
SHCt 7HEELICHASA Anyconnect Z4I| 1O Mof| CHEH REAIEH LIS 2 OS2 FXSHAAIL.

—

ASDM Book 3:Cisco ASA Series VPN ASDM 711|124 0|M 7}0|E, 7.5

Cisco ASA0{| A AnyConnect NVM 2 =& &3l stt{H CtZ HHE =St AAIL.

1. Configuration(%3) > Remote Access VPN(¥Z HA|A VPN) > Network (Client) Access(L|E
9|3 (Zct0[E) HM|A) > Group Policies(1 & H&)E 0|S§FLCH.

2. 0l0|x|oll ZAIE CHZ 234 O & YAME MEistn HES Z2ELict



/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect42/b_AnyConnect_Administrator_Guide_4-2/anyconnect-profile-editor.html
/content/en/us/td/docs/security/asa/asa95/asdm75/vpn/asdm-75-vpn-config.html

Manage VPN group policies.A VPN group is a collection of wser-oriented authorzation attribute/value pairs that may be stored intamally on the devica or externally on a RADIUS/LDAF sarver. The
group palicy information is referenced by VPN connection profiles and user acoounts.
To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.

% Add ~[T Ed] [ Delete B Assign|

[
Connection Profiles/Users
| Name Tunneling Frotocol F dTo

] IPsec({IKEvZ) Connection Profiles. :
Secure Mobilty Solution sinpconmect sk diect Janyconnect
H B Address Assignment splitdns Internal ssi-client splitdns

- [ advanced DftGrpPolicy (System Default) Internal il sikend sel-clientless; 2tp-ipsec Group; 2LGr faultADMINGroup;Def... |
# ; Chientless SSL VPN Access

g AdALocal Users
Host Scan Image
[ B Secure Decktop Manager
[ Certificate Management
B3 Language Localization
B8 | oad Balancing
(B DHCP Server
(1
- Advanced

1 1 j »
£, Device Setup

_gargrmal'l

= | Fnd: © @ [[]match Case

[£, Device Management

3. & Y™ H EolA Advanced( &) > Anyconnect Client(Anyconnect E2t0|HE)2 O|S&f

4. Optional Client Modules to Download(CH2 2= & ME{x FEI0|HE ZE)E &5t
Anyconnect Network Visibility(Anyconnect LIE 3 7t A|H)& ME{ELICEH

5.80lg FEI HE M E HEFLICL

S
GroupPoli

| M_ Edit Internal Grﬁup Policy:

General Keep Installer on Client System: [¥] Inherit | ves o | W

Servers
| = Advanced Datagram Transport Layer Security (DTLS): [+ Inherit Enable Disable
L Split Tunneling S
L Browser DTLS Compression: [+/] Inherit Enable Disable
L] Ii 1] e
| [# IPsec(IKEv1) Client || SSL Compression: [¥] nherit Deflate LZS Dicable

Ignore Don't Fragment(DF) Bit: [] nherit Enable Dizable
o Client Bypass Frotocal: [+ Inherit Enable Disable o
: FQDM of This Device: || FQDH f
: MTU: || nherit |1000
| Keepalive Messagas: [¥] nherit Disable Interval: seconds
' ep SE2g L)
n Optional Client Modules to Download: [ mherit ~ @
o=
! Alweays-0n VPN: [] Inherit | AnyConnect DART
L2 || AnyConnect AMP Enabler

[ Client Profiles to Download: [] Inherit Rl AnyConnect Hetwork Visibility

| |AnyConnect SBL

% ndd || AnyConnect Posture

1| AnyConnect Web Security

| Profile Nam | | AnyConnect Metwork Access Manager
| AnyConnect ISE Posture

Find: @ nvea @ Previous

| oK. [ concel || telp |

Cisco ISEO|A ¢ 715§ 7+



AnyConnect & & & 2|8t Cisco ISEE T85t2{™ CtF EHHE & ELICH.

1. Cisco ISE GUI0i| M Policy(Z =) > Policy Elements(&& 2 4) > Results(Z1H)Z 0|S&LICH.

2. Client Provisioning(2 20|21 E L2 H|X{'d)2 & & 5104 Resources(2|4&A)E AT

Resources(2l24)E ME{EILICE
Anyconnect 0|0|X| F7}:

1EtA|. Add(F71) > Agent Resources(0|0|TE 2|4 A)E MB35t Anyconnect T 7| X| Tt LS

2 =gt

¥ Guest Access » Administration » Waork Cantors.

il |dantity Services Engine Home

Policy Sets  Profilng  Posture  Client Provisioning

~ Policy Elements

Dictionaries  » Condiions  ~ Rosults
—
<]

gt Finsources From Local Disk = Agent Resources From Local Disk

* Authentication
- Agent Resources From Local Disk

* Authorization
+ Profiling Category | (Cisco Provided Packages] ]
* Posture

Browse...  anyeannect-win-d.2. 02075-k9_phyg
= Client Pravisioning

Resgurces + AnyConnect Uploaded Resources
Mame a Type Wersion Description
AnyConnectDesiktopWindows 4.2.2075.0 AnyConnect Secure Mobdity Clien.

AnyConnectDesktopWindows 4.2.207

=

2B HHollM mZ|X[e| sHAIE & QIEfLICH.

1} S A= Cisco.com CHR2 2 E H{|0|X| EE

O| EtAHIE HH= 35104 04z AnyConnect O|O|XIE FIIE = USB

Please confirm this package's hash matches :

|
_:f| . SHA-1: bbce54f3fdda9a0c9d15b9331a79620e42a96b77
SHA-256: af8751ba5dedb48cad4106a71dbbdf00ccc825e4007f6180259c44e59570d9d8a

AnyConnect NVM Z 2 E F 7}

fjo

1Et7|. Add(F7t) > Agent Resources(0| 0| E 2|4 A)E =5t NVM Z2I0|UE Z 21t

AZ=FrL|ct.




Identity Services Engine

Home » Operations » Admiréstration

» Wark Centers

Policy Sets  Profling  Posture  Clien! Provisioning - Palicy Elemanis

Dicticnarios  » Conditions = Resuls
—

ihgent Resources From Local Disk > Agent Resources From Local Disk
Agent Resources From Local Disitl

* Authentication

» Authorization
» Profiing Catogory | [Cusomer Greated Pockages -]
» Posturs Typa [ nect Profile M i
= Client Provisloning - N

* Name AnyConnect Network Visiblity |

Description
[ submie JEETE
Anyconnect 74 T} F7}:

1EHA|. Add(F7H & 225l AnyConnect Configuration(AnyConnect Z1X|184|0|4d)& MEfEL|C}

Ol EtA0IM HE2E

Idantity Sarvices Engine

Policy Sets ~ Profiing  Posture  Cliend Provisioning  ~ Policy Elements

Dictionaries  + Conditons = Resulis
-]
» Aut oation Resources
» Authorization JEdt badd = [FyOupsicate | 3 Delete
Profil D e mm Ieu:ﬂdﬁte : Ll
® ing - Agent resources ik
! .
O Win '\ ve Supeicant Profie Mizard 1.0.0.48 201810008 02:24:16
I O e Supplicant Prafile Not Applicabls  2015/10/08 02:24:15
[ Mac NAC Agent or AnyConnect Posture Profile  XSPWizard 1.0.0.36 2015/10/08 02:24:15
= Glient Provisioning [ et AMP Enabler Profile _nil 49028 20151216 15:25:11
[ MacOsXSPWizard 1.0.0.30 MacOsXSPWizard 1.0.0.30 201512186 15:25:17
Resources O ‘WebAgent 4.9.0.24 WebAgent 49024 20151216 15:25:24
[ MacOsXAgont 4.9.0.681 MacOsXAgant 450,681 201512186 15:25:32
O MACCompliancaModule 3.6.10255.2 MACComplianceModule 3.6.10255.2 20151286 15:25:37
[ MacOsXAgent 4.9.0.1008 MacOsXAgent 4.9.0.1008 201512186 15:25:44
L NACAgen 4.9.0.52 MNACAgent 4.9.0.52 20151216 15:25:52
[ NACAgen 4.9.0.1009 NAGAgent 4.9.0.1008 20151216 15:26:06
L NACAgeni 4.9.4.3 HACAgent 4943 20151216 15:-36:21
[ AnyConnectComplianceModuleWind...  AnyConnectComplianceMo...  3.6.10255.2 20151216 15:26:39
] NACAgent48.54 NACAgent 4954 2015/12M6 15:26:49
[ NACAgen149.5.10 NACAgent 485.10 201512116 152705
[ NAGAgen 4.9.0.42 NAGAgent 49042 20151216 15:27:19
[ MacOsXSPWizard 1,00.21 MacOsXSPWizard 1.0.0.21 201512116 15:27:29
] wWeabAgent £.9.0.1005 Wabdgani 4.9.0.1005 015121 15:27:34
[ NACAgent49.58 NACAgent 4958 201512016 15:27:43
[ NaCAgem4.8.57 NACAgent 4957 201512116 15:27:59
S IZ|O St R{AH |. st |
2EtA|. AnyConnect 2& ME{0AM NVM2 Z 5 Hai1} &4

Setectnd 0 | Toni 55 €

Shaw | Al |8
Description

I1SE 2.0 Supplicant Provisioning ...
Pre-canfigured Native Supplieant...
ISE 2.0 Supplicant Provisioning ...
MNAC WebAgent (ISE 1.1.3 release)
Sugplicant Provisioning Wizard ...
NAC WebAgent (ISE 1.1.1 or later)
AL Posture Agent for Mac 05 ...
MACAgen! CamplisncaMeodule v...
WAL Posture Agent for Mac OS5,
NAC Windows Agent (ISE 1.1.3 ...
HAG Windows Agent (ISE 1.2 rel,..
MAC Windows Ageni - ISE 1.2, 1...
MAC Windows Agert - ISE 1.2a...
NAG Windows Agent - ISE 1.2.1 ..
NAG Windows Agent (ISE 1.1.1 ...
Supplicant Provisioning Wizard 1...
MAC WebAgent (ISE 1.2 release)
MAC Windows Agent - ISE 1.2a...
MNAC Windows Agent - ISE 1.28...



il |dentity Services Engine Homo b Oporations

Policy Ssts  Profilng  Postwre  Cliant Provisioning = Palicy Elemants

Dictionaries » Conditions  ~ Results
-]

AnyConnect Confguration > New AnyConnect Configuration
» Authentication
* Authorization

[ * Select AnyConnect Package] AmyConnectDesktogWindows 4.2.2075.0 N ]
» Profiling * Configuration Name: AmyConnect Configuration
Description
» Posture
+ Cllent Provisloning DescriptionValue Notes
* Campiance Motulg v
Rosources
AnyConnect Medule Selection

ISE Posture

VPN

Metwork Access Managed |
Web Securityl

AMP Enabierd_|

O| MMofAHE AnyConnect 2EI0|1E 2 E, T2, ALK} X|%d/10{ THF|X| 2! Opswat TH 7|
X|E gMstEtict
Cisco ISEQ| &l 75 ZAm|Tad|o| Mo CHEH REMIEE LI 2 CIE22 A ESHAAIR

AnyConnect &l &

MEIE = e HESZ §X|

AnyConnect NVM2 AE[E £ Q= HEL T o M't AR0Et 2 & HEE ™S E* L[CF. °"'::‘t°|
E7l A2E £ Qe HEQT0 Q=X 042 E 2ol EE4H AnyConnect 22H0|HE Q| TND 715
ArZEct.

VPN 7A @ A7} 27301 M A|.9.5| QAE | o5 0il #7Hi0| VPNO| A& E|l= AnyConnect 22}
O|HE Z2mUXML)MIM AZE = /U= HERZ X7t FHELICH TNDE ZE2EHM

Automatic VPN Policy(XHS VPN 78"—'1) MME Fsto] E-stEILICE E|AB StLES| MEIFR £
A= DNS EHIQ EE= AE[E £ Q= DNS M E & 2{oF &fLICt. AnyConnecto A 220[AE T}

AME[E £ Qe HIEFof QIctn &lst B2 Trusted & Untrusted Network Policy2| ECHR &S
A& 3104 DoNothing 2EZ MM & 5 Q;Jﬁl—llif.

XML Profile (excerpt) ASDM PROFILE EDITOR (excerpt)
]
i /8 e a—
Uit Nstwrk Pty ,ﬁ
Trusted NS Domars

Pcbe: ackding ol DRSS servers 1 s & recommended it T .&edhqﬂwl Debecton
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F_:}' Cisco AnyConnect Secure Mobility Client @Iﬂ

YPN:
On a trusted network,

SUA=Farum

5

AnyConnect NVM £ &M 2 F0i&= CHS BHAH7F Z&ELICH

1. Cisco ASA/ISEOI X AnyConnect NVME FAgHLICH

OII
E
_‘,—l_

2. IPFIX ZEEH #4 2 4 (Linux2| NVM Z3IE] - TA £71 7|s0 7 |X[E)E HEH
3. Cisco NVM App 2! TAOHER22Z SplunkE A& &tLCt.
1E-AI. Cisco ASA/ISEXI M Anyconnect NVM 744

ol EtAlE 78 Mol M RbAIS| CHE R&LICH

i

NVMO| Cisco ISE/ASAMM T I =|H ZEt0|ME A= X QIE0]| XS FFE + U&LICH

2EHA|. IPFIX Z2E] 74 4 A%(Anyconnect NVM ZZ|E])

e 1M QAL A= 2 QIENAM 22 IPFIX CIOIEIE £7 9 H=|2+o+04 Splunk Add-On2 2

S LICENVM ZEE{= 64H|E Linux0llA A& ELICH.CentOS, Ubuntu 2! Docker 8 AFEIE
7t ZEHEILICECentOS MR A3 ZE X F4 IAU2 Fedora X Redhat HH;‘:';OHH AEE = U

UuA Ol 2 A% Splunk Enterprise &0 M ZAHE{= 64H|E LinuxOllAd A3 L IE 2l 64H|E
inux A|AE EE Splunk Forwarder .= E0{|A &85l oF &FL|Ct 58 Splunk —_rl* QAJIGIE =
28 Mol dx|g == UA&LICt

10| %5&8 AR FEAF T
Enterprise 7
H(all-in-one)

S HE8e= AP%%E £ QIEE NVM Z=IE 2! Splunk
o kel AE 0'||k| AIoHoI- Eay = OIAL_lL—_I_g |
%|cH 10,0007H2] =2 |EO{|A—| 7HE £l&LICH CESAPOV 37| =X MY

ro ox
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>
i

I
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/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#ID-1428-00000152
https://splunkbase.splunk.com/app/4221/
https://splunkbase.splunk.com/app/4221/
http://docs.splunk.com/Splexicon:Forwarder
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998#toc-hId--381695878

1. Jopt/splunk/etc/apps/$APP_DIR$/appserver/addon/(TA Add-On0il &) CIEE2|of U=
acnvmcollector.zipfile2 & X|5t24= AIARI| S AR LICH

2. ot 2F = 3l A|(acnvmcollector.zip)
install.sh AT ZIES A357| Fof zip HE0 A $PLATFORM$_README T+ U ol= 70| &
LICI$PLATFORM$_README I} 2 install.sh 23 EEE A&5I7| ™o &lst T =3l ok 5t
= o FH AYEQE d9)ol ot HEE M3 L. J-I gt CIO|HE& MY st= S
EHAO| FAE Fdalof ELICHAIARIEZ MOHE 725K pfom HAEI HE 258 = A&
Ct.

AL B SHX| FA U ZE0 CHEH UDP EBHEE 5{85HES UWEXT X SAE Wt
840| SHI2H M EREX| ZolgtL|Chanyconnect 22I0|HE M ZHBEE{Z S0{21 L}
7t= UDP O|O|E{7} Splunk(047)2 &0{2 = IPFIX(cflow) E2{Z!

¢}

|‘I<

A E]| QIAEIAE XA EH 37|90 A|AERIAM ZE %A 500072 EERE AMEE £
04

CF N

A& L } 5_5 3'<_||:H 35-40k A= ZQIE Splunk NVM ! TA- Add on App2 A8 3tE{H HX ZHE
E Fdstn M™sHoF gt

712X o 2 ZBE|{E UDP ZE 20552| AnyConnect N\VM HIEZQIEM EZ2RE £ AIELICH

et ZA3E{= UDP Z E 20519, 20520 2! 2052104 X Splunk, Per Flow Data, Endpoint Identity
Data 2! Endpoint Interface Dataoi| CHet 371 2| CIO|E I|=E& M E LIt

acnvm.conf I} & B85t 1 Z=E O_IAEJA%  NINESES T —’Ftl = HIOIH EIE ZEE d%%*
= QU&LICHA= ZQIEQ} 4

TAMEIUDP ZE 2 T A0 CHS =t
ZalE] ZAn|ag oMt L x|stER| &ZlghL|Ct.

RE 74 @47} Adx| U ML
|

1PN 2% Ui TR T MMl AH T AE
214, GlojE 2 2 2 Hoj & 2

=
off CHet ZtMIEF LHE S HZSHA A2,

AnyConnect IEZQIE & StL+E CtA| A&t Cl|O[E{ 7t
A

B LICkyoutube® At 30 73t GlOJE AE RIS A

Zdu|ag oM e - acnvm.confoll A HE &8 7 Ad8HoF &fL|C}.

. syslog_server_ip(ME X EEE splunk QIAEIA)7I SUsH A xtof e B
127.0.0.1(LOCALHOST e of ghe 7tz & YaLch
. AEIE9| =4l ZE (A IPFIX H|O|E]) 7|22t 2 okILIC}.
# D:netflow_collector_ip= T3 T U0 A HEFELICH T2 38 QE{HIOIAE ALE). EH EHA
IPE AMHEO|5t =& HZsHoF g LCt.

%E—?— GO ZET, A=ZQIE ID OO/ ZE, A= ZQIE QIE{H 0|4 C|0|H X HEHEH ZE
‘|TLIILE1IOIA=| nto| 7|8 d¥ez A T HELICH7|E4k0l ot ZEE AL stE E<2 oldd
E LO] #H4E |o{of BfLICH.

(@]
i

| 2= # 4 o (/opt/acnvm.conf)oll F=7HELICE,



DTLS X|¥

(REAIEH LI 2 Anyconnect NVM DTLS HE 3 X)

o
pa}
0

)
by
i

m

M

Fob

A-SHE RHOIM S ELICH

. C|A E 2| Jopt/acnvm/certs& BHELIC}H
. ZelE{of QIS ME X &35t2{H Jopt/acnvm/certs C|ZIE 2|2 7|9} & 7H AT EFLICE.
. ECO AR 2 I acnvm:acnvm R ¥ 58{H 2 W22 AL EL|Ct.sudo chown -
R acnvm:acnvm certs/:
. acnvm. conf01| CHEH O] MME cert & 7|2 FA3HofF B LICEH
config & certE HiX|Bt & HHEE CtA| AZFELICEH - sudo systemctl restart acnvm.service
. Z=E 4El 22l - sudo systemctl status acnvm.service

{ "security" :{ "dtls_enabled": true, "server_certificate":"/opt/acnvm/certs/public.cer",
"server_pkey":"/opt/acnvm/certs/private.key" 1},

Hu[agolMel LiHX|= 07| &LICh.

"syslog_server_ip" : "192.0.2.113", "syslog_flowdata_server_port" : 20519,
"syslog_sysdata_server_port" : 20520, "syslog intdata_server_port" : 20521,
"netflow_collector_port" : 2055, "correlate_data": false }

3 .$HRX HE2 Z install.sh AT ZE Al&(sudo ./install.sh)

[ls]

#F T :acnvm MHIA H[ZHof| CHE! install.sh 2! H8HES A5t E{™ sudo HEH = FEJ EHR

ghct,
XEMIBH L& 2 https://splunkbase.splunk.com/app/2992/#/details & Z st &A|2.

3ErAL. Splunk& Cisco NVM App(CESA Dashboard) & TA Add-On2 £ SplunkE& A
e

Splunkbase0i| A Cisco AnyConnect NVM App for SplunkE AFE & 4= U&LICHO| A2 AFH H o
E HETMQ CHAIEE0|M AF8 7Hs 8 E T M o] l= Z QIE0i| M IPFIX(nvzFlow) HIoIE+E Af &t
T AZA WA= ZQIE SEHO| A AE BEMSIE 2 x|ghLct

AD:ZERE FEO B F U T FERE QA
Chxtob Byl A x| ElLICH, ]
Aholl A x|ElL|Ct.

1A 0f Mx|ELICHTADR 2 Z8|0jA
Z0|A EE= BHE 9| linux/docker &

2ZH0|AS FR 2E M 24 U HE StLIS| MAHEE Hr)of MX[E = A &LICH Ctolo{a
2H t17|
/| -

S TS Ch2 28U

0jo

. Splunkbase0l A Splunk& Cisco NVM Y:https://splunkbase.splunk.com/app/2992/
- Splunkbase0i| A Splunk& Cisco NVM F7} 7|S: https://splunkbase.splunk.com/app/4221/



https://splunkbase.splunk.com/app/2992/#/details
https://splunkbase.splunk.com/app/4221/

A

1EtA|. Splunk > AppsZ 0|5 35t0{ ZH|E 22|35l 1 Splunkbasedl M CHR2 ZE 3t tar.gz TS A K|
&t 7{Lt Apps MM LHO| A ZAAEHL|C

splunks enterprise

Explore
Manage Apps |

wilvan]n
e T AL A e s A s = fa e w
CISCo i A il ] ¥l

Apps
Showing 1-2 of 2 items
cisco nvm
MName = Folder name 3 Version & Update checking # Visible # Sharing # Status 3
Cisco NVM Dashboard CiscoNVM 310 Yes Yes App | Permissions Enabled | Disable
Cisco NVM Add-on for Splunk TA-Cisco-NVM 309 Yes No App | Permissions Enabled | Disable

7] #3280l ZH2Z UDP ZE 20519, 20520 2! 2052104 A4 Splunk, Per Flow Data,
Endpoint Identity Data 2! Endpoint Interface Data0i| CH&t 37H2| Cl|O|E] Z|=& £ AlEHLICH2EHA|
Bx).



JHCHS F7t 7|82 Splunk 24 &0l O E & LIC}. cisco:nvm:flowdata, cisco:nvm:sysdata 2!
cisco:nvm:ifdata.

Splunk #2| UIE At&30{ UDP 3] AlS

2
2
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2 :input.conf ILE AF2350q 0]
Cisco NVM CHA|EE & guiol| M AEEHLICEH

Splunk A2 ZEQ|0{1E CtA| Alte ER7t eigLCh
o|O|x|ofl = A|E! CHZ Splunk > Settings > Data Input > UDPZ 0|5 & L|C}.

1. New Local UDP(Af 2Z UDP) > Enter port # missing(ZE tH3 2/2) > Next(CHS) > Select &
8ot A4 R MEH > Review(AE) > Submit(X[&)2 2 =I&LC.

2. CHE 271 ZEof Chslf BFSELICHEE A8 AlR).

Add Data < Back
Review
put Typi LS Part
-1 20515
Li el i
T ottt Hin [
& T
£ nrkoat I -
p s .

splunk>@  Apps

UDP

Data inputs » UDP

Showing 1-3 of 3 items

UDP port * Source type ¢ Status ¢
20519 cisco:nvm:flowdata Enabled
20520 cisconvm:sysdata Enabled
20521 cisco:nvm:ifdata Enabled



AnyConnect NVM A x| &0l

M x|7} 2t 2 =™ Network Visibility Module O] Anyconnect Secure Mobility Client2| Information )
M LHo| Installed Modules0d| L} 3 £|0{0F & L|Ct.

¥'Y Cisco AnyConnect Secure Mobility Client

Cisco AnyConnect Secure Mobility Client
Version 4.2.01035

© Copyright 2004 - 2015 Cisco Systems, Inc. All Rights Reserved
Cisco, the Cisco Logo, Cisco AnyConnect, AnyConnect and the AnyConnect logo are registered
trademarks or trademarks of Cisco and/or its affiliates in the United States and certain other countries.

Installed Modules:

VPN, Network, Web Security, AMP Enabler, Customer Experience Feedback
This product indudes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit:

http: //www.openssl.org
This product indudes cryptographic software written by Eric Young (eay @cryptsoft.com)
This product indudes software written by Tim Hudson (tjh@cryptsoft.com) o l 1l I ™

End User License Agreement CISCO
Cisco Online Privacy Statement and the AnyConnect Supplement

LSt nvm MH|ATFAIEZQIENM MY S0l T2 00| E C|AER[of JeX] &elghct.
ZEE SEE AY S22 &0
ZeE JEi7t A SUX| HQIELICH o[ A ot H AAE7 A= EZQIEN M & IPFIX/cflowE

£ AMErLICHAS S0 ofid R mod|l CHE acnvm A #HEHo| 4 30 IISStEE 5{85t=%| &0l
E.*LlEP./opt/acnvm/bin/acnvmcolIector

root@ubuntu-splunkcollector:~$ /etc/init.d/acnvmcollectord status
* acnvmcollector is running
root@ubuntu- splunkcollector ~$

status acnvm.sery

: enabled; vendor preset: disabled)
B8 EDT:

lines 1-127/12 (END)

Splunk & @l - AnyConnect NVM CESA CHA| 2=

Splunk &/ t24 MH|A 7} A& SQIXK| = lErL|C.Splunk A aiiZ20| CHEr AHAIEH LI 2 sliiE &
AO|EE R ZFHAAIL.



As3t ATRIER QA 7| HIO|E{E B2 £ 520| Z1tdH{oF CESALS| CHA|E =71 | 0| E E|X|
OI&LICHa8 HME Adstod SA| HBELICH

7|2 CHAI2 =0l M "Search & Reporting(ZA4 2! _'?'__T'_)"% ZalgfLct. ct3 gtHoll M ®sk= ol o]
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Mo, Tim Source Destination Protocol  Length  Info
10. 192.162.100.1 10.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
20. 192.168.1808.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
3 8. 192.168.188.1 18.76.76.161 CFLOW 2689 TPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
40. 192.168.168.1 16.76.76.161 CFLOW 269 TPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
50. 192.168.100.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
6 2. 192.168.180.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
70. 192.168.100.1 16.76.76.161 CFLOW 269 TPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
81. 192.168.168.1 168.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
9 2. 192.168.188.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
18 2.. 192.168.160.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
11 2. 192.168.168.1 18.76.76.161 CFLOW 269 TIPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
12 @.. 192.168.180.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
13 8.. 192.168.186.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
14 2. 192.168.186.1 18.76.76.161 CFLOW 269 IPFIX flow ( 227 bytes) Obs-Domain-ID= 127 [Data:258]
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4 Cisco NetFlow/IPFIX
Version: 1@
Length: 215
Timestamp: Jan 20, 2016 16:09:31,000000000 Eastern Standard Time
FlanSequence: 256577
Observation Domain Id: 127
4 set 1 [id=258]
FlowSet Id: (Data) {258)
FlowSet Length: 209
4 Data (205 bytes), no template found
4 [Expert Info (Harn/VYalformed): Data (205 bytes), no template found]

AnyConnect £IEt 3 £ 11 & (DART)

AnyConnect7} NVM 74 @ A0 A &3 DART

A5t EXE siZstedH

- NVMoi| 28t 2 E 2= DARTO| olsf ME|=|H, 23 Y, 714 S =& gLCH

- Windows 271 - O[HIE7} § X0i gi= B, AnyConnecto| A NVME O|HIE 040 B2 9

2|Z7F U&LICH
. macOS/linux - HO|HE 2 21 ZIE 2

Z 3 E|(Linux/Docker A|AH| - 221 EE= SEH)

acnvmcollector® A x|st x| 2 &LICt.

ZEEE Mkt dx| A3 B EE M¥st= S¢F
£ install_ubuntu.sh
Ivar/log/syslog0ll @77} AU&LICH "Acnvm.conf LF: & H35 17: &7} U2 = U= 8L, 5

ol 7t U7 ME LI

acnvmcollectorE A|&}35HX| 2 &LICH

N
jn

Ubuntudil M 2|7t M &LICH L 2 & Linux0lA 7Hs).acnvmeollector Tt A0 2
3K 23 & LICH /opt/acnvm/bin/acnvmcollector

acvnm AF2 X 2 12 0i acnvmcollector0d CH 8t eXecute 7} @& LICEH.

=
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/nvmcollector -v
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log4cplus.rootLogger=DEBUG, STDOUT, NvmFileAppender < ACNVMLOG.conf It oi| /S

Jan 20 12:48:54 csaxena-ubuntu-splunkcollector NVMCollector: no templates
for flowset 258 for 10.150.176.167 yet

Jan 20 12:48:55 csaxena-ubuntu-splunkcollector NVMCollector:
HandleReceivedIPFIX: exporter=10.150.176.167 bytes_recvd=234 totlength=234
Jan 20 12:48:55 csaxena-ubuntu-splunkcollector NVMCollector:
=================> flowsetid=258 flowsetlen=218

Jan 20 12:48:55 csaxena-ubuntu-splunkcollector NVMCollector: no templates
for flowset 258 for 10.150.176.167 yet
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