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- Macintosh(MAC) OS - AnyConnect-macosx-i386-<version>-k9.pkg

- Linux OS - AnyConnect-linux-<version>-k9.pkg
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1. ASDMOl 22151 Configuration Wizard(Z1Z| 224|044 OFHAHE A|ZHeE D Next(CHR)E
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B Crson ASOM 7.3 or ASA - T000R 40T T TR T
File Wew Tacle | Wizesds | Winooaww Halp

451 Horne |t conirg | Start Wizsrd. LY Easznn B usipl
Lessice List | WPH Wizard: & | | Site-to-site WAN Wizsrd.
® i [ Cess Hich Awail shility and Scslabitily Wzard., | ArCannact W Wizeed. nEoard |
Frd: Unifizd Communication Wizsrd.. Clientless 3L YFN Wiza-d, —
- =l 17.10R44.3 ~ - i .
AL Tdarh by Certificate W Fan. b 'y rret 1
611020619, b IPees JREL) Rernote Aocecs VPN Wizarc..
Eﬂ.'.kft Capture Wizard., FHozt Mame: CdgeASA-4
ASLErsion @.3(2) Doz Uptire: O 16h 15m Ss
AL Yerson a1 Dewra Tyoe: A
Firgwea| FHod=: Fuouled bl Mok Singke
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2. Connection Profile Name(91Z Z 212/ 0/8)E =15t VPN Access Interface(VPN A
4 QIE{mo/]4) EECH2 HIFolM VPNO| S22 QIE{T0|AE MEHE & Next(CHE)E 2=

ot
[B] AnyConnect VPN Connection Setup Wizard p—
Steps | Conection Profile Idertification
1. Infroduction This step allows you fo configure & Connection Profile Mame and the Interface the remote access users will
3. Connection Profile | 2°°=5% for WPR connections.
Identification

Connection Profile Mame:  SSLClient
3. VPN Frowomlk

I 4. Client Images

WM Access [nterface: :mtsids v:
5. tuthentication Meth




3. SSL(Secure Sockets Layer)2 & 43} 5l248 SSL
MEI}E| CA(Certificate Authority)
M

A
AR M
Sl MEfE = l&LICH & 1: 0| 2l MHeE NS E MH
x|l QB M7F A KA ME IS M

mn rir

g+ Qe

04 O|=
O L-O

SIOIRHS MEUBHLITH C/bFO/A 1B Afs
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LICH @& M7t ASAO] o|0| MX||o] U= B EECI2 HiF
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= QI MULICH ASAO] $XH M
3lloF 5t= @< Manage(#2))E S=2I8LICH A

ol A& OlA
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CIOlE| @15 ME Mx|5t2484 ASA 8.x Manually Install 3rd Party Vendor Certificates for use
with WebVPN Configuration 0i Cisco A0l MHE EHA|E 22 &LC}.

@ anyConnect VPN Connection Setup Wizard

i

Shans

1.
2

3.

Introduction

Connection Profile
Tdentification

VPN Protocols

4, Clignt Irmages
. Authenbication Meth

. Clignt addrass

Assigmment

. Metwork Hams

Resalution Servars

. MAT BEempt

Bma i memimet sk

WPH Frotocols
AnyConrnect can use aithar the IPsec or SEL protocol 1o protact the data traffic, Please select which protocol
o protocols you would lke this connaction profile to support
2=
[Pzac

Device Certificate

Device certificate identifies thie ASA o the remote access clients. Certain AmpConnect
features (always-0n, IPsec/KEYZ) requie that valid device certificane be availshle on
the ASA.

Device Certificate: | — Morne —

~ | Manage..

Z7h 2|2 H
2 New(MZ SHE7))E 225104 [+ 5 sHLIE Mal3t

—

=
Eg 328t |

4. Add(=7hHE SF=Euct
[E AnyConnect VPN Connection Setup Wizard lﬂ
St () Manage Identity Certificates YA |
1. ol
2, Issted To  lssued By  Expiry Date  Associated Trustpoints  Ussge  Public Key Type Add
Shiorer Dietalle
3.
| 4l Delete
5. Expork
I & In=tal
End: & 2 []match case
7.
5. Trustpoint Name Z =0 24§t 0/F S 2235t Add a new identity certificate(M ID 215 A

=2 =2 "1

I. CIHFO| A 01 RSA(Rivest-Shamir-Addleman) 7| 40| gi= 4
L{Ct.


/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html

Add Identity Certificate e

Trustpaoint Mame: SelfsignedCert]

Import the identity certificate from a file (PKICS12 format with Certificate(s)+Private Keyy:
Decryption Passphrase;

File to Import From: Browse..,

@) Add 3 new identity certificate:

Key Pair; <Default-RSa-Key > b | Showy... | | e,
Certificate Subject OM:  |CM=anyconnect.cisco.com | Select...

Generate self-signed certificate

&ct as local certificate authority and issue dynamic certificates to TLS-Prosy

| addvanced...

’ Add Certificate ] | Cancel | | Help |

6. Use default key pair name(7|& 7| 4 O|& A8) 2IC|2 H
pair name(M 7| % O|& &) 2lc|@ HES Z2IstT M 0
EWSt CHS Generate Now(X|& d4)E Z=2!&LICH

Add Key Pair o

ey Type: (@ RSA ECDSA

FIIH
ﬂIIO

Z 2/t 7{L} Enter new key
52 ?:! e 719l 37|E M

Mame: Use default key pair name

@ Enter new key pair name: | sslcert

Size: 2048 ‘v
Usage: @ General purpose Special
Generate Mow | | Cancel | | Help

7.RSA 7| 40| MME £ 7|8 MEHE T Generate self-signed certificate & QI+ MENEIL|CH.
Certificate Subject DN(2/& A1 =4 DN) Z=of Hste F£A DNS 238t CIS Add
Certificate(21& M F71)E =& LICt



T Add Identity Certificate X

Trustpoint Name: SelfsignedCert

() Import the identity certificate from a file (PKCS12 format with Certificate(s)+Private Key):
Decryption Passphrase:
File to Import From: Browse, .,

@) add a new identity certificate:

Key Pair: sslcert T’ Show. .. ] [ Mlenis. .

Certificate Subject OM:  |[(Ch=anyconnect.cisco.com

isenerate self-signed certificate

] act as local certificate authority and issue dynarmic certificates to TLS-Proxy

[ Advanced...
’ add Cerfificate ] ’ Cancel ] ’ Help ]
8. S50| 22| OK(EQl), OK(E2l), Next(CHR)E A2l 2 SF2IELICE.
[ AnyConnect VPN Connection Setup Wizard - |
St [Fj Manage Identity Certificates 23
[
[ 2 lzsued To Issued By Ewpiry Date  Associsted Trustpoints  Usage  Public Key Type Add

16:39:40 M. . |SelfsigredCart Gener...

' Eind: ) | | Match case
7
Putnlic CA Enrollment
| Gat your Clsoo ASA security sppliance up and rumning quickly with an S50 Advantage digital certificate from
| o Enfrust, Entrust offers Cisco customers a special promotional price for certificates and frial certificates for testing.
| Ervoll 454 SSL certificate with Entrust
10

LIzing a previowsly saved certificate signing request, enroll with Entrust,

QK | | concel | Help

9. PC = Z2Alod M AnyConnect £2+0|HE 0|0 X|(.pkg Tt L)E F7+5t2{T Add %
LICt Z2i Al E2tO0|Eoi| A O|0|X|& F7+5tE{™ Browse Flash(Z2HA| & 0tE7))E &
s AE AABIIM E% 0|0|X|E Z7}5t24H Upload(RU2E)E SsHLIcH



Tr Wil lllwl-"\!
5, authentication Metho Fidd F.epla:e|'.' DeEl:e| + |“"
|
6. Client address i ——
Assigniment [Ej Add AnyConnect Client Image M
7. Hetwark Mare :
Resolution Servers| | AmiZonnect Image: | Browse Flash. .. §
A, MAT Exempt [ Upload... |
o x;mr:g;unlécliant Regular expression to match user-agent ¥
10. Summary ik J [ Cancel I Help I
(] Browse Flash —-— - - u
. I
Folders Files
E} . diskol — o - —
(1 log el 22 (. Date-
B Er?r:'t:'_ar':_hive anyconnect-win-2.1,05152-k3.pkg 35,167,... 12/17/.. *
g zﬁrr'ﬁdumplﬂﬁj anyconnect-win-3,1.06073-k3,pkg 38,048,...| O1/02/...
B0 trrp P asa932-smp-k8.bin 63,479,... 01,02/,
10. O|O|X|7t F7tE|H ct 2 =8t
e ﬂdd| & Replace| il | Delete| + | J-|
Image Regular expression to match user-agent
Py ———— I |
You can download AnyConnect Client packages from Cisco by searching 'anyConnect YPN Client' or click
here,
’ < Back ] ’ MNext = ] ’ Cancel ] [ Helpn l
]
11. AFEXF 215 2 AAA(Authentication, Authorization, and Accounting) AEH -E-% Sofl =g
= AELICH AFZXE7} ol0| M E AL LOCAE MBS Next(CHE)E E LICH &1
O] ofoil M= LOCAL 215 0| FE (22 ASAS| 2 ALERL E||0|E-|I:H|0|A7P &0l AHSE

L|C}



[B AnyConnect VPN Connection Setup Wizard

Sheps
1. InTocucton

2, Connection Profile
Identificaton

3. ¥PN Frotocoke
4, Clent Images

5. Authentication
Methods

6. Cliert Address
hzsignment

7. Netwark Hame

Resolution Servers

3, NAT Exempt

9, anyCornect Client
Deployment

10, Surnenary

Authentication Mathods

This step 2tz you specify the location of the authentication server,
Yo can click on the "Mew..." buthon o oreate 3 new server group,

Abd Server Group: LOCAL w | Naw..,

Local User Dataoase Detalls

Cisco
IUger o ba sddad
LEarname: Liserl Add ==
Passwiord : [TTT] :

Ueee

Confirm Password: (eses

< Barck ][ Mext > |

[ Cancel |[ Help

12. VPN ZE}0|¢E

£ =gt

e WLINE R

4. Client Images

3. Authentication Metha

6. Client Address
Assignment

7. Metwork Mame
Resolution Servers

3. NAT Exempt

3. AnwConnect Client
Deploy ment

10, Sumrmary

13. DNS(Domain Name System) At{ & DN2 DNS % Domain Name Z =01 X%

of F=A E2 T IdloF EL
LICH 2= X| £ 2 B New(MZE BHE7()E 22I5to Af o

ICt. olol €&l Bf &
k=2
==

" IP 4 address Pool | IP v6 address Pool |

ECte Mol Mg
AU S RE 02

Next(Cl=)& & =&t

Shes
1. Introduction

2, Conrection Profile
Identification

3, ¥PM Protocols
I 4, Client Imagas

5. Audthentication Meth

Address Pool: = Select --- x| Mew, ..
Details of
[ Add IPva Pool &
Mame: SSL-Pool
Starting IP Address: 10.10.11.1 (=]
Ending IP Address: 10.10.11.20 E|
Subnet Mask: 255.255.255.0] -
| Ok I Cancel ] Help ]
olads

Metwiork Mame Resolition Servers

This step lats you specify how comain names are resolved for the remote user when accessing the intemnal
network,

DNS Servers: 10.10.10.23

WINS Servers:

Domain Marme:  |Cisco.com




14. O] AILF2I201ME VPNE S8t HMAE ASA FIo| LIE(ES LAN) MEY o2 TS
10.10.10.0/24 U EQXIZ M|&tsts HAE SO 2 §L|CH SEI0|HEL}f LHE MEU! ZH9o|
Egizl2 5% NAT(Network Address Translation)0i| A A 2[|o{oF & L|Ct.

Exempt VPN traffic from network address translation(HIE 3 F4 BHeto| A VPN EciE
Moy =elete MeEfstn X elof A E LAN 2 WAN QIE{H0|AE Fd&tLCH

2. Connaction Profila

Identification i Exempt VPN traffic from networl address transiation:
3. WPM Protocols Inside Interface ks the interface directly connected to your internal network.
4. Client Images Inside Interface: | Inside -

5. Authentication Methe
Local Metwork is the netwark address(es) of the internal network that client

£an access.
6. Client Address :
Assignment Local Metwork: — any _]

7. Metwork Mame
Fesolution Servers

8. NAT Exempt
9. AryConnect Client

The traffic between anyConnect client and internal network will be exempt
fram network address ranslation.

15. M elslior st 24 IEXIE MEELICH



[ Browse Local Network | ——

% 4dd ~ [ Edit [f Delete | Q, Where Used @ Not Used

Filter: Filter|Clear
Ll |

Marne IP Address MNetrmask Description Object NAT aAddr...

. - ! |
mf outsid... 10,106.44.0 235.235,255.0

Jﬂ,{; 10.0.0.0 10.0.0.0 295.0.0.0
. -ERi1012.. 101232192 255.255.255...
= IPv4 Network Object Groups

R Ay

i fuff OBI_L...
:.: Interfaces

B [nside
- outside

Selected Local Metwark
Local Metwork -= ] Inside-network /24

ok || cancel

5. Authentcation Math
Lacal Metwork is the network address(es) of the intermal retwork: that client

Can access,
6. Clent Addrass
fAssignment Local Metwork:  |10.10.10.0/24 ()

7. Retwaork Mame
Reasolulion Servers

8. NAT Exempt

9, AnyConnect Client
Deployment

10, Summay

The traffic betwesn aryConrect client and nternal netwark will be exermpt
from retwork address translation,

< Back || Mext = Cancel || Help

16. Ch&, Ch&, Ot& 2 =
O|A| AnyConnect 22+0|AHE |00 2R EIiGLICH a2{Lt ZAm|T2l|olM otHAE &
sl AnyConnect& T+ JE Ml 7|EXMez AZ X/ BHY FAE HER A HELICH §E Eci=E H
dEstedH 2 F R/ E/g8/S 2ol oF ELICH

R4 &H

RS SR

Mk
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rlo
Ifu



(DfItGeroIicy)Oﬂ M A&ELCH ol A2 J7|BXM o Z Tunnelall 2 M™EELUCH &, E2tolA
E7t VPN Sall AZE[™ (ol CHEt EEfEE Z& 57| fl6) 2E Ei=o| EdE Sl
M&E Lo

ASAWAN(EE 9/8) IP AR gt ER
Microsoft Windows A|AEI9| route print HE

A &5 Ed #HulaefolM

E HAlo M Ed@E fE[ELCH ol
- A&Lich

AZE EHEE2 g 3860k st MEU EE S AEO| ECfEE Holst7| fls AEE =+ UE
ZlsLct o{7|oll= o] 7|sT A& ACL(Access Control List) Z4x|22{|0|M 0| & E L|Ct. O]
ACLO| Ho|El ME ez S AEO| ECfEE 2E0|YUE AEZFE BEE Sall =5tk Of
ot MESe| 2= PC 2t 8 E|o|= o dXIELICH

Tunnel-all ZAL| 22| 0|M0i| M Split-tunnel Z1EZ/Z 2|0/ 2 O|S35led™ CFS EFAIE 2t 2 & LICH

1. Configuration(Z1Z|184|0| ) > Remote Access VPN(#Z4 Y M|A VPN) > Group Policies(2
E HH)2 o|SErLCt.

| -i:ll'rua|r-.f_'§ Cmﬂ:l,raﬂ:n| L__r it | |yl v 0 mafrech ) Back |0 Fosea 2 __;u Halk
Drewice List = ] ot ath Rermate &ciass Yl Bt ving
2 and 'ﬂ n=lem _ﬁ'f'rﬂ1=rr

rdaraga VP geoup cnlces A VRN grous B a mallkeeioe of user-ariected authoeeatos attrbotetsoe rars st may Be smred memsl

Fird: a0 il et = refzrenced by P corrscbion profikes andoss acooonrs
Bl 17,005 130.234
RN ERE R T iy Ta enfores authasation atrbubes from an L00F sareee you miues uss a1 LDeR atr bute: man.
5l 10.105.+4.20 - F 2o - [ Cait| T Delzte B Assign
10, 106,44, 100 s
- =L L2, 14 ha Turnzlng Proto:
e Tepa Lrnaling Pratoco
Remote Access ¥PN 5 8 b
|2 Introduclizr - e e 5 T,
=F 37 Hzn s (Sl Acnase CoibzroPalicy €5 ystam Defautt) Iriternal bzl e 2alclizrtless 2 et

{8} arm_ornzct Corneckon Srodiles
[ AreCommzct CustormizstionLocal :
Iﬁ AT onnsrt O l=nt Friofiks

- I AreComzct Ciem Sothare

1 ;Er naic &oCess MolCiEes
| e

2. Edit(HE)E 225t 1 &M EZ|E A8 3104 Advanced(12) > Split Tunneling(2 & %! E{'d
2o 2 O|SFLICE Inherit(d<y) EQIEto| MEHZ F/ £ 51, EECHR HF0IM Tunnel
Network List Below(0}2i2| El'd HIER{3 S5)E MEIELICt

[ Edit Internal Group Policy: GroupPolicy_S5LElient

. -
-Zeneral The ¥PH client makes split tunneling decisions on the basis of 3 network list that can be specifie
~SErvers
: Adﬁ_"':aj DNS Names: V| Inherit
-~ Browser Proxy Send All DNS Lookups Through Tunnel: [V Inherit Yes No
H-aryConnect Client
+ IPsec{IKEv1) Client
Policy ! |[Inherit  Tunnel Metweark List Below
hetwiork List: | Inkerit

3. 2ct0|HE T} HH|AEOF 5tE LAN HERTE X|HEHE ACLE MEYSIE{T Network List( L/
EQl3 £8) 440 M Inherit(& &) & Ql2ro| MEHE F[A ST Manage(#2)E S =IFLICH



Watwor: List | [rrert  |ineine_acosss it

Fresssirny hirs buthon o sebup splil esloson ir seb Secunly prosies,
St up Salit Exchesian 1or Web Seourily. |

T E——————
& (= e

4. Standard ACL(EZ & ACL), Add(F7}), Add ACL(ACL =7hH2 22!8t =2 ACL 0| B2 S8|#

Lct.

~General The VPR client makes soli
i Sarvers
S Advanced (8 ACL Manager
= . DNS K
Split Tunneling
~Browser Proxy Send Standard ACL | Extended ACL
[+]-sryConnect Client _
) IPsec(IKEv1) Client % add - @ Ecit loeketz|+ ¥ | % Tl -|
Policy Mo Address Action Description
Metng '
[ Add AcL e 2
Press|
S ACL Name: Split-aCL|
oK Cancel He:
| | | [rep ]

5. 2lg F7}5te{H Add ACE(ACE £7HE Z&I8fLct

[Fd AL Mandyer

Standard ACL | Extended ﬁu:L|

% add - B Edit [ Delete | + & | & B2 R - |

Mo Address Action

(5] Add ACE

Description

action: (@ Permit () Deny

o s g=Cpll 0, 10, 10,0724

Mesrrintinm:

6. OK(E2hE S =IgfLiCt

msda-.lr.mralumupwlz.amutma_._smmi- pow dwm S—

el P bl ol ew A beoee w - e b - 0 Taomtvael e bl el L e by priremn g Faprige cvamiees o0 4oy an Hel—ork et Ta b
S
=i ThE wames: Fliberit
I—T—E'w?'l.':F;E.knt Zord 2100E Lo apz Throuo s "uarel: o Lbartt oD =
HFracilkael Clent.
) zx [1herit Turwel bebwork L =t Selow -
raTek L Tliwortt Sapact '

Fremzz g this by s bup s eshomor B evsh oy prosies
| Zat i i Brhean Br vedd Sanai

Inberpl BHEE Lonfigaration Message froms Macrosalt Chees




7. ApplyE F =Bt
o||:|- o=|7=|5||:|=| /\-U-E.I ACL°| A-||=||_-|I =
Eof F7HELICt Microsoft Windows A|AEIC
Cl. olg48t BEOo|CtS &2 ECIOIME IP E
FA)dLct.

SAEOQ CHE Z27| ECI0|HE A|AHIQ| BIR
| 42 route print W& 0| 2404 M OlE = T UsL
MEdlo||p IA(OII:Il-JHOE MEulo =]

ﬁ
i
£
%

C:\ User s\ adm n>route print
| Pv4 Route Table

Active Routes:

Net wor k Destination Netrmask Gateway Interface Metric

0.0.0.0 0.0.0.0 10.106.44.1 10.106. 44. 243 261

10.10.10.0 255.255.255.0 10.10.11.2 10.10.11.1 2

!'! This is the split tunnel route

10. 106. 44. 0 255. 255.255.0 On-link 10. 106. 44. 243 261
172.16.21.1 255.255.255.255 On-link 10.106.44.243 6

!! This is the route for the ASA Public IP Address

MAC OS AFE{0|A PC 2t & E|0|B& E24™ netstat -r FHS 24T LICE.

$ netstat -r

Routi ng tabl es

I nternet:

Destination Gateway Flags Refs Use Netif Expire

default hsrp-64-103-236-1. UGSc 34 0 enl

10.10.10/24 10.10.11.2 UGSc 0 44 utunl

!! This is the split tunnel route

10.10.11.2/32 local host UGSc 1 0 |00
172.16.21.1/32 hsrp-64-103-236-1. UGSc 1 0 enl

!! This is the route for the ASA Public IP Address

AnyConnect #ZI0|1E CI2EE S dX|

A& RE A|A B0 Cisco AnyConnect Secure Mobility ClientE T+535t7| QIa A8 E &= /e F 7t
x| ol A&LCE.

Ol & W2 CtS MMol|AM RHAlS| dHEELICH

H 75 L2 Ar85te{H ZE2H0[HE A|ARIO| HEFR X0 hitps://<ASAL] FQDN> FE=<ASA2]
IP> URLS 2/2456l0 WebVPN ZE H 0|X|2 0| &L|Ct.

& 1: Internet Explorer(IE)& At85t= A< JavaE ZME AS5HX| i 8RR
ActiveXE& Sdll dx|7t 2t =2 ELICEH EP% 2 E EEIRM M= JavaE AHEE



HO|X|o| 2QI8t & ZEI0|HE A|ARIM EX|7F AR E|D Mx|7F 22 E F ZCI0|HE T}
ASAO]| edAZ|o{oF g LIC}.

>

2t 1: ActiveX EE= Javas AEE
L|C}.

7% 5tedT 0| s1&3lok &

T U TErE = HAIXI7E EAIE = U&LICH EXIE

I

Logon

Eroup S5LClient ¥

LIsername

Fassword

| Logon |

B baps 17 2.16.21.1/CACHE/stc/1/index htm]

vifnar]n, = _
clsco AnyConnect Secure Mobility Client

p# WebLaunch Attempting to use Java for Installation
Sun Java applet has started. This could take up to 60
Platform seconds. Please wait...
" Detection
AN EEEEEEEEEEN
- Java Detection

Help | | Download |

SR 75
S TS YHS ASSEH O HAE 225 AAIR
1. Cisco & AtO|E0{ A AnyConnect 220/ E O|0|X|E CI2EEFLICH CIREEY SHIE

O|0|X|E ME4SIEd™H Cisco AnyConnect Secure Mobility Client ¢ H O|X|E "*xﬁPéAlS’_ Ct
22 @3 &= o] Ho|X|of| M3ELICH CI22E H0|X|2 0|8 35t04 A st S MEHEL

= = [

Ch A Az H7|x| - /588 x| T2IZ(1ISO) AME $dELict & 1. :LEd CH2 I1ISO



https://www.cisco.com/go/anyconnect
https://www.cisco.com/go/anyconnect
https://www.cisco.com/go/anyconnect

Mx| =233 o|0|X|(Hl: anyconnect-win-3.1.06073-pre-deploy-k9.iso)& Ct2 Z = &L|C}.
2. WinRar & 7-ZipE Ar83t04 1ISO I 7| X|e| L2 =& & LICt

anyconnect-win-3 10700 e L
Burn disc image |

T-Zip * Qpen archive

|._lf Editwath Notepad ++ Dpen archive

Cpen with r Extract files..

Share with ; Extract Here

Extract to "anyvoonnect-win-3. L0702 1 -pre-deplow-kEy"

Ed

Blx7} ZEE|™ Setup.exe L2 A= 5t 1 Cisco AnyConnect Secure Mobility Client2t
2 ExISHof st EES MEIFLICH

w
Tk

El: VPNOI| CHEF =71 MHE F443t24T™ Cisco ASA 5500 Series Configuration Guide2| CLI,
8.4 2! 8.62 AL&3}07 Configuring AnyConnect VPN Client Connections 4412 &7 51 & Al

—r .

CLI Hx|g|o]A

o] MMM &= E 2|3l Cisco AnyConnect Secure Mobility Client@| CLI ZAI|Z8|0|MHE MS
Lot
=

ASA Version 9.3(2)

|

host nane Peer ASA- 29

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
ip local pool SSL-Pool 10.10.11.1-10.10.11.20 mask 255.255.255.0
|

interface G gabitEthernet0/0

namei f out si de

security-level 0O

ip address 172.16.21.1 255.255.255.0

|

interface G gabitEthernet0/1

namei f inside

security-level 100

i p address 10.10.10.1 255.255.255.0

|

boot system di sk0:/asa932-snp-k8. bin

ftp node passive

obj ect network NETWORK OBJ_10.10.10.0_24
subnet 10.10.10.0 255.255.255.0

obj ect network NETWORK OBJ_10.10.11.0_27
subnet 10.10.11.0 255. 255. 255. 224

access-list all extended pernit ip any any
! ***********Split ACL configuration***********

access-list Split-ACL standard permit 10.10.10.0 255.255.255.0
no pager

| oggi ng enabl e

| oggi ng buffered debuggi ng

ntu outside 1500

ntu inside 1500



ntu dnz 1500

no failover

icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdm 721. bi n

no asdm hi story enabl e

arp tineout 14400

no arp permt-nonconnected

! Kok ok ok ok kb ok ok ok ko Ak NAT eXemptiOI'l Configuration k kb ok ok ok ok ok ok ok ok ok ok ok ok Ak
' This will exempt traffic from Local LAN(s) to the
| Remote LAN(s) from getting NATted on any dynamic NAT rule.

nat (inside,outside) source static NETWORK OBJ_10.10.10.0_24 NETWORK_OBJ_10.10.10.0_24
destination static NETWORK_OBJ_10.10.11.0_27 NETWORK OBJ 10.10.11.0_27 no-proxy-arp
route-lookup

access-group all in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.21.2 1

ti meout xlate 3:00:00

ti meout pat-xlate 0:00: 30

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00

ti meout sip-provisional-media 0:02:00 uauth 0:05:00 absol ute

ti meout tcp-proxy-reassenbly 0:01: 00

ti meout floating-conn 0:00: 00

dynamni c- access-policy-record DfltAccessPolicy

user-identity default-domain LOCAL

aaa aut hentication ssh consol e LOCAL

http server enable

http 0.0.0.0 0.0.0.0 outside

no snnp-server | ocation

no snnp-server contact

IrxxgxdAkxx Trustpoint for Selfsigned certificateX***xxtxkis
!Genarate the key pair and then configure the trustpoint
!Enroll the trustpoint genarate the self-signed certificate

crypto ca trustpoint SelfsignedCert

enrollment self

subject-name CN=anyconnect.cisco.com

keypair sslcert

crl configure

crypto ca trustpool policy

crypto ca certificate chain Sel fsignedCert

certificate 4748e654

308202f 0 308201d8 a0030201 02020447 48e65430 0d06092a 864886f 7 0d010105
0500303a 311d301b 06035504 03131461 6e79636f 666563 7426369 73636f 2e
636f 6d31 19301706 092a8648 86f 70d01 0902160a 50656572 4153412d 3239301e
170d3135 30343032 32313534 30375al7 0d323530 33333032 31353430 375a303a
311d301b 06035504 03131461 6e79636f 6e6e€6563 742e6369 73636f2e 636f 6d31
19301706 092a8648 86f 70d01 0902160a 50656572 4153412d 32393082 0122300d
06092a86 4886f 70d 01010105 00038201 0f 003082 010a0282 010100f6 al25d0d0
55a975ec alf2133f 0a2c3960 0da670f 8 bcb6dad7 ef ef e50a 482db3a9 7c6db7c4
ed327ec5 286594bc 29291d8f 15140bad d33bc492 02f5301le f615e7cd a72b60e0
7877042b b6980dc7 ccaa39c8 c34164d9 e2ddeeal 3cOb5bad 5a57ec4b d77ddb3c
75930f d9 888f 92b8 9f 424f d7 277e8f 9e 15422b40 071cal2a 2a73cf23 28d14c93
5a084cf 0 403267a6 23c18fa4 fca9463f aa76057a b07e4bl9 c534cObb 096626a7
53d17d9f 4c28a3fd 609891f 7 3550c991 6lef 0de8 67b6¢c7eb 97c3bff7 c9f 9de34
03a5e788 94678f 4d 7f273516 c471285f 4e23422e 6061f 1e7 186bbf9c cf5laa36
19f 99ab7 c2bedb68 6d182b82 7ecf39d5 1314c87b ffddff68 8231d302 03010001
300d0609 2a864886 f70d0101 05050003 82010100 d598clc7 1le4dB8a7l 6cb43296
c09ea8da 314900e7 5fa36947 cObcl778 d132a360 0Of 635e71 400e592d b27e29bl
64df b267 51e8af 22 0a6a8378 5eeb6a734 b74e686c 6d983dde 54677465 7bf 8fedl
daf 46e34 bd9of d20a bacf86el 3fac8165 fc94fe00 4c2eb983 1f c4ae60 55ea3928



f2a674el 8b5d651f 760b7e8b f853822c 7b875f91 50113dfd f68933a2 c52f e8d9
4f 9d9bda 7ae2f 750 313c6b76 f8d00bf5 1f 74cc65 7c079a2c 8cce91b0 a8cdd833
900a72a4 22c2b70d 111el1d92 62f 90476 6611b88d ff58de5b fdaa6a80 6fe9f 206
3f e4b836 6bd213d4 a6356a6c 2b020191 bf 4c8e3d dd7bdd8b 8cc35f0b 9ad8852e
b2371ee4 23b16359 bala5541 ed719680 ee49abe8

quit

tel net tinmeout 5

ssh timeout 5

ssh key-exchange group dh-groupl-shal

consol e timeout 0O

managenent - access i nsi de

t hr eat - det ecti on basi c-t hreat

threat-detection statistics access-Iist

no threat-detection statistics tcp-intercept

ssl server-version tlsvl-only

ssl encryption des-shal 3des-shal aes128-shal aes256-shal

| xxxxxxx* Bind the certificate to the outside interface******x**
ssl trust-point SelfsignedCert outside

| ¥*x*x*x*Configure the Anyconnect Image and enable Anyconnect***
webvpn

enable outside

anyconnect image disk0:/anyconnect-win-3.1.06073-k9.pkg 1
anyconnect enable

tunnel-group-list enable

I*xxxxAAGroup Policy configuration****#xxx%
!'Tunnel protocol, Spit tunnel policy, Split
!ACL, etc. can be configured.

group-policy GroupPolicy SSLClient internal
group-policy GroupPolicy SSLClient attributes
wins-server none

dns-server value 10.10.10.23
vpn-tunnel-protocol ikev2 ssl-client
split-tunnel-policy tunnelspecified
split-tunnel-network-list value Split-ACL
default-domain value Cisco.com

usernane User1l password PfeNk7qp9b4LbLV5 encrypted
usernane cisco password 3USUcOPFU MCO4Jk encrypted privil ege 15

I ***4AiAtrTynnel -Group (Connection Profile) Configuraiton***#**
tunnel-group SSLClient type remote-access
tunnel-group SSLClient general-attributes
address-pool SSL-Pool
default-group-policy GroupPolicy SSLClient
tunnel-group SSLClient webvpn-attributes
group-alias SSLClient enable

1

cl ass-map inspection_default

mat ch default-inspection-traffic

1

!

policy-map type inspect dns preset_dns_map
paraneters

nmessage-| ength maxi mum client auto
nmessage-| engt h maxi mum 512

policy-map gl obal policy

cl ass inspection_default

i nspect dns preset_dns_map

inspect ftp

i nspect sip



i nspect xdntp

!

servi ce-policy global _policy global

Crypt ochecksum 8d492b10911d1a8f bcc93aa4405930a0
end
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File View Tools Wizards Window Help
@ Home ﬁ%} Configuration ||~ Monitoring IB Save G-Refresih| 0 Back O Furward| @ HEI[J|

> Sessions

Device List (LI
% add [§ Delete & Connect

2. VPN R&2 EE|Y5I2{H Filter By S M2 A& = J&LICH EECIR HIFet 2E
AnyConnect Z20|HE MMM AnyConnect 22t0|1EE MEAEFLICE El: MM
Username(AFE Xl O|&) & IP address(IP ££)2 Z2 CIE 7|22 2 FII2 WE{RE £+ Y

&LC

e =

TE'P‘N Ermrrr Fltz 3= drealronact Clienk = - al SessioE - - | F Ha-
..
| W= e | nacs - Grop ol Aemipred P Addess Promoonl Lo 1 Tine Jeties T .
i ﬁf"rh' Stz LaSrae CrenattonFrafle  Fubl [P Addess  Frorgrion Turaknn otes A e 20
| - Compoesz o Stattshicn stz Coni Py SS1CHEn r 0L Arpsernact-Fanant S50-Tunnel |15 5R:56 LT .
b - By ortion Skatstics o= ] arvCernack-Faavt (Lrers 5. 00 12w EER )

|- Cloba FEFuoxc Stotkbzs
|- AT Seszian SumTary
i ill-*rcmml*:t.t tos
- - By Menarw Sesers
T etz 2L vk
H SHH Corr e craple
s LT

&L yit=rtacrs
[
IM:"!.'I:"J

3. S73 H|Moll CEH XFAMEH LIS S HEi aiT MlMe 5 o g



Session Details

Session Detalls

) Group Polcy hssigred [P acdress Frotocol Login Tima Byms Tx R
i Crorection Frafila Fubilic TP address Encrypton D &tion Bytes Ry lr e g e
L0 GroupPolicy _=5LCHen 10,10.11,1 AnyComneck-Farent SEL-Tunel, 16:58:56 UTC ,,, 11472 Ch:d0rm:00s
SELCliert 172.16.21.1 AnyCommact-Parent: (Lnome S, Ohc21m:09: 26653
Demil | AL
- Local sdd-, f Subnet Mask  Profocol [/ Port - Piyhess T B
| Type Remiata.ack. # Subnat Mask / Erotocnl / Poce. | o fpedn f Gtber Buytes Rt
I Ay Do, . == Tunnel [D: 14.1 == -
Puhilic IP: 172.14.21.1 1045

Hashing: none |
TCP Src Port 57823 =
TCP et Fart 443

Authentication Moda: userPasseond

Idle Tima Dut; 30 Minukes

Idle TO Left: 9 Minues

Cliert 05 Typa: Windows

Cliert Type: AnyCorrect

Client Mar: Cieoo AnpConnsct YEN agent .

MM MEAIE 2 7HR{ 284 CLIo| show vpn-sessiondb anyconnect &2 124%tL|Ct.

# show vpn-sessiondb anyconnect

Sessi on Type : AnyConnect

Usernane : cisco Index : 14

Assigned IP : 10.10.11.1 Public IP : 172.16.21.1

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)3DES DTLS- Tunnel: (1)DES
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel: (1) SHA1l
Bytes Tx : 11472 Bytes Rx : 39712

G oup Policy : GroupPolicy SSLClient Tunnel Group : SSLClient

Login Tine : 16:58:56 UTC Mon Apr 6 2015

Duration : Oh:49m 54s

Inactivity : Oh: 00m 00s

NAC Result : Unknown

VLAN Mapping : N A VLAN : none

.CHE B &M42 At835to ZME MESE &+ A&LICH

# show vpn-sessiondb detail anyconnect filter name cisco
Sessi on Type: AnyConnect Detail ed

Usernane : cisco Index : 19

Assigned IP: 10.10.11.1 Public IP: 10.106.44.243

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)3DES DTLS- Tunnel: (1)DES
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel: (1) SHAl
Bytes Tx : 11036 Bytes Rx : 4977

Pkts Tx : 8 Pkts Rx : 60

Pkts Tx Drop : 0 Pkts Rx Drop : O

G oup Policy : GroupPolicy SSLClient Tunnel Group : SSLClient

Login Time : 20:33:34 UTC Mon Apr 6 2015

Duration : 0Oh:01m 19s

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1




AnyConnect - Par ent :

Tunnel ID: 19.1

Public I P : 10.106. 44. 243

Encryption : none Hashing : none

TCP Src Port : 58311 TCP Dst Port : 443

Aut h Mode : user Password

Idle Time Qut: 30 Mnutes Idle TO Left : 29 M nutes
Cient OS: Wndows

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 3.1.06073
Bytes Tx : 5518 Bytes Rx : 772

Pkts Tx : 4 Pkts Rx : 1

Pkts Tx Drop : 0 Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID: 19.2

Assigned IP : 10.10.11.1 Public IP : 10.106.44. 243
Encryption : 3DES Hashing : SHA1l

Encapsul ation: TLSv1.0 TCP Src Port : 58315

TCP Dst Port : 443 Auth Mode : userPassword

Idle Tine Qut: 30 Mnutes lIdle TO Left : 29 M nutes
Client OS : Wndows

Client Type : SSL VPN dient

Client Ver : G sco AnyConnect VPN Agent for Wndows 3.1.06073
Bytes Tx : 5518 Bytes Rx : 190

Pkts Tx : 4 Pkts Rx : 2

Pkts Tx Drop : 0 Pkts Rx Drop : O

DTLS-Tunnel:

Tunnel ID: 19.3

Assigned IP : 10.10.11.1 Public IP : 10.106.44. 243
Encryption : DES Hashing : SHA1l

Encapsul ation: DTLSv1.0 UDP Src Port : 58269

UDP Dst Port : 443 Auth Mbde : userPassword

Idle Tine Qut: 30 Mnutes lIdle TO Left : 30 M nutes
Client OS : Wndows

Client Type : DTLS VPN dient

Client Ver : G sco AnyConnect VPN Agent for Wndows 3.1.06073
Bytes Tx : O Bytes Rx : 4150

Pkts Tx : 0 Pkts Rx : 59

Pkts Tx Drop : 0 Pkts Rx Drop : O

22X &
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https://www.cisco.com/go/anyconnect
https://www.cisco.com/go/anyconnect
https://www.cisco.com/go/anyconnect

Mx| =22 o|0|X|(0dl: anyconnect-win-3.1.06073-pre-deploy-k9.iso)E& Ct2Z =& L|C}.
2. WinRar &£ 7-Zip& AH&3041SO I7|X|o| LIS FE & LIC

K
0 anyconnect-win-3 1070 |
| ! Burn disc image 1
T-Zip | Qpen archive
I:f Editwath Notepad ++ Open archive
Cpen with ¥ Extract files..
Sharewith - Extract Here

Extract to "anyvoonnect-win-3. L0702 1 -pre-deplow-kEy"

4. Setup.exe IS Ald5t 1 Anyconnect ZIEH W H 11 =B MEHSHL|CEH.

{'% Cisco AnyConnect Secure Mobility Client Install Selector E‘@g

ou wish to
mstall:

m AnyConnect VPN

m AnyConnect VPN Start Before Login

AnyConnect Diagnostic And Reporting Tool
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"E Cisco AnyConnect Diagnostics an

"‘} Cisco AnyConnect Secure Mokl
L Cisco ASDM
Cisco ASDM-IDM Launcher
Cisco Configuration Professional

YWideos

omputer

Cisco AnyConnect Diagnostics and Reporting Tool
AnyConnect Diagnostics and Reporting Tool
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Cisco IronPort Email Security Plug-In etwork
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Setfup.exe
Application
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Cisco DART 3.1.05170

Bundle Creation Op

=

Select "Default" to include the typical log files and diagnostic infarmation in
the bundle. Select "Custom” o choose the list of log files and diagnostic
infor mation 1o be included in the bundle.

(®) Default (Bundle will be saved to Deskiop)

. CLstom

Clear logs after DART finshes

2t2 | E2 DART bundle .zip Tt S Z2t0|E AT 0| MEELICE JHOF F71 84




2 I8l (TAC A 0|AE & ) HEZ TACO| o|HY= 2 =+ QU

i He
ol 2A]

. AnyConnect VPN 2l 0|HE EXEH#E! 7I0|E - &lHIX{0]| &
. Java 7 Issues with AnyConnect, CSD/Hostscan %! WebVPN - 24 siZ A A

. 71& X|§ & XM - Cisco Systems



/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100597-technote-anyconnect-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/hostscan/117097-trouble-java7-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



