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Configuration(T+4J) > Remote Access VPN(#Z 2 AlA VPN) > Network (Client) Access(HIE
2|3 (FEH0IHE) HA|A) > SSL VPN Connection Profiles(SSL VPN 912 Z 210} Q) M5}
1 Access Interfaces(M|A PIE{H O] A)0f| A Allow Access(MA &) 2! Enable DTLS for
the outside interface(2|5F IE{m|0|A0i CHEH DTLS E443H)E Z=2IgLICh e o|F QIE{m| 0]
A0 M SSL VPN & 4d3}5l2{™H Enable Cisco AnyConnect VPN Client or legacy SSL VPN
Client access on the interface(0| Z 0| A{ {1E4 8t PIE{H 0| A 0| A Cisco AnyConnect VPN &2t
O|HE E&= H|7{A| SSL VPN ZEI0IHE HAIA &3} golgts MeEfshLct.
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The securky applance automaticaly deploys the Cisco AnyConmed: WM Clent bo remobe usars upon conneddon, The initial disnt daployment requires and-usar
administrative rights. The Cisco drwConnect YPU Cliert supparts IPsec (IKEwE) bunnel a5 wel as 550 tunnel with Datagram Transpart Laver S=curity [DTLS) lunneling
options.

Access Tnterfaces
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Configuration(T4J) > Remote Access VPN(&Z A& VPN) > Network (Client) Access(H|E
|3 (Zcto|21E) HAM|A) > Anyconnect Client Software(Anyconnect E2t0|HE A X E9f0])
> Add(F7hHE M=i5tod AsA| Z2HA| HIZ 2|0 A Cisco AnyConnect VPN £2}10[21E o|0O|
X FIHELICH

& Upload Image. =

IUpload a file from local computer ko flash file system on the device, The upload process might kake a Few minukes,
Flease wait for the operation ko finish,

Local File Path: 2\ Userstjosemed' Deskioph anyconnect-win-3, 1,05152-k9, plg ’ Browse Local Files. .. ]

Flash File Swstem Path: |diskD:/anyconnect-win-3. 1 .DSlSE-k‘B.pkg| ’ Browse Flash, .. ]

’ IUpload File ” Close ” Help l

T@ Add AnyConnect Client Image

anyConnect Image: anycnnnect-win-S.1.05152-k9.|:|k|;|| | Browse Flash, .. |

| Upload... |

Regular expression to match user-agent

<4

| Ik, || Cancel || Help |

Selgt CcLl 74:

ciscoasa (config) #webvpn
ciscoasa (config-webvpn) #enable outside

ciscoasa (config-webvpn) #anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1
ciscoasa (config-webvpn) #tunnel-group-list enable

ciscoasa (config-webvpn) #anyconnect enable
= H o S
O SAE PP

LHE 2§ H2 FElo|HE OB/ Mg5t2{™ Configuration(T4d) > Remote Access VPN(#
4 HA|A VPN) > Network (Client) Access(H|E /2 (F2H0IHE) HAM|2) > Group Policies(2
E 3 E MEgfLICt.SSLE B3 2 EZ 2 #/95}5t2{™ General E{0{ A SSL VPN
Client = QIEHS MEASL|CY.
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ciscoasa(config) #username ssluserl password asdmASA
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ciscoasa(config) #group-policy clientgroup internal
ciscoasa(config) #group-policy clientgroup attributes
ciscoasa(config-group-policy) #vpn-tunnel-protocol ssl-client
ciscoasa(config-group-policy) #
- M AR R HIH ssluser1& A443524™ Configuration > Remote Access VPN > AAA/Local
Users > Local Users > AddE MEHEILICH OKE 225t CHS ApplyE & =8L|Ct
(B 2 Lser zcouet '5—-!_ - "_-_ ol P — R — —— ===
E ‘-';"'P"'.‘f Lmrrasra: ermar|
Fnermrirt —

M E{e 3 & ssigroup= 444352424 Configuration > Remote Access VPN > Network (Client)
Access > Anyconnect Connection Profiles > AddE ME{gfL|Ct.
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Advanced(IL&) > Group Alias/Group URL(Z & 2/ & URL) &AM 2
sslgroup_usersZ X|’335t 1 OK(& )& S &Lct.
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S8 CLI 74

ciscoasa(config) #tunnel-group sslgroup type remote-access
ciscoasa(config) #tunnel-group sslgroup general-attributes
ciscoasa (config-tunnel-general) #dhcp-server 192.168.10.1
ciscoasa (config-tunnel-general) #default-group-policy clientgroup
ciscoasa(config-tunnel-general) #exit

ciscoasa(config) #tunnel-group sslgroup webvpn-attributes
ciscoasa (config-tunnel-webvpn) #group-alias sslgroup_users enable

MeEY e e 313 MHE

RFC 3011 &! RFC 352701l CH§t DHCP ZE A| x| 8.0.5 &1 8.2.20] = E 7|s0|H o|F &2
A0 M X|RELICH
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. RFC 35272 DHCP Z2}0|91E 7} DHCP M7} &
EH 512 S M2 M| DHCP &t S Mg ™olgtLct.
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A b C D {assigned adde)

| I I I I I
| DHCP Server |-===|====| BASA |====|==== | Client |

I I I | / \

Massage Exchange:
Discover: B -» A

Offer: A -> dhep-hetwork-scope
Request: B -> A
Ack: A -> dheop-network-=scope
Release: B -> A

0|28t RFC & stLIE &4d5t5tH mEho| 0|9t HI%5HAH 2 0|1 VPN 220|1E o= 04716| 24t
B MEYo| =47 g ELICH

A B B D {assigned addr)

I I I I | I
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| | l | / A

Mezzage Exchange:
LDiscover: B -> A

Offer: A > B
Recuest: B -> A
Ack: A -> B

Release: B -> A
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ASA# show run

ASA Version 9.2(1)
|

l-—- Specify the hostname for the Security Appliance.

hostname ASA
enable password 8Ry2YjIyt7RRXU24 encrypted

names
1

l-—- Configure the outside and inside interfaces.

interface GigabitEthernet0/0

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

1

interface GigabitEthernetO0/1

nameif outside

security-level 0

ip address 192.168.1.1 255.255.255.0
1

interface GigabitEthernet0/2

nameif DMZ

security-level 50

ip address 192.168.10.2 255.255.255.0

l-—- Qutput is suppressed.

passwd 2KFQnbNIdI.2KYOU encrypted
boot system disk0:/asa802-k8.bin
ftp mode passive

object network obj-10.1.1.0
subnet 10.1.1.0 255.255.255.0
object network obj-192.168.5.0
subnet 192.168.5.0 255.255.255.0

pager lines 24

logging enable

logging asdm informational

mtu inside 1500

mtu outside 1500

mtu dmz 1500

no failover

icmp unreachable rate-limit 1 burst-size 1

l-—- Specify the location of the ASDM image for ASA to fetch the image
for ASDM access.

asdm image diskO:/asdm-716.bin
no asdm history enable
arp timeout 14400


//www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html
//www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html

nat (inside,outside) source static obj-10.1.1.0 0obj-10.1.1.0 destination static
0bj-192.168.5.0 0bj-192.168.5.0

!

object network obj-10.1.1.0

nat (inside,outside) dynamic interface

route outside 0.0.0.0 0.0.0.0 192.168.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute

dynamic-access-policy-record DfltAccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 inside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart
telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat

threat-detection statistics access-list

!

class-map inspection_default

match default-inspection-traffic

1

1

policy-map type inspect dns preset_dns_map

parameters

message-length maximum 512

policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

1

service-policy global_policy global

1

|-—- Enable webvpn and specify an Anyconnect image

webvpn

enable outside

anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1
anyconnect enable

tunnel-group-1list enable

group-policy clientgroup internal
group-policy clientgroup attributes

|--- define the DHCP network scope in the group policy.This configuration is Optional



dhcp-network-scope 192.168.5.0
l-—- In order to identify remote access users to the Security Appliance,
l-——- you can also configure usernames and passwords on the device.

username ssluserl password ffIRPGpDSOJh9YLg encrypted

l-—- Create a new tunnel group and set the connection
l--- type to remote-access.

tunnel-group sslgroup type remote-access

I-—- Define the DHCP server address to the tunnel group.

tunnel-group sslgroup general-attributes
default-group-policy clientgroup
dhcp-server 192.168.10.1

l-—— If the use of RFC 3011 or RFC 3527 is required then the following command will
enable support for them

tunnel-group sslgroup general-attributes
dhcp-server subnet-selection (server ip) (3011)
hcp-server link-selection (server ip) (3527)

l-—- Configure a group-alias for the tunnel-group

tunnel-group sslgroup webvpn-attributes
group-alias sslgroup_users enable

prompt hostname context

Cryptochecksum:e0725ca9ccc28af488ded9eel36b7822d
end

ASA#
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