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Ol EMo HEE OIS AZEQo HTE 7|E2 2 §hLCt.

« Cisco ASA(Adaptive Security Appliance) 2T E 2J0{ T 8.4 0|4
« Cisco AnyConnect Secure Mobility Client 3.10| A %|E! Windows 7

CIS S MM35H7] 28l Q15 CA(Certificate Authority) S AFE$HCH D 74 EHLICE

« ASAE PKCS #12(public-key cryptography standard #12) base64 213 & QIS M
(AnyConnect.pfx)
« AnyConnect& PKCS #12 QI& M
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O EMoilMe= 2B M AE o &7 0|F Q&5 2 A& 5t= ASA(Adaptive Security Appliance) Cisco
AnyConnect Secure Mobility Client 24M[A 0| Z4I| T 2i[0|M o & MHELICE AnyConnect AHE At
= VPN HMAE d7| 25 7|2 L EX QIB0i| CHE SHtE QB M U Xt ZHES AMB5HoF &L
Ct. B8 O] EMoilAM= Ol2| ;27| 7|s0| U= 2SS M tHEo| o = MBS ghLlct.
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N 2T of MMM AL = HION CHE RFAIEH LISS HEi B T3] TTE AFR5HAIA|
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AnyConnect& 215 A
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Q& M 2| Xk (certmgr.msc)E AF&35t04 Mx|E & QlghL|Ct.


http://tools.cisco.com/Support/CLILookup/cltSearchAction.do

"

certrmgr - [Certificates - Current User,Personal Certificates] EI@

File Action View Help

&= | 7B dald:=HE

-_c-,ij Certificates - Current User “ || Issued T!D Issued By Expiration Date  Intended Purposes Friendly Name
o [l P'_Ersg'”a_lf_ I TAC TALC 2013-11-16 <Al =Mone>
IS prlivcales ltestl TAC 2014-03-06 Server Authenticati.. <MNone>

. [ | Trusted Root Certification

» || Enterprise Trust

. [ ] Intermediate Certification |

. [] Active Directory User Obje| =

. [ ] Trusted Publishers

» | Untrusted Certificates

» || Third-Party Root Certifica

» || Trusted People

» || Other People

| Certificate Enrcllment Rec =

1 m b 4 m P

Perzonal store contains 2 certificates.

7|2H2 2 AnyConnect= Microsoft AF& At HE LM QIS ME & 2{X 5t2 2 AnyConnect
Zonee HZAS Tt aaLch

ASAO| 2IE M AX|

CHS ofloflA{= ASA7} base64 PKCS #12 QIS ME 7tX{2& W2 Hod FLC}.

<#froot>

BSNS-ASA5580-40-1(config)# crypto ca import CA pkcsl2 123456

Enter the base 64 encoded pkcsl2.
End with the word "quit" on a line by itself:
MIIJAQIBAzCCCMcGCSqGSIb3DQEHAACCCLgEggiOMIIIsDCCBa8GCSqGSIb3DQEH

<output ommitted>

83EWMTAhMAKGBSsOAwIaBQAEFCS/WBSkrOIeT1HARHbLF1FFQvSVvBAhu0j9bTtZo
3AICCAA=
quit

INFO I nport PKCS12 operation conpleted successfully

71X 7|2 & 215t24™ show crypto ca certificates HEE AF &L}

BSNS-ASA5580-40-1(config)# show crypto ca certificates
CA Certificate
Status: Available
Certificate Serial Number: 00cf946de20d0ce6d9
Certificate Usage: General Purpose
Public Key Type: RSA (1024 bits)



Signature Algorithm: SHA1l with RSA Encryption
Issuer Name:

cn=TAC
ou=RAC
o=TAC
1=Warsaw
st=Maz
c=PL

Subject Name:

cn=TAC
ou=RAC
o=TAC
1=Warsaw
st=Maz
c=PL

Validity Date:
start date:

end

Certificate
Status:

date:

08:11:26 UTC Nov 16 2012
08:11:26 UTC Nov 16 2013
Associated Trustpoints: CA

Available
Certificate Serial Number:

Certificate Usage: General Purpose
Public Key Type: RSA (1024 bits)

Signature Algorithm: SHA1l with RSA Encryption
Issuer Name:

cn=TAC
ou=RAC
o=TAC

T=Warsaw

st=Maz
c=PL

Subject Name:

cn=I0S
ou=UNIT
o=TAC
T=Wa
st=Maz
c=PL

Validity Date:
start date:

end

S 2o £3 QIHZE|E 7= £ show BHE X|HELICE show BHE E20| 24 Eid
™ ol RE CIHZE|E E2 AFEELICH. SEE Cisco AFE AR LHF Cisco 2 L HEof A
28 = aLct

e elE U eIEM AES 2IEt ASA HI|aa|o|M

ASAE= AAA(authentication, authorization, and accounting) /&1 IEAM Q152 2 F AFE R LICEH

RIEM AE2 HLICH AAA 2152 24 HIO|E{H0|AE AFSEfLICH.

Ol oo M= QBM HEES AI8ste B Q152 Eod ELct

date:

12:48:31 UTC Nov 29 2012
12:48:31 UTC Nov 29 2013
Associated Trustpoints: CA

00fe9c3d6lel31cda9


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

<tfroot>

ip local pool POOL 10.1.1.10-10.1.1.20
username cisco password cisco

webvpn
enable outside
AnyConnect image disk0:/AnyConnect-win-3.1.01065-k9.pkg 1

AnyConnect enable
tunnel-group-1list enable

group-policy Groupl internal

group-policy Groupl attributes
vpn-tunnel-protocol ssl-client ssT-clientless
address-pools value POOL

tunnel-group RA type remote-access
tunnel-group RA general-attributes

aut henti cati on-server-group LOCAL

default-group-policy Groupl

aut hori zation-required

tunnel-group RA webvpn-attributes

aut hentication aaa certificate

group-alias RA enable

Ol ZAZ[ado|M 2ol = 25 M O|F(CN)2t 22 EH IEM EEQ| AEXt O|F 22
LDAP(Lightweight Directory Access Protocol) ™8 £0{& &% &~ Ql&L|ct O CHS $7+ =
HE 501 VPN M[Mof|l M = &LIct 215 & IS A Hek Fofof cHet xbMlE LHE
"ASA AnyConnect VPN &! Openl DAP Authorization with Custom Schema and Certificates
Configuration Example"g & X3 AA|2.

HAE

S

—

1. EH OIEZEE EF2E E™ show B X|EHL|C} show B £290]
OIRE CIE{ZE|E EE MEBELICI. S5 &l Cisco AFR AT LHE Cisco
S (0]

o Zm|aaio|MME HAESIEIH 2 XtH SB(ALE X O|F cisco X H|ZHE cisco)2 M3 &L
Ct. Q1B M7} Q4o{oF g LCt,


http://www.cisco.com/en/US/tech/tk367/technologies_configuration_example09186a0080c0c519.shtml
http://www.cisco.com/en/US/tech/tk367/technologies_configuration_example09186a0080c0c519.shtml
http://www.cisco.com/en/US/tech/tk367/technologies_configuration_example09186a0080c0c519.shtml
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https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

Y Cisco AnyConnect | 10.48.67.153

Please enter your username and password.

Group: | RA
Lisername: Cisco
Password: ey

VPN:
Please enter your username and password.

10.48.67.153 Connect

ASAO0{| Al show vpn-sessiondb detail AnyConnect B&3& l248tL|C}.

<tfroot>

BSNS-ASA5580-40-1(config-tunnel-general)# show vpn-sessiondb detail AnyConnect
Session Type: AnyConnect Detailed

Username
cisco
Index : 10

Assigned IP
10.1.1.10

Public IP : 10.147.24.60
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

Encryption : RC4 AES128 Hashing : none SHAl




Bytes Tx
Pkts Tx

Pkts Tx Drop :
Group Policy :

: 20150 Bytes Rx
: 16 Pkts Rx
0 Pkts Rx Drop :

Groupl

Tunnel Group :

Login Time : 10:16:35 UTC Sat Apr 13 2013
Duration : Oh:01m:30s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 10.1
Public IP : 10.147.24.60
Encryption I none

TCP Dst Port : 443

Certificate
and user Password

Idle Time Out: 30 Minutes
Client Type : AnyConnect
Client Ver : 3.1.01065

Bytes Tx : 10075

Pkts Tx : 8

Pkts Tx Drop : O

SSL-Tunnel:
Tunnel ID : 10.2
Assigned IP : 10.1.1.10
Encryption : RC4

Encapsulation: TLSv1.0
TCP Dst Port : 443

Certificate
and user Password

Idle Time Out: 30 Minutes
Client Type : SSL VPN Client

Client Ver
Bytes Tx 5037
Pkts Tx 4

Pkts Tx Drop : O

DTLS-Tunnel:

Tunnel ID : 10.3
Assigned IP : 10.1.1.10
Encryption : AES128
Encapsulation: DTLSv1.0

UDP Dst Port : 443

Certificate
and user Password

Idle Time Out: 30 Minutes
Client Type : DTLS VPN Client
Client Ver : 3.1.01065

Bytes Tx : 0

: 25
: 19

RA

. ho

TCP Src Port :

Auth Mode

IdTle TO Left :

Bytes Rx
Pkts Rx

199
2

ne

62531

28 Minutes

: 1696

Pkts Rx Drop :

Public IP
Hashing

: 10.147.24.60
: SHAlL

TCP Src Port :

Auth Mode

IdTle TO Left :

Bytes Rx
Pkts Rx

62535

28 Minutes

: Cisco AnyConnect VPN Agent for Windows 3.1.01065

1 2235
11

Pkts Rx Drop :

Public IP
Hashing

0

: 10.147.24.60
: SHAlL

UDP Src Port :

Auth Mode

Idle TO Left :

Bytes Rx

52818

29 Minutes

1 21268



Pkts Tx : 0 Pkts Rx : 177

Pkts Tx Drop : O Pkts Rx Drop : O

NAC:
Reval Int (T): 0 Seconds Reval Left(T): 0 Seconds
SQ Int (T) : 0 Seconds EoU Age(T) : 92 Seconds
Hold Left (T): 0 Seconds Posture Token:

Redirect URL :

ClHZ

% 1 debug BHE= ALE5H7| Toi Debug B CHEt 52 HEE FHESHAAIL.

Ol ool M= 2B M7t COIEHIO| &0 FHAIZIX] BE Rt 1, SiE CAZF HHAEIICH, SHIE 7| A S

0| AFZ E|} 2 H(ClientAuthentication), 215 Mo &8 AAVF H3HMo 2 22 P& LICH

<tfroot>

debug aaa authentication
debug aaa authorization
debug webvpn 255

debug webvpn AnyConnect 255

debug crypto ca 255

debug webvpn 255 B& Z2 XA debug BE2 ZE2EHM EF0M B2 208 445D
ASAO] It Eet F5HE 7HXE & U&LICH BEEE 2ls YT WebVPN CIHZ7F M7HE[{& LICH

<#root>

CERT_API: Authenticate session 0x0934d687, non-blocking cb=0x00000000012cfc50
CERT API thread wakes up!

CERT_API: process msg cmd=0, session=0x0934d687

CERT_API: Async locked for session 0x0934d687

CRYPTO_PKI:

Checking to see if an identical cert is

al ready in the database

CRYPTO_PKI: looking for cert in hand1e=0x00007ffd8b80ee90, digest=

ad 3d a2 da 83 19 e0 ee d9 b5 2a 83 5c dd e0 70 | =, *\..p
CRYPTO_PKI: Cert record not found, returning E_NOT_FOUND
CRYPTO_PKI:

Cert not found in database


http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

CRYPTO_PKI:

Looki ng for suitable trustpoints

CRYPTO_PKI: Storage context Tocked by thread CERT API
CRYPTO_PKI:

Found a suitable authenticated trustpoint CA

CRYPTO_PKI(make trustedCerts T1ist)CRYPTO_PKI:check_key_usage: ExtendedKeyUsage
OID = 1.3.6.1.5.5.7.3.1
CRYPTO_PKI:

check_key usage: Key Usage check K

CRYPTO_PKI:

Certificate validation: Successful, status: O

. Attempting to
retrieve revocation status if necessary
CRYPTO_PKI:Certificate validated. serial number: OOFE9C3D61E131CDB1, subject name:
cn=testl,ou=Security,o=Cisco, 1=Krakow, st=PL,c=PL.
CRYPTO_PKI: Storage context released by thread CERT API
CRYPTO_PKI: Certificate validated without revocation check

URItE BId 25 ¥ oois AZLICh §4 &AM ofE #2/0| giem AASAIIE MSste
E'd 2 &0| AASELICH

<#froot>

CRYPTO_PKI: Attempting to find tunnel group for cert with serial number:
OOFE9C3D61E131CDB1, subject name: cn=testl,ou=Security,o=Cisco, 1=Krakow,st=PL,
c=PL, 1issuer_name: cn=TAC,ou=RAC,o0=TAC, 1=Warsaw,st=Maz,c=PL.

CRYPTO_PKI:

No Tunnel Group Match for peer certificate

CERT_API: Unable to find tunnel group for cert using rules (SSL)

CS2 ssL & ek M4 CiHZ Lot

<tfroot>

%ASA-7-725012: Device chooses cipher : RC4-SHA for the SSL session with client
outside:10.147.24.60/64435
%ASA-7-717025:

Validating certificate chain containing 1 certificate(s).



%ASA-7-717029:
Identified client certificate

within certificate chain. serial
number: OOFE9C3D61E131CDB1, subject name:

cn=test 1, ou=Security, 0=C sco, | =Kr akow,
st =PL, c=PL

%ASA-7-717030:

Found a suitable trustpoint CAto validate certificate

%ASA-6-717022:
Certificate was successfully validated

serial number:
OOFE9C3D61E131CDB1, subject name: cn=testl,ou=Security,o=Cisco,l=Krakow,st=PL,
c=PL.
%ASA-6-717028: Certificate chain was successfully validated with warning,
revocation status was not checked.
%ASA-6-725002: Device completed SSL handshake with client outside:
10.147.24.60/64435
%ASA-7-717036:

Looki ng for a tunnel group match based on certificate maps

for

peer certificate with serial number: OOFE9C3D61E131CDB1, subject name: ch=testl,
ou=Security,o=Cisco, 1=Krakow,st=PL,c=PL, issuer_name: cn=TAC,ou=RAC,0=TAC,
1=Warsaw, st=Maz,c=PL.
%ASA-4-717037:

Tunnel group search using certificate maps failed for peer
certificate

serial number: OOFE9C3D61E131CDB1, subject name: cn=testl,
ou=Security,o=Cisco, 1=Krakow,st=PL,c=PL, 1issuer_name: cn=TAC,ou=RAC,0=TAC,
1=Warsaw, st=Maz,c=PL.
%ASA-6-113012:

AAA user authentication Successful : |ocal database : user = cisco

%ASA-6-113009:

AAA retrieved default group policy (Goupl) for user = cisco

%ASA-6-113008: AAA transaction status ACCEPT : user = cisco
%ASA-7-734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.grouppolicy = Groupl

%ASA-7-734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.username = cisco

%ASA-7-734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.usernamel = cisco

%ASA-7-734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.username2 =

%ASA-7-734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.tunnelgroup = RA

%ASA-6-734001: DAP: User cisco, Addr 10.147.24.60, Connection AnyConnect: The
following DAP records were selected for this connection: DfltAccessPolicy



%ASA-6-113039: Group <Groupl> User <cisco> IP <10.147.24.60> AnyConnect parent
session started.

O|& 2l& &l I AS S ¢8t ASA Zdx|1ao|M

0|F Q1Z 9|02, 7|2 213 M= LOCALO|T EX 913 M= LDAPRILICE QIS 854 A
A7} OF %] %*oirilw U&LLCE.

CtS ool = LDAP ZHI|ad|o|MHME EoiFLICT.

aaa-server LDAP protocol ldap

aaa-server LDAP (outside) host 10.147.24.60
Tdap-base-dn DC=test-cisco,DC=com
Tdap-scope subtree
Tdap-naming-attribute uid
Tdap-Togin-password %%
Tdap-login-dn CN=Manager,DC=test-cisco,DC=com
server-type openldap

ChE2 EX QE M &7

0jo

<#root>
tunnel-group RA general-attributes

aut henti cati on-server-group LOCAL
secondary-aut henti cati on-server-group LDAP

default-group-policy Groupl

aut hori zati on-required

tunnel-group RA webvpn-attributes

aut hentication aaa certificate

‘authentication-server-group LOCAL'2 7|2 HHE0|=2 2 Zu|ad|o|Mo EAIZIX| ef&LCt

CtE AAA ME= 'authentication-server-group'oll AF& & = U&LICE. 'secondary-authentication-
server-group'2| <2 SDI(Security Dynamics International) MHHE | 2|8t ZE AAA AHHE ALEE
Z A&LICt 0| B2 SDI7t 04715 7|2 @1E MY = U&LICH.

HAE

N AT 20T aE ETE S8 show TS X|AELICH show B E240| 22 Hp


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

N piole % olEizalE 22 ARELICH S2E Cisco AFRXHEF LIS Cisco £ X & E ol A
o

o Zdx|azio|ME HAESZEIH 2H XtH ZSH(ALE X O|F cisco with password cisco) & LDAP
X4 ZHAFHE X} O|& cisco with password from LDAP)S MZ&L|C QIS M7} Qlo{oF EhL|C}.

'Y Cisco AnyConnect | 10.48.67.153

Please enter your username and password.,

Group:

Username:
Password:

Second Username:

Second Password:

R )

Cisco

Please enter your username and password.

10,48.67. 133

Connect




ClHZ

WebVPN AflA 2l

(o]
adjo|M. ClHaE

<#froot>
%ASA-6-113012:

AAA user authentication Successful : |ocal database : user = cisco

%ASA-6-302013: Built outbound TCP connection 1936 for outside:10.147.24.60/389
(10.147.24.60/389) to identity:10.48.67.153/54437 (10.48.67.153/54437)
%ASA-6-113004:

AAA user authentication Successful : server = 10.147.24.60
user = cisco

%ASA-6-113009: AAA retrieved default group policy (Groupl) for user = cisco
%ASA-6-113008: AAA transaction status ACCEPT : user = cisco

LDAPO]| CHeF C|HHZ 2 LDAP ZI|aefo|Mof et EetE = Us MEAEE EAIRLICH

[34] Session Start
[34] New request Session, context 0x00007ffd8d7dd828, reqType = Authentication
[34] Fiber started
[34] Creating LDAP context with uri=ldap://10.147.24.60:389
[34] Connect to LDAP server: ldap://10.147.24.60:389, status = Successful
[34] supportedLDAPVersion: value = 3
[34] Binding as Manager
[34] Performing Simple authentication for Manager to 10.147.24.60
[34] LDAP Search:
Base DN [DC=test-cisco,DC=com]
Filter [uid=cisco]
Scope = [SUBTREE]
[34] User DN = [uid=cisco,ou=People,dc=test-cisco,dc=com]
[34] Server type for 10.147.24.60 unknown - no password policy
[34] Binding as cisco
[34] Performing Simple authentication for cisco to 10.147.24.60
[34] Processing LDAP response for user cisco
[34] Authentication successful for cisco to 10.147.24.60
[34] Retrieved User Attributes:
[34] cn: value = John Smith

[34] givenName: value = John
[34] sn: value = cisco
[34] uid: value = cisco

[34] uidNumber: value = 10000

[34] gidNumber: value = 10000

[34] homeDirectory: value = /home/cisco
[34] mail: value = name@dev.local

[34] objectClass: value = top

[34] objectClass: value posixAccount
[34] objectClass: value shadowAccount



[34]
[34]
[34]
[34]
[34]
[34]

inetOrgPerson
organizationalPerson

objectClass: value
objectClass: value
objectClass: value = person

objectClass: value = CiscoPerson

ToginShell: value = /bin/bash

userPassword: value = {SSHA}pndf5sfjscTPuyrhL+/QUqhK+i1UCUTy

[34] Fiber exit Tx=315 bytes Rx=911 bytes, status=1
[34] Session End
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<#froot>

usernane testl password cisco

tunnel-group RA general-attributes

aut henti cati on-server-group LOCAL

secondary-aut henti cati on-server-group LDAP

default-group-policy Groupl
authorization-required

usernanme-fromcertificate CN

secondary-usernane-fromcertificate QU

tunnel-group RA webvpn-attributes
authentication aaa certificate

pre-fill-usernanme ssl-client

secondary-pre-fill-usernanme ssl-client

group-alias RA enable

O] ofloil A 220|21E &= cn=test1,ou=Security,0=Cisco,|l=Krakow,st=PL,c=PL QIZEME AFSEL|C}

N
M

2 H
o0 A
P2l
N

ro
0l
lo

o
0l

0z lo

| 22 AHEXt O|F2 CNOIM 7HK2 [o|2E 2Z ALE A} 'test1'0| WA EIRI&LICH

A2 ARl 0|& 2 OU(Organizational Unit)0llAM 7} K22 2 LDAP ME{0] 'Security'
ME|IRI&LCH



me kR

= UA&LICH

gt AnyConnect7t 7|2 2 EZ AEXt O|F 2 O/|2| M 7| 2I5H pre-fill BES AHSS=E ZA|

A AlLtEI20M 7|2 215 MHE YUHtXo 2 AD EEE LDAP MOl HHHH 2 X 915 ME{E E
2 H|YHS E A& 3SH= RSA(Rivest, Shamir, and Adelman) MEHILICE O] AILI2|0| M AFS Xt
= AD/LDAP A3 SH(AIEA7F &1 I2), RSA EZ HIZHS (AL A7 71X UF) & QB M

(MEXlE HFEAM)E XSaHoF &f LIt

EHAE
78 = EZX A8X O|§2 QI8 A CN X OU ZEo|A O|2] YHE|=2 HEE &~ gisLct
'@ Cisco AnyConnect | 10.48.67.153 (3]

Please enter your username and password,

Group: |H_.I5. - |
[Isermarnme: testl
Password: |
Secand [setnames Security

Second Password:

Please enter your username and password,

10.48.67.153

Connect



ClHZ

CtZ 0|0l M= AnyConnectE ™&E O|2] R 7| 2EE EoiELCh

%ASA-7-113028: Extraction of username from VPN client certificate has been
requested. [Request 5]

%ASA-7-113028: Extraction of username from VPN client certificate has started.
[Request 5]

%ASA-7-113028: Extraction of username from VPN client certificate has finished
successfully. [Request 5]

%ASA-7-113028: Extraction of username from VPN client certificate has completed.
[Request 5]

%ASA-7-113028: Extraction of username from VPN client certificate has been
requested. [Request 6]

%ASA-7-113028: Extraction of username from VPN client certificate has started.
[Request 6]

%ASA-7-113028: Extraction of username from VPN client certificate has finished
successfully. [Request 6]

%ASA-7-113028: Extraction of username from VPN client certificate has completed.
[Request 6]

017|M QI& 0| SHIE ALEXI O|FE A8 ' E & + A&LICH

<tfroot>

%ASA-6-113012:

AAA user authentication Successful : |ocal database : user = testl

%ASA-6-302013: Built outbound TCP connection 2137 for outside:10.147.24.60/389
(10.147.24.60/389) to identity:10.48.67.153/46606 (10.48.67.153/46606)
%ASA-6-113004:

AAA user authentication Successful : server = 10.147.24.60 :
user = Security
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crypto ca certificate map CERT-MAP 10
issuer-name co tac

webvpn
certificate-group-map CERT-MAP 10 RA

A
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'Y Cisco AnyConnect | 10.48.67.153

Please enter yvour username and password,

=

sermane: testl
Password: |
secand/Usernanme: security

Second Password:

l QK J | Cancel |

@ Cisco AnyConnect Secure Mobility Client

Please enter your username and password.
Connect

10.48.67.153

ClHHa
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<{froot>

%ASA-7-717036:

Looki ng for a tunnel group match based on certificate maps

for

peer certificate with serial number: OOFE9C3D61E131CDB1, subject name: ch=testl,
ou=Security,o=Cisco, 1=Krakow, st=PL,c=PL, issuer_name: cn=TAC,ou=RAC,0=TAC,
1=Warsaw,st=Maz,c=PL.
%ASA-7-717038:

Tunnel group match found. Tunnel G oup: RA

, Peer certificate:
serial number: OOFE9C3D61E131CDB1, subject name: cn=testl,ou=Security,o=Cisco,
1=Krakow,st=PL,c=PL, issuer_name: cn=TAC,ou=RAC,o0=TAC,1=Warsaw,st=Maz,c=PL.
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Cisco AnyConnect

Certificate Validation Failure

oK ]

F

@ Cisco AnyConnect Secure Mability Client

===

Mo valid certificates available for authentication.

10.48.67. 153 Connect

ASAOIME MMdo| 2eto|ME olal| S=E W & &LICHReset-).

<#root>

%ASA-6-302013:

Built inbound TCP connection 2489 for outside:10.147.24.60/52838

(10.147.24.60/52838) to identity:10.48.67.153/443 (10.48.67.153/443)

%ASA-6-725001:
TLSv1l session.
%ASA-7-725010:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725008:

cipher(s).

%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725011:
%ASA-7-725012:

Starting SSL handshake with client outside:10.147.24.60/52838 for

Device supports the following 4 cipher(s).

Cipher[1] : RC4-SHA

Cipher[2] : AES128-SHA

Cipher[3] : AES256-SHA

Cipher[4] : DES-CBC3-SHA

SSL client outside:10.147.24.60/52838 proposes the following 8
Cipher[1] : AES128-SHA

Cipher[2] : AES256-SHA

Cipher[3] : RC4-SHA

Cipher[4] : DES-CBC3-SHA
Cipher[5] : DHE-DSS-AES128-SHA
Cipher[6] : DHE-DSS-AES256-SHA
Cipher[7] : EDH-DSS-DES-CBC3-SHA
Cipher[8] : RC4-MD5

Device chooses cipher : RC4-SHA for the SSL session with client



outside:10.147.24.60/52838
%ASA-6-302014:

Teardown TCP connection 2489 for outside: 10.147.24.60/52838 to
identity: 10.48.67.153/443 duration 0:00:00 bytes 1448 TCP Reset-|
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