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Wildcard v | C\Users\*\Desktop\CCC ps1 ?
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Process v Path | C:\Path\to\executable.exe ™
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Apply to child processes
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Connector Info File Name

Comments File Path
File Size 56.73 KB

Reason Process modube is not clean and not signed

Parent Fingerprint (SHA-256) T f3c
Parent Filename TestAMPprodect. exs

Parent File Size (bytes) 1608704
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Apply to child processes
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System Process SHA | SHA-256 of the file (From the Parent Filename field)
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Malicious Activity Fingerprint (SHA-256) T 9967155a.. 29564820
Hirisons Aftected Files Count 5

Connector Info CiUsers\umenterc Deskiop| Test files\AMPAE-8120-SPP-MAP-EXPREV-test_fles\Maprewrite_datal 1 txt. new
20-3PP-MAP-EXPREV-1est_Mes\Mapirewrite_datal0 D new

C\Usersiumontero) Deskiop\ Test fles\AMPAE-
Affected Files CiUsers\umonterc Desktop\Test files\AMPAE-8120-5PP-MAP-EXPREV-test_files\Map/rewrite_datald tet new
CiUsers\umonters) Deskiop\Test fles\AMPAE-8120-SPP-MAP-EXPREV-test_Mes\Map\rewrite_datal2 . new
CUsers\umonterc|DesktopiTest files\AMPAE-8120-5PP-MAP-EXPREV-test_files\Map!\rewrite_data\3 bt new

Comments

File Name T rewrite exe

File Path Cl\Usersiumonterc| Desktopl Test files\AMPAE-8120-SPP-MAP-EXPREV-test_files\Map\rewrite exe
File Size 4.37 MB

IParent Fingesprint [SHA=256) T 99671558, 20560820

Parent Filename T rewrite exe
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Malicious Activity SHA
You can provide path andfor SHA-256. If you specify both a path and SHA-256 then both conditions must

be met for the process to be excluded.

Apply to child processes
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¥ Testing.machinel.amp.com /e i an exploit in CUDL.LOS.exe process [ = VJ m) v Exploit Prevented

Connector Details Attacked Module c’\program files (x86)\adobe\acrobat de\acrobat\bib.dil
Comments Application CUDL.LOS exe
Base Address O 7CT00000
File Name T CUDL.LOS exe
File Path C:\Users\mabat\AppData\LocallApps\2.0\E9781GXN.CIVBOXO3X5B.94H\lend...app_1dbed 2229d 1baBBE_07e5.0402_ab085791t
File Size 5.82 MB
Parent Fingerprint (SHA-256) T
Parent Filename dfsvc.exe
Parent File Size 24.2TKB
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Executable v ‘ Name | CUDL.LOS. exe

Exploit Prevention
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l Process v Path | Path/to/thefexecutable/executable exe
Behavioral Protection SHA
You can provide path and/or SHA ). If you specify both a path and SHA-256 then both conditions must
be met for the process to be excluded

(3 Apply to child processes
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